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Trademark Notices
© 1994-2004 by Network Instruments, LLC (Limited Liability Corporation). All rights reserved.

“Observer”, “Network Instruments’ and the “N with adot” logo are registered trademarks of Network Instruments, LLC,
Minneapolis, Minnesota, USA.

Limited Warranty—Hardware

Network Instruments, LLC. ("Network Instruments") warrants this hardware product against defects in materials and work-
manship for aperiod of 90 days from the date of shipment of the product from Network Instruments, LLC. Warranty is for
depot service at Network Instruments Corporate headquarters in Minneapolis, MN, or Network Instruments’ London, UK
office. Warranties and licenses may give you more coverage in certain local jurisdictions; Network Instruments also offers
extended warranties as part of its maintenance agreement program.

If adefect exists, at its option Network Instruments will (1) repair the product at no charge, using new or refurbished
replacement parts, or (2) exchange the product with a product that is new or which has been manufactured from new or ser-
viceable used parts and is at least functionally equivalent to the original product. A replacement product assumes the
remaining warranty of the original product or 60 days, whichever provides longer coverage for you. When a product or part
is exchanged, any replacement item becomes your property and the replaced item becomes Network Instruments' property.
This manual is furnished under license and may only be used or copied in accordance with the terms of such license. The
information in this manual is furnished for informational use only, is subject to change without notice, and should not be
construed as acommitment by Network Instruments, LLC. Network Instruments, LLC assumes no responsibility or liability
for any errors or inaccuracies that may appear in this manual. Network Instruments, LL C does not warrant that the hardware
will meet your requirements or that the operation of the hardware will be uninterrupted or that the hardware will be error-
free.

NETWORK INSTRUMENTS, LLC SPECIFICALLY DISCLAIMSALL OTHER WARRANTIES, EXPRESSED OR
IMPLIED, INCLUDING BUT NOT LIMITED TO, IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL NETWORK INSTRUMENTS, LLC BE LIABLE FOR ANY
LOSS OF PROFIT OR ANY OTHER COMMERCIAL DAMAGE, INCLUDING BUT NOT LIMITED TO SPECIAL,

Limited Warranty—Software

Network Instruments, LLC will replace defective media or documentation for a 60-day period after the shipment of the
product from Network Instruments, LLC. Should Network Instruments, LL C release a newer version of the software within
60 days of shipment of the product, Network Instruments, LL C will update the copy of the software upon request, provided
request is made by the licensed user within the 60-day period of shipment of the new version. This update may consist of a
CD, or amanual, or both at the discretion of Network Instruments, LLC. User may be charged a shipping fee for updates.

Network Instruments, LL C shall not be liable for material, equipment, data, or time loss caused directly or indirectly by
proper or improper use of the software. In cases of loss, destruction, or corruption of data, Network Instruments, LLC shall
not beliable. Network Instruments, LL C does not take any other responsibility. Network Instruments, LL C does not warrant
that the product will meet your requirements or that the operation of the product will be uninterrupted or that the product
will be error-free.

NETWORK INSTRUMENTS, LLC SPECIFICALLY DISCLAIMSALL OTHER WARRANTIES, EXPRESSED OR
IMPLIED, INCLUDING BUT NOT LIMITED TO, IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL NETWORK INSTRUMENTS, LLC BE LIABLE FOR ANY
LOSS OF PROFIT OR ANY OTHER COMMERCIAL DAMAGE, INCLUDING BUT NOT LIMITED TO SPECIAL,
INCIDENTAL, CONSEQUENTIAL, OR OTHER DAMAGES.

Network Instruments, LL C makes no other warranty, expressed or implied.

Download from Www.Somanuals.com. All Manuals Se£PcRORFNSIWRIkdatpstruments, LLC I



Technical Support

Network Instruments provides technical support:

By phone (depending on where you are located):
US & Countries outside Europe at (952) 932-9899
UK and Europe at +44 (0) 1959 569880

By fax (depending on where you are located):
US & Countries outside of Europe at (952) 932-9545
UK and Europe at +44 (0) 1959 569881

Or by email at:
support@networkinstruments.com

Network Instruments provides technical support for a period of 90 days after the purchase of the product at no charge. After
the 90-day initial support period, support will only be provided to those customers who have purchased a maintenance
agreement.

Telephone technical support hours are between 9:00am and 5:00pm (local time for each office).

Suggestions are welcomed. Many of the improvements made to our products have originated as end user suggestions. Please
submit detailed suggestions in writing to: support@networkinstruments.com or by fax at: (952) 932-9545. Please submit
any correctionsto or criticism of Network Instruments’ publications to: pubs@networkinstruments.com or by fax at (952)
932-9545.

%strjgeé? tﬁg%&én%%gmgﬁ/{sl etter (delivered in HTML format), send an email to:

Network I Héﬁ%éﬁf@é}%m%ﬂ%r HENPRISERABware nor freeware. Network Instruments products are commercial software

Wlt Q%rvc(i)\év e % %5 tlfplat e(\eresu St.)lb ect. to international copyright laws.

Upon purchase and registration of the specmc Network Instruments’ product, you have a non-transferable right to use the
specific product at one site on one network one personal computer (PC). Additional networks can be monitored by
purchasing additional Probe licenses or Observer licenses which will grant you the right to use additional Probes, Probe
instances, or consoles for each license purchased. The purchase of a Probe does not include a license for Observer. Should
you need additional Observer consoles, you will need to purchase additional licenses separately.

To install Network Instruments' Observer on additional PCs or laptops, you must purchase an additional Observer license
for each system. If you are installing Probes on PCs or Iaptops, you will need to purchase a Probe for each system.

Network Instruments’ Observer software and license numbers are the property of Network Instruments, LLC and may not
be copied by any means for purposes other than backup.

After you purchase a Network Instruments software license, you will receive license and activation numbers. These license
and activation numbers are your proof of purchase. You will need to produce thisinformation for upgrades. You may need to
provide the activation numbers to receive technical support.

This software s licensed as stated above. The license does not constitute ownership of the software, only theright to use the
software.
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Getting Started

Thank you for purchasing Network Instruments WAN Probe Kit. The WAN Probe Kit,

when coupled with Network Instruments Observer ® software, offers full-featured frame
capture, decode, and analysis for TI/EL, DS3/E3 and HSSI WAN links.

Installation Overview
To install the WAN Probe Kit, you must follow these overall steps:

1. Make surethat your system meets the requirements for hardware and software
installation as described in Har dwar e and Softwar e Requirements on page 3 of this
Guide.

2. Install the network interface cards (NICs), and their custom software drivers. See
Installing the I nterface Cards and Drivers on page 9 of this Guide for detailed
instructions.

3. Cablethe NICsto the network. See “WAN Probe Kit Quick Installation Diagrams’ on
page 4 for adiagram that shows how to cable the TAP for a TL/EL link; page 5 shows
how to cable the TAP for aDS3/E3 link.

4. Runthe WAN Configuration Utility (NTWANCFGEXE) to define and name the links
you wish to monitor.

5. Install and run the Probe software. See the RMON1/2 & Advanced Probe User Guide
for details.

6. Run Observer and redirect the WAN Probe to the Observer console. See Running
Observer Software with the WAN Probe on page 27 of this Guide for important
information about running Observer with the WAN Probe Kit.
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Unpacking and Inspecting the Parts

Your WAN Probe Kit includes a number of components. Take a moment after unpacking
the kit to locate and inspect al of the parts.
e One(1) 10/100 Ethernet Network Interface Card and cable:

e The Network Instruments Product CD-ROM/Application CD, the WAN Probe Kit
Installation and Quick Sart Guide (this manual), the RMON1/2 & Advanced Probe

User Guide, and the Probe License Card:

Depending on the option you purchased, one of the following TAP kits, each of which

includes aWAN Interface, TAP, and cables:
Digital DS3/E3 TAP Kit

===
€2 0ne (1) full-duplex

DS3/E3 Coax
Cable

One (1) DS3/E3 WAN
Interface Card & Cable One (1) DS3/E3 TAP

Digital T1/E1 TAP Kit (2-Port)

N rmndi ]
7

One (1) TI/E1 WAN i
Interface Card & Cable One (1) TH/ET Dual Link TAP T1/gmc(§g|es

Unpacking and Inspecting the Parts
Download from Www.Somanuals.com. All Manuals Search And Download.



\ Digital T1/E1 TAP Kit (4-Port)
)

Two (2) T1/E1 WAN

Interface Cards & Cables Two (2) T1/E1 Dual Link TAPs Two (2)

T1/E1 Cables

Serial T1/E1 TAP Kit
(V.35 Version shown; others look slightly different)

D

¥ # \
= 3
One (1) Serial R . °
Interface Card & Cable One (1) Serial T1/E1 TAP One Serial Splitter
Cable
HSSI TAP Kit

One (1) HS 5 )
Interface Card & Y Cable One (1) Serial T1/E1 TAP One (1) HSSI
Cable

Hardware and Software Requirements

Make sure that the system on which you plan to install the Probe Kit meets these
requirements before you begin installing the kit.

Hardware Requirements
The PC must meet or exceed these specifications:

¢ Toguarantee TI/E1 or DS3/E3 wire-speed: Pentium I11 1.3 GHz or AMD 1700 1
GHz or faster.

« 512MB RAM
e 20 GB hard disk space
e 2available PCI dots

Software Requirements

The WAN Probe must be installed on Windows 2000 or Windows XP. Only the |atest
versions of Expert Observer and Observer Suite consoles are guaranteed to connect to the
WAN Probe.

Getting Started 3
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WAN Probe Kit Quick Installation Diagrams

Follow the diagrammed steps below to install the WAN Probe Kit. More detailed NIC and
software installation instructions follow in this Guide.

Digital T1/E1 TAP Quick Installation Diagram (2-Port1)

The diagram below shows the WAN Probe Kit as it would be cabled to
analyze a digital T1/E1 link with a Channel Service Unit/Data Service Unit
(CSU/DSU). For a DS3/E3 and Serial T1 cabling diagrams, see the following
pages.

Install the interface cards,
drivers, and cabling.

~) .
e TAD

‘ TAP sockets

WAN Connect Interface

card to TAP with
Interface cable.

/ /' and cable
/ . are
|| provided for
10/100 / || analyzing a
Mo&mak CNKT WONITOR] [WORITOR _LINK2 MGNR\;DR ‘s 2nd load-
-@@ Smme e
= ol line, if
necessary.
Use the
B supplied T1
e e Use the supplied cable to
Insta/;:z 10/100 cable to complete the
connect the Probe passthrough
to a TCP/IP LAN Link back to the
with an Observer T1 Line.
system attached.
Install the T Ling
DCE
Network ( )
Instruments =
Probe
software. Move the DCE
connector from
TCP/IP i
CAN the T1 line to

one of the IN
ports on the TAP.

From the Observer
Console, the newly-
configured Probe will
now be available on
Observer’s Probe List.

1. The 4-Port version of this system has an additional PC interface card, and an additional TAP and cable kit. Connect the
second TAP kit as shown in the diagram. Run NIWANCFG to define and name the links you want to monitor.

WAN Probe Kit Quick Installation Diagrams
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Digital DS3/E3 TAP Quick Installation Diagram

1Insta|| the interface cards,
drivers, and cabling.

Frame
Relay
Card

- |
ol

Connect Interface

DTE DS3 DCE
° Los 155 /
card to TAP with | | 0] o B
* ° ®)
Interface cable. ° e [
IN IN_* —"ouT

OouT

Use the
Move .
™) DS3 R®X) supplied DS3
<k~ ™ cable to
cables to complete the
Use the supplied ®x e passthrough
10/100 cable to
connect the Probe
to a TCP/IP LAN Supplied
with an Observer <— cables =
system attached. completing
passthru
CSU/DSU DS3 Line
Install the (DTE) Original DS3 link ’ (DCE)
IN (RX) " OUT (TX)|
Network connegtion .
Instruments PEERFERFELER . a
Probe e
OUT (TX)| IN (RX) - < 1
software. Move the DCE
4 connectors from
the DS3 line to
the IN & OUT
From the Observer
Console, the newly-
configured Probe will
now be available on
Observer’s Probe List.
Getting Started
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Serial T1 TAP Quick Installation Diagram

Splitter cable
patched between
DTE and DCE

CSU/DSU
DTE

Install the interface cards,
drivers, and cabling.

WAN
Card

ACTIVE OUTPUT

TCP/IP
LAN

From the Observer
Console, the newly-
configured Probe will
now be available on
Observer’s Probe List.

Use the supplied
10/100 cable to

connect the Probe to a
TCP/IP LAN with an

Install the Observer system

Network attached.

Instruments

Probe

software.

6 WAN Probe Kit Quick Installation Diagrams

Download from Www.Somanuals.com. All Manuals Search And Download.



HSSI TAP Quick Installation Diagram

Install the interface cards,
drivers, and cabling.

WAN

10/100
NIC

Install the
Network
Instruments ™
Probe
software.

OUTPUT TO PROBE

‘
TCPIP
LAN

Use the supplied @/
10/100 cable to A0Y
connect the Probe to a \)
TCP/IP LAN with an P
Observer system

attached.
CSU/DSU
DTE
From the Observer Move the DCE T
Console, the newly- connector from
configured Probe will ‘hfn;'%ft'h'gﬁf Router
now be available on borts on the TAP. (DCE)

Observer’s Probe List.

Getting Started
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1. Install the Interface Cards, Drivers, and Cabling

The TAP kit allows the Probe to capture frames from a TI/E1 or DS3/E3 link. The 10/100
NIC alowsthe Probe to communicate with the Observer console via TCP/IP, or to capture
packets from a 10/100 network.

»  For detailed card installation instructions, refer to I nstalling the Interface Cardson
page 10 of this Guide.

For driver installation instructions, refer to Updating the WAN and 10/100 Driverson
page 11 of this Guide.

2. Install the Probe Software

The Probe software turns the system into a data collection device for any Expert Observer
or Observer Suite console. It aso installs the custom driver files that you will use to
update the NIC driversin Step 2.

e The Advanced and RMON Probe User Guide describesin detail how to install and
run the Probe software. When prompted for the product to install, select Advanced
Probe

« Make surethat you also read and follow the instructions for software license and
registration.

¢ Run NIWANCEFG if you need to define single or multiport links.
3. Connect to the WAN Probe from the Observer Console

Once the Probe system isinstalled, running, and cabled, you must redirect the Probe so
that it appears on the Observer main window's Probe list. From the Observer console,
Click Tools->Redirect Probe and enter the Probe's | P address.

The Probe will now appear on the probe list on the |eft side of the Observer main window.
Click on the Probe to connect.

8 WAN Probe Kit Quick Installation Diagrams
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Installing the Interface Cards and Drivers

Safety and Handling Precautions

Danger!
“l g

Electrical current from power, phone and communications cables can be
hazardous.

To avoid potential shock hazards:

Only use grounded sockets for connecting equipment to the power supply.

Do not carry out any installation, maintenance or (re)configuration work and do not
connect or disconnect any power cables during an electrical storm.

If installing in aHot Plug system, please follow the safety instructions specific to this
system. Read the relevant documentation.

Electrical installations must comply with the safety regulations relating to the country
in which they are operated.

Caution
Electrostatic discharge may damage or destroy circuit boards.

Do not open the antistatic bags until you are ready to install the cards.

We recommend you wear an antistatic wrist strap when installing the interface cards.
Remove the computer cover and connect the wrist straps (using an electric conductor)
to the computer chassis. Note: Do NOT connect thewrist strap to the ground
terminal of the power supply. Faulty wiring could make thisterminal live and
potentially lethal.

Hold the antistatic packaging of theinterface cards for at least two seconds against the
bracket of an extension slot on your computer. This reduces the static charge in the
packaging and in your body.

Do not touch any circuits on the network cards or any of their port contacts. Do not
place the network cards on the computer cover or any other metal surface.

Avoid unnecessary movement since this can increase el ectrostatic charge.

Never use excessive force when working with the network card or the PCI bus. If you
need to place the network card somewhere after removing it from the antistatic bag,
make sure that you place it on the antistatic bag and on alevel surface.
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Installing the Interface Cards

Have the computer manual available and if necessary, a key or screwdriver
to open the cover.

1. Instal the Network Instruments Probe Software as described in the RMON1/2 &
Advanced Probe User Guide. You must install this software before you install the
hardware so that Windows will have access to the custom drivers.

Switch off the computer in which the network cards are to be installed.

Disconnect the power cord from the power outlet. Follow the safety instructions set
out above.

4. Open the computer cover as described in your computer manual. You may need a
screwdriver or key to loosen the fasteners on the cover.

If you are installing the network cards in a tower computer it is best to lay the
computer on its side so you can apply the correct force to insert the cards
into the PCI bus slots.

5. Locate two open PCI bus slots on the motherboard. Consult the section in your computer
manual that describes how to install expansion cards in the system motherboard.

6. Removethebrackets (if any) from the expansion slots. Follow theinstructionsin your
computer manual.

Choose any 2 PCI Slots

7. Remove the interface cards from their antistatic bags.
8. Insert the interface cards in the appropriate PCI bus slots.

10 Installing the Interface Cards

Download from Www.Somanuals.com. All Manuals Search And Download.



Make sure that the contacts of the network cards are correctly aligned with
the PCI bus slots on the motherboard. Push the network cards down
vertically until they are properly seated in the bus slots.

10/100 Ethernet NIC

éé

WAN Interface

9. Tighten thelocking screws on the fixing brackets until the cards are firmly connected
to the computer cover (or to the attachment provided for expansion cards).

10. Close the computer cover and replace and tighten any screws.
11. Reconnect the power supply, following the safety instructions.

12. Turn the system on. The new hardware will be recognized differently depending on
whether you are running Windows 2000 or Windows XP. Refer to the appropriate
section that follows to complete the driver installation.

Updating the WAN and 10/100 Drivers

After you haveinstalled the cards and turned on the computer, both Windows 2000 and
Windows XP will attempt to recognize and install drivers to match the new hardware.
Make sure that you have installed the Network Instruments Probe software; you must
supply adirectory that the Network Instrumentsinstall program creates to the Found New
Har dware wizard.

Installing the Interface Cards and Drivers 11
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WAN and 10/100 Driver Installation: Windows 2000

The procedure for each NIC is different because of the way Windows 2000 recognizes the
two cards:

e TheWAN Interface card isn't recognized at all, so you need to have aready installed
the Network Instruments Probe software when you turn the system on. When the
Found New Hardwar e wizard asks you for the driver location, specify the
C:\Observer Files\Driver sWAN directory, which contains the custom driver for the
WAN Interface card.

e The 10/100 card is recognized, but a standard driver isinstalled. You must manually
update the driver, specifying itslocation in
C:\Observer Files\DRIVERS\Intel21143\Win2000 directory. You must specify the
location; Windows will not install the custom driver if you tell it to search for the
driver.

These procedures are described in more detail in the sections that follow.
Letting the Wizard Search for the WAN Driver

When Windows 2000 starts up after the card installation, the Found New Har dware Wizard
opening dialog is displayed. Follow these steps to complete the wizard.

1. Click Next. The wizard asks you how you want to install the custom driver:

Found New Hardware Wizard

Install Hardware Device Drivers o
A device diver is a software program that enables a hardware device to work, with
an operating system.

This wizard will complete the installation for this device:

@ DS3/E3 Frame Flelay Analyzer (Digital)

A device diiver is a software program that makes a hardware device work. "Windows
needs driver files for yaur new device. To lacate diver files and complete the
ingtallation click Nest

Wwhat do you want the wizard to do?

' Search for a suitable driver for my device (recommended]

" Display a list of the known drivers for this device so that | can choose a specific
driver

< Back I Mexst > I Cancel

12 Updating the WAN and 10/100 Drivers
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2. Choose “ Search for a suitable driver for my device.” Click Next. The wizard asks
whereit should look for the driver files:

Found New Hardware Wizard

Locate Driver Files S¥
‘where do you want Windows to search for driver fles?

Search for driver files for the following hardware device:

@ DS3/E 3 Frame Relay Analyzer [Digital]

The wizard searches far suitable drivers in itz driver databaze on your computer and in
any of the following optional search locations that pou specify.

Ta start the search, click Mexst. If you are searching on a floppy disk or CO-ROM drive,
insert the loppy dizk or CD befare clicking Mext.
Optlional search locations:

[ Floppy disk diives

[ CO-ROM drives

¥ Specily a lozation

I~ i

fuds

< Back I Mext > I Cancel

3. Choose “ Specify aLocation” and click Next.
The wizard displays afile locator:

Ugnprade Device Driver Wizand i

Insad she marad schurer's metallation ditk inbe the dive 0K
sebected, el then click DI

Copy marulactuner's fles from

[CDBSERVER FILES'\DRIVERSWAN =] B

4. Enter or browse to the following directory (assuming C:\Observer Filesis your
Observer directory):

C:\Observer Files\DriversWAN

Installing the Interface Cards and Drivers 13
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The wizard tells you which driver it found:

Found New Hardware Wizard

Diiver Files Search Results Py
The wizard has finished searching for driver files for your hardware device.

The wizard found a driver far the following device:

@ DS3/E 3 Frame Relay Analyzer [Digital]

‘windows found a driver for this device. Ta install the driver Windows found, click Nest

C:AObserver FileshDirivers\wANSMiF 3D INF

< Back I Hext s I Cancel |

5. Click Next. The wizard informs you that the driver it found lacks a Microsoft digital

signature;

Digital Signature Mot Found

The Microzoft digital signature affirms that software has
been tested with Windows and that the saftware has not
been altered since it was tested.

The zoftware you are about to install does not contain &
Microsoft digital signature. Therefore, there is no
guarantee that this software works comectly with
Windows.

DS3/E3 Frame Relay Analyzer [Digital] . can not be
uzed rar standard netwaork, connectiriby

IF pou want to search for Microsoft digitally signed
zoftware, vizit the Windows Update ‘Web site at
http: Awindowsupdate. microsoft. com to see if one is
available.

Do pou want bo continue the installation?

Ho | More Info |

6. Click Yes. Network Instruments has tested and verified that the driver works correctly

with Observer and Probe on Windows 2000.

After installing the driver, the wizard displays a confirmation dialog telling you that
the driver was successfully installed. Click Finish to close the wizard.

14 Updating the WAN and 10/100 Drivers
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Manually Updating the 10/100 NIC Driver by Specifying a Directory

Although Windows 2000 reports that it found the correct driver for the Network
Instruments 10/100 NIC, the standard driver that it has installed needs to be updated to
work best with Network Instruments Probe or Observer.

A custom driver is required to make the 10/200 NIC work optimally with Probe and

Observer. Therefore you must manually update the driver as described in the following

steps.

1. Right-click on My Network Places icon on the desktop and select Properties from
the pop-up menu. The Network Connections folder is displayed.

2. Right-click on the Intel 21143 Based PCI Fast Ether net connection and select
Properties from the pop-up menu. Click Configure... on the Intel 21143 Based PCI
Fast Ethernet Adapter Properties window. Click the Driver tab at the top of the
resulting window, and the following dialog is displayed:

Genelall Advanced Driver |Hesoulces|

Intel 21143 Based PCI Fast Ethernst Adapter #2

Driver Provider:  Microsoft

Driver Date: 1041341333
Driver Yersion 6500
Digital Signer: Microsoft Windows 2000 Publisher

To view details about the driver files loaded for this device, click Driver
Details. To uninstall the driver files for this device. click Uninstall. To update
the driver fils for this device. click Update Driver,

i Driver Detail... I Uninstal | Update Driver... |

oK Cancel
3. Click UpdateDriver...
Installing the Interface Cards and Drivers 15
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The Upgrade Device Driver Wizard’s Welcome dialog is displayed. Click Next and
the wizard asks you whether you want to search for adriver or pick one from alist:

Upgrade Device Driver Wizard

Install Hardware Device Drivers

A device driver is a software program that enables a hardware device to wark with
ah operating systern.

Thiz wizard upgrades drivers far the following hardware device:

Intel 21143 Baszed PCl Fast Ethemet Adapter #2

Upgrading to a newer version of a device driver may add functionality to or improwe the
performance of this device.

‘what do you wart the wizard to do?

& Hearch for a suitable driver for my device [recommended}

" Display a list of the known diivers for this device so that | can choose a specific
driver

< Back I Mest » I Canicel |

4. Choose “Search for a suitable device” and click Next. The wizard asks you where to
search for the driver:

Upgrade Device Driver Wizard

Locate Driver Files
Where do you want Windows to search for driver files?

Search for driver files far the follawing hardware device:

Intel 21143 Based PCl Fast Ethemet Adapter

The wizard searches for suitable drivers in its driver database on your computer and in
any of the following optional search locations that you specify.

To start the search, click Mext. If you are searching on a floppy disk or CO-ROM drive,
insert the floppy disk ar CD before clicking Next.
Optional search locations:

I Floppy disk drives

¥ Specify a location
™ Microsoft Windows Update

< Back I Mext > I Cancel

5. Choose “ Specify aLocation” and click Next.
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The wizard displays afile locator dialog:
Uur e pevive priver wizand

Ireaest e marsdarherss's Fetallatinn dek mbo the devs
) cwected, e then cick OF.

Copy marufactuer’s fles fon

|L."'J.IBEE.H'-"LHFILI:H".i.JHI".l}.HS'JHI'LLZ]'I"Iii ;! Barwann: I

F3|

ll',ancell

Enter (or browse to) the following path (assuming the Observer directory is

C:\Observer):

c:\Observer Files\drivers\intel21143\win2000

Click OK, and the following dialog is displayed:

Upgrade Device Driver Wizard

The wizard has finizhed searching for diiver files for pour hardware device, .

Driver Files Search Results

The wizard found a driver for the fallowing device:

JAntel 21143 Bazed PCl Fast Ethemet Adapter

A zuitable driver for thiz device is already inzstalled. To keep the cunently installed
diiver, click Cancel. To search anather location for a different driver click Back., or to

reinztall the curent driver, click Next.

chwinnthinfunet2] wd inf

The wizard also found other drivers that are suitable for this device. To view a list of
these divers or install one of these drivers, select the following check box, and then click

Nest.
[ Install one of the other drivars

¢ Back

Cancel

Installing the Interface Cards and Drivers
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8. Choose “Install one of the other drivers’ and click Next. The wizard shows alist of
driversto pick from:

Lipsgrade Device Driver Wizard

Dhiwest Files Fournd
‘wiizh o ko s wand b nstall

m Fucton Civsetak FUI Fast Eteinst Adaphe

Velraend hurad e lollirvarsd dievdis whech e dualiabin fod Bes devce. To mslall ore of
et v dodocd f hom the kel ared chok Nesd

Dpstrglen
Acenan Chesstah PO Fadt Ethemet Adspler
bkl 31141 B FT Favil B

| | i

ifack [ Heas Corexl |

9. Choose “Network Instruments Intel 21143 Based Adapter Driver” and click Next.
After installing the device driver, the wizard displays an information dialog telling
you that the driver was successfully installed. Click Finish to complete the driver
installation.

WAN and 10/100 Driver Installation: Windows XP

When you reboot after installing the NICs, Windows XP will find driversin its own
library that it reports as matching. These drivers will not work correctly with Probe and
Observer software: You must manually update the driver for each card, using the drivers
supplied on the Network Instruments Application CD.

Follow the instructions in the section below to install the driver for each card.
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Download from Www.Somanuals.com. All Manuals Search And Download.



Manually Updating the NIC Drivers

1. From the desktop Sart menu, highlight My Computer and right-click. Choose
Properties... on the pop-up menu. Click the Har dwar e tab on the resulting properties

dialog, and the following is displayed:

Syztem Properties

Cutem Festoe
Deneisl Cosnputer Mams

Bdd Hasdwers Wizad

Diesvice M anages

propeitied of sny davice,

Aubomatic Undabes Remabe
| Haduae

*E Thee dudd Hardware wizaed Fedpea pou instal hardwane:

Add H sidweaie 'wizard

The Device Manager ksts 2 the hardware devices Fotalied
o wony Cotngde, Ubs lhe Daoc Mansgs Lo changs e

Mdvanced

[ Dt Sigring | [ Dheewicses bl it ]
Hardwane Paofiles
Harchuons profies peride & vy b you bo et up and shoie
chifereri husidveaie configurabons.

Haidwaie Profies

[or J[ Cwed ]

2. Click Device Manager... The Device Manager browser is displayed:

D - ki e el
= W & 0%
- BT
o o e
v v [k rem
B rsinr s
¥ ik DR e
§ 4 Py e e
+ [ Pooo s e
& 40 HE APRILPRF) ey
+ L Pl
o ) Piow el it peartireg deem
+ I Mo
et e
[ L L e
W 01 T D Pk oo (il
v i e fECMR AT
-y —
+ W o vees wd g crmkey

3 LIRS

3. Browseto and right-click onthe Network Adapters>WAN Analyzer driver (which

will be named according to type: Digital TI/E1, DS3/E3, or Seria T1). Choose

Installing the Interface Cards and Drivers
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Properties... and click the Driver tab on the resulting dialog, which will display the
properties for that device.

4, Click Update Driver...,
The Hardwar e Update Wizard asks you how you want it to install the driver:

Hardwware Updabe Wizard

Waeleome to the Hardware Update
‘Wizard

Thin wazzed helps you bl soffware for

DELET Frame Felay Ansyrst [Diglal]

"] i penn haidwann camn with sn installation G0
22 o Noppy dek, ingeal i mow,

‘il dh peina el e e B dls?

(E2nrsl s poltranie Subociaticaly [Flacannendsd]
(7 et s i it o bt [ubvaancondd]

Click, Nt lo coniinue

5. Choose “Install from a specific location” and click Next. The wizard then asks where
to look for thefile:

Please choose pouw sesch and installstion options,

() Spaich for the etk diver in hase locations

Lo thes chescl: Bomecs Beiow b it or éspand the defaull pesich, wiich inchudes local
paths and ramcrvable meda The baut dirver lound wil be inctaled

(51 [Don seasch, | wall chiooe the drvet ba natal

Chsia i Gpion 40 ebect the dernce direr hiom & L Windows doss nol guaiartes that
thom ikt yons s vl b thes et madih lin e hods:

chaee [ pmewr | [ come

6. Select “Don't search...| will choose the driver toinstall.” and click Next.
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The Wizard then shows you what it thinksis the matching driver:

Selec! Hedvworh Adaglen
Yovtmih rutvacah Snlapled ek pons weard o wrilall?

Chek B Hebvaah, Aclapher Bl mabche: yous hasdhwaie, ther chek O 1 peas hanes a0
wis bty chad, ol Brns cosnpeaneral, chel Hren Db,

] St Cimpatibls st dhosis
[TEE—
S DS VED Frome Meley Arskarer [Dighsl]
Y This diives is ot digitally sgnad!
™  dighe

e J[ Hoer ][ Coee |

7. Click Have Disk..., and afile locator dialog is displayed:

Inoar fw marufecran 1 petdlaton v ad e I
W w s T e CommT s @ Ladncmed eloss - —

[y s bl B

- I'_"

8. Enter (or browse to) the following path and click OK (assuming your Observer
directory is C:\Observer Files):

C:\Observer Files\Driverss\WAN

Installing the Interface Cards and Drivers
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The wizard then displays the driver it found:

Hardware Update Wizard

Sedecl Network Adaspler
wihech rectrerh, adaples o o wark 1 iretal T

OBk s Hitmank Ackapied Tt stizhes pous harchaase, B ik K, 1 o s o
BB osisauion ik o ths cormpenen, chck Harep Dk

(o] B oyt hanbwae
Hetwrah, Sclapler
DEIE S Fiase Ry Analesl [Dgal]

(y This deiees i et diugitally signed | Heve Disk
Lol reg whw gt serere) i svgeoniond

[ cmsek [ pmtr | [ Cawa

Depending on which card you have installed, one of the following adapters will be
listed:

DS3/E3/HSSI WAN Analyzer (Digital)
TL/E1WAN Analyzer (Digital)
T1WAN Analyzer (Serial)

9. Click Next.

Windows informs you that the driver lacks a Microsoft digital signature;

Hardware Installation

L] E The software pou are installing for this hardware:
L3
[0S 3/E 3 Frame Relay Analyzer [Digital)

haz not pazzed Windows Logo testing to werify itz compatibility
with Windows XP. [Tell me why this testing is impaortant. |

Continuing pour installation of thiz software may impair
or destabilize the commect operation of your spstem
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

Cortinue Angeay ] | STOP Installation |
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10. Click Continue Anyway. Network Instruments has tested and verified that the driver
works correctly with Probe and Observer on Windows XP.

11. After the wizard finishes installing the driver, Click Finish to close the confirmation
dialog.
12. Repeat these same steps for updating the 10/100 NIC. When asked to specify a

location for the driver, enter (or browse to) this path (assuming C:\Observer Filesis
your Observer directory):

c:\observer files\drivers\intel21143\win2000

13. Click through the rest of the wizard as you did for the 10/100 driver. After you click
Finish... on the last dialog, the custom driver installation is compl ete.

Configuring Ports Into Logical Links

You must define the physical ports on the WAN interface card or cardsinto logical links.
Each WAN interface card includes 1, 2 or 4 physical ports. By using the WAN Driver
Configuration tool to define logical links consisting of 1 or more ports, you will be ableto:

¢ inthe case of links with more than one port, obtain a cumulative view of statistics
from more than one port

¢ inadl cases, create meaningful names that you will see in the Observer probe list.

A good situation in which to view multiple ports asasingle link isin the case of a pair of
load-balancing WAN lines. Some link groupings make no sense and are not
recommended, such as configuring alink consisting of ports connected to WAN lines
coming from separate | SPs. Note that you can only create links from ports of the same
type; for example you cannot create alink that contains both HSS| and DS3 ports.

Starting the Configuration Utility

Before you start the configuration utility, make sure you have closed Observer and shut
down any Network |nstruments Probe instances that may be running.

Click on Sart->Observer->WAN Driver Configuration.

The configuration tool scans the system for NI WAN interface cards, displaying themin
the order they are physically installed in the bus. Each card isidentified by bus and device
# (displayed at the top of the card), and the number of the physical slot the card occupies
inthe PC bus.

The ports on each card are listed under the card ID label, along with any logical links the
port is associated with. If thisisthe first time the utility has been run, (or you have

Installing the Interface Cards and Drivers 23
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performed aClear All and Rescan), the utility will assign alogical link to each port, as
shown in this two-card example:

(Y TP S R A ——

To create alink, use Shift+Click to select the ports you want to add to the link and choose
Link->Add Selected Portsto Link->New... from the main menu (or right-click menu).
The utility prompts you to name the link. Asyou create links, they are added to the Link
menu for easy selection.

The example below shows the display after a number of logical links have been
configured. Note that the New York link includes physical ports from both interface cards.
The color coding helps you see immediately which ports belong to the same link:

T FL s

Click Save/Exit when you have configured the links you wish to create. The links you
have configured will appear as named interfacesin Observer’'s WAN Probe list.

TAP Status LEDs and Switches

Take a moment to understand the TAP status LEDs, and the switch settings on the type of
TAP you have installed on your Probe.
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Digital T1/E1 TAP

LOOP Should remain unlit for normal operation.

NETWORK INTERFACE UNIT

LOO B

B Y )@ e
T .
Leave setting

POWER TO PROBE INTERFACE SELECTOR
onRJ

position.

POWER light should be
lit whenever TAP is
cabled to Interface Card.

Digital DS3/E3 TAP

Loss of Signal,
—unlit when the DTE DSE \ECE
given device > )
ooncey @0 1 © @
drops carrier. N LON PO\&? n L;\K
Loss of Frame
\ —unlit when the

given device
(DTE or DCE)
drops a frame.

POWER light should be lit
whenever TAP is cabled to
Interface Card.

Serial T1 TAP
D';E
oo
DCE
ACTIVE OUTPUT
POWER light should be lit
whenever TAP is cabled || ' . .
to Interface Card. Link activity LED§--both should be lit
for normal operation.
HSSI TAP

T3 WAN MONITOR TAP MODULE

POWER \ @ INTERLOCK *

OUTPUT TO PROBE

POWER light should be lit
whenever TAP is cabled .
to Interface Card. Interlock LED-'-shouId be lit for
normal operation.
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Running Observer Software with the WAN
Probe

After you have installed the WAN Probe Kit hardware, drivers, and Probe software, you
can run Network |nstruments Observer to connect to the Probe and begin analyzing the
network. To connect to the Probe, follow these steps:

1. Start Observer. From the Tools menu, select Redirect Probe...
2. Enter the name and | P address of the Probe system.

You can now select the Probe from the Observer Probe list. Observer works with the WAN
Probe just as it does with any other Network Instruments Probe, with a number of
differences, which are described bel ow.

WAN Probe/Device Setup

Before you can analyze the WAN link, you must set some device options. Right-click on
the WAN icon in the Probe List and select Probe or Device Setup from the pop-up menu
(or from the Options menu). Depending on what type of WAN link you are analyzing,
click the TI/E1, DS3/E3/HSSI, Serial TI/EL, or Serial DS3/E3 tab.

27
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Digital DS3/E3/HSSI Probe Settings

Setting

Explanation

WAN/Frame Relay Type

Choose DS3 (T3) , E3 or HSSI to match the type of link you are
analyzing.

Encapsulation

You must set this to match the settings on the frame relay
CSU/DSU. The encapsulation options are:

-ATM-DXI - ATM Data Exchange
-Frame Relay - Cisco

-Frame Relay - IETF Standard
-HDLC - Cisco Proprietary
-LAPB (modulo-128)

-LAPB (modulo-8)

-PPP - Point-to-Point Protocol
-X.25 over LAPB (modulo-128)
-X.25 over LAPB (modulo-8)

Subprotocol

If ATM or LAPB is the selected encapsulation method, you must
choose the subprotocols on the link.

ATM subprotocol choices are NLPID and SNAP multi-protocol;
LAPB subprotocol choices are IP and Ethertype multi-protocol

Fractionalized

Check if your link is configured for fractionalized operation.

Bandwidth

Set to match the bandwidth setting of the link you are analyzing.

Digital T1/E1 Probe Settings

Setting

Explanation

WAN/Frame Relay Type

Choose T1 or E1 to match the type of link you are analyzing.

Encapsulation

You must set this to match the settings on the frame relay
CSU/DSU. The encapsulation options are:

-ATM-DXI - ATM Data Exchange
-Frame Relay - Cisco

-Frame Relay - IETF Standard
-HDLC - Cisco Proprietary
-LAPB (modulo-128)

-LAPB (modulo-8)

-PPP - Point-to-Point Protocol
-X.25 over LAPB (modulo-128)
-X.25 over LAPB (modulo-8)

28 WAN Probe/Device Setup
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Setting

Explanation

Subprotocol

If ATM or LAPB is the selected encapsulation method, you must
choose the subprotocols on the link.

ATM subprotocol choices are NLPID and SNAP multi-protocol;
LAPB subprotocol choices are IP and Ethertype multi-protocol

Link 1 and Link 2 Channel

Settings (Note that for the link and settings to be activated, you
must check the “On” checkbox for that link).

Fractionalized

Check if this link is configured for fractionalized operation.

Channel selector

Choose the channels you want to be included in the analysis.

checkboxes
Include in Util. Check if you want to include statistics from this link in the
Thermometer. Bandwidth Utilization Thermometer.

Serial T1/E1 Probe Settings

Setting

Explanation

WANFrame Relay Type

Choose T1 or E1 to match the type of link you are analyzing.

Encapsulation

You must set this to match the settings on the frame relay router.
The encapsulation options are:

-ATM-DXI - ATM Data Exchange
-Frame Relay - Cisco

-Frame Relay - IETF Standard
-HDLC - Cisco Proprietary
-LAPB (modulo-128)

-LAPB (modulo-8)

-PPP - Point-to-Point Protocol
-X.25 over LAPB (modulo-128)
-X.25 over LAPB (modulo-8)

Fractionalized

Check if your link is configured for fractionalized operation.

Bandwidth

Set to match the bandwidth setting of the link you are analyzing.

Operating Observer Passively

When analyzing aWAN link viathe Observer Probe, Observer runs“ passively.” Passive
operation guarantees that analysis will not affect the WAN link; however, it does have
some implications when running Observer. Because there is no link over which the Probe

system can transmit frames on the link, the following features are unavailable:

*  Traffic Generation

¢ Collison Test

Running Observer Software with the WAN Probe
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« Efficiency History
e  Replay Packet Capture

Analyzing a WAN Link with Observer

In general, the WAN analysis works much like Ethernet analysis. One difference isthat,
when appropriate, Observer identifies WAN links by their Data Link Connection Identifier
(DLCI) rather than by MAC address as is done with standard protocol analysis. In
addition, many WAN statistical modes break out the data by DCE, DTE, and summary to
reflect the full-duplex nature of WAN links. Modes unrelated to WAN analysis are greyed
out and unavailable.

The following sections describe how the available Observer modes operate to analyze a
WAN link.

Discover Network Names
To access this mode, choose Tools->Discover Networ k Names

Discover Network Names mode will show DLCIsinstead of MAC addresses. You can
also define the Committed Information Rate for each DLCI you are monitoring with WAN
Observer.

Setting the Committed Information Rate (CIR) for a DLCI

The Committed Information Rate defines the guaranteed bandwidth for a WAN
connection. If you want Observer’s WAN Vital Signsand WAN Load by DLCI to monitor
CIR compliance, you must specify the CIR. A number of WAN triggers and alarms also
use this information, allowing you to be notified if the link is not performing to the CIR.

Analyzing a WAN Link with Observer
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To set the CIR for aDLCI or group of DLCIs, click the edit DLCI CIR button on the
Discover Network Names mode window. The following dialog is displayed:

WAH Vital Skgrs Settings

DAL CIR Setup | 300 Pie/Cokamn Chaet | List
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Add aDLCI (or select one from the list and click M odify). Type or use the spinbox to set
the CIR in Kbits/sec for the DLCI. Click OK when you are done.

WAN Bandwidth Utilizationl

To see the percentages of bandwidth saturation on DCE, DTE and DCE+DTE (Summary)
for each configured link, choose Satistics->Bandwidth Utilization. The mode starts
automatically:
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WAN links have two ports (DCE and DTE), so for adual link T1, you could display up to
5 charts (including the summary). The mode is available in chart,
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pie, graph and dial views. The display setup dialog (click Settings to access), lets you
choose what ports to display as well as color and scale options.

The Bandwidth Utilization display is not subject to any filters as it compares
the actual activity on the network to the network’s theoretical capacity.

WAN Vital Signs by DLCI

In WAN Observer, the Network Vital Signsdisplay isreplaced by the WAN Vital Signs by
DLCI mode. This mode provides a summary of the errors occurring on aWAN link
(EVTLUDS3/ES).

You can choose what portion of traffic you wish to view from the list box in the upper left
corner of the window: DCE, DTE, or Summary.

DTE (Data Terminal Equipment), in the context of a WAN link, refersto the DSU/CSU.
DCE (Data Circuit-terminating equipment) refers to the WAN switch (which may reside
remotely at the line provider's site). Summary view shows a concatenation of traffic from
both ends of the link.

List View

The following statistics are shown, broken down by DLCIs (which arelisted in the
leftmost column). You can change the sort order by clicking on any of the column
headings:

Column Description

DLCI Data Link Connection Identifier of the statistics that follow.

DCE KBits/s Max | The maximum bit rate sensed so far from the DCE side of this DLCI, in
Kbits per second.

DTE KBits/s Max The maximum bit rate sensed so far from the DTE side of this DLCI, in
Kbits per second.

DCE Kbits/s Avg The average bit rate sensed on the DCE side of this DLCI, in Kbits per
second.

DTE Kbits/s Avg The average bit rate sensed on the DTE side of this DLCI, in Kbits per

second.
DCE FECN The number of packets seen on the DCE side of the link that had the
under CIR Forward Explicit Congestion Notification bit set, even though the

bandwidth usage was within the Committed Information Rate (CIR).
Normally this number should be zero. If bandwidth usage exceeds CIR,
congestion is expected.

Analyzing a WAN Link with Observer
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Column

Description

DTE FECNunder | The number of packets seen on the DTE side of the link that had the

CIR Forward Explicit Congestion Notification bit set, even though the
bandwidth usage was within the Committed Information Rate (CIR).
Normally this number should be zero. If bandwidth usage exceeds CIR,
congestion is expected.

DCE BECN The number of packets seen on the DCE side of the link that had the

under CIR Backward Explicit Congestion Notification bit set, even though the
bandwidth usage was within the Committed Information Rate (CIR).
Normally this number should be zero. If bandwidth usage exceeds CIR,
congestion is expected.

DTE BECN The number of packets seen on the DTE side of the link that had the

under CIR Backward Explicit Congestion Notification bit set, even though the

bandwidth usage was within the Committed Information Rate (CIR).
Normally this number should be zero. If bandwidth usage exceeds CIR,
congestion is expected.

WAN Load by DLCI

In aWAN installation, Observer’s Network Activity Display iscaled WAN Load by

DLCI. This mode shows critical WAN transfer rate and congestion statistics in a number
of formats. This display can show you the health of a WAN link at a glance and can warn
of impending slowdowns due to congestion or other error conditions.

The WAN Load by DL CI mode can be viewed as adial, graph, or list display. Except for
list view, there are no setup options for WAN Load by DLCI mode. Every view includes a
dropdown box that lets you select which DLCI you want to monitor.

To activate WAN Load by DLCI, choose Satistics > WAN Load by DL CI. Pressthe

Play button to start the mode.

Dial View

Running Observer Software with the WAN Probe
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The WAN Load by DLCI mode in dial view shows transfer rate, CRC error rate,
FECN/BECN frame rates graphed on dial meters.

DLCI CIR Setup

Click Settings and then the DLCI CIR Setup tab to display a dialog that lets you enter
DLCls and their corresponding Committed Information Rates. You can eithe enter the
DLCls manually, or automatically add DLCls from Observer’s current alias list.

Graph View
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The WAN Load display in graph view shows these same statistics (transfer rate, CRC
error rate, and FECN/BECN frame rates) as superimposed spike meters. The Committed
Information Rate (CIR) is also shown, allowing you to view the network activity against
the baseline performance you have contracted to receive from your WAN service provider

You can select line, point, or bar-style meter, and the colors for each statistic by right-
clicking on the chart. The dropdown menus at the top of the display let you select what
DLClsto view, and how the chart should be scaled (linearly, logarithmicaly, or
autoscale). For linear scales, you can aso set the CIR or the line rate as the maximum
value for the chart.

List View Display Properties

The Network Activity List view has only one display property option. To reset the
columns to their default widths, click on the icon or go to M ode Commands->Display
Properties (or simply right-click on the display).

To reset column widths to their default values, click Yes. To leave them in their present
state, click No.
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Top Talkers

Just asin standard Observer, Top Talkers shows the P and MAC address of stations on
your network sorted by volume of traffic generated and received. In WAN Observer, the
MAC Addresstab shows DL Cls sorted by volume of traffic. Also, the sorting and charting
statistical criteria (such as percentage of packets, packets per second, etc.) that apply to
WAN is asubset of those available for standard network analysis.
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WAN Filtering

In addition to the standard Observer packet filtering rules (station address, pattern
matching, etc.), there are two WAN-specific filtering rules available for use with WAN
probes:

¢ DLCI Address, which lets you enter the number of the DL CI address you wish
include or exclude.

¢ WAN Conditions, which let you include or exclude frames based on flow direction,
forward and backward congestion, and discard eligibility.

To create aWAN filter rule, choose Actions->Filter Setup for Selected Probe. The
default filter rule (any address<-->any address) is displayed. Select and right click on the
rule to display the popup menu:
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Choosethe desired filter rule from the menu. A dialog is displayed letting you set thefilter
rule options. Refer to the Observer Reference Guide and online help for further
information about using filters and editing rules.

Triggers and Alarms
WAN Observer adds WAN-related criteria to the standard Triggers and Alarms mode.

Click the [EE=m==1 button located in the lower left corner of Observer’s main window. A
dialog that allows you to select the Probe or Probes for which you want to set alarmsis
displayed:

The Alarm List tab lets you turn alarms on and off:
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Check the alarms you wish to set, then click the Trigger stab to set the criteria by which

the alarms will be triggered:
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Note that most WAN aarms can be set on the DTE or DCE side or both; note also that the
Committed Information Rate displayed is that which you set in Discover Network Names
mode. See “ Setting the Committed Information Rate (CIR) for aDLCI” on page 30. The
Actionstab lets you define actions to launch if an alarm istriggered. You can log
messages, send email, or even send a pager alarm.
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