@ PLANET

Networking & Communication

24 Ports + 1 slot Managed Ethernet Switch

WSW-2401

User’s Manual

Download from Www.Somanuals.com. All Manuals Search And Download.



Trademarks

Copyright © PLANET Technology Corp. 2003.
Contents subject to revision without prior notice.

PLANET is a registered trademark of PLANET Technology Corp. All other trademarks belong
to their respective owners.

Disclaimer

PLANET Technology does not warrant that the hardware will work properly in all environments
and applications, and makes no warranty and representation, either implied or expressed, with
respect to the quality, performance, merchantability, or fitness for a particular purpose.
PLANET has made every effort to ensure that this User’'s Manual is accurate; PLANET
disclaims liability for any inaccuracies or omissions that may have occurred.

Information in this User’'s Manual is subject to change without notice and does not represent a
commitment on the part of PLANET. PLANET assumes no responsibility for any inaccuracies
that may be contained in this User’s Manual. PLANET makes no commitment to update or keep
current the information in this User’s Manual, and reserves the right to make improvements to
this User’s Manual and/or to the products described in this User’s Manual, at any time without
notice.

If you find information in this manual that is incorrect, misleading, or incomplete, we would
appreciate your comments and suggestions.

FCC Warning

his equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio frequency energy and, if
not installed and used in accordance with the Instruction manual, may cause harmful
interference to radio communications. Operation of this equipment in a residential area is likely
to cause harmful interference in which case the user will be required to correct the interference
at his own expense.

CE Mark Warning

This is a Class A product. In a domestic environment, this product may cause radio interference,
in which case the user may be required to take adequate measures.

Revision
PLANET 24-port + 1-slot Managed Ethernet Switch User's Manual
FOR MODELS: WSW-2401
Part No.: EM-WSW2401

Download from Www.Somanuals.com. All Manuals Search And Download.



TABLE OF CONTENTS

CHAPTER 1 INTRODUCGCTION. ...ttt eeeeeenes 1
1L CHECKLIST ttttttiteee e et ettt ettt e e e e e e sttt et e e o4 e et ettt e e e e e e s bbb e ettt e e e e e e e n e e e et e e e e e e a e nnees 1
1.2 ABOUT THE SWITCH ...utttiitiieeetiiiitirteeteeteeesa sttt e e e s e s st e e et e e e e s e sssr b e e et aeae s e s annnrenereeeees 1
1.3 PRODUCT FEATURE ....tttittiteett ittt et e e et s sttt e e e e e s e e e et e e e et e s n e e et e e e e s e sannn e e eeeeeees 2

CHAPTER 2 HARDWARE INSTALLATION ...t 3
2.1 FONT PANEL ..tttitiittiee ittt ettt e e e ettt e e e e e s e s e e et e e e e e e e s b e e et e eeeeeeenaennn 3
2.2 REAR PANEL ..tttttititie ettt ettt ettt et e e e e 1 e sttt e e e e e s e e e e et e e e e e e nannn 5
2.3 HARDWARE INSTALLATION ...cctttettiitttreeeteteeesseseinsteeeeeeaesesasssnrsne e e s e e e s e s ssnnre e et eeeeesseaenrrnneees 5

CHAPTER 3 CONSOLE AND TELNET MANAGEMENT ....coouuiiiiiiiiiiieeeeeii, 7
3.1 CONNECT TO PC BY RS-232 CABLE .....eutttiiiiiiiiiiitieeitt e e e e ettt e e e et a e e e 7
I T2 =1 | = PP PP TP PPPPTPPPRPPTRN 7
3.3 MAIN IMENU ...ttt ettt ettt e e e e e e ettt e e e e et e s e et et e e e e e e s b nrr e et e e e e e e nannnn 8
3.4 STATUS AND COUNTERS ....ctttiiitiiieetieiiititte ittt ete s e s st et e e e s s s aana e et e eae e e s e sssnnnreeereaesesaananns 8

3.4-1 POIT STALUS ......eiiiiiiiiiec e 9
3.4-2 POIT COUNLEIS ..oeiiiiiieiiieiiie ettt 9
3.4-3 SYStemM INfOIMALION.......uuieiie ettt e aaareranes 9
3.5 SWITCH CONFIGURATION ....utttttiieetetiittrreetteteessaaessrsreeeeeeesesssssnsrneeeeteeessesassnnnneeeeeeesesaannes 10
3.5-1 Administration Configuration ... 10
3.5-2 POort configuration ........cooooiiiii i ——————— 13
3.5-3 TrunK CONFIQUIALION .....uueiiieee e e e e e e e e et e e et e e e e e e e e e e eeeeaeaeanene 14
3.5-4 Port Mirroring Configuration ..........ccooeieeiiii i 14
3.5-5 VLAN CoNfigUIatioN.......ccooii it 15
3.5-6 Priority Configuration............coooiiiiiiiii i 17
3.5-7 MAC Address Configuration............ccoooeieiei i 18
3.5-8 MiISC CoNfiQUIation ........cccoieieiii it 19
3.5-9 MAIN IMEBNU ...ttt ettt e e s s e e s e e e e nnneeee s e 20
3.6 PROTOCOL RELATED CONFIGURATION. ....cttettiiiiitrnrreeteeesssnirsrreeeeesesssassnnnnseeeneeesesssnnnneees 20
3.6-1 STP CoNnfigUIation ........ccooieieiiii it 20
3.6-2 SNMP CoNfigUIatiON.....cccoi e s 22
3.6-3 LACP ConfigUuratioN........coooi it s 23
3.6-4 IGMP/GVRP Configuration..........ccooieiiiiiiee et 25
3.6-5802.1X ConfigUuIatiON ......ccceeei i i 25
3.7 SYSTEM RESET CONFIGURATION. .....uutttttittieeeisiitntreteteeessssassssreseeeeaeessssennnnneeeeesesssannnnnees 28
3.7-1 FACLOry DEfAUIL .....eeeeececee e 28
3.7-2 SYSEM REDOOT ... .. 29
3

Download from Www.Somanuals.com. All Manuals Search And Download.



3.7-3 TFETP CONfIQUIALION ...ttt 29

3.8 LOGOUT ittt 30
CHAPTER 4 WEB MANAGEMENT ...ttt ae e 31
4.1 LOGIN INTO SWITCH..utiiiiiiiiiiiiiiitiie it e et s et e e s s r e e e e e e s s s b b n e e e n e e s 31
4.2 PORT STATUS ...ttt e e a e s s a b e e e e e e e e s bbb a e e e e e es 32
4.3 PORT STATISTICS ..utttiiiiiiie ittt r e r e e e s s s e e e e e e e s s s s bbb e e e n e e e s 33
4.4 ADMINISTRATOR ...cutitiiiiiiie ettt e st e e e e e e s s s bbb e et e e e e e e s s s s bbb s b e e e s e e e s s s s bb e e aeneeee s 33
4. 4-1 1P CONFIQUIATION .....ciiiiiiie ittt e s e e s s 34
4.4-2 SWILCN SELNGS ..ottt e e s e e sbbe e e e e 35
4.4-3 Console port INFOIMEALION .........oueiiiiiiiiie e 37
e oY A o] 11 0] LSRR 38
S I (0] 0] (1T O PSSP PP PUPRPPPPP 39
4.4-6 Forwarding and FilteriNg .........cueeiiiiiiiee e 41
4.4-7 VLAN CONFIQUIALION .....eiiiiiiiiie ittt aenee s 42
4.4-8 SPANNING TIEE ...eeiiiiiieie ettt ettt et e e ettt e s aab b et e e sbbe e e e e aannneee s 45
e B o T Y T4 (o] o] oo [ PP PP PP PPPPRPPPPPPPR 46
4.4-10 SNMP MaNAGEMENT ..ottt e ettt e e e s e e e e e s s neees 47
4.4-11 SECUNLY MBNAGET ...eeeieiitiiiee ettt ettt ettt e ettt e et e e e st e e e s aab e e e e e abb e e e e s sabaeeaeaa 48
4.4-12 802.1X CONFIGUIATION ......veeeeeiiiieee ettt e et e e st e e e s b eeaeaaes 49
4.4-13 TETP UPdate FilMWATE ....ccoitiiiieiiiiiee ettt e e e e e sbne e e 51
4.4-14 Configuration BaCKUPD .........coiuiiiiiiiiiie ittt 52
4.4-15 Factory DefaUlt .........cooiiiiiiiiiii e 53
4.4-16 SYSEM REDOOT ... .eiiiiiiiiiii ettt 53
CHAPTER 5 TROUBLESHOOTING......uuttttiiiiiiias e 54
CHAPTER 6 TECHNICAL SPECIFICATION .....cciiiiiiiiiiiiiiiiiieeeeeeeeeeieeeeeeieeiee 55
AP PEND DX A e e e aaeeae 56
A.1 SWITCH'S RJ-45 PIN ASSIGNMENTS .....cviiiiiiiiiiiiii it 56
A.2 10/100MBPS, 10/L00BASE-TX .. .uteiiiiiiiriieiiireieesiree et e s s e s e 56
A.3 RJI-45 CABLE PIN ASSIGNMENT ..cciiiiiiiiiiiiriiiiiie et e e r e e e 56
APPENDIX B ..ot aaeene 57
B.1 802.1X INFRASTRUCTURE .......cuttiiiiiiieeiiiiiiierii it e e e st e e s r e e s e s ean e e e 57
B.2 RADIUS SERVER SETUP ...ttt 57
B.2.1 REQUINEA SEIVICES ...cuitiiiieiiiiie ettt ettt et e e e e e e e e 57
B.2.2 SEIUP PrOCEUUIE ...ttt ettt e e e es 57
B.3 SWITCH CLIENT SETUP ...ciiiiiiiiiiitiiiiii ittt e e s een e e e 71
B.3.1 EAP-MD5 AUthENTICALION ......oiiiiiiiiiiiiiiie e 71
4

Download from Www.Somanuals.com. All Manuals Search And Download.



Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 1 Introduction

1.1 Checklist
Thank you for purchasing Planet's WSW-2401 Managed Ethernet Switches. Before
continuing, please check the contents of your package for following parts:

WSW-2401 Managed Ethernet Switch

Power Cord

RS-232 cable

CD-ROM

Quick installation Guide

Q 8 8 8 8 W

Rock-mounting blackest

Note: if any of these pieces are missing or damage please contact your dialer
immediately.

1.2 About the Switch
Planet's WSW-2401 is a 24 port 10/100 mbps switch with 1 slot available for a 100FX module.

The WSW-2401 is a high performance switch that provides users with high-speed network
connections with a store-and-forward architecture that is able to eliminate faulty packets.
The switch is managed through telnet, web and console. SNMP MIBII is also supported for

maximum management functionality.

The WSW-2401 supports IEEE802.1X user authentication with RADIUS client functionality,
preventing unauthorized clients from gaining access to the network. MAC address filtering and

static MAC address are also provided for improved network security.

The capabilities of the WSW-2401 include auto learning and storage of up to 8K of MAC
addresses, as well a non-blocking 8.8Gbps back plane for packet transmission. The switch
also supports IEEE802.1Q VLAN up to 256 groups. IEEE802.1D Spanning Tree Protocol is
used to maintain a loop-free network, and IGMP to limit the flow of IP multicast traffic.
IEEE802.3ad Trunking with LACP function is supported to increase the bandwidth between

switches. In addition, bandwidth control is provided on a per-port basis (100K per level).
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1.3 Product Feature

24 ports 10/100TX and 1 slot for option 1 or 2 ports 100FX module
Telnet, console and web manageable

8K MAC address, auto-ageing

Support IGMP

Provide 8.8Gbps switch fabric

IEEE802.d Spanning tree protocol

IEEE802.1Q Tag VLAN with GVRP

IEEE802.3ad Link aggregation with LACP

Provide 24 auto-sensing 10/100Mbps Ethernet RJ-45 ports
IEEE802.1x user authentication with RADIUS client function
IEEE802.1p Priority, IEEE802.3x Flow control and Back pressure
Port mirror support for dedicated port monitoring

Port security support

Store-and-forward architecture

Rate control function support (100k per level)

Auto-MDI/MDI-X on each 10base-T and 100Base-TX port

Q 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8
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Chapter 2 HARDWARE INSTALLATION

This section is describes the hardware features and installation of 24 ports + 1 slot Managed

Ethernet Switch. Before using WSW2401, read the user’s manual carefully.

WSW2400 has four different modules for expansion:
g  WSW-1ST - 1port 100BaseFX Fast Ethernet Module (ST, MM, 2km)
g  WSW-1SC - 1port 100BaseFX Fast Ethernet Module (SC, MM, 2km)
g  WSW-2ST - 2 port 100BaseFX Fast Ethernet Module (SC, MM, 2km)
g  WSW-2SC - 2port 100BaseFX Fast Ethernet Module (ST, MM, 2km)

2.1 Font Panel
The font panel of the WSW-2401 Managed Ethernet Switch consist LED indicators, console
port, 24 10/100BaseTX RJ45 ports and one expansion slot.

(PPLANET 24-port Managed Ethernet Switch LI W . LW T . T
B sy mam| [
00000000000 L—I ﬁt‘ﬁﬁ
‘mmmm [N IR N N I I
T 3 T 7 s FEEETET 7w w &

WO 00000000000
Booo0000Nn000D
P9¢PERRIINRRG

WSW-2401

Figure 2-1 The Font Panel of WSW-2401
LED Indicators

9 PLANET 24-port Managed Ethernet Switch
g 2 4 & 8 10 42 14 16 1% 20 22 24
GO0 00006000
00000 OCC0000
o0 0D
OQPWROﬁ:eooooooooooo
WSW-2401 3500, N, 8, 1 cm"? ? (5) 9 %) 1<1> 1<3> 1C5} 1? % 51) 2%
Figure 2-2 LED Indicators
LED Status Description
Green Power On
Power
Off Power is not connected
LNK/ACT Green The port is connecting with the device.
Blinks The port is receiving or transmitting data.
3
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Off No device attached.

Orange The port is operating in Full-duplex mode.
FDX/COL Blinks Collision of Packets occurs in the port.
Off The operating in half-duplex mode

10/100Mbps Ethernet ports

There are 24 10/100Mbps R-J45 ports with 1 slot for 1 or 2-port 100Base-FX fiber module.
The RJ-45 ports are auto sense for 10Base-T or 100Base-TX connection and supports
MDI/MDIX automatically crossover capability, which means the user, is able to connect to

another switch or workstation without change the crossover cable.

10/100Mbps RJ-45 |10Mbps |Category 3,4,5 UTP/STP 100m

ports 100Mbps |Category 5 UTP/STP 100m

100Base-FX Module (Optional)

The optional module is 1 or 2 port 100Base-FX fiber module

100Mbps |multi-mode fiber optic

@ O O O
=2 e] [o]gx

T m 100Bas-FX o 100Base-F:

Figure 2-3 WSW-1S Module Figure2-4 WSW-2S Module

Console ports

The RS-232 console port is an interface that directly connects to the PC. When the
connection between the PC and switch is ready, run the Hyper Terminal and configure its
communication parameters. The operating mode of the console port is:

@  Baud rate: 9600

@  Data bits: 8

@  Parity: none

@  Stop bits: 1
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@  Flow control: none
After finished the setting, click OK.

2.2 Rear Panel

The Rear Panel of the switch is indicates an AC 3 pronged power socket and Ventilation fan.
This switch will work with AC in the range 100-240V AC, 50-60Hz.

100-240v AC

50/60Hz

Figure 2-5 Rear Panel of WSW-2401
Power Receptacle
For the compatibility with electric service in most of areas, WSW-2401’s power supply can
automatically adjust line power in the range 100-240V AC, 50-60Hz.
Power On
Connect the power cord to the power socket on the Rear Panel of the Switch. The other side of

power cord connects to the power outlet.

2.3 Hardware installation
WSW-2401 can be placed on desktop or mounted on rock. If this switch is used as standalone

standard, the user can immediately use most of the features simply by attaching the cables

and turning the power on.

Desktop installation
For desktop installation, make sure the desk is flat and clean. Plug all the network cables and

the power cord then the system is ready.
Note: Do not obstruct any vents at the sides of the case and keep water off.
Rock-mount installation

WSW-2401 can be mounted in a standard 19-inch rack. The following steps is teaching user
how to Rack Mounting the Switch in the 19-inch rack:

1. Disconnect all cables from the switch.

2. Place the unit the right way up on a hard, flat surface with the front facing toward
you.
Locate a mounting bracket over the mounting holes on one side of the unit.
Insert the screws and fully tighten with a suitable screwdriver.
Repeat the two previous steps for the other side of the unit.

Insert the unit into the 19" rack and secure with suitable screws (not provided).

N o o M w

Reconnect all cables.
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Module installation

The slot on the font panel is purposed for installing optional modules. Following steps is
described how to install a module.

1. Power off the switch.

2 Removing the two screws on the faceplate of slot with a flat-head screwdriver.

3.  Push the module gently into the slot along the slide tracks.

4 Ensuring that it firmly engages with the connector then tighten the screws to secure

the module.
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Chapter 3 Console and Telnet Management

3.1 connect To PC by RS-232 cable

The RS-232 console port is an interface that directly connects to the PC. When the connection

between the PC and switch is ready, run the Hyper Terminal and configure its

communication parameters. The operating mode of the console port is:

a
a
a
a
a

Baud rate: 9600
Data bits: 8
Parity: none
Stop bits: 1

Flow control: none

After finished the setting, click OK.

Fort Settingz I

Bits per zecond: IEIEEIEI j

Drata bits: IB LI

Farity: IN.:.ne j

Stop bits: |1 [

Flove control; JRTleE -
Feztore Defaults |
k. I Cancel | Lpply |

3.2 Telnet

To access the switch through Telnet

1.
2.

Make sure switch is configure with an IP address and switch is reachable from PC.
Start telnet program from PC and connect to the switch. The management interface is

exactly same with RS-232 console.
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3.3 Main Menu
Control key describe:
Tab/Backspace: Move the vernier to configure item.
Enter: Select item.
Space: Toggle selected item to next configure or change the value.
Esc: to exit the current action

There are five selections as follow.

@ Status and Counters: Show the status of the switch.
@ Switch Static Configuration: Configure the switch.
@ Protocol Related Configuration: Configure the protocol function.
@ System Reset Configuration: Restart the system or reset switch to default
configuration
@ Logout: Exit the menu line program.
Main Menu
Status

Switch Conf igurat ion
Frotocol Related Conf iguration

Swsterm Reset Configuration

Logout

3.4 Status and Counters
In Status and Counters, you can view Port status, Port counters, and System Information

parameter.
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EEEHEI ggm:g491 : Status and Counters

Fort Counters

Swsterm Information

Main Menu

3.4-1 Port Status
In this function, it displays the status of each port. Select the <Previous Page> or <Next

Page> to display the previous page or next page.

FLAHET WSW-z2481 : Port Status

. State iy Speed Band Width CSecurity
Fort Tupe Link Megotiation Duplexr FC  EBP In Out Friority
Port.81 188TH Down Enable Auto 18@ Full O  0OFF O0OFF OFF Dizable OH
Fort.82 188TH Up Enable Auto 18@ Full OFF OEE O0OFFE OFF Dizable OFF
Fort.83 108TH Oown Enable Auto 1@ Full O OFF OFFE OFFE Disable OH
FPort.84 108TH Up Enable Auto 1@ Full O OFE OFE OFF Dizable OFF
Fort.85 1068TH Down Enable Auto 1@ Full O OFF OFFE OFFE Disable OFF
Fort.86 108TH Down Enable Auto 1@ Full O OFF OFFE OFFE Disable OFF
Fort.87 108TH Down Enable Huto 1@ Full O OFF OFF OFFE Disable OFF
Fort.82 188T: Down Enable Auto 1B Full OM OFF OFF OFF Disable O

3.4-2 Port Counters
In this function is display current port counter information. Select <Clear> to set all ports

counter to 0. Select <Refresh> to get news information.

FLAMET WSW-z2481 : Port Counters

Tr Good T# Bad R Good Ex Bad T# Abort Packet

Fort Tupe Facket Facket Facket Facket Facket Collision
Fort. 0l 1606TH 5] 5]
Fort .02 106TA T2858 5] 3rdzy 5] 5] 5]
Fort .03 106TA 5] 5] 5] 5]
Fort .04 106TA E2E51 5] EEETD 5] 5] 5]
Fort .05 106TH 5] 5] 5] 5] 5] 5]
Fort .05 106TA 5] 5] 5] 5] 5] 5]
Fort .07 106TA 5] 5] 5] 5] 5] 5]
Fort. B8 106TH 5] 5] 5] 5] 5] 5]

Hot ions—* L Refresh < [ LHent
i Jre f L =

ouve Ltem

3.4-3 System Information
The information displays in this function are system name, system location, System

Description, Firmware Version, Kernel Version, Hardware Version, Mac Address and
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Module.

FLAHET WSW-z2481 : Swstem Information

Sustem Mame | H
Swstem Location : .
Swstem Description @ PLAMET WsW-2481 24 ports + 1 slot Managed Ethernet Switch

Firmware Wersion @ wl.@l

Eernel Uersion T w2, B5
Hardware Wersion @ HF.B0

MAC HAddress : BHEE1CHEE4EF
Modu Le Tupe Descript ion

Fort 2% 1E8EF: 1BBBASE-FX Sinale Mode
Fort Z& 18EF: 18BBASE-Fx Single HMode

3.5 Switch Configuration

There are 9 main functions in Switch configuration, which is Administration configuration,
Port configuration, Trunk Configuration, Port Mirroring Configuration, VLAN
Configuration, Priority Configuration, MAC Address Configuration, Misc Configuration

and Main Menu. There are more sub-functions under the main functions.

FLAHET WSW-2401 : Switch Conf iguration

Fort Configuration

Trunk Conf iguration

Fort Mirroring Conf iguration
LLAM Conf igurat ion

Friority Configuration

MAC Address Conf igurat ion

Misc Configuration

Main HMenu

3.5-1 Administration Configuration
In Administration Configuration, you can configuration system parameter, IP address, login

name and password

FLAHET WSW-24B81 : Administration Configuration

IF Configuration

User Mame Conf iguration
Fassword Conf iguration

Frewious Menu

HE-EBESF Mowve Item I'IE‘I‘ elect tem

10
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3.5-1-1 Device Information

You can configure the device information

@  Select the <Edit> to modify the Name, Description, Location and Contact
@  After setup complete press ESC goes back to action menu

@  After configuration press <Save> to save configuration

FLAHET WSW-z2481 : Dewice Information

Marme
Descript ion @ PLAMET WSW-2481 24 ports + 1 slot Managed Ethernet Switch
Locat ion

Contact

Hot ions—

3.5-1-2 IP Configuration
Press the <Edit> to modify the DHCP, IP Address, Subnet mask and Gateway
@  After setup complete press ESC goes back to action menu

@  Press <Save> to save the configuration

FLAMET W5SW-24@81 : IF Configuration

OHCP Client : Disable

IF Address @ 192.168.99.62
Subnet Mask @ 2E5.2EE.Z2EE.8
Gateway 192,168,999, 264

3.5-1-3 User Name Configuration
Presses <Edit> to input the new User name and choose the <Save> to save the current

configure.

11
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FLAHET WSW-z4@1 : Uzer Mame Configuration

User Mame @ admin

12
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3.5-1-4 Password Configuration
Allow user to modify the password

@  Select the <Edit>

@  Old password: enter the old password

@  New password: enter the new password

@  Enter again: re-enter the new password again
%]

Press<Save>to save the configuration

FLAMET WSW-z481 : Password Conf iguration

Old Password :

MHew Password :

Enter HAaain

3.5-2 Port configuration
In this function, user can setup every port status.
@  Select <Edit>

@  Use TAB /Backspace key to move between items

@  State: The port can be set enable or disable mode. If the port status is in disable then this

port will not receive or transmit any packet.

Speed/Duplex: set the port link speed and duplex mode

Priority: set port to high or low priority

Q 8 8 8 ¥ 8 Q.

Security: enable or disable security function

Negotiation: set the negotiation status of port. The port can be set auto or force mode.

FC: enable or disable flow control function (flow control for full duplex mode)
BP: enable or disable back pressure function (back pressure for half duplex mode)

Bandwidth In/Out: per port packet transmission rate control. Per level is 100Kbps.

FLAMET W5W-24E1 : Port Configuration

LEaues Fager _<Quit’

Megot iat ion  Speed Band Width . Becurity
Fort Tupe State Oup lex FC EF In Out Friority
Port.dl  1606TH Enable Auto 168 Full 0OH OFF @ 5] Oisable 0OH
FPort.0z2 106TH Enable Huto 168 Full OH OFF @ 5] Oisable OFF
Port.03 18@TH Enable Huto la@ Full 0OH OFF o 5] Disable 0OH
Fort.0d4  106TH Enable Huto 168 Full OH OFF @ 5] Oisable OFF
Port.0S  106TH Enable Huto 168 Full OH OFF @ 5] Oisable OFF
Port. .05 106TH Enable Huto 168 Full OH OFF @ 5] Oisable OFF
Port. .07 106TH Enable Auto 168 Full OH OFF @ 5] Oisable OFF
Fort.08 1868T: Enable Auto 1@ Full 0OH OFF @ 5] Disable 0OH

13

Download from Www.Somanuals.com. All Manuals Search And Download.




3.5-3 Trunk Configuration

You can configure port trunk group

@  Select <Edit>

@  Use TAB key move to the port that you want to add as trunk group

@  Use Space key to mark the port

@  Use TAB key move to trunk# (eg turnk 1, trunk 2...etc) to change the trunk# value to
Static or LACP

@  Press<Save> to save the configuration
EEEEEI_@g@:gi@l t Trunk Configuration
TlBé_BE B3 B4 B B5 BY B8 A9 18 11 12 13 14 15 16 17 18 19 28 21 22 23 24 25 26
= S e E e e G TR e G e e e e e T e e
T3 H
T4 H
g &
Fe.o
il OH
Trunk 1: Disable
Trunk Z: Disable
Trunk 3: Disable
Trunk 4: Disable
Trunk 5: Disable
Trunk &: Disable
Trunk 7: Disable
Hot ions—* SEdit < Saue LR LT &
HE-EESF Mowe Ttem pace ogale =] Previous Henu

3.5-4 Port Mirroring Configuration

You can configure Port mirroring function

@  Select<Edit>

@  Mirroring State: The default value is “disable”. To enable port mirroring you must select
one of port mirror:
1 RX: RX packet only
I TX: TX packet only
1 Both: RX and TX packet

/] Analysis Port: All of the packets of mirroring port will be duplicated and sent to Analysis
port

/] Port State: select the ports that want to mirrored

Q

Use Space key to mark the port that want to mirrored

/] Press<Save> to save the configuration

14
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FLAHET WSW-2481 : Fort Mirroring

Mirroring State 1 EF
Analysis Port 1 Port.

Fort State Fort State Fort State Fort State
Fort.dl - Port.@3 - Port.17 - Port.25 -
Fort.dz - Port.18 - Port.13 - Fort.26 -
Fort.@3 - Port.11 - Port.13 -
Fort.gd4 - Port.lz - Fort.28 -
Fort.@s - Port.13 - Port.21 -
Fort.Qg - Port.14 - Port.22 -
Fort.dy - Port.15 - Port.23 -
Fort.@g - Fort.16 - Fort.24 -

Actions—r  <Edits _ <Saues §@¥1E>_

HE-BESF ouve Ltem pace oggle 1nd Frewviods Menu

3.5-5 VLAN Configuration
There are five sub-menus in VLAN Configuration, which is VLAN Configuration, Create a
VLAN Group, Edit/Delete VLAN Group ,Group Sorted Mode and Previous Menu

FLAHMET WsW-2481 : Port Mirroring

Mirroring State : EF
Analysis Port 1 Fort.

Fort State Fort State Fort State Fort State
Fort.dl - Fort.@3 - Port.17 - Port.25 -
Fort.dz - Fort.18 - Port.18 - Fort.26 -
Fort.@3 - FPort.11 - Port.19 -
Fort.gd4 - Fort.lz - Port.z20 -
Fort.@s - Fort.13 - Port.21 -
Fort.Qg - Fort.14 - Port.2z2 -
Fort.dy - Port.15 - Port.23 -
Fort.@g - Fort.16 - Fort.24 -

Actions—r _ <BEdits _ <Sauvelr <@$it>

HE-BESF ouve Ltem DéDE oggle 1nd Frewvilods Menu

3.5-5-1 VLAN configure

You must enable VLAN mode in VLAN configure function before you start to configure VLAN.
@  Select<Edit>

@  Select the VLAN mode through the Space key

@  Press Space key to choice 802.1Q mode

FLAMET WSh—2481 @ ULAN Configure
ULAN Mode @ El-PETEE
Inaress Aoceptable
Fort LULAHM IO Filter Frame Tupe
FPort.@1 Enable ALL
Fort .02 1 Enable HLL
Fort .03 1 Enable HLL
Fort . b4 1 Enable HLL
Fort .05 1 Enable HLL
Fort . b& 1 Enable HLL
Fort . d7 1 Enable HLL
Fort.0g 1 Enable ALL
Hot ions—3 SEdit
Mo i pécé oagle

@  Press Space key to choice Port Based mode
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FLAMET WSW-2481 : ULAM Configure

LULAM Mode :

Hot ions— SEdit < Saue LPrewious Pagelk LMent FPagelk LG LT
Select the HCELlon MEnU.
HE.“BkSF Monwe Ttem pace oagle =] Frewious Menu

3.5-5-2 Create VLAN Group
Create VLAN
@  Select <Edit>
Type a name for new VLAN
Use TAB key move to VLAN ID and give a new ID number
Choice different VLAN protocol through the Space key
Set Tagged, Untagged or no of each port

Q 8 8 8§ W\

Press ESC and choice <Save> to save configuration

FLAHET WSW-z481 : Create ULAM Group

LULAM Mame : ULAM IO : 1
Frotocol ULAM @ Mone
Fort Member
FPort.d1 !E__
Fort . b2 =

Fort .03 Ho

Fort . b4 Ho

Fort . b5 Ho

Fort . bE Ho

Fort .07 Mo
Fort.0g Mo

Actions—: _<Bdit: _ <{Sauer <E£e¥lnu5 Page’>  <Mest Fager  <Ouit:

HE~BESF ouve Ltem pac agale 1sd Frewiods Menu

3.5-5-3 Edit/Delete VLAN Group
In this function allow you to edit or delete VLAN Group
@  Select <Edit> or <Delete> action
@  Select the VLAN Group that you want to edit or delete, then press enter
@  Select<Edit> user can modify the member port
@  After edit or delete press <Save> to save to configuration

Note: In Post Based VLAN Mode, there is no default VLAN

In 802.1Q VLAN Mode, default VLAN can’t be deleting
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MHarme LLAM IO MHarme LLAM IO
wlanZ z2

Hot ions—> L = )

aLe

3.5-5-4 Group Stored Mode
You can select VLAN Groups sorted mode: 1) Name 2) VLAN ID

@
@
@

Select<Edit>
Use Space key to select the sorted mode

Press <Save> to save to configuration

FLAMET WSW-z2481 : Group Sorted Mode

ULAM Group Sorted by @ ULAM ID

LEauE <E¥lt>

3.5-5-5 Previous Menu

Return to previous menu

3.5-6 Priority Configuration

In this function you can configure priority level to each port.

@

@
@
@
a

Select<Edit>

Use Space key to select the priority level

Use TAB key move to Qos mode then Select the ratio of priority
Press ESC goes back action menu line

Press <Save> to save the configuration
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FLAMET WSW-2481 : Priority Configuration

HE-EBESF oue Ltem DDE‘ oggle ind Frewlods Menu

3.5-7 MAC Address Configuration
There are three sub-menus in MAC Address Configuration, which is Stati

Filtering MAC Address and Previous Menu

¢ MAC Address,

FLAHET WSW-z2481 : MAC Address Conf igurat ion

=tat Lc MHCD Hddress
Filtering MAC Address

Frewious Menu

3.5-7-1 Static MAC Address
@  Select <Add> to add a Static MAC Address
@  After setup complete press ESC goes back to action menu

@  Press<Save> to save the configuration

FLAMET WSh-2481 : Add Static MAC Address

MAC Address @
Fort HMo.

LEaue <E¥lt>

3.5-7-2 Filtering MAC Address
@  Select <Add> to add a Filtering MAC Address
@  After setup complete press ESC goes back to action menu

@  Press<Save> to save the configuration

18
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FLAMET WSW-2481 : Add Filter MAC Address

MAC Address @

LEaue <E¥lt>

3.5-7-3 Previous Menu

Return to previous menu

3.5-8 Misc Configuration

You can configure the switch parameter

@

MAC Address Ageing Time: MAC address table refresh time setting. The valid range is
0, 300~765 seconds. Default is 300 seconds

Broadcast Storm Filter mode: configure the broadcast storm filter mode. Use Space
key to select the values. The valid threshold values are 5%, 10%, 15%, 20%, 25%, and
N/A.

Max Bridge Transmit Delay Bound: Limit the packets queuing time in switch. Press
Space key to set the time. This valid value are 1sec, 2sec, 4sec and off. Default is off
Low Queue Delay Bound: Limit the low priority packets queuing time in switch. Press
Space key to enable or disable this function

Low Queue Max Delay Time: To set the time that low priority packets queuing in switch.
The valid range is 1~255 ms.

Collisions Retry Forever: Disable In half duplex, if happen collision will retry 48 times
and then drop frame. Enable — In half duplex, if happen collision will retry forever. Press
Space key to enable or disable this function

Hash Algorithm: This Hash Algorithm is for hardware maintain on MAC table calculation.
Provide CRC or Direct Map

IFG compensation: Press Space key to enable or disable
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FLAHET WSW-z2481 : Misc Conf iguration

MAC Address Ageing Time (@, 36@..7EE] @ 388

Broadzcast Storm Filter Mode : EBH

Max Bridas Transmit O=lay Bound : OFF

Low Busue DelaE Bound : Dizable
Low Bueue Max Delaw Time (1..25E5) : 285
Collisions Retry Forewer : Enable
Hash Algorithm : CRC Hash
IFG Compensation : Enable

3.5-9 Main Menu

Return to main menu

3.6 Protocol Related Configuration
There are six main functions in Protocol Related Configuration, which is STP, SNMP, LACP,
IGMP/GVRP, 802.1X Configuration and Previous Menu

FLAHMET WSW-z481 : Protocol Related Conf iguration

SHMP Conf iguration

LACF Configuration
IGMP-GURF Conf iguration
802, 1% Configuration

Frewious Menu

3.6-1 STP Configuration

This sub-menu contains four items, which is STP Setup, System Configuration, Per Port
setting and Previous Menu

FLAHMET WSW-z4@1 : STP Conf iguration

Swstem Configuration
Fer Port Setting

Frewious Menu
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3.6-1-1 STP setup
Provide enable or disable STP function

a
a
a

Select<Edit>
Use <Space> key to choice option

After complete press<Save> to save the configuration

FLAMET WSh-z2481 : STP Setup

5TP : Enable

3.6-1-2 System Configuration

In this function allow modifying the STP system configuration

Select<Edit> to modify Spanning Tree Parameters
After modify complete Press ESC goes back to action menu

Press<Save> to save the configuration

FLAHET WSW-z24@1 : STP Swstem Conf iguration

Foot EBridae Information Conf igure Spanning Tree Parameters
Friority T 327VED Friority [B-65535] H=1oy S
Mac Address : BEE01CESE4EF

Root Fath Cost @ @ Max Age [(&6—4@) 28
Root _Fort : Root ;

Max Age 24 Hello Time (1-18]) Fred
Hello Time 2

Forward Delay @ 15 Forward Delay Time (4-38)1 @ 15

3.6-1-3 Per Port Setting

In this function allow edit per port STP configuration.

@
@
a

Select<Edit> to modify the path cost and priority of each port
After modify complete press ESC goes back to action menu

Press<Save> to save the configuration
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FLAHET WSW-z481 : STP FPer Port Setting

Fort State Fath Cost Priority
FPort .81 Forwarding EEE3E ZEE
Fort . b2 Forwarding 1 ZEE
Fort .03 Forwarding 18 122
Fort . b4 Forwarding 1@ 123
Fort . b5 Forwarding 1@ 123
Fort . bE Forwarding 1@ 123
Fort .07 Forwarding 1@ 123
Fort .08 Forwarding i@ 128

Actions—r _ <Edits _ <Sauvelk

Qe

3.6-1-4 Previous Menu

Return to previous menu

3.6-2 SNMP Configuration

This sub-menu contains four items, which is System Options, Community Strings, Trap

managers and Previous Menu

FLAMET WSW-24&81 1 SHMP Configuration

Cormun ity Strings

Trap Managers

Previous Henu

3.6-2-1 System Options

In this function allow to input Name, Contact and Location
@  Select<Edit> to input name, system contact and location
@  After setup complete press ESC goes back to action menu

@  Press<Save> to save the configuration

FLAHET WSW-2481 : SHMP Swsterm Options

MHarme : WSk-z24E81
Contact @ someone

Locat ion ¢ Flanet

LSaue <E¥lt>
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3.6-2-2 Community Strings

In this function allow add community name

@  Select “Add” to enter into “Add SNMP community” screen, then press Edit
@  After input the community name use TAB key to move to the Write access mode
@  Use the Space key to change the access mode

@  After setup complete press ESC goes back to action menu

%]

Press<Save> to save the configuration

FLAMET WSW-2481 : Add SHMP Community

Commun ity Mame 1

Write Acocess : Read Only

3.6-2-3 Trap Managers

In this function allow adding trap managers

@  Select “Add” to enter into “Add SNMP Trap Managers” screen, then press Edit

@  After input the IP use TAB key to move to the Community Name and input the name
@  After setup complete press ESC goes back to action menu
%]

Press<Save> to save the configuration

FLAHET WSW-z2481 : Add SHMP Trap Manager

IF :

Commun ity Mame 1

3.6-3 LACP Configuration
This sub-menu contains four items, which is Working ports, State Activity, Group Status

and Previous Menu
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FLAMET WSW-z4@1 : LACF Conf iguration

State Actiwvity
Group Status

Frewvious Menu

3.6-3-1 Working Ports

In this function allow to set LACP port state activity of each port

@

a
a
a

Select<Edit>
Press Space key to enable or disable LACP support
After complete setup press ESC goes back to action menu

Press<Save> to save the configuration

FLAMET WSW-2481 : LACF Working Ports

Group Work FPorts

3.6-3-2 State Activity

In this function allow to set LACP port state activity

4]

a
@
@

Select<Edit>
Press Space key to choice Active or Passive
After complete setup press ESC goes back to action menu

Press<Save> to save the configuration

FLAMET WSW-2481 : LACP State Activity

Fort State Actiwvity Fort State Actiwvity
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3.6-3-3 Group Status
Display the LACP groups status

FLAMET WSW-2481 : LACP Group Status

MO GROUF ACTIVE

3.6-3-4 Previous Menu

Return to previous menu

3.6-4 IGMP/GVRP Configuration

In this function allow you to enable or disable IGMP/GVRP

@  Select<Edit>

@  Use Space key to change value

@  After complete setup press ESC goes back to action menu
%)

Press<Save> to save the configuration

FLAMET WSl-2481 : IGHMP~GURF Configuration

IGHMP : Disable
Buery Mode @ Auto
GURF : Disable

3.6-5 802.1X Configuration
This sub-menu contains five items, which is 802.1X Setup, System Configuration, Per Port
Setting, Misc Configuration and Previous Menu. For how to setup the 802.1x environment,

please refer to Append B 802.1X RADIUS Server setup for the detailes.
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FLAHET WSW-z4@1 : 882.14 Configuration

Swstem Conf iguration
Fer Port Setting
Misz Conf iguration

Frewious Menu

tuUnct Lon.

3.6-5-1 802.1x Setup

In this function allow you to enable IEEE802.1x

%]

a
a
a

Note: Please be sure the RADIUS server is correctly configured before turn on this option!

Select<Edit>
Use Space key to enable or disable 802.1x
After complete setup press ESC goes back to action menu

Press<Save> to save the configuration

FLAMET WSh-2481 : 282.1x Setup

8E82.1% : Enable

Refer to Appendix B for the details about how to setup a RADIUS.

3.6-5-2 System Configuration

In this function allow setup 802.1x System Configuration

@

Select<Edit> to input the RADIUS server IP, Share key, NAS, Identifier, server port and

Accounting port
After complete setup press ESC goes back to action menu

Press<Save> to save the configuration
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FLAMET WSW-2481 : 282.1x Swstem Conf iguration

Radius Server IF @ 192.168.99.65

Shared Key 12345
MAS, Identifier : MAS_LZ_SWITCH
Server Port : 1g1z
Aoccounting Port @ 1813

=1sd el lods

Note: Please check with the network administrator about the parameter settings, or the switch

client may failed in getting connected due to the incorrect parameters.

3.6-5-3 Per Port Setting

In this function allow you to change 802.1x authentication of each port

@

a
a
@

Select<Edit>
Use Space” key change the state value.
After complete setup press ESC goes back to action menu

Press<Save> to save the configuration

FLAHET WSW-24@1 : 202.1x Per Port Setting

Fort State
Port.@l Reject
Fort . b2 Hocept |
Fort .03 Hythorize
Fort . b4 Disable
Fort . b5 Disable
Fort . bE Disable
Fort. b7 Disable
Fort . 0g Accept

Actions—r  <Edits _ <Sauves

aLe

The state value each port are with four options: Reject, Accept, Authorize and Disable.

Reject: To reject any 802.1x protocols

Accept: The specified port is required to be held in the Authorized state

Authorize: The specified port is set to the Authorized state in accordance with the
outcome of an authentication exchange between the Supplicant and the
authentication server.

Disable: Turn off 802.1x authentication

3.6-5-4 Misc Configuration

@

@
a
a

Select<Edit>
Use TAB key to move and input the values
After complete setup press ESC goes back to action menu

Press<Save> to save the configuration
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FLAHET WSW-z24@1 : 882.1% Misc Conf iguration

Guiet Period (B..65535, Default=d@] : 6

Te Period (B..65535, Default=38] HE=15]
Supplicant Timeout (1..300, Default=381 @ 38
Server Timeout (1..300, Default=38] H
Feauthorize Madimum (1..108, Default=2] e

Reauth Period (1..9992999, Default=3&08) @ 3688

Actions—r  <Edit’ _ iSaues

3.6-5-5 Previous Menu

Return to previous menu

3.7 System Reset Configuration
This sub-menu contains four items, which is Factory Default, System Reboot, TFTP

Configuration and Previous Menu

FLAHET WSW-z2481 : Swstem Reset Conf iguration

actory

Swstem Reboot
TFTP Conf igurat ion

Frewious Menu

3.7-1 Factory Default
In this function allow you to reset the switch to the factory default mode
@  Press Enter

@  Press Y, switch will load default setting and reboot automatically

Do you want to restore factory default setting? (woHIL
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3.7-2 System Reboot
Provide restart switch

FLAHET WSW-z481 : Swstem Reset Conf iguration

Frewious Menu

3.7-3 TFTP Configuration

This sub-menu contains four items Update firmware, Restore configuration, backup

configuration and Previous menu

FLAHET WSW-z481 : TFTF Conf iguration

Restore Configuration

Backup Conf iguration

Frewious Menu

3.7-3-1 Update Firmware

In this function allow you to use TFTP to update firmware

@  Select<Edit> to input the TFTP Server IP and Firmware file name
@  After complete setup press ESC goes back to action menu

@  Press<Save> to save the configuration

FLAHET WSW-z24@1 : TFTF Update Firmware

TFTP Serwver IF : 192.168.8.2

Firmware File Hame @ image.bin

LSaue <E¥lt>
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3.7-3-2 Restore Configuration

In this function allow you to restore file from TFTP server

@  Select<Edit> to input the TFTP Server IP and Restore file name
@  After complete setup press ESC goes back to action menu

@  Press<Save> to save the configuration

FLAHET WSW-z24@1 : TFTPF Restore Conf iguration

TFTF Serwer IP : 132.168.68.2

Restore File Mame : data.dat

LEaue <E¥lt>

3.7-3-3 Backup Configuration

In this function allow you to Backup file to TFTP server

@  Select<Edit> to input the TFTP Server IP and Backup file name
@  After complete setup press ESC goes back to action menu

@  Press<Save> to save the configuration

FLAHET WSW-z481 : TFTP Backup Conf iguration

TFTF Serwver IF : 1932.168.68.2
Backup File Hame @ data.dat

3.7-3-4 Previous Menu
Return to Previous Menu

3.8 Logout

Provide logout the switch
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Chapter 4 WEB MANAGEMENT

WSW-2401 is support web management therefore in this section will introduce the
configuration and functions of the web-based management.

Before to use web management, please setup the IP Address with the console port (RS-232)
and use this IP address to configure WSW-2401 through the web interface or modify your PC’s
IP domain to the same with WSW-2401 then use the default IP address to remote configure
WSW-2401 through the Web interface.

4.1 login into switch
@  Use Internet Explorer

Type in IP Address of the WSW-2401 switch then press enter

1%}
@  Keyin user name and password. The default user name and password will be “admin”
1%}

The click ok
2|
% Fleagze type your uzer name and pazsword.
Site: 203.70.:249172
Fealm index. htm
zer Mame |a|:|min
Pazzward |
¥ Save thiz password in your password list
ak. Caticel

After user name and password is entered, you will see following screen
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Welcome to PLANET WSW-Z401
24 ports + 1 slot Managed Ethernet switch

R PLAMNET Technology Corporation
fLonhnuestion Eackap 11F, Mo, 96, Min-Chuan Road, Hsin-Tien,
Taipei, Taiwan, R.O.C,

Tel: 886-2-2219-95182
Fax: 8B6-2-2219-0528
Email: Support@planet.com.tw

Copyright {c} 2003 Planet Technology Corp., all rights reserved!

4.2 Port Status

This section is provide detail status of each port from WSW-2401

Pori Status

Negotiation |Speed Duplex |Flow Control |Back Pressure|/Band Width
Conﬁg Actual|Config |Actual |Config Actual|Config |Actual |In Dut

Port.01/100T%|Down|Enable| Auto | N/A 100 Fulll  M/A OM H/A OM N/A | OFF | OFF |Disable OM
Port.02/100T¥| Up |Enable| Auto | Auto (100 Fulll100 Fulll oM OFF OM OFF | OFF | OFF |Disable OFF
Port.03]100TX|Down|Enablel Auto | N/A 100 Fulll m/A O M/A ON MN/A | OFF | OFF |Disable ON
Port.04{100TX| Up |Enable| Auto | Auto |100 Fulll100 Fulll ON Oon ON OFF | OFF | OFF |Disable OFF
Port.0S|100TX|Down|Enable] Auto | N/A - [100 Fulll m/A (o]} M/A ON MN/A | OFF | OFF |Disable OFF
Port.06|100TX|Down|Enablel Auto | N/A - |100 Fulll m/A O M/A ON N/A | OFF | OFF [Disable OFF
Port.07|100TX|Down|Enablel Auto | N/A (100 Fulll  m/a [s]y] MfA ON MN/A | OFF | OFF |Disable OFF
Port.08|100T%|Down|Enable| Auto | NS 100 Fulll M/ ON NfA ON N/& | OFF | OFF |Disable ON
Port.09/100TX \Down|Enable| Auto | N/A 1100 Fulll  N/& ON | N/& O N/& | OFF | OFF |Disable| OFF
Port,10/100TX|\Down|Enable| Auto | M/& (100 Fulll  N/& OMN | N/& O N/& | OFF | OFF |Disable| OM
Port,11/100TX|\Down|Enable| Auto | M/& (100 Fulll  N/& OM | Nf& O N/& | OFF | OFF |Disable| OFF
Port,12/100TX|Down|Enable| Auto | M/& 100 Fulll N/& ON | N/& O N/& | OFF | OFF |Disable| OFF
Port.13{100T¥%|Down|Enable| Auto | N/A (100 Fulll M/A OM H/A OW N/A | OFF | OFF |Disable OFF
Port.14/100TX|Down|Enablel Auto | N/A [100 Fulll M/A oM N/A OM N/A | OFF | OFF |Disable OFF
Port.15/100TX|DownEnablel Auto | N/A 100 Fulll M/ OMN M/A ON MN/A | OFF | OFF |Disable OFF
Port.16/100TX|Down|Enable Auto | N/A (100 Fulll M/A ON N/A ON N/A | OFF | OFF |Disable OFF
Port.17100TX|Down|Enablel Auto | N/A - |100 Fulll m/A [a]3] N/A ON N/A | OFF | OFF |Disable OFF
Port.18/100TX|Down|Enable| Auto | N/A 100 Fulll m/A [8]3] MfA ON MN/A | OFF | OFF |Disable OFF
Port.18/100TX|Down|Enable| Auto | N/A (100 Fulll m/A S]] N [8]}] MN/A | OFF | OFF |Disable OFF
Port.20[100TX|Down|Enable| Auto | N/A 100 Fulll M/ oM NfA ON MN/A | OFF | OFF |Disable JFF
Port.21/100TX|Down|Enable| Auto | M/A 1100 Full]  N/& ON | N/& O N/& | OFF | OFF |Disable | OFF
Port.22|100TX|Down|Enablel Auto | M/A (100 Fulll  N/& ON | N/& O N/& | OFF | OFF |Disable| OFF
Pt 2231 NNTY NnaenlFnahlel &otn Mia NN Folll kfa Mkl LAY Mkl LAY NFF | MFF | Nicahle MFFE

Administrator

Port |Type |Link |State Priority|Security

tonfiguration Backup

System Reboot

1%}

Link: indicate the port status. UP means the device is connected to the port Down means
the device is not connected to the port

State: display the status of each port.

Negotiation: display auto-negotiation or Force mode

Speed Duplex: display port connection speed

Flow Control: display flow control state of each port

Back Pressure: display back pressure status

Bandwidth: display the bandwidth of each port

Q8 Q8 Q8 QW
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Priority: display the priority status of each port
Security: display the port security is on or off

Config: display the current configuration of each port.

Q 8 8 8

Actual: display the current state of each port on WGSD-1020.

4.3 Port Statistics

This function is provides the detail statistics of each port. Press the Clear button to clean all

counts.

Port Statistics

2 ‘T# Good|T= Bad|Rx Good|Rx Bad|Tx Abort|Packet

Port |Type |Link [State | |\ |packet|Packet |Packet|Packet |collision|
Port.01100Tx|Down|Enable 0 i} i} o i} i}
y D Port.02[100T%] Up [Enable] 44084 | o0 | 38566 ] 0 0
Systen Reboot Port.03|100T%|Down|Enable) [a] u] 0 u] [a] 0
Port.04{100T%| Up [Enable] 7479 o 9321 o 1] 0
Port.05]100Tx|Down|Enable 0 i} 1} 1] 1} 0
Port.06|100T|Cown|Enable 0 1} 0 a u} a
Port.07|100T|Down|Enable 0 0 u} 1] i} 1}
Port.02[100T%|Down|Enable 0] o 1] o o o
Port.09/100Tx|Down(Enable 0 i} i} u] a a
Port. 10/100T%|Down|Enable 0 i} a 1] a a
Port.11/100T%|Down|Enable 0 0 a 0] a a
Port.12/100T%|Down|Enable 0 0 a 0] a a
Port, 131007 |Down|Enable 0 1} 0 1] a a
[ R P CR R R— - = A = =

Clear |

4.4 Administrator

This section contains management function on WSW-2401. The management function that
includes in this section is IP Configuration, Switch setting, Console Port Information, Port
Controls, Trunking, Forwarding and Filtering, VLAN Configuration, Spanning Tree, Port

Mirroring, SNMP Management, Security Manager, and 802.1x Configuration.
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PLANET

Welcome to PLANET WSW-2401
24 ports + 1 slot Managed Ethernet switch

Port Statistics

PLAMET Technology Corporation

=1 Configuration
Switch Settings

Console Port Information 11F, Mo, 96, Min-Chuan Road, Hsin-Tien,
Port Controls Taipel, Taiwan, R.O.C,
Trunking Tel: 886-2-2219-9518

Fax: BBA-2-2219-9528
Email: Support@planet.com.tw

Forwarding and Filtering

WLAN Configuration

Spanning Tree

Part Mirraring

SHMP Managenient Copyright (cj 2003 Planet Technology Corp., all rights reserved!

Security Manager

8021x Configuration

Close &

TETP Update Firmware

Factory Default

Sy Reboot

4.4-1 IP Configuration
This section allows modify the DCHP Client, IP Address, Subnet mask and Gateway.

IP Configuratien
Administrator DHCP Client : [Disable =
P Configuration
Suiteh Settings 1P Address |[192 168 9352
Consale Port Infornation e
Port Controls \Subnet Mask|[255.255.255.0
Trunking " S
Foruarding and Filtering Gateway i1 92.165.99.254

WLAN Coniguration

Spanning Tree Apply | Help

Fort Mirroring

SHMP Management

Security Manager

2021 Configuration

Close 4

TFTP Update Firmware|

Factory Default

System Reboot

After modify the DHCP client, IP Address, Subnet mask and Gateway, click Apply. Click
System reboot. WSW-2401 will reboot to take effect for the new setting.
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4.4-2 Switch Settings

This section is provide basic information and allows modify the switch setting

L N 15

a foF B I

Administrator
IP Configuration
Switch Settings
Console Port Information
Port Contrals

Trunking PLANET WSW-2401 24 ports + 1 slot Managed Ethernet Switch
Forwarding and Filtering Firmweare Yersion |v1.01
YLA&N Configuration Kernel ¥ersion v2.05
s::‘”;l”:at:ﬁ Hardware Yersion |27.00
2 MAC Address 00001C0504BF

SHMP Management
Security Manager
3021 Configuration R s

Clase & Module|Type |Description
TFTP Update Firrnwa;e F_'UFt-‘_éS‘ 100F%|100BASE-Fx, Single Mode
B e Port 26(100F%|100BASE-Fx Single Made

Configuration Backup

Factory Default

System Reboot

4.4-2-1 Basic

System Name: the name of switch

System Location: the switch physical location.

System Description: the description of switch

Firmware Version: the switch current firmware version
Kernel Version: the switch current kernel software version
Hardware version: the switch current hardware version

MAC Address: display the switch MAC Address

Q 8 8 8 8 ¥ 8 Q.

Module: the module information
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4.4-2-2 Advanced

Forwarding and Filtering

HLAR Configuration Mazx Bridge Transmit Delay Bound @ | OFF 'i

Switch Settings

Advanced

¥ Disable MAC Address Aging Out
Age-Out Time @ I3UU seconds (300..765, must multiple of 3)

[ Enable Low Queue Delay Bound -—-— Max Delay Time : |255 (1..255, 2msfunit)

Broadcast Storm Filter Mode ¢ |5% ‘I

Priority Gueue Service:
802.1p Priority

" Fisrt Come First Service

& all High Before Low

£ yweight Round Rat\DIZ'T bt

Qos Policy (Checked for High Priority) :

Mievelo [ Lewell [T Levelz [ Lewel3 W Levels Levels Levels W Level?

There are two section includes in Advanced setting which is Disable MAC Address Aging

out and Priority Queue Service After setup complete click Apply button.
Disable MAC Address Aging out

@

Age-out Time: the number of seconds that an inactive MAC address remains in the

Switch’s address table. The valid range is 300-765 seconds. The default value is 300 sec.

Max Bridge Transmit Delay Bound: limit the packets queuing time in switch. If enable,

the packets queued exceed will be drop. This valid value are 1sec, 2 sec, 4 sec and off

Enable Low Queue Delay Bound: limit the low priority packets queuing time in switch. If
the low priority packet stays in switch exceed Max Delay Time, it will be sent. The valid
range is 1~255 ms. before enable this function the Max Bridge Transmit Delay Bound

must be enable.

Broadcast Storm Filter Mode: provide off, 5%, 10%, 15%, 20% and 25% for broadcast

storm control.

Priority Queue Service

%]
%]

First come First Service: the sequence of packets sent is depend on arrive order

All high before low: the high priority packets sent before the low priority packets

Weight Round Ratio: Select the preference given to packets in the Switch’s high-priority
gueue. These options represent the number of high priority packets sent before one low
priority packet. For example: High weight: 5 and Low weight 2. It means WSW-2401
sends 5 high priority packets before sending 2 low priority packets.

Qos Policy: provide 0~7 priority level
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4.4-2-3 Misc Config

| BRE EHE WA FHSEQ TAD HEE =
| ®t—8 -2 - Q4| Oms msmeE Fnw | D S5
|#EHED) |21 hepn02.165.00 62/

Port Status

Port Statistics

Misc Config

Administrator

IP Configuration
Switch Settings

Console Port Information
Bt Gt Collisions Retry Forever : IEnabIe 'I
Trunking
Forwarding and Filtering
YLAN Configuration Hash Algorithm : | CRC Hash x
Spanning Tree
Part Mirroring
SHHP Management IFG Compensation : |Enable ¥
Security Managsr
8021 Configuration
Close #

802.1x Protocol : [Enable =
TFTP Update Firmware

Configuration Backup

Factory Default 1GMP Query Mode : IAUiD ‘]

System Reboot

Applyl Default | Help
PaE [ [ Intemet
e @Sy @ || mEecvswan | ®osmes. | Sos-ooo- ([l @ovich- w8 [2EEE Trow

@  Collisions Retry Forever: disable is in half duplex. If happen collision will retry 48 times
and then drop frame. Enable is in half duplex. If happen collision will retry forever

@  Hash Algorithm: CRC Hash or Direct Map for MAC address learning algorithm

@ IFG Compensation: Internal Packet Gap time compensation configure. Select to Enable
or Disable

@  802.1X Protocol: enable or disable 802.1x protocol

Q

IGMP Query Mode: provide auto, enable and disable mode

@  After setup complete press Apply button

4.4-3 Console port Information
Display WSW-2401 console port information
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Home ; Console Port Information

Baud Rate (bps) 9600
Parity Check none
1P Configuration Data Bits {bit) 3
JS.Suitch Settings ] Stop Bits (hit) 1
Consale Port Information Flow Control nhone

Fort Controls

Trunking

Forwarding and Filtering
WLAN Configuration
Spanning Tree

Fort Wirroring

SNMP Management

Security Manager
#0214 Configuration
Close &

TFTP Update Firmware

System Reboot

4.4-4 Port Controls

This section is introduces detail status of each port on WSW-2401

tirg & Commanicatizn

Port Controls

; et | |Flow |Back |Band Width
Port State Negotiation|Speed |Duplex Cbaiinlip s esuse o =

Priority |Security

Switch Settings

«
Console Port Information ]

Fart Gontrols s [Enabie [=][[aute =] (100 =|[Fun =1[[on =][oFr =]

Trunking Part0d x|

=

If [Disanle =]| ™

Forwarding and Filtering
WL&N Configuration

Spanning Tree Apply

Part Hirroring
SNHP Management
Seourity Hanager
#021y Configuration

Cloze #

Negotiation |Speed Duplex |Flow Control |Back Pressure|Band Width
n’nnﬁg!n;‘tﬁn[ i:onﬁg__IActual config|Actual tbn’ﬁqlnctual- in I:tlut
Port.02[100T%[Up [Enablelauto |auto [100 Fullltoo Fullon  [oFF  |oFF |oFF  [oFF |oFF [Disable [OFF

Port | Type |Linkistate Priarity|Security

System Reboot

State: user can enable or disable any port

Negotiation: user can set auto or force mode.

Speed: set speed of each port

Duplex: allow to set full or half duplex mode

Flow Control: provide on or off flow control function for full duplex

Back Pressure: provide on or off flow control function for half duplex

a
a
a
a
a
a
a

Bandwidth: allow user to set up rate control. This function is provide 100K per unit for
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@

each port

Priority: allow to set high, low and disable priority function

Security: allow user to enable security function. When this function is enabling, the port
will locked without permission of address learning.

After setup complete, click Apply button

4.4-5 Trunking

This section display the detail status of trunking

~+IF Configuration

Switch Settings | System Priority |
Console Port Information ‘ : ‘
Port Controls I
Trunking
Forwarding and Filterina S
Group ID TIIJI 1. ol Select
WLAN Configuration B L I
Spanning Tree Lacp |Enab|e Ll
Fort Mirroring
SHMP Management Work Ports 3
Security Manager
; Part.0g Port01 -
0214 Configuration & Poit0s Add Por02
e PorlDz
TFTP Update Firmware Pon.Ud
- Remove :
4 Por.0s
Port.06
Por.07
Port12
Port13 x|
Apply | Delete | Help

4.4-5-1 Aggregator Setting

4]

Q

System priority: A value used to identify the active LACP. The Switch with lowest value
has the highest priority and is selected as the active LACP

Group ID: there are provide seven trunk groups, choose the Group ID and click Select
button

LACP: allow user enable or disable LACP function. If enable, the group is LACP static
trunk group. If disable, the group is local static trunk group. All port support LACP
dynamic trunking group, if connecting the device that also support LACP, the LACP
dynamic trunking group will be create automatically

Works port: allow max four ports can be aggregated at the same time. If LACP static
trunk group, the exceed ports are standby and able to aggregate if work ports fail. If it is
local static trunk group, the number must be as same as the group member ports.
Select the ports to join the trunk group. Click Add button to add ports.

Click Remove button to remove unwanted ports

Click Apply button to take effect and use Delete button to delete trunk group
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4.4-5-2 Aggregator Information
Provide the Aggregator Setting information

Trunking

Aggregator information

Switch Settings
Console Port Information

Fort Controls NO GROUP ACTIVE

Trunking
Forwarding and Filtering
YWLAN Configuration
Spanning Tree

Port Mirroring

SHHF Management
Security Hanager

8021 Configuration
Close #

Factory Default
System Reboot

4.4-5-3 State Activity
After you setup LACP Aggregator, you can configure port state activity

) Netusikirg & Commeniratics

Trunking
State Activity
onfiguration
Suton etthiss Paort|LACP State Activity |Port|LACP State Activity
Console Port Information
Fort Contrals 1 A 2 /A
Trunking 3 18 4 H/2
Forwarding and Filtering
YLAN Configuration 2 /A 9 HifRy
Spanning Tres 7 M8 g V¥ active
Part Mirroring
SHHP Management g W active 10 W active
Security Manager T
2021 Configuration 11 iV active 12 Hfs
Cloge & 13 /8 14 N/&
13 MR 15 WfA
17 MN/A 13 N/A
System Reboot 19 I/ 20 [
ystemn Reboo
21 M 22 MfA
23 M/A 24 M/
25 MAA 26 i

Haip |

@  Active (enable):. The port automatically sends LACP protocol packets

@ Passive (not enable active): the port does not automatically sends LACP protocol
packets and only respond when it receives LACP protocol packets from the opposite
device.

@  After setup complete click Apply button
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4.4-6 Forwarding and Filtering
WSW-2401 is support IP multicast and allows enable IGMP Protocol on Switch setting

advantaged page from web interface.

IF Configuration

Switch Settings

Console Fort Information

Port Condrols

Trunking

Forwarding and Filtering

WLAN Configuration

Spanning Tres

Port Mirroring

SHMP Management

Security Manager

80214 Configuration

Close 4

TFTP Update Firmware

1P Address WLAN 1D Mernber Port

System Reboot

4.4-6-1 IGMP Snooping
@  Select enable on IGMP Protocol
@  After setup complete click Apply button

4.4-6-2 Static MAC Addresses
This section is allow user to modify MAC Address, Port NO and VLAN ID

(D PLANET

"« IP Configuration
Suitch Settings
Console Fert Information

MaC sddress Port WLAN ID

Fort Controls
Trunking
Forwarding and Filtering
YLAN Configuration
Spanning Tree
Port Mircoring
SHMP Management
Security Manager
8021 Configuration
Close #
TFTP Update Firmware

MAC Address
Port No. Port01 =
YLAN ID

Deletel He\pl

System Reboot

(0] In MAC Address column enter MAC Address

@  InPort No box select a port number
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/] In VLAN ID type a VLAN ID

@  Click Apply button to take effect

@  Use Delete button to delete unwanted MAC Address
4.4-6-3 MAC Filtering

This section allow user to block unwanted traffic

MAC Filtering

Suiteh Settings
Console Port Information
Fort Controls
Trunking
Forwarding and Filtering
WLAN Configuration
Spanning Tree
Fort Mirroring
SHMP Management
Security Manager
8021 Configuration

Close #

MAC Address
YLAN ID

#dd | Delete | Help |

In MAC Address column enter MAC Address that want to filter

In VLAN ID type a VLAN ID

Click Add button

@  Use Delete button to delete unwanted MAC Address

4.4-7 VLAN Configuration

AVirtual LAN (VLAN) is a logical network grouping that limits the broadcast domain. It allows

a
@
a

you to isolate network traffic so only members of the VLAN receive traffic from the same VLAN
members. Basically, creating a VLAN from a switch is logically equivalent of reconnecting a
group of network devices to another Layer 2 switch. However, all the network devices are still
plug into the same switch physically

WSW-2401 supports port-based and Protocol-based VLAN in web management page.
In the default configuration VLAN is disable

4.4-7-1 IEEE802.1Q

Tagged-based VLAN is an IEEE 802.1Q specification standard. Therefore, it is possible to
create a VLAN across devices from different switch venders. IEEE 802.1Q VLAN uses a
technique to insert a “tag” into the Ethernet frames. Tag contains a VLAN Identifier (VID) that

indicates the VLAN numbers.
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WLAM Operation Mode | ISDZWQ 'I

[ Enable GYRP Protacal

ig
Switch Settings
Console Part Information
Fort Controls
Trunking -

Foruarding and Filtering
WLAN Configuration
Spanning Tree

Port Hirroring

SHMP Management Group Name I

Security Hanager

8021 Configuration VLAN ID I’I

Close #

TETP Update Firmware Protocol YLAN IM -

System Reboot

Select 802.1Q mode from VLAN Operation Mode
Click the Enable GVRP Protocol box to enable
Click Add button to create new VLAN group

Type a name for new VLAN and VLAN ID

Choose a Protocol type

From the available ports box, select ports to add to the Switch and click Add

a
a
@
1%}
1%}
@
a

Click Next button will see the page as follow

VLAN Configuration
WLAMN Operation Made © |802.1Q 'i

" Enable GYRP Protocal

IP Configuration

Suiteh Settings

Console Fort Information
Port Contrats

Trunking

Foruarding and Filtering
LAN Configuration
Spanning Tree

Port irroring

SHHP Management wLaN Name wlan 3
Security Manager e
3024 Configuration SLAN 1D 3

Close #

UnTag Member

Port.14 ||Umag_v_|

Port.16 ||umag;]

Apply

@  Setthe frames are Tagged frames or Untagged
@  Click Apply button
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4.4-7-2 Port-based VLAN

VLAN Configuration
WILAN Operation Mode ; |Pord Based =

I~ Enable GWRP Protacal

WP Configurstion.
Suitch Settings
Console Fort Infornation
Port Controls
Trunking
Foruarding and Filterina
VLAN Configuration
Spanning Tree
Fart Hirroring
SHMP Management

Group Name I
Security Manager
2021 Configuration
g YLAN ID [i

Port.01
Port.02
Port.03
Port.04
Port.0s
Port.08
Part.0?
Port 08 Remove
Port.09

Port.10

Port11

Port12 x|

System Reboot

Select 802.1Q mode from VLAN Operation Mode
Click Add button to create new VLAN group
Type a name for new VLAN and VLAN ID

From the available ports box, select ports to add to the Switch and click Add

a
a
1%}
a
a

4.4-7-3 Port VLAN ID

Click Apply button after compete setup

VLAN Confisuration
YLAN Operation Mode @ | 80210 ¥

™ Enable GYRP Protacal

Switch Settings

Console Port Information
Fort Controls

Trunking

Forwarding and Filtering
WLAN Configuration

Spanning Tree
Port Mirraring =
SNMP Management ‘Basic Port YLAN ID

Security Manager

2021k Configuration

Lot Part Port YLAN ID Ingress Filter Artentable
TFTP Update Firmware | Frame Type
Por01 «
Port 02 A -
Part03 ! [ -] Al
System Reboot Portod v |
Apply] Diefautt | Help
[ S Acceptable

Configure Port VID setting
@  Port VLAN ID: set the port VLAN ID that will be assigned to untagged traffic on a given
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port

@  Ingress Filtering: Ingress filtering lets frames belonging to a specific VLAN to be
forwarded if the port belongs to that VLAN. The user allow to enable or disable this
function

@  Acceptable Frame Type: allow user to select different frame type which is All or Tag
only

@  Click Apply after setup complete

4.4-8 Spanning Tree

The Spanning-Tree Protocol (STP) is a standardized method (IEEE 802.1d) for avoiding loops
in switched networks. When STP enabled, to ensure that only one path at a time is active
between any two nodes on the network. We are recommended that you enable STP on all

switches ensures a single active path on the network

(JPLANET

Hello Time (1-10) B
Forward Delay Time (4-30) 15
ent
Seou ger
802 Contiguration Apply
jnse &
Root Bridge Information
Prigrity ~[32788
Mac Address. 00001COS048F
Root Path Cost [0
Root Port Roat
‘Max Age 20
_Hello Time B
Forward Delay 15

4.4-8-1 System Configuration
@  You can modify new value for STP state, then click Apply button to modify
@ You can view the Spanning tree information about Root Bridge

Priority  |Allow changing priority value. The priority range is 1 to 65535

Max Age, |Allow changing the Max Age value. The Max Age range is 6 to 40

Hello Time |Allow changing the Hello Time. The Hello Time range is 1 to 10.

Forward Delay |Allow changing the forward delay time. The Forward Delay Time range is 4 to
Time |30.

45

Download from Www.Somanuals.com. All Manuals Search And Download.



4.4-8-2 Per Port configuration

L'(

Spanning Tree

Per Port Configuration

« IP Configuration

iultch‘ S;“IL’\Q‘Sf ; pnrt Pﬂthﬂust ] Pr‘iflri’t\"
ansele Port Inferniation Port gt bk
Part Contrals (1 65535) (D 2‘5&)
Truniing Forti =

Forwarding and Filtering Faort.0z

YLAN Configuration PortOz |10 |12a
Spanning Tree Parto4

Fart Mirraring Portng =]

SHMF Managenent

Security Manager
024y Configuration AflEt| (Rl

Cloze &

TFTP Update Firmware STP Port Status
Port Path Cost Priority State
Port.01 65535 200 Forwarding

Eyatemi REbSGE Port.02 1 200 Forwarding
Port.03 10 128 Forwarding
Port.04 10 128 Forwarding
Port.05 10 128 Forwarding
Port.06 10 128 Forwarding
Port.07 10 128 Forwarding
Port.08 10 128 Forwarding
Port.09 10 125 Forwarding
Port.10 10 123 Forwarding

You can view spanning tree status about switch
Select the port in Port column.

Assign the Path Cost. The value range is from 1 to 65535.

1%}
1%}
1%}
1%}

Assign the port priority value. The value range is from 0 to 255. The lowest value has
higher priority.
@  Click Apply button

4.4-9 Port Mirroring
Port Mirroring is a method for monitor traffic in WSW-2401 network. Traffic through ports can

be monitored by one specific port. That is, traffic goes in or out monitored ports will be

duplicated into mirror port.
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| - IF Configuration
Switch Settings
Conssle Port Information
Part Controls
Trunking
Forwarding and Filtering
WLAN Configuration
Spanning Tres
Port Mirraring
SHHF Management
Seurity Manager
8021 Configuration

Close &

System Reboot

@  Port Mirroring State: provide disable, RX, TX and Both port Mirroring function

@  Analysis Port: allow seeing all monitor port traffic. You can connect mirror port to LAN

re

Factory Default

Analysis Port ; |N0ne j
Monitor Port State

Port.01

Part.02

Port.03

Port.04

Port.03

Port.06

Port.07

Port.08

Port.09

Port. 10

Port, 11

Port. 12

Port.12

Port. 14

Port. 15

i E RS R R EE R R SR

Port. 16

analyzer or netxray

@  Monitor Port: the ports that you want to monitor.
4.4-10 SNMP Management

Allow to management the WSW-2401 through the Simple Network Management Protocol

(SNMP). It provides protocol that governs the transfer of information between management

stations (PC with SNMP software) and switches

a4 Cozmunicatica

Switch Settings
Cangole Port Information

Port Controls

Trunking

Forwarding and Filtering

LA Configuration

Spanning Tree

Port Hirroring

SNMP Management

Securlty Manager

021 Configuration

Close &

TETP Update Firmware

System Reboot

SHMP Management

System Options

Narme : |
Location : |
Contact : |
Apply | Help
Community Strings
Current . L
Strings : New Community String :

Add String :

Remaove

“Ro T RwW

Trap Managers

Current .
Manaters New Manager :

inane) Add IP Address : I
S Community : |
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System Options

System Options

Mame :|

Location : |

Contact :|

Applyl Helpl

Name: enter the system name for this switch
Location: enter the location for this switch

Contact: enter the name of contact person or company

Q 8 8 8

Click Apply button after finish setup

Community strings

Community Strings

Stfiﬂlr;?']t New Community String :
public__RO Add String :
private_ R

Remoue | 2 RO e R

@  String: fill the name of string

@ RO/ Read Only:. Enable requests accompanied by this string to display MIB-object
information

@ RW/ Ready Write: Enable requests accompanied by this string to display MIB-object

information and set MIB objects.

@  Click Add button after finish setup
Trap Managers
A trap manager is a management station that receives traps, the system alerts generated by

the switch. If no trap manager is defined, no traps will issue.

Trap Managers
Current
Managers :

{none; Addl IP Address : |
R | Community : |

MNew Manager :

4.4-11 Security Manager

This section allow you to modify the username and password
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irg & Communicatiza

Security Manager
portstatus
Port Statistics

Administrator User Name : Iadmin

IP Canfiguration e ,m—

Switch Settings

Consele Port Information Confirm Password : |r

Port Controls

Trunking

Foruarding and Filtering Apaly

YLAN Configuration

Spanning Tree

Port Mirroring

SHMF Management

Security Manager

02k Configuration

Cloze

TFTP Update Firmware

System Reboot

@ Input the new user name.

@ Input the new password.

@  Re-input the new password.

@  Click “Apply” button to modify

4.4-12 802.1x configuration

This section you can enable and configure the parameters of 802.1x function

4.4-12-1 System Configuration

) Netwakira & Commaniratisn

Switch Settings
Console Port Information

Fort Controls
Teunking
Foruarding and Filtering
WLEN Configuration
Spanning Tree
Fort Mirraring
SHMF Management
Security Hanager
8021 Configuration

Close #

Radius Server

Radius Server IP

[192.162.93.65

Server Port 1812
Accounting Port |181 3
‘Shared Key (12345

MNAS, Identifier

[MAS_L2_SWITCH

49

Applyl Help

Radius Server IP: set the Radius Server I[P address

Server Port: set the UDP destination port for authentication requests to the specified

Accounting Port: set the UDP destination port for accounting requests to the specified
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Radius Server

@  Shared Key: set an encryption key for use during authentication sessions with the
specified radius server.

@ NAS, Identifier: set the identifier for the radius client.

@  Click Apply button

4.4-12-2 Per Port Configuration

802.1x Configuration

ES"—sm Configuration Per Port Configuration F‘v‘li‘s-: i.“onf‘iu:-a}.ion

iqura
Switch Settings

Cansole Port Information Port State
Fart Contrals

Trunking Port0l =

Forwarding and Filtering Port.02

VL&N Configuration Port03 Authorize =
Spanning Tree Port.04

Fort Mirraring Port.0s x|

SNHP Management

Seourity Manager
2021 Configuration Apply I Help I

Close &
B TH Dedate Eemuane Port Authorization

Port State
Port.01 Reject
Port.02 Accept
Port.03 Authorize
Port.04 Disable
Port.0S Disable
Port.06 Disable
Port.07 Disable
Port.08 Accept
Port.09 Disable
Port.10 Autharize

@  Select port column

@  Select the state of port. There are four states which is disable, Authorized, Reject and
Accept

@  Click Apply button

4.4-12-3 Misc Configuration

Misc Configuration

IF Configuration
Switch Settings

Console Port Information “Quiet Period o
Fort Contrels

Trunking Tx Period [zo
Forwarding and Filtering

WLAN Configuration Supplicant Timeout [0

Spanning Tree e T

Fort Mirroring ‘Server Timeout |30
SHMP Managsment Max Requests |2
Security Manager

2021 Configuration Reauth Period [aB00

Close #

Apply I Help I

System Reboot
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Quiet Period: used to define periods of time during which it will not attempt to acquire a
supplicant(Default time is 60 seconds).

Tx Period: used to determine when an EAPOL PDU is to be transmitted(Default value is
30 seconds).

Supplicant Timeout: used to determine timeout conditions in the exchanges between
the supplicant and authentication server(Default value is 30 seconds).

Server Timeout: used to determine timeout conditions in the exchanges between the
authenticator and authentication server(Default value is 30 seconds).

ReAuthMax: used to determine the number of reauthentication attempts that are
permitted before the specific port becomes unauthorized(Default value is 2 times).
Reauth Period: used to determine a honzero number of seconds between periodic

reauthentication of the supplications(Default value is 3600 seconds).

4.4-13 TFTP Update Firmware

The following option menu allow user to update latest firmware

TETP Update Firmware

TFTP Server IP Address|192 16802

onfiguration

9
Suitch Settings
Console Port Information
Paort Contrals

Trunking

Forwarding and Filtering
WLAN Configuration
Spanning Tree

Part Hirraring

SNMP Management

8021 Configuration
Close #

Firmware File Name

image.hin

Apply | Help

Firmware update requirements
g  WSW-2401 switch

a
a

TFTP server

Latest firmware version

TFTP Update Firmware

1%}
1%}
1%}

TFTP Server IP Address: enter the IP address of TFTP server
Firmware File Name: enter the name of latest firmware version

Click Apply button
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4.4-14 Configuration Backup
This section allow user to Restore and Backup into WSW-2401

a
Suitch Settings TFTP Server IP Address|[152 16802
Gonsole Port Infernation s -
Fort Controls Restore File Name  [[data.dat
Trunking
Foruarding and Filtering
VLN Configuration i R
Spanning Tree
Fort Hirroring
SNMP Management
Security Manager
8021z Configuration

Cloge &

4.4-14-1 TFTP Restore Configuration
@ TFTP Server IP Address: enter the IP address of TFTP server
@ Restore File Name: enter the file name that want to restore

@  Click Apply button

e ||data.dat

Apply | Help |

4.4-14-2 TFTP Backup Configuration
@  TFTP Server IP Address: enter the IP address of TFTP server
@  Backup File Name: enter the file name that want to backup

@  Click Apply button

TFTP Backup Configuration

TETP Server IP Address|[192.168.0.2
Backup File Name Idata.dat

Apply | Help |
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4.4-15 Factory Default
Factory Default

Please click [Default] button to restore factory default setting.

Default |

This function provides reset the Switch to factory default mode
4.4-16 System Reboot

System Rehoot

Please click [Reboot] button to restart switch device.

Reboot |

This function provides reboot the WSW-2401
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Chapter 5 TROUBLESHOOTING

This chapter contains some information to help you to solve most command problems on the
WSW-2401

The LED is not lit

Solution

Check the cable connection

Port cannot communication to other stations located on other port

Solution

Please check VLAN, and port Trunk function, which may indicate this kind of problem

Bad Performance

Solution

Please check the duplex status on switch; if the switch is set full duplex and the partner is set

half duplex then performance poor will occur.
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Chapter 6 TECHNICAL SPECIFICATION

Ports 24 10/100Base-TX RJ-45 Auto-MDI/MDI-X ports
1 open slot
1 RS-232 DB-9 male

Dimensions 440mm(W)*225mm(D)*44.5mm(H)
1U height

Weight 3 kg

Power Requirement [100-240 VAC 50-60Hz
Switch architecture  |Store-and-forward, Back-plane 8.8 Gbps
MAC Address table [8K entries, auto learning/ageing

Memory 384KB for packet buffer

Auto-MDI/MDI-X Support on all RJ-45 ports

Flow Control Back pressure for half duplex, IEEE 802.3x for full duplex
EMI FCC Class A, CE Mark

Safety UL, cUL, CE

Standards IEEE

IEEE802.3 10BASE-T

IEEE802.3u 100BASE-TX/100BASE-FX
IEEE802.3x Flow Control

IEEE802.3ad Link Aggregation
IEEE802.1D Spanning Tree Protocol
IEEE802.1p Class of service
IEEE802.1Q VLAN Tagging ANSI/IEEE 802.3 N-Way Auto-negotiation
IEEE802.1x User Authentication

RFC

RFC 1157 SNMP

RFC 1213 MIB Il

RFC 1643 ETHERNET LIKE

RFC 1493 BRIDGE MIB

RFC 1751 RMON 2

RFC 1215 Trap

55

Download from Www.Somanuals.com. All Manuals Search And Download.



A.l1 Switch‘s RJ-45 Pin Assignments
1000Mbps, 1000Base T

Contact MDI MDI-X
1 Bl DA+ Bl DB+
2 Bl_DA- Bl_DB-
3 Bl_DB+ Bl_DA+
4 Bl_DC+ Bl_DD+
5 Bl_DC- Bl_DD-
6 Bl _DB- Bl _DA-
7 Bl _DD+ Bl DC+
8 Bl _DD- Bl DC-

APPENDIX A

Implicit implementation of the crossover function within a twisted-pair cable, or at a wiring

panel, while not expressly forbidden, is beyond the scope of this standard.

A.2 10/100Mbps, 10/100Base-TX

Contact MDI MDI-X
1 1 3
2 2 6
3 3 1
6 6 2

A.3 RJ-45 cable pin assignment

&
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APPENDIX B

WSW-2401 is with IEEEB02.1x authentication capability, before you turn on the 802.1x
function, the following sections shows the required environment for 802.1.

Section B.1 describes the infrastructure of the IEEE802.1x

Section B.2 describes how to setup the IEEE802.1x server base on Windows 2000 server.
Section B.3. shows how to setup and enable the IEEE802.1x client in your workstation,

example on Windows XP.

B.1 802.1X Infrastructure

1. An 802.1X Infrastructure is composed of three major components: Authenticator,
Authentication server, and Supplicant.

Authentication server: An entity that provides an authentication service to an authenticator.
This service determines, from the credentials provided by the supplicant, whether the
supplicant is authorized to access the services provided by the authenticator.

Authenticator: An entity at one end of a point-to-point LAN segment that facilitates
authentication of the entity attached to the other end of that link.

Supplicant: An entity at one end of a point-to-point LAN segment that is being authenticated
by an authenticator attached to the other end of that link.

2. Inthe following sections, we will guide you to build an 802.1X Infrastructure step by step.

RADIUS Server Setup: Microsoft Windows 2000 server.
Authenticator Setup: WSW-2401 (see 3.6.5 or 4.4-12)
Switch Client Setup: Microsoft Windows XP.

B.2 RADIUS Server Setup
B.2.1 Required Services

1. After Windows 2000 server has been installed, please install Service Pack 2 also and
other latest security patch.

2. Furthermore, the following service components are needed:

3. Active Directory (Please consult with your network administrator or an engineer who is
familiar with Windows 2000 server to install Active Directory; otherwise your system or
network might be unstable.)

4. 1AS (Internet Authentication Service)
Web Server (IIS)

Certificate Service

B.2.2 Setup Procedure

1. Login into Windows 2000 Server as Administrator, or account that has Administrator
authority.

2. Go to Start > Control Panel, and double-click “Add or Remove Programs”.

57

Download from Www.Somanuals.com. All Manuals Search And Download.



3. Click on “Add/Remove Windows components”.

4. Check “Certificate Services”, and click “Next” to continue.

Windows Components Wizard

Windows Components
Y'ou can add or remove components of Windows 2000

To add or remove a component, click the checkbox. & shaded box m=ans that only
part of the componeat will be inztalled. To zee what'z incuded n a companent, click
Detailz

Components:

! (=) Accessores and Utilities

£ Certifizate 5z E
[+ E |ndexng Semics 0.0 B

B Inierrst Informstion Services [115) 1.7 ME
1 énl kanAnement and Monibainn Tonls Fap T

Description: Inslalls & certfication authority [CA] to issue cedificates far uze with
public key securky applcalions.

T otal disk space required: 21 B Dotaik..
B Aicie aallable o tiske 3524.4 ME Ll

< Back I Mext > I Cancel I

5.Select “Enterprise root CA”, and click “Next” to continue.

6. Enter the information that you want for your Certificate Service, and click “Next” to continue.
7. Go to Start > Program > Administrative Tools > Certificate Authority.

8. Right-click on the “Policy Setting”, select “new”.

9. Select “Certificate to Issue”.
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{8 Certification Authority =10 x|

|J artion e |J<!:--b & = B2

Tres | NalE | int=nded Purpass
%] Certificakion Authority (Localy Giders recavery agent Fie ReCovery
=D Wirelessta G Basic EF= Encrypting Fle System
] Revokad Cartficatas @Dnrﬁan Controler Clent Authenticabon, Sy er Aubentic
(171 tssed Certilicates G web Server Server Aukhenticakion
__| Pending Pequects @Enn‘putar Clent Authentication, Ssever Aubhentic
-1 Faied Requests Encrynting Fle Systesi, Secure Emal, ¢
- i s Authority
Code Sioring, Mickosofe Trost Lisk Signi
View F
R=fr=sh
Export List ...
Hep
1| | |

|F'.|:||:| & Certiicate Template ta the kst of Certificate Templakes issued by Hhis Certiica |

10. Select “Authenticated Session” and “Smartcard Logon” by holding down to the Ctrl key,

and click “OK” to continue.

i Seleck Certificate Template 21 x|

Select a certiicate template to izsue certficates

| i
Izer Signature Orly Secure Email, Clier
Secure Email, Clier
% Authenticated Seszian Client Autherticatic
. Smaricard Logan Client sutherticatic
nOe SIgHIFg Code Signing
@ Tzt List Sigring hicrozaft Truct Lizt
[ﬂ F nralment &nant I Cratifirata Fh:rlun;z =

ok | cancal |

11. Go to Start > Program > Administrative Tools > Active Directory Users and

Computers.
12. Right-click on domain, and select "Properties” to continue.
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,ﬁ:.ﬁ.. tive Direchory Lsers and Compubers

|J<5é Corsae  Window  Help

=10l
=121

| ten wew | == W FEE @ e TE o

Tree I

FAELODCAL  Sobicks

Export List.,
| [r—

bpans PO Hep

13. Select “Group Policy” tab and click “Properties” to continue.

FAE.LOCAL Properties

General I tanaged By Group Policy I

Q Currznt Group Policy Object Links for FAE

Qiq Active DF ectory Lsers | | _HaM0E I Type I Deecription
F'L'.? Em noalkim 5 ilkinDomain
- D_cbqnt: Contrel... Container Defauk conkainer for upar..,
B[ Find... ; Droerizational ., Defauk conksiner for newy o
i:l li_?é Connect to Dum"_”'“ [onbsiner Defauk conkainer for secu..,
i:l--= Connect to Doman Controler,. Conbsiner Defauk oontsner for upar...
#-_  Operations Masters. .,
ey b
All Tasks 3
Wlew L 4
Mews Window from Here
Fefresh

Group Paicy Obect Linkz

| No Dwvernide | Disal:ledi

iDefauk Dornain Palizy

[Eroup Folicy Ohiects hicher in the lizt have the highest prioritp:

Thiz ligt obtained fom;: faell. FAE.LOCAL

New | add. Edi 0
Optians... I Dekte.. I Fraperties [ I
™ Blodk Palicy inheitance
| k. I Cancel Aoy

14. Go to “Computer Configuration” > “Security Settings” > “Public Key Policies”

15. Right-click “Automatic Certificate Request Setting”, and select “New”

16. Click “Automatic Certificate Request ..
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Action e | = -l||EI|||§'
Trccl

-Iojx]

A bomack Cerhificate Request ©

¥ DeFaclt Domain Poiicy [Faenl, FAE LOCAL] Poley
=148 Computer Corfiguration

-/ Sofbware Settings

J j windows Settings

3 IQ Restricked Graups
8 System Servioes
B Registry

T T M Aucomatic Cetthcate Regoast,,
; (] Entterpris=z Trus:
: ] S IP Securicy Polices on Ackive Direckary
#-) Administretive Templates Refresh
=1 User Corfiguration
4]-/27) Saftware Settings
5177 wAndows Settings o =]
A1 Adwinads o ive Tenplae

izw K

Exxpuort Lisk, .,

17. The Automatic Certificate Request Setup Wizard will guide you through the Automatic
Certificate Request setup, simply click “Next” through to the last step.

Automatic Certificate Request Setun Wizard

Cerlificate Template

The next lime & computer bgs on. a cerlficate bazed on the template pou zeect iz
provided.

b certificale template i= a ==t of predefined properties for cerbificates izsued to
compuiers. Select a template from the following st

Catificate templates:

[anie | |ntended Puposes
Client Authentication, Server Authertication
Domain Cortroler Client &ulhentication, S erver Autherbication
Enralnent Agent [Computer) Certificate Request Agent

IPSEC 1161652212

1 | i

< Back I Mest > I Canczel I

18. Click “Finish” to complete the Automatic Certificate Request Setup

19. Go to Start > Run, and type “command” and click “Enter” to open Command Prompt.

20. Type “secedit/refreshpolicy machine_policy” to refresh policy
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mnand Prompt

C:\=secedit/refreshpolicy machine_policy

Group policy propagation from the domain has been initiated for this computer. |
t may take a few minutes for the propagation to complete and the new policy to t
ake effect. Please check Application Log for errors, if any.

Ch

Adding Internet Authentication Service
21. Go to Start > Control Panel > Add or Remove Programs.
22. Select “Add/Remove Windows Components” from the panel on the left.

23. Select “Internet Authentication Service”, and click “OK” to install

Networking Services _ |

Toadd or remove a companent, click the check box A shaded box meanz that only part
of the component wll be irgtaled To see what's ncluded in a component, click Ditalks.

Eubcomponents of Hebwaolking Sarvices:

e : 7
] J™ Sie Server LS Services 1.5MB

Descrnptice:. Enables authentication, authonzation and accounting of dal-up and W

Lzers |45 supports the RADILS protocol

T ofal dzk zpace required: 0.4 kB
Space available on disk: B462 & MB

Setting Internet Authentication Service
24. Go to Start > Program > Administrative Tools > Internet Authentication Service.

25. Right-click “Client”, and select “New Client”
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-L_;',D Internet fAuthentication Service

(01 x|

J Ackion  Wiew “@ -P||E|E|@

Tree I Friendly Mame I Addrass

I Prokocol

% Intemet Authentication Service (Local)

B-EF
=T 3
View k
Export List.,,
Hzlp

i

26. Enter the IP address of WSW-2401 in the Client address text field, a memorable name for

WSW-2401 in the Client-Vendor text field, the access password used by WSW-2401 in the

Shared secret text field. Re-type the password in the Confirmed shared secret text field.

27. Click “Finish”.

Add RADIUS Client X1

Cliert |rfarmation
5 pecify infarmation rzgarding fe client.

Client addiezs [IP arDRS]:

|1 92 168.1.1 Yerify...

Client-Mendar:
|RADIUS Standard i

[~ Client musat abvaps sand the signaturs attibute in e equest

p—
Shared secref: I

Confirm shared sacrat; I“"1

< Back I Fruzh I Cancel

28. In the Internet Authentication Service, right-click “Remote Access Policies’
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29. Select “New Remote Access Policy”

-:_;D Internet Authentication Serwice

| Ation  iew |J¢' #|I§I||@

Tree I

=101 x|

Narns

I Order I

% Inkemet Authentication Service (Local)

i Clients
&[] Remote Access Loggng

=z Policizs

Mew Remote Access Policy

e

Wigw

Expott List., .,

Help

g‘?nlluw access IF dig-in permission 1s enabled

30. Select “Day-And-Time-Restriction”, and click “Add” to continue.

i select attribute

Select the bppe of aitribute bo add, and then chck the &dd button.
Attnbute types:

el 4|

[ame

| Dezcnphion

J

Called-5tation-1d
Calling-Station-Id
Clent-Frizndly-Hame
Clent|P-Address
Clentendar

I [ ap-dnd-Time-F estic
Frarned-Protocol
M&S-Identifier
MAS-IP-Addes:
MAaS-Por-Tipe
Service-Type
Tunnel-Type
Swindowz-Gioups

Fhane nurmber dialed by yzer

Phone nurmber from wiich call originated
Frizndly name for the RADIUS client. [1A5 orly)
IP addres= of BADILS clant [LAS only]
Manfacturer ol RADIUS prox ar WAS. (145 onl
Time perod: and davs of week. dunng which use
The protocol to be uzed

Sting identilving the MAS oniginating the request
IP address of the MAS anginatirg the request (14
Type of phyzical port uzed by the MAS originatin
Type of service user has requested

Tunneling piotocols to be wsed

“windowes groups that user belongs to

2l

Ao, I Lancel |

1

31. Unless you want to specify the active duration for 802.1X authentication, click “OK” to

accept for having 802.1x authentication enabled at all times.
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Time of day constraints

x|
q X ¢
12:2-4-5-8-10-712-2-4-6-8-10-12
Al Cance |
Sundap
Manday
T ! * Pamitred
“Wednesda | € Denied
Thuizday
Friday
Saturday
Sunday thiough S aturday from 12 4M to 12 &M
32. Select “Grant remote access permission”, and click “Next” to continue.
x

Fermizzions
Determing whether kb giant ar deny remote access permizeion.

'fou can uee a Bemote dooess Policy ether to grant certain acces: prvilege: to a
group of weerz, o toact az a fiter and deny access pivilege: to a group of Lzers

I & uzer matches the speched condiiors:

* Grant iermote access permission

" Dy immole acoes: permission

< Back I Mext = I Cancel

33. Click “Edit Profile”.
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Add Remote Access Paolicy )

Ilzer Profile
Specify the uzer prafile.

'ou can how zpecifp the prafile far users wha matched the conditions pow have
specified.

Hate: Even though you may have zpecified that users should be danied azcaezz, the
profile can zhil be usad F thiz policy's conditions are overrdden on 3 per-uzer basis

Edit Profile. . |

< Back I Frizh I Cancel

For MD5 Authentication Setup (Steps 34 ~ 35)
34. Select “Authentication” Tab.

35. Enable “Extensible Authentication Protocol”. Select “MD5-Challenge” and enable

“Encrypted Authentication (CHAP)” for MD5 authentication. Click “OK”

Ediit Dial-in Profile . =l
Diial-in Constraints | IP I Pultibrk
Suthentication ! E neruption | Advanced

Check the authentication methods: which arz dlowed for this connechion.

v Egtensible Autherdication Potocol i

Select the EAR bype which i acceptable for this polcy.

|MDEChallenge

™ Micmsal Enciypred Authenlication wersion 2 [MS-CHAF v2]
™ Microsolt Encrepted Autheniication (kS -CHARP)

I+ Encrppted Authertication [CHAP)
[T Unencipted Authentcalion [FAP, SRS

Unawthenticated Access

r Alow iemob= FPF clientz to connect without negotiating
any authenlication methad.

Ok I Cancel I Ay |

36. Select “Internet Authentication Service (Local)”, click on “Action” from top panel. Then
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click “Register Service in Active Directory”.

¢ Internet Authentication Service L 1ol x|

| action tiew || 4= = | ||@H®@ |

Open :I
Stark Service p—| i Welcome to Internet Authentication
Skop Service Service

Reqgister Service in Active Directory

Internet Authentication Service (1AS) performs
centralized authentication, authorization, and
Help accounting of users who connect to a netwark
using wirtual private network (PR and dial-up
technology. 145 implements the IETF standard
Femote suthentication Diakin User Service
(RADIUS) protocal.

Properties

To enable the [a5 server fo read the remote
access properties of user accounts in the Active
Directory, on the Action menu, click Register
Service in Active Directory.

For more information about setting up 145, see
"Checklist: Configuring 145 for dial-up and YRR
access" and "Checklist: Configuring [AS o
outsource dial-up access" in online Help.

For more infarmation on 1AS deployment =]
[ [ [

37. Go to Start > Program > Administrative Tools > Active Directory Users and

Computers.

38. Right click on the domain, and select “Properties”

fz Active Directory Lisers and Compukbers = ||:I|LI
| =% Consale  window  Help | -|EF|£||
: ; = = L o wly = |
|J Action  Wiew |J¢' *|rﬂﬂ|@’|@|]’ﬁ@tﬁ?@§ |
Tree | FAE.LOCAL S objects
@ fickive Directary Users | | T4AME | rype | Description |
=] [ T builtinComain
& Delegate Contral... Corkainar Defadk container For upgr. ..
(& Find... Drganizational ... Defadt container For new ..,
Fof i Corkainer Defadt container For secu...
[ Corned toDoman Controler., o apne, Default container For upgr. ..
[ ©perations Masters...

Tl 3
Al Tasks r
Yiew L4

New Window from Here

Refresh
Esport List. ..

4

DPEMS PIO el |

39. Select “Group Policy” tab, and click “Edit” to edit the Group Polic
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FAE.LOCAL Properhies _'.’Jil

General | Managed By Group Polcy |

g Current Group Policy Object Links for FAE

| Mo Ovemnde | Dis:al:leu:l|

Group Poicy Obect Links

D efauk Dormain Policy

[aroup Folicy Ohjects hicher in he lizt hasve the highes! priority.
Thiz izt obtained from;: faell FAE LOCAL

New | add. lip
Optians... I Dekte.. Fraperties [ I
™ Black Policy inheitance
k I Canzel ey

40. Go to “Computer Configuration” > “Windows Settings” > “Security Settings” >

“Account Policies” > “Password Policies”. Double click on “Store password using

reversible encryption for all users in the domain”.

¥ Group Policy

| action  iew |J¢- -Pll?—__l|x||§

=181 x|

Policy  #

I Cormpubsr Sekbing

Tree I

@Enfnrce password history
Maxlmum passwaord age
@Mini‘num password age
Mini‘num password length
L]

Defaulk Domain Palicy [Fae0l.Fh «
EI& Computer Configuration
¢ [ SoRfware Settings

-1 Windows Settings

1 passwords remembered
42 days

O days

0 characters

Mli-oblod

if=]) Scripts (Seartup/Shy -
=-S5 Securiy Settings

= @ Account Policies
Password Po
-2 Account Lod
¢ B¢ Kerberos Pol
m% Local Policies
M-8 Event Log
[+-_& Restricted Grovr
Fl@ Swskemn Services
& Registry
mCﬁ File Syckerm
-2 Public Key Policis
& ‘g IP Security Polici=
: =L Adminiskrative Termplate:
El\& User Configurakion

=2 Sofoware Settings bk
1] | L4 <]
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41. Click “Define this policy setting”, select “Enabled”, and click “OK” to continue
42. Go to Start > Program > Administrative Tools > Active Directory Users and
Computers.

43. Go to Users. Right-click on the user that you are granting access, and select “Properties”.

'-.'{l_‘.:fltti\-'e Directory Users and Compubers & Dlil

]@ Corsole  ‘Window  Help |;|i|l||
[amm wew [ » @ XEF0E 2 oRGTEE |
Tree | Users 21 obiocts
<0 actve Directory Uisers and Computers [ Tame [ Tipe [ Deseriptior I
[=I- E? FAE.LOCAL € sdminstrate User Eulk<rn account For admind, ..
&[] Buitn Carz Publishers  Secority Group ... Enbaiprize certficakion =n. .,
Ell:l Computers gDHCP admins, .. Fecdnity Grodp .., Members who have admiri..,
"HGEI Domain Coriralers ﬁDHCP Users Security Group ... Members who hawe vew-. ..
:HD ForeigrisacurbyPrre pak gDn: COPY. WS Administracors Group
“i Ueers ons add members to & group. . W5 cliEnts wha are perml, ..
mDor DisaHe Account Pesigrated administrabors, .,
ﬂiDUr Reset Passaond.., Bl workstacions and serve...
ﬁDDr Move. .. il dormain controlleks in th
gDDr Oper hare page ml darmain guests
Dor - send mall Bl darain users
ﬁEnt Pecigrated administrabors. ..
an: L= k Members in this group can...
BUE  Dielebs ulkE-n account For ques: ..,
15 penare uil-im accounk For anarse. ..
¥ Pefresh UikArn acCount For Iitern, ..
ﬁn vy Distribution Center Se.. .
ERWF rvers in this graup can .
e 5 = sigriated administrakoes.,.
ﬂ T=Internetlser  User This user account s used ..

44. Go to “Account” tab, and enable “Store password using reversible encryption”.

45. Click “Apply” to continue
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21x

Member OF | Diakiry | Erwiranmerit | Sessions
Remaote control | Terminial Servizes Profile
Gereral I Addrece Bcoount | Prahle I Telephanes I Organization

|dzer looan name:

It:st I@F.éE.LEII:AL =]
|zer looon name |pre-windaws 2000%
|F.£':.E'-. Ite-et

Logon Howrs.... LogOnTo.. I

T docountizlocked ot

Azcounl options:

[T Usermust change password at next logon ﬂ
[T Usercannot change password
r ¥ Store password uzing reversible encrpation ;l
—Account EXpire
% Mever
¢ Endok | Fidsy | Febuay 07,200 #

[ ok | camcel | Apow |

46. Go to the “Dial-in” tab, and check “Allow access” option for Remote Access Permission
and “No Call-back” for Callback Options. Then click “OK”.

teskt Properties 21z
Remate control I Terminal Servizes Profile

[General I Addres Lo Prifle I Telephares I Organization
hermber OF E nwiranment I S esniong

—Remote Accesz Pemizzion [Dialn o WPM)

= Bllow acces*

" Deny access

| Lontrdl access through Hemcte aceess Policy

I Wenby Ealler-l2r:

— Calback O ptian:
« MoCallba
" Sef by Caler [Fduting and Remate Access Service anlyl
= Always Callback ba: I
I dssion = Statc [P Address I

o Apply S tatc Rattes

Drefine rautes to enable for thiz Diakin Staic Houfes |
cannection.

ok | camcel | apoh |
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B.3 Switch client setup
Windows XP is originally 802.1X support. As to other operating systems (windows 98SE, ME,

2000), an 802.1X client utility is needed. The following procedures show how to configure

802.1X Authentication in Windows XP

B.3.1 EAP-MD5 Authentication
1. Go to Start > Control Panel, double-click on “Network Connections”.
2. Right-click on the Network Connection that connect with WSW-2401.

3. Click “Properties” to open up the Properties setting window.

- Local Area Connection % Status E]E|

E-HG.EI"IETE.IT :.Suppm[

|~ Conhection
Status: Connected
Druration: 1 day 23:26:54
Speed: 100.0 Mbps

Ahivity .
Sent M: Received

FPackets: 33,863 3,863
Properties I [ Dizable ]
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Wireless Hetwork Connection Status E”EJ

General ismpur[;
Cormaction
Statug: Connected
Dwratior: 01:47:43
Cpeed: 220 Mbp=
Signal Strength: T aanlll
Activib =
Sent ﬂ Received
Butes: 70335 n
ulnpcrti:s i Dizabl= ]

4. Select on the “Authentication” tab.

-+ Local Area Connection % Properties @@

. Generau Authentication !._.f-:_dvan-:eﬂg

Select thiz option to provide authenticated netwark, access for
wired and wireless Ethernet networks.

Enable network, access control using IEEE 8021+

EAP type: | Smart Card or other Certificate W

Smart Card or other Certificate

FTOpSE

Authenticate as computer when computer information iz available

[] Authenticate az guest when uzer or computer information iz
unavailable

k. ] [ Cancel

5. Select “Enable network access control using IEEE 802.1X” to enable 802.1x
authentication.

6 Select “MD-5 Challenge” from the drop-down list box for EAP type.
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7 Click “OK”
8 When Switch client has associated with WSW-2401, a user authentication notice appears

in system tray. Click on the notice to continue and get the authentication from your

Windows 2000 server.

A Wireless Nebwork Connection | %

Click. bt £ enber our wses nama and passaoed Far e
rabwark PLANET RT
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