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Preface

About the ASMI G4 Module

The ASMI module (ASMI G4) provides remote server manageroapabilities: you can use the ASMI
add-on card to manage and monitor components in your seiMeesASMI G4 offers a comprehensive
hardware solution for server management.

Limited Warranty

The buyer agrees that if this product proves to be defed®a€fan is only obligated to repair or replace
this product at Raritan’s discretion according to the teamd conditions of Raritan’s general trading
conditions.

Raritan shall not be held liable for any loss, expenses og@ydirectly, incidentally or consequentially
resulting from the use of this product. Please see the Wgrhaformation shipped with this product for
full warranty details.

Limitations of Liability

Raritan shall in no event be held liable for any loss, expgnselamages of any kind whatsoever,
whether direct, indirect, incidental, or consequentidiéther arising from the design or use of this
product or the support materials provided with the prodidb)action or proceeding against Raritan may
be commenced more than two years after the delivery of theygtdo the buyer.

The licensee agrees to defend and indemnify Raritan fronaadyall claims, suits, and liabilities
(including attorney’s fees) arising out of or resultingrfrany actual or alleged act or omission on the
part of Licensee, its authorized third parties, employeeagents, in connection with the distribution of
Licensed Software to end-users, including, without linita, claims, suits, and liability for bodily or
other injuries to end-users resulting from use of Licerspedduct not caused solely by faults in
Licensed Software as provided by Raritan to Licensee.

Technical Support

If you need help installing, configuring or running the ASM4 Glodule, please call your Raritan
Technical Support representative.

We invite you to access Raritan’s Web site (www.raritan.pamere you shall find all modifications
made after the editorial deadline.
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Chapter 1. The Quick Start Guide

About the Raritan ASMI G4 Remote Management Card

Figure 1-1. Front View of the ASMI G4 Module

The ASMI G4 add-on card provides remote server managempabddies. You can use the ASMI G4
add-on card to manage and monitor components in your setversgh the WAN/LAN. The ASMI G4
add-on card offers a comprehensive hardware solution feesenanagement.

Connecting the ASMI G4 Module to the Host System

Warning

Please note: the firmware of the ASMI G4 board delivered to you is customized for
use with the specified motherboard model. Do not use with other motherboards.

Connecting the ASMI G4 module to the Host System is easy:dffrtihe host, find the correct slot and
carefully insert the ASMI G4 module into the slot.

Warning

You should disconnect the host from the power supply completely, including
disconnecting the power supply cable.

Initial Network Configuration

Initially, the ASMI network interface is configured with tiparameters shown ifable 1-1
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Chapter 1. The Quick Start Guide

Table 1-1. Initial Network Configuration

Parameter Value
IP auto configuration DHCP
IP address -
Netmask -
Gateway -
Warning

If the DHCP connection fails on boot up, the ASMI module will not have an IP
address and will not function on the network.

If this initial configuration does not meet your local regunirents, adjust the values to your needs. To
retrieve the IP address of the ASMI add-on card, you coul# Ioto the records on the DHCP server.

There are special tools provided by us to ease the configaratid setup of the ASMI board. One of
these tools is callegsetup This tool will automatically seek out ASMI devices on yoachl subnet and
allow you to set them up.

Web Interface

The ASMI add-on card may be accessed using a standard Javaemaeb browser. You may use the
HTTP protocol or a secure encrypted connection via HTTP&.ehter the configured IP address of the
ASMI add-on card into your web browser.

The initial login settings for the web interface are as fato

Table 1-2. Login Settings

User Password
super pass

The Remote Console

The Remote Console is the redirected screen, keyboard anskenod the remote host system in which
the ASMI is installed. The web browser which is used for astgsthe ASMI module has to supply a
Java Runtime Environment version 1.4 or higher.

Note: You can get things working with lower numbered versions of the JAVA Environment, but we
cannot guarantee that all features will be available.
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Chapter 1. The Quick Start Guide

The Remote Console will behave exactly the same way as if y@re witting directly in front of the
screen of your remote system. That means that both the keybod mouse can be used in the usual
way. Open the console by choosing the appropriate link im#wégation frame of the HTML frontend.
Figure 1-2shows the top of the Remote Console.

Figure 1-2. Top part of the Remote Console

£ ASMI G4 Daughter Card Remote Console |Z| |E| [g|

G I om s osors

Console() Desktop size is 640 x 400 Fps:01In: 0 Bis Qut 2 Bis

Generally with modern operating system’s mouse devicag{lysconnected to the USB port) you do
not need to worry about the mouse synchronization and sip@eameters. This generally applies to all
"modern" Windows Operating Systems like Windows 200 and328® etc. Macintosh OS/X is the
same. They use "Absolute Mouse Mode".

Alternatively, there is a so called "Relative Mouse Modgimorted by most Linux and Unix operating
systems ("Other Operating Systems"). With this mode, landlremote mouse pointers might get out of
sync (i.e. might not point to the same position) when thellow@use or another KVM session has been
used at the same time.

The following options are ONLY visible and available if yohanse the option "Other Operating
Systems" for the mouse.

In this case there are some options to choose from the memmdkt important one being the following:

ﬁ SMC \
Sync Mous

Choose this option in order to synchronize the local withréraote mouse cursor.

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 2. Introduction

General Information

The ASMI module is an integrated solution for your serveteys

Based on an embedded operating system, the ASMI G4 add-@parides both exceptional stability
and permanent availability even when your server is dowroargued off.

As a system administrator, you can use the ASMI Module to fpaiation-independent remote access to
respond to critical incidents and to undertake necessaiytemance.

Figure 2-1. ASMI G4 Module

Features

The ASMI add-on card defines a new class of remote accessedeltioffers convenient, remote KVM
access and control via LAN or Internet. It captures, digigizand compresses video output and transmits
it with keyboard and mouse data to and from a remote comRésnote access and control software
runs only on its embedded processors but not on the missiicatservers, so that there is no
interference with server operation or impact on networqrerance. Furthermore, the ASMI add-on
card offers integrated remote power management using |Pitler key features of the ASMI add-on

card are:

- ASMI Specification Compliance

« IPMI V2.0 Compliance

« KVM (keyboard, video, mouse) access over TCP/IP networks
- No impact on server or network performance

« Automatically senses video resolution for best possibleest capture
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Chapter 2. Introduction

- Sophisticated mouse tracking and synchronization
- Local Mouse suppression (only when using SUNs Java Virtusdiihe)

- Works independently from the remote host OS. You can acbesmote host even in its pre-boot
phases like POST and BIOS setup

ASMI add-on Card System Components

The ASMI add-on card is an add-on card with the following digiens: 70mm (L) x 67.5mm (W) The
ASMI add-on card is shipped with:

« The ASMI G4 module
. CD-ROM with documentation: Installation Guide and User Maln
- The Quick Start Guide

When the Server is up and running

The ASMI module gives you full control over the remote serTére Management Console allows you to
access the remote server’s graphics, keyboard and mouse sewld special commands to the server.

You can also perform periodic maintenance of the servendJsie Console Redirection Service you can
do the following:

- Reboot the remote system (a graceful shutdown)
« Monitor the boot process
- Boot the system from a separate (local) partition to loadagmidstic environment

- Run special diagnostic programs

When the Server is dead

Obviously, fixing hardware defects is not possible usingnaate management device. Nevertheless, the
ASMI module gives the administrator valuable informatitoat the type of a hardware failure.

Serious hardware failures can be categorized into fiverdiffiecategories with different probabilitiés.

Table 2-1. Hardware failures

Category Probability
Hard disk failure 50%
Power cable detached, power supply failure 28%
CPU, Controller, motherboard failure 10%
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Chapter 2. Introduction

Category Probability
CPU fan failure 8%
RAM failure 4%

Using the ASMI module, administrators can determine whicl lof serious hardware failure has
occurred (sedable 2-2.

Table 2-2. Host system failures and how they are detected

Type of failure Detected by

Hard disk failure Console screen, CMOS set-up information

Power cable detached, power supply failure Server remaipswer off state after power on
command has been given.

CPU, Controller, main board failure Power supply is on, beté is no video output.

CPU fan failure By IPMI or server specific management soféwar

RAM failure Boot-Sequence on boot console

Notes

1. According to a survey made by Intel Corp.
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Chapter 3. ASMI Installation Guide

About the ASMI Add-On Card

The ASMI add-on card redirects local keyboard, mouse anelovithta to a remote administration
console. All data is transmitted using the TCP/IP protoaoiify. The ASMI add-on card is especially
useful in a multi-administrator environment.

Figure 3-1. ASMI G4 Add-On Module

Connectors

Connecting the ASMI Add-On Card to the Host System

Connecting the ASMI add-on card to the host system is easyuoffithe host, locate the ASMI slot and
carefully insert the ASMI add-on card into the slot.

Warning

Please note: the firmware of the ASMI board delivered to you is customized for use
with the specified motherboard. Do not use with other motherboards.

Warning

You should turn off the power of the host completely, that includes detaching the
power supply cable.
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Chapter 3. ASMI Installation Guide

Connecting the Ethernet

The ASMI add-on card has a dedicated RJ45 Ethernet conndtisrhas to be provided by the native
system. The connector may be used either as a 100 Mbps 100Basennection or as a 10 Mbps
10BASE-T connection. The adapter can sense the connegigadsnd will automatically adjust to it.

10 Mbps Connection

For 10BASE-T Ethernet networks the Fast Ethernet adapés cetegory 3, 4, or 5 UTP cable. To
establish a 10 Mbps connection, the cable has to be connectaetOBASE-T hub.

1. Make sure that the cable is wired appropriately for a steshdOBASE-T adapter.

2. Align the RJ45 plug with the notch on the adapter’s cororesnhd insert it into the adapter’s
connector. You should hear an audible click, as the Ethgidngtlatches.

100 Mbps Connection

For 100BASE-TX Ethernet networks the ASMI module suppoategory 5 UTP cabling. To establish a
100 Mbps connection, the cable has to be connected to a 10B8AShub.

1. Make sure that the cable is wired appropriately for a stesh@dO00BASE-TX adapter.

2. Align the RJ45 plug with the notch on the adapter’s cormreand insert it into the adapter’s
connector. You should hear an audible click, as the Eth@logtlatches.

Warning

The UTP wire pairs and configuration for L00BASE-TX cable are identical to those
for L0BASE-T cable when using category 5 UTP cable.
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Initial Configuration

The ASMI module’s communication interfaces are all base@©R/IP. It comes pre-configured with the
IP configuration listed iable 4-1 Additionally you can do some simple configuration usingsbgal
interface.

Table 4-1. Initial network configuration

Parameter Value

IP auto configuration DHCP

IP address -

Netmask -

Gateway -
Warning

If the DHCP connection fails on boot up, the ASMI module will not have obtained
an IP address. This means it will not be accessible over the network.

If this initial configuration does not meet your requirengiihis chapter describes the initial IP
configuration that is necessary to access the ASMI moduliéofirst time.

Using the Psetup Tool

Thepsetuptool is used to determine the IP address assigned to the AgkhebDHCP server or to
change the device’s initial network configuration. It alkyou to access the ASMI module even when it
has no configured IP address.

Psetup can access the ASMI module in two ways:

Locally

Psetup can be invoked directly on the host containing the A8btlule. Thepsetuptool uses USB
to connect to the module.

Remotely

Psetup can be invoked on any host connected to the same ghiwmatcast domain) as the ASMI
module. Psetup uses UDP broadcasts to find the module.
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Using the Psetup Tool via Graphical User Interface

After invoking psetupa window opens as shown Figure 4-1(Windows Version) andrigure 4-2(Linux
Version).

Figure 4-1. Psetup Tool (Windows Version)

“. Device Setup 1.2.1

Dievice Metwark Configuration
Device MAC address | 00:0d:5 2:d8 _E_ | 1P auto configuration (Mone  (9)DHCP (O BOOTR
Device Type [Rgh;“lléiD‘augFter Ca rd: Subnet mask ‘ 5 v :l
[C] Enable WiLAN Configuration (WLAN Devices anly) Gateway | ]
Authentication ‘Wireless LAMN Configuration

Super User login | super |

Super User password | #eee

Mew Super User password | ‘ LA AWEF y |

—
Mew password {confirm) ‘

Query Device ] [ Setup Device ]

[ Ok ” Cancel ] [ Help J

Skatus: Ready,

Figure 4-2. Psetup Tool (Linux Version)

B

MAL address[00:0d5¢018208 | | Refresh

Help
Super user login super
Super user password 77T Help

Device Type  ASMI G4 Daughter Gard
Mew super user password
Mew super user password (canfirm)
IP auto configuration | DHCP b
|P address 192.168.1.109
Subnet mask 255.255255.0
Gafeway 0.0.0.0

Setup Device

Status: Ready

On startup, th@setuptool automatically auto-detects all ASMI modules in theddrost and on the
network subnet. The MAC addresses of all detected moduéesvailable as a drop down list. This list
allows you to connect to a specific ASMI module. You can reeigthe auto-detection by hitting
"Refresh Devices" or "Refresh".
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After selecting a device, the "Device Type" should show tRarASMI G4". You may now query the
current network settings of that device using "Query DéVvice

In order to change the network settings or to assign a new-sigs password, you have to authenticate
as the super-user. Stee Section calleduthentication

Running the Linux Psetup Tool via Command Line

The following list shows the command syntax and their usage:

--mac <MAC address of the device>

Shows the current network configuration of the device withgpecified MAC (Ethernet) address.

--ip <new IP address>

Set a new IP address.

--ipacp <dhcp|bootp|none>
Set the auto configuration mode to either DHCP or BOOTP. Entame" if you want to set the
network access parameters manually.

--netmask <net mask>

Set a new netmask.

--gateway <gateway address>

Set a new gateway address.

--login <username>
A valid user name with administration rights is required ider to change the network
configuration.

--pw <password>

Password of the user specified in the above --login option.

--pw-new <password>
The user specified with --login gets the new password entezesl

Here is an example of the commands described above and tieeitse

Displaying the current network settings

test @eststation: ~# /[ hone/test/psetup --nmac 00: OD: 5D: 00: 65: 78
I P auto configuration: dhcp

| P address: 192.168.5.135

Subnet nmask: 255.255.255.0

Gateway: 192.168.5.1

11
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Changing the network settings

test @eststation: ~# /[ hone/test/ psetup
--mac 00: OD: 5D: 00: 65: 78 --ipacp none --ip 192.168.5.55
--gateway 192.168.5.1 --net mask 255.255.255.0
--login super --pw pass

Devi ce configured successfully.

MAC Address Detection

Using the Psetup Tool for Windows

The MAC address of the ASMI module is displayed in the tophefitd corner. In order to manually
detect the MAC address, press "Refresh Devices". The ¢isgIlAC address corresponds to the
MAC address printed on the sticker attached to the ASMI mediithis is not the case please
contact our Product Support immediately.

The lower right corner of the window shows two buttons: "Quievice" and "Setup Device".
Press the "Query Device" button to display the preconfiguedukes of the network configuration.
The values are displayed in the appropriate text fields.déssary, adjust the network settings to
your needs. If you wish to save the changes enter a user nartb@proper password, then press
the "Setup Device" button.

Using the Linux Psetup Tool

The window the MAC address of the device is displayed in tipestidge of the window. In order to
manually detect the MAC address, press the button "Refrd$te' displayed MAC address
corresponds to the MAC address printed on the sticker athtththe ASMI module. If this is not
the case please contact our Product Support immediately.

Furthermore, there are two buttons on the window: "Queryi@and "Setup Device". Press the
"Query Device" button in order to display the preconfigurallies of the network configuration.
The values are displayed in the corresponding text fieldsedessary, adjust the network settings to
your needs. If you want to save the changes enter a user nalamappropriate password. Press
the "Setup Device" button to finish.

Authentication

Enter your login as a super-user and change your passwoydustan adjust the authentication settings.

Super-user login

Enter the login name of the super-user. The initial valueigpér".

Super-user password

Enter the current password for the super-user. The initialevis "pass".

12
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New super-user password

Enter the new password for the super-user.

New password (confirm)
Re-type the new password for the super-user.

Press the "OK" button to accept the changes and close thewirflyou wish to abandon the changes,
press the "Cancel" button (on Windows). On a Linux systenpsiralose the window by clicking the
required button of the window frame.

Initial Configuration via DHCP Server

By default, the ASMI module will try to contact a DHCP serveithe subnet to which it is physically
connected. If a DHCP server is found, it may provide a validdiéress, gateway address and net mask.
Before you connect the device to your local subnet, be sutertplete the corresponding configuration
of your DHCP server. It is recommended to configure a fixed Hyasnent to the MAC address of the
ASMI module. You can find the MAC address on the outside of tipmng box and labelled on the
bottom side.

If this initial configuration does not meet your local reguirents, use the setup tqudetupo adjust the
values to your needs. Tlhpsetupool can be found on the CD ROM delivered with this packagel dan
then employ the procedure described below.

Web Interface

The ASMI module may be accessed using a standard Java enaddddarowser. You may use the HTTP
protocol or a secure encrypted connection via HTTPS to rdeeASMI module. Simply enter the
configured IP address of the ASMI module into your web browser

The initial login settings are:

Table 4-2. Default User Settings

Parameter Value
Login super
Password pass

Changing these settings to user specific values is stroaghymmended and can be done on the "User
Management" page (séige Section calletsers And Groups Chapter §.

13
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Mouse and Keyboard Configuration

Three Blind Mice, See How They Run...

The proper configuration of a remote mouse is somewhat diffcwnderstand unless you know some
underlying concepts. Basically mice transmit their movehusing two methods: eithabsoluteor
relativemode.

Absolute mode means that the mouse transmits absolutedomates to the ASMI module. This is
information like: "l am moving to screen co-ordinates X,Yhis mode is very easy to track and most
modern Windows versions (XP, 2000, 2003) as well as Mac OSeXtu$his mode is also easiest for the
ASMI module to track.

The second mode is relative mode. In this case the mousertitariaformation like "I am moving 97
pixels vertically and 88 pixels horizontally from my preu®position”. This is much more difficult to
track.

First and foremost the ASMI module has to know the startinigtpaf the movement (hence you need to
press a special "Synchronize" Button, which allows the A8Midule to locate the starting point of the
mouse).

Secondly a lot of other factors come into play like the mousekeration which can be different on the
remote system and the local system/PC you are using to téfletASMI module. Hence the ASMI
module has to do a lot more conversion work to track the mcese tising absolute mode.

Relative mode is used by most Linux Systems and older operajistem like Windows 95/98.
Therefore you need to select "Other Operating Systems'uf A& uses this mode.

Remote Mouse Settings

A common problem with KVM devices is the synchronizatiorvizen the local and remote mouse
cursors. The ASMI module addresses this situation with slligent synchronization algorithm. There
are three mouse modes available on the ASMI module:

Auto Mouse Speed
The automatic mouse speed mode tries to detect the speed@eidration settings of the host
system automatically. See the section below for a morelddtakplanation.

Fixed Mouse Speed

This mode just translates the mouse movements from the ReGuotsole in a way that one pixel
move will lead ton pixel moves on the remote system. This parameisradjustable with the
scaling. It should be noted that this works only when mouselacation is turned off on the remote
system.

Single/Double Mouse Mode

This mode is described the Section calle&ingle and Double Mouse Mode

14
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Auto Mouse Speed and Mouse Synchronization

The automatic mouse speed mode performs the speed detégtiog mouse synchronization.
Whenever the mouse does not behave correctly, there areday®far re-synchronizing local and
remote mouse:

Fast Sync

The fast synchronization is used to correct a temporary hed fskew. Choose this option from the
Remote Console Options menu (entry: Mouse Handling). Iheéefiyou may also press the mouse
synchronization hotkey sequence (Hae Section calleRemote Console Control Bar Chapter 5
for details)

Intelligent Sync

If the Fast Sync does not work or the mouse settings have lieerged on the host system, use the
Intelligent Synchronization, instead. This method adjtise parameters for the actual movement of
the mouse pointer so that the mouse pointer is displayeceatdtrect position on the screen.

This method takes longer than the Fast Sync and can be adagitis¢he appropriate item in the
Remote Console Option menu (entry: Mouse Handling).

On top of that please note that the shape of the mouse pomwex bignificant influence on the
pointer detection. We recommend to use a simple, but commimgr shape. In most cases, the
detection and synchronization of animated pointer shapideely to fail. In general, pointer shapes
that change during the pointer detection process are aimpsissible to find in the transmitted
video picture. With the usage of a standard mouse pointgestiee detection is rather simple and
the synchronization works best.

Figure 4-3. Remote Console Control Bar: Sync Mouse Button

£ ASMI G4 Daughter Card Remate Console

Cirl+Alt+Delete

7 h -
< ) &
Consolely Deskiop size is 540 x 400 Fps: 0 In: 0 Bis Out 2 Bls i Q)E

The "Sync Mouse" button in the Remote Console Tool Bar camedifferently, depending on the
current state of the mouse synchronization. Usually pngdsiis button leads to a Fast Sync, except
in situations where the KVM port or the video mode have rdgartitanged. See also

the Section calle®Remote Console Control Bar Chapter 5

Host System Mouse Settings

The host’s operating system knows various settings for thesa driver.

Note: The following limitations do not apply to USB mice and Mouse Type "MS Windows 2000 and
newer" (Absolute Mouse Mode).

15
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While the ASMI module works with accelerated mice and is ablgynchronize the local with the
remote mouse pointer, there are some limitations which mewemt this synchronization from working

properly:

Special Mouse Driver

There are mouse drivers which influence the synchronizatiocess and lead to unsynchronized
mouse pointers. If this happens, make sure you do not usecebpendor-specific mouse driver on
your host system.

Windows 2003 Server/XP Mouse Settings

Windows XP knows a setting called "improve mouse accel@nativhich has to be deactivated.

Active Desktop

If the Active Desktop feature of Microsoft Windows is enatiléo not use a plain background.
Instead use some kind of wallpaper. As an alternative, yawatso disable the Active Desktop
completely.

See alsdhe Section calleRecommended Mouse Settifiggsmouse mode recommendations.

Navigate your mouse pointer into the upper left corner ofapglet screen and move it slightly back and
forth. This will resynchronize the mouse. If resynchrongzthe mouse fails, then disable the mouse
acceleration and repeat the procedure.

Single and Double Mouse Mode

The above information applies to the Double Mouse Mode whamete and local mouse pointers are
visible and need to be synchronized. The ASMI module alstufea another mode, the Single Mouse
Mode, where only the remote mouse pointer is visible. At#ithis mode in the Remote Console (see
the Section calle@kemote Console Control Bar Chapter % and click into the window area. The local
mouse pointer will be hidden and the remote one can be ctedrdirectly. To leave this mode it is
necessary to define a mouse hotkey in the Remote Consoled3e®anel Press this key to free the
captured local mouse pointer.

Recommended Mouse Settings

We advise you to use the following mouse settings for dififeoperating systems:

MS Windows 2000, 2003, XP (all versions)

For a PS/2 mouse choose Auto Mouse Speed. For XP disabletiba tgnhance pointer precision”
in the Control Panel.

Note: The remote mouse is always synchronized with the local mouse if selecting the option
"MS Windows 2000 or newer".

16
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SUN Solaris

Adjust the mouse settings either via "xset m 1" or use the CD&t©| Panel to set the mouse to
"1:1, no acceleration". As an alternative you may also us&Sihgle Mouse Mode.

MAC OS X

We recommend using the Single Mouse Mode.

Linux

First choose the option "Other Operating Systems" from tleid¢ Type selection box. Then
choose the option Auto Mouse Speed. This applies to both UsH?&/2 mice.

Video Modes

The ASMI module recognizes a number of common video modegniihnning X11 on the host system
please do not use any custom modelines with special vide@sdidyou do the ASMI module may not
be able to detect them. We recommend using any of the stakd3d video modes instead.

Resetting the ASMI module to its Factory Settings

Using the KiraTool

The ASMI configuration can be reset to factory defaults bpgishe KiraTool. KiraTool can be used
locally on the server hosting the ASMI module or remotelynrirpour admin PC or workstation. E.g.
locally:

kiratool -a -u super -p pass defaults Remotelykiratool -a -1 192.168.1.52 -u
super -p pass defaults

17
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Prerequisites

The ASMI module features an embedded operating system golidaions offering a variety of
standardized interfaces. This chapter will describe tigsefaces and the way to use them in a more
detailed manner. The interfaces are accessed using théPr@@tocol family, thus they can be accessed
using the built-in Ethernet adapter.

The following interfaces are supported:

HTTP/HTTPS
Full access is provided by the embedded web server. The ASMuie environment can be fully
managed using a standard web browser. You can access therA8dldile using the insecure HTTP
protocol or using the encrypted HTTPS protocol. Whenevssiibe use the more secure HTTPS.
Telnet
A standard Telnet client can be used to access most of the A®Mule’s functionality including a
text-mode console redirection.
SSH

A Secure Shell (SSH) client can also be used to access the Afldule including a text-mode
console redirection as mentioned above.

The primary interface of the ASMI module is the HTTP intedathis is covered extensively in this
chapter. Other interfaces are addressed in subtopics.

In order to use the Remote Console window of your managedsysgtm, the browser has to include a
Java Runtime Environment version 1.4 or higher. If the bewbgs no Java support (for example as
found on small handheld devices), you are still able to maryagir remote host system using the
administration forms displayed by the browser itself.

Important: We strongly recommend that you to install a Sun JVM version 1.4 or higher.

For an insecure connection to the ASMI module we can recondritenfollowing web browsers:

- Microsoft Internet Explorer version 5.0 or higher on Windo98, Windows ME, Windows 2000 and
Windows XP

« Netscape Navigator 7.0, Mozilla 1.6 and Mozilla Firefox omdbws 98, Windows ME, Windows
2000, Windows XP, Linux and other UNIX-like Operating Syate
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In order to access the remote host system using a securelypéet connection, you need a browser that
supports the HTTPS protocol. Strong security is only agshyeusing a key length of 128 Bit. Some old
browsers do not offer a strong 128 Bit encryption algoritkiar. security reasons you should use a
modern browser that supports proper encryption.

Using the Internet Explorer, open the menu entry "?" andd'ltd find out about the key length that is
currently activated. The dialog box contains a link thatleegiou to information on how to upgrade your
browser to a state of the art encryption schelRigure 5-1shows the dialog box presented by the
Internet Explorer 6.0.

Figure 5-1. The Internet Explorer displaying the encryption key length

A Info [‘$_<\

8

. Migrosgft®

Version: &.0,2900,2180.xpsp_sp2_gdr.050301-1519
Cipher Strength: 123-Bit

Product ID: 55375-0EM-0056721-29617

Update Yersions:; SP2;

Modern web browsers support strong encryption by default.

and Logout to the ASMI Module

Login into the ASMI module

Open your web browser. Type in the address of your ASMI moutlieh you configured during the
installation process. The address used might be a plaindreaslor a host and domain name in case you
have given your ASMI module a symbolic name in the DNS or agiolftame Service in your
organisation. For instance type the following in the adsltiE®e of your browser when establishing an
unsecured connection:

http://192.168. 1. 22/
In order to use a secure connection simply type:
https://192.168. 1. 22/

This will take you to the ASMI module login page as showrrigure 5-2
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Figure 5-2. Login screen

Authenticate with Login and Password!

Username  [super

Password |>«**>«

Note: Your web browser has to accept cookies or else login is not possible.

The ASMI module has a built-in super-user that has all thenfg=ions to administrate your ASMI
module. See the following table for the default settings.

Table 5-1. Default User Settings

Parameter Value

Login super

Password pass
Navigation

After a successful login to the ASMI module, the main pagéhefASMI module appears (see

Figure 5-3. This page consists of three parts, each containing spédifirmation. The buttons on the
upper border allow you to navigate inside the front end (&d#e 5-2for details). The lower left frame
contains a navigation bar and allows you to switch betweenliffierent sections of the ASMI module.

Within the right frame, task-specific information is dispda that depends on the section you have
previously selected.
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Figure 5-3. Main Page

3 Home - Mozilla Firefox

Fle Edt Wiew Go Bookmarks Tooks Help

G- op- g (] @ [ L1 hetp152.166.1. 160 homs. asp ¥ 0= [CL

rRemote Console Previ

Click to open

Ceskiop size:  B40:x 400
e

rPower Control via IPMI

T PITTIITY Se—rrrr—y

Table 5-2. Front End Buttons

Return to the main page of the ASMI module.

Open the ASMI module Remote Console.

Exit from the ASMI module front end.

Logging out of the ASMI module

This link logs out the current user and presents a new logaesc Please note that an automatic logout
will be performed in case there is no activity for half an hour
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Note: If there is no activity for half an hour, the ASMI module will log you out from the Web session
automatically. A click on one of the links will bring you back to the login screen.

If there is a KVM session active, the Web session will not expire.

The Remote Console

General Description

The Remote Console is the redirected screen, keyboard ansenod the remote host system that is
controlled by the ASMI module.

Figure 5-4. Remote Console

SMI G4 Daughter Card Remote Console

Ctrl+Alt+Delete =1 | I Sync Ikl«\» Options

Computer

| o

root's Home

=

v

The Remote Console window is a Java Applet that tries to ksiteits own TCP connection to the ASMI
module. The protocol that is run over this connection istregiHTTP nor HTTPS, but a special KVM
protocol. This protocol uses port #443. Your local netwamkisEonment has to allow this connection to

be made, i.e. your firewall and in case you have a privateriateretwork, your NAT (Network Address
Translation) settings have to be configured accordingly.

In case the ASMI module is connected to your local networkremment and your connection to the
Internet is available using a proxy server only without NAirtg configured, the Remote Console is
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very unlikely to be able to establish a connection. This isalbse today’s web proxies are not capable of
relaying this KVM protocol.

In case of problems, please consult your network admingtia order to provide a working network
environment.

Main Window

Starting the Remote Console opens an additional windovispiays the screen content of your remote
host system. The Remote Console will behave exactly in threesgay as if you were sitting directly in
front of the screen of your remote system. That means keglaat mouse can be used in the usual way.
However, please be aware of the fact that the remote systbmeadt to keyboard and mouse actions
with a slight delay. The delay depends on the bandwidth aedds of the line which you use to connect
to the ASMI module.

With respect to the keyboard, the precise remote reprasamtaight lead to some confusion as your
local keyboard changes its keyboard layout according toghmte host system. If you use a German
administration system and your host system uses a US Engligioard layout, for instance, special
keys on the German keyboard will not work as expected. Idstba keys will result in their US English
counterpart. You can circumvent such problems by adjustiadgceyboard of your remote system to the
same mapping as your local one.

The Remote Console window always tries to show the remoerearith its optimal size. That means it
will initially adapt its size to the size of the remote screer after the screen resolution of the remote
screen has been changed. However, you can always resizetha@&Console window in your local
window system as usual.

Warning

As different to the remote host system, the Remote Console window on your local
window system is just one window among others. In order to make keyboard and
mouse work, your Remote Console window must possess the local input focus.

Remote Console Control Bar

The upper part of the Remote Console window contains a ddrdroUsing its elements you can see the
status of the Remote Console and influence the local RematsaBosettings. A description for each
control option follows.

Figure 5-5. Remote Console Control Bar

< ASMI G4 Daughter Card Remote Console |Z|@®

Cirl+Alt+Delete = Options
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Warning

Please note that some of these options are only visible and usable when you have
selected the operating system type "Other Operating Systems".

Drive RedirectiorHl

Opens the virtual media Drive Redirection menu for the Ren@xinsole.

Figure 5-6. Remote Console Applet Drive Redirection Menu

£ ASMI G4 Daughter Card Remote Console
Drive Redirection

Drive 1. | & (Removable) v‘ Refresh List I I~ write support Connect

Drive Redirection disconnected

Crrive 2: iFRemo‘u'ame; T‘ Refresh List | [~ VWrite support Connedj HISEOnME

Drive Redirection disconnected

Clrl+Alt+Delete

<

Console(): Deskiop size is 640 x 400

Fps.01In: 0 Bis Cut. 0 Bis

This menu allows you to select a local drive you wish to retti(enly available under Windows):

Figure 5-7. Selecting a Local Drive

£ ASMI G4 Daughter Card Remote Console
Drive Redirection

Crrive 1 |C_[HED\SP' v‘ Refresh List| [~ Write support Connedj Hisconnect

Dirive Red® (Removable) |y
C: (Hard Disk) |
D: (CD-ROM}

Dirive 2: E[Remcvable_‘. « | Refresh Listl [ Wirite support Connecti Disconnect

Drive Redirection disconnected

Ciri+Alt+Delete @v gyne | [l | options

£
Console(): Desktop size is 640 x 400 Fps:0In: 0 Bis Out 0 Bis i %ag

Download from Www.Somanuals.com. All Manuals Search And Download.

24



Chapter 5. ASMI Module Usage

Figure 5-8. Successful Redirection of a Local Drive

£ ASMI G4 Daughter Card Remote Console

Drive Redirection

dst| T Write suppart 1 Disconnect

Drive Redirection established.

Dirive 20 | A (Remaovable) v‘ Refresh LISII ™ wirite support Conneml i et

Drive Redirection disconnected

Ev k gyne | [fs| ontions
~

s

Censolel): Desktop size is 640 x 400 Fps:0ln: 0 Bis Gut: 0 Bis i %au

This menu shows you an established drive redirection (tberskdrive is not redirected):

ﬁ SMC \
Sync Mous

Choose this option in order to synchronize the local withrdraote mouse cursor. This is
especially necessary when using accelerated mouse sattirifpe host system. In general, there is
no need to change mouse settings there.

Ctrl+Alt+Delete Ctri+Alt+Delete ‘

Special button key to send the "Control Alt Delete" key comattion to the remote system (see also
the Section calletkVM Settingsn Chapter &or defining new button keys).

Single/Double Mouse ModM E

Switches between the Single Mouse Mode (where only the mouse pointer is visible) and the
Double Mouse Mode (where remote and local mouse pointengsilde and need to be
synchronized). Single Mouse Mode is only available if usgigN JVM 1.4 or higher.

To leave the single mouse mode and get your local mouse pbiatk, please press Alt-F12.

Option Options

To open the Options menu click on the button "Options". See
the Section calle@Remote Console Optioiler a detailed description of the available options for the
ASMI module.
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Remote Console Options

To open the Options menu click on the button "Options".

Figure 5-9. Remote Console Options Menu

FBEX

Manitar Only
Exclusive Access
Readahility Filter
Scaling 4
Laocal Cursor 4
Chat Window
Soft Keyboard ¥
Local keyboard
Hotkeys 4

A description of the options follows.

Monitor Only

Toggles the Monitor Only filter on or off. If the filter is swited on no remote console interaction is
possible. The remote screen can be viewed, only. Mouse atb&ed inputs are ignored.

Exclusive Access

If a user has the appropriate permissions he can forcibbedloe Remote Consoles of all other users.
Noone can then open another Remote Console until this usablds the exclusive access or logs off.

Note: This option is only accessible if the current user privileges allow Exclusive Access.

A change in the access mode is also visible in the statusSiee.
the Section calleRemote Console Status Lifee more information.

Screenshot to Clipboard

This button allows you to capture a screenshot: the ASMI redill automatically place it onto the
"clipboard". This allows you to easily import the screertshto your documents or other programs.

Readability Filter

Toggles the Readability Filter on or off. If the filter is safited on in scaling mode, it will preserve most
of the screen details even if the image is substantiallyesicdbwn. This option is only available with a
JVM 1.4 or higher.
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Scaling

Allows you to scale down the Remote Console. You can stillhegte mouse and keyboard, however the
scaling algorithm will not preserve all display details.

Figure 5-10. Remote Console Options Menu: Scaling

honitar Only
Exclusive Atcess
Readahility Filter
b= g 28%
Local Cursor FooA0%

Chat Window v 100%
Soft kKeyboard ¥ Scaletofit
Local Keyboard ¥

Hotkeys 4

Mouse Handling

Note: This menu is only available when you have selected the option "Other Operating System".

The sub menu for mouse handling offers two options for symwizing the local and the remote mouse
pointer when using Soft Mouse Mode as explained in
the Section calletMouse and Keyboard Configuratiam Chapter 4

Figure 5-11. Remote Console Options Menu: Mouse Handling

D!.\\, Options

IManitar Only
Exclusive Access
Readability Filter
Scaling 4

ULIELRSEGL Y Fast Sync (Alt+F12)

Lacal Cursar k| Intelligent Sync

Chat Window Single Mouse Mode

Soft Keyboard v Double Mouse Mode
Local Keyboard
Hotkeys
Encoding

» Fast Sync

The fast synchronization is used to correct a temporary ke fskew.
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- Intelligent Sync

Use this option if the fast sync does not work or the mous@ggsthave been changed on the remote
host system.

Local Cursor

Offers a list of different cursor shapes to choose from ferltital mouse pointer. The selected shape will
be saved for the current user and activated the next timeisieisopens the Remote Console. The number
of available shapes depends on the Java Virtual Machinas@owmeof 1.2 or higher offers the full list.

Figure 5-12. Remote Console Options Menu: Cursor

BEX]

Monitor Only
Exclusive Access
Readahility Filter

Scaling 4

Locs S0 Transparent
Chatwindow v Default
SoftKeyboard »  Big

Local Keyboard ¥ Pixel

Hotkeys ¥ Crosshair

Chat Window

This opens a chat window allowing you to interactively "¢haith other users logged into the ASMI
module. This is very useful to tell other users that you a@abo terminate their sessions using the
Exclusive Access mode.

Figure 5-13. Chat Window

< 712.80.250.158 Chat

testuseri@testpeniadmin)== Hello Waorld!
kami@rehekkaZ{admin)== Hello
janh@norm.peppercon.defadmini== hello joe

testuser@testpen(adming | HOwzZ going? [~ Beep
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Soft Keyboard

The Soft Keyboard simulates an entire keyboard that is ottedeo the remote system. It is necessary in
case your remote system runs with a completely differemjuage and country mapping to your
administration machine. By selecting the appropriatedn{) you can send key codes and also key
sequences to the remote system and act as if you would wonkavikieyboard that is directly connected
to the remote system.

In order to open the Soft Keyboard select the entry "Soft Keyld" from the Options menu. You can
send single key strokes likeas well as key combinations such@s | +Cor Al t G +Shi f t +F4.

For a single key stroke you can click on the button with thetedrcharacter. Single keys such as regular
characters and numbers are sentimmediately. Specialikey&k | , Shi ft as well as the function keys
F1 to F12 have to be selected twice. The first press sends the signais'keessed", the second press
indicated the signal "key is released" to the remote systdtar the first press the button will change its
color to signalize that the according key is czurrently peels After the second press the button will
revert to its usual look and confirm that the key was sent.

To send the key combinatiah r | +C select the butto@t r | first. The button will change its color. Press
the buttonC. The following key €in our example) will be combined with the previously seléedtey.
Both the button£t r I andC are released and the key combination will be sent to the resystem. The
buttonCt r I will appear as normal (color change).

In order to send the key combinatianr | +F5 three steps need to be done. Select the buitoh once
and the buttoirs twice. The last press will release both buttons and sendahedmbination to the
remote system.

In order to send the key combinatiaht G- +Shi f t +F4 four steps are required. First, select the button
Al t G once. Second, select the buttemm f t . Finally, click the buttorF4 twice. The last press will
release all the buttons and send the key combination to theteesystem.

Figure 5-14. Soft Keyboard

glish (United States) 10... [X]

E=zc  F1)F2|F3|F4|F5|FG|F7|FE FYFI0F11F12] Prn & | Brk
1234|967 (8[8|0 =|=|In|~ |2 & ] =]
":...qwert\,rU|Dp[](JDe|E-.dI'KTI+
plals|d{flglh]jlk[]I]; I | 5|
iV z|xlc|v|b|nm| | .| t| Ed+ | T J
ctrl | St/Al At | ste ot |« 4 |—=[ Ins [De

« Show

Displays the Soft Keyboard.
- Mapping

Used for choosing the desired language and country mappihg Goft Keyboard.
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Figure 5-15. Soft Keyboard Mapping

f”ﬁ”ﬁ;ﬂ v English (United States)

English (United Kingdaom)
German (Germany)
German (Switzerland)
French {France)
ltalian {Italy)
Japanese {Japan)
Spanish (Spain)
FPortuguese (Portugal)
Hebrew {Israel)
Russian (Russia)
Finnish {Finland)
Swedish (Sweden)
MNarwedian (Norway)
Danish (Denmark)
French {Belgium)
Dutch (Belgium)

Monitor Only
Exclusive Access
Readabhility Filter
Scaling 4
Local Cursor 4
ChatWindow
Soft rd
Local Kevhoard ¥ | BTE a1
Hotkeys 4

Local Keyboard

Used to change the language mapping of your browser maalmméng the Remote Console Applet.
Normally, the applet determines the correct value for thimaatically. However, depending on your
particular JVM and your browser settings this is not alwayssible. A typical example is a German
localized system that uses a US-English keyboard mappirtbid case you have to manually change the
Local Keyboard setting to the right language.

Figure 5-16. Local Keyboard

v English (United States)
German (Germany)
hanitor Cnly German (Switzerland)
Exclusive Access French (France)
Readability Filter Japanese {Japan)

Scaling ¥ French (Switzerland)
Local Cursor * English (United Kingdorm)
Chat Window Swedish (Sweden)

Soft Keybhoard  *|  Ronwegian (Moniay)
French {Belgium)
Hotkeys * Dutch {Belgium)
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Hotkeys

Opens a list of previously defined hotkeys. In order to sengkadefined command to the host system
simply choose the appropriate entry.

A confirmation dialog will be displayed before sending thiested command to the remote host.
Choose "OK" to perform the command on the remote host. Fotalée description see
the Section calle@Remote Console Button KeysChapter 6

Figure 5-17. Remote Console Confirmation Dialog

£ Send Key

Do you really want to send "Ctri+Alt+Delete™?

 cancel |

Encoding

These options are used to adjust the encoding level in tefoenopression and color depth. They are
only available if "Transmission Encoding" cannot be defasd automatically (see
the Section calledransmission Encodinig Chapter §.

Note: Please note that these Encoding options are only available if you do not have "Automatic
Detection" of the connection quality selected. You need to set a pre-defined level. The relevant menu
is "KVM Settings->User Console->Transmission Encoding->Predefined Encoding". This is explained
in the following chapter.

« Compression Level: you may select a value between 1 and 9 for the desired connpmdsgel with
level 1 enabling as the fastest compression and level 9 éoéist compression. The most suitable
compression level should always be seen as a compromisedetive network bandwith that is
available, for your video picture to be transmitted and anrtbmber of changes between two single
video pictures. We recommend to use a higher compressiehitélie network bandwidth is low. The
higher the compression level the more time is necessaryttogazk or unpack the video data on
either side of the connection. The compression quality deépen the video picture itself, e.g. the
number of the colors or the diversity of pixels. If the congsien level is lower, more data has to be
sent and it may take longer to transfer the whole video péctur

If level 0 is chosen the video compression is completelyldésh
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Figure 5-18. Remote Console Options: Encoding compression

R& Options

Monitor Cnly
Exclusive Access

Screenshotto clipboard v 0 -none
Readahility Filter 1 -fastest
Scaling 4 2

Mouse Handling 4 3

Local Cursar ’ 4

Chat Window 5

Soft Keyboard k| Predefined ¥ 6

Local Keyboard 4 7
Hotkeys ¥ ColorDepth »| 8

The next two options allow you to set the compression levalpoedefined level OR to set a level for
"lossy" compression. This compresses well, but leads t@eadation in image quality.

Figure 5-19. Remote Console Options: Predefined Encoding egoression

[:!}, Optians

Monitar Gnly

Exclusive Access

Readabhility Filter

Scaling 4

Mouse Handling ¥

Local Cursor L4

Chat Windaow

sotkeyboard [
Local Keyboard ¥ Compressionk
Hotkeys ¥ ColorDepth »

Video Optimized Hicolor
Video Optimized

LAM Hicolor
LAM

DsL

LMTS

ISDM
Madem
GPRS

GSM
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[:!}, Optians

Monitar Gnly

Exclusive Access
Readabhility Filter
Scaling 4

Mouse Handling »
Lacal Cursor 4
Chat Window
Soft Keyboard
Local Keyboard P

Hotkeys 4
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: Lossy Compression

Fredefined »
Compressionk

Color Depth

« Color Depth: set the desired color depth. You may select between 8 or I6rlibmpression level 0
or between 1 and 8 bit for compression levels 1 to 9. The hitfteecolor depth, the more video
information has to be captured and to be transmitted.

Figure 5-21. Remote Console Options: Color Depth

[:!}, Optians

Monitar Gnly

Exclusive Access
Readabhility Filter
Scaling 4

Mouse Handling ¥
4 v 16 Bit Hicolor

8 Bit- 256 Colors

Local Cursor
Chat Window

Soft Keyboard  » Predefined ¥ 4 Bit- 16 Colors
Local Keyboard ¥ Compressionk| 4 Bit- Grayscale
Hotkeys RGBT Y 2 Bit - Grayscale

1 Bit - Blacki\White

Remote Console Status Line

The status line shows both console and the connection Figtee 5-22was taken from a Remote
Console with a resolution of 800x600 pixels. The value irckeds describes the connection to the
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Remote Console. "Norm" means a standard connection withraeryption, "SSL" indicates a secure
connection using the Secure Socket Layer (SSL).

Figure 5-22. Status line

ICUHSUIE(Nurm). Deskiop sizeis 800 x 600 Fps: 2 In: 188 Bis Qut: 20 Bis 3]‘ Q@I

The status line displays the number of frame buffer upddkgss(’) per second as well as the incoming
("In:") and the outgoing ("Out:") network traffic in KB persend. A low value of the network traffic is
recommended and can be achieved as describie iBection calle@ptimizing the Video Picturef
compressed encoding is enabled, the value in bracketsgisiiie compressed transfer rate.

Figure 5-23. Status line transfer rate

In: 188 Bfg Out: 20 Bis
—

The next button displays the Remote Console Access settings

Table 5-3. Buttons displaying the access state

A single user is connected to the Remote Console of the ASMiuieo

One or more users are connected to the Remote Console of tfieA&dule.

L Exclusive access is set for you. Any other user may not achesemote host via
Remote Console unless you disable this option.

L A remote user has exclusive access. You may not access tl¢erbost via
Remote Console unless the other user disables this option.

The outer right button displays the state of the Monitor Gs@ttings.

Table 5-4. Buttons displaying the Monitor Only state

The option Monitor Only is disabled.

The option Monitor Only is enabled.

For more information about Monitor Only and Exclusive Acgssttings see the relevant paragraphsin
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the Section calle®Remote Console Control Bar

Optimizing the Video Picture

The ASMI module detects the video mode with 8 bits (256 cQlatsomatically. To improve the picture
quality you may select 16 bit (True Color) from the Optionsrief the Remote Console, sub menu
"Encoding", entry "Color Depth" (sethe Section calle@&Encodingfor details).

Currently, the video picture with the best quality can beiesdd with the settings "16 bit (High Color)"
in the Remote Console or "LAN (High Colour)" in the web fromtie This option can also be preset in
the Section calletYser Consolén Chapter 6

The sub menu "Compression” from the Options menu has no infuen the picture quality but on the
data rate of the picture that is transferred to the Remotes@en

Using the ASMI module with low bandwidth

The bandwidth of the network connection of the ASMI modularismportant influence on the time
taken to transmit two consecutive video pictures. A corninaatith low bandwidth takes longer to
transfer the video data from the ASMI module to the RemotesBtenon the local host. Every time the
remote screen has changes requires a new picture to be sent.

In terms of transfer time there is no difference betweengestens and screens in graphics mode. The
text screen is treated as graphics data no matter what therstoks like and which video mode is
chosen.

You can choose a compression level from the sub menu "Cosiprésn the Options menu of the
Remote Console. This reduces the amount of data that hagtarsenitted.

Please note that the video data will be compressed on the A8Mule, transmitted to the Remote
Console and unpacked in the local Java environment. Depegiodi the ASMI module and on the local
machine this procedure may take some time and may resutiinigbdates of the picture in the Remote
Console.

In order to improve the transmission speed you may also eethecpicture quality in the Remote
Console to either "8 bit" or even to grayscale. This measauses less video data to be processed and is
likely to be more effective than selecting the highest cagspion level.
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Remote Control

KVM Console

Figure 6-1. KVM Console

) Home - Mozilla Firefox

Fle Edit YWiew Go Bookmarks Tools  Help

@ i [@ = g @ @ [ hetpsff192.168.1, 160/home. asp

rRemote Console Preview

= KVM Console Click to open

Desktop size: G40 x 400

rPower Control via IPMI

TS TIPS e s

Remote Console Preview

You can open the KVM console by clicking either on the menuyeon the left or on the console
picture on the right. If you need to refresh the picture cbickthe "Refresh” button.
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Remote Power

Figure 6-2. Remote Control via IPMI

) Home - Mozilla Firefox
File  Edit Bookmarks  Tools

@ 5 $ 5 g IQJ @ | hitpy/j192.168.1.160/home. 2sp

Yiew  Go Help

¥ 0 [d

Power Control via IPMI

T ST ey

.5 Remote Power

On this screen you will find buttons which allow you to powecleyor reset the remote server. This does
not affect the ASMI module! In order to control the ASMI moduydlease consult the section under
"Device Settings".
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Virtual Media

Floppy Disk

Figure 6-3. Virtual Floppy Area

) Home - Mozilla Firefox
File  Edit Bookmarks  Tools

@ = E& > @ I@J @ | hitpy//192.168.1.160/home. sp

Yiew Go Help

rActive Image - Drive 1

No disk emulation set.

-

- Floppy Disk rActive Image - Drive 2

No disk emulation set.

rFloppy Image Upload

This option allows you to upload a binary image (e.g. example.img)
with a maximum size of 1.44MB to the ASMI G4 Daughter Card .
This image will be ermulated to the host as USE device.

Yirtual Drive | Drive >Drive 1 v

Floppy Image File | |[ Browse .. ]

e )

Dual Floppies

As you can tell from the previous screen, you can actuallyreetitwo virtual floppies using the pop-up.
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Figure 6-4. Two Virtual Floppies

£ ASMI G4 Daughter Card Remote Console EI@}E|
Drive Redirection

Dirive 1 |A: (Removable) '« | Refresh ListJ I~ Write support

Drive Redirection disconnected.

Connect | Dis

Connect] Disconnect

Drive Redirection disconnected.

Ciri+Alt+Delete l

Upload a Floppy Image

With two small working steps a (floppy) image can be uploaded.

1. Specify the path of the images. You can pecify up to two iesafyou can do that either manually or
by using the file selection dialog of your web browser. To ofienfile selection dialog click on the
button "Browse" and select the desired image file.

Figure 6-5. Select Image File

rFloppy Image Upload

This option allows you to upload a binary image (e.qg. example.img)
with & maximum size of 1.44MEB to the OPMA M3 .
This image will be emulated to the host as USE device.

“irtual Drive I Dirivee »DOrive 1 'I
Floppy Image File | Browse... |

[ __Upload___ |

The maximum image size is limited to 1.44MB. If you want usargér image then please mount
this image using a Windows Share (or SAMBA).

2. Now click the "Upload" button to initiate the transfer bétchosen image file into the ASMI
module’s on-board memory. This image file is kept in the oardanemory of the ASMI module
until the end of the current session or until you logout otiaté a reboot of the ASMI module.
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Drive Redirection

The Drive Redirection is another possibility to use a lodgstdirive on the remote computer. With Drive
Redirection you do not have to use an image file but may work svidrive from your local computer on
the remote machine. The drive is then shared over the TCletlRonk connection. Local devices such as
floppy drives, hard discs, CD ROMs and other removable devike USB sticks can be redirected. Itis
possible to enable write support so that the remote machiakowed to write data to your local disk.

Figure 6-6. Drive Redirection

) Home - Mozilla Firefox

File Edit Vew Go Bookmarks Tools Help

Q@ = E’v = %‘ I:.I @j [ hetpif192.168. 1. 160fhome. asp ¥ @ s [[C, |

‘Home Console Logout

Discarded the uploaded floppy image.

~Active Image - Drive 1

No disk emulation set.

rActive Image - Drive 2

v mage No disk emulation set.

. = Drive Redirection

_, Options. | rDrive Redirection

i Drive Redirection allows you to share your local drive

(floppy, CO-ROM, removable disks and harddisks) with
the remote system.

[] Disable Drive Redirection *

Force read-only connections ~

18 i5 equal to the default

Done

Please note that Drive Redirection works on a level whichid&low the operating system. Actually
this means that neither the local nor the remote operatistgsyis aware that the drive is currently
redirected. This may lead to inconsistent data as soon asfdhe operating systems (either from the
local machine or the remote host) is writing data on the devfonrite support is enabled the remote
computer might damage the data and the file system on thecéelirdevice.

On the other hand if the local operating system writes dathdaedirected device the drive cache of the
operating system of the remote host might well contain odidg¢a. This may confuse the remote host’s
operating system. We advise you to use the Drive Redireuwtittncare, especially when you use write
support.
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Drive Redirection Options

As shown inFigure 6-6the following options may be enabled:
Disable Drive Redirection
If enabled the Drive Redirection is switched off.

Force read-only connections

If enabled the Write Support for the Drive Redirection istsWed off. It is not possible to write to
the redirected device.

Click "Apply" to submit your changes.

Software Requirements

To use this feature, you have to install the Drive Redir@csioftware that is currently only available for
Microsoft Windows. This software can be found on the prodlidtROM.

Drive Redirection Tool

Configuration

Figure 6-7. Drive Redirection configuration

© Drive Redirection 1.1.1

Connection Parameters

Device: [ asmr G4 | Drive: (4 | [(Refresh

Port: |_—1:13 _| [w]5ecure Connection

[T Enable Vrite Suppart

WARMING: This might desiroy all data on the shared medial

Maote: The whole drive is redirected here. If you redirect & local hard disk with
more than ane partition, all partitions of the drive will be available on the remote
complter,

Virtusl Drive and Device Authentication

Virtual Drive; Drive 1 vJ {Some devices use only Drive 1)

Username: | | Pazsword:

[ Exit ] [ Hide to Tray

Error: Mo Medium inserted or drive access error
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Specify the parameters of the network connection ESgere 6-7.

Device
This is the address (either the DNS name or the IP addreds¢ é$MI module you would like to
connect to.

Port

This is the network port. By default the ASMI module uses #@ote console port (#443) here.
You need to change this value if you have changed the remasot®port in your ASMI module’s
network settings.

Secure Connection

Enable this box to establish a secure connection via SSis.Witlimaximize security but may
reduce the connection speed.

Drive Selection

Figure 6-8. Selecting the desired drive

© Drive Redirection 1.1.1

Connection Parameters

Device: ASMI G4 |.ﬁ.: v| [ Refresh ]
Part: || Secure Connection

[]Enable Write Support
WARMIMNG: This might destroy all data on the shared medial

Moke: The whole drive is redirected here, If wou redirect a local hard disk with
mare than one partition, all partitions of the drive will be available on the remote
compuker,

wirtual Drive and Device Authentication

Wirtual Drive: (Some devices use only Drive 1)

[ et | [ HidetoTray

3 redirectable drives found
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Select the drive you would like to redirect. All availablevizes (drive letters) are shown here. Please
note that the whole drive is shared with the remote compogionly one partition. If you have a hard
disc with more than one partition all drive letters that mgjdo this disc will be redirected.

The Refresh button may be used to regenerate the list of idtiezs, especially for a USB stick.

Write Support

Figure 6-9. Selecting write support

© Drive Redirection 1.1.1

Connection Parameters

Device: ASMI G4 Drive: & v [ Refresh |
Part: Secure Conneckion

[C]Enable Write Support
W ARMING: This might destroy all data on the shared medial

Maote: The whale drive is redirected here. If vou redirect a local hard disk with
more than one partition, all partitions of the drive will be available on the remote
cormpiker,

Wirkual Drive and Device Authentication

Wirtual Drive: (Some devices use anly Drive 1)

[ Exit | [ HidetoTray

3 redirectable drives Found

This feature may be enabled here. Write support means thatthote computer is allowed to write onto
your local drive. As you can imagine, this is very dangerseg (@bove).

Warning

If both the remote and the local system try to write data onto the same device, this
will certainly destroy the file system on the drive. Please use this only when you
REALLY know what you are doing.

43

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 6. Menu Options

Device Authentication

Figure 6-10. Device Authentication

© Drive Redirection 1.1.1

Connection Parameters

Device: ASMI G4 Drive: & v [ Refresh |
Part: Secure Conneckion

[C]Enable Write Support
W ARMING: This might destroy all data on the shared medial

Maote: The whale drive is redirected here. If vou redirect a local hard disk with
more than one partition, all partitions of the drive will be available on the remote
cormpiker,

Wirkual Drive and Device Authentication

Username: Password:
[ et | [ HidetoTray

3 redirectable drives found

You have to authenticate on the ASMI module using a validnes®e and password in order to use Drive
Redirection. You also need permission to change the vidisalconfiguration.

Navigation Buttons

Connect/Disconnect

To establish the drive redirection press the "Connect'boutince. If all the settings are correct the
status bar shows that the connection has been establisheseuently the "Connect"” button is
disabled and the "Disconnect" button is enabled.

On an error, the status line shows the error message. Theerédirection software tries to lock the
local drive before it is redirected. That means that it tteeprevent the local operating system from
accessing the drive as long as it is redirected. This operatiy fail, especially if a file on the drive
is currently open. In case of a locking failure, you will b@pipted if you want to establish the
connection anyway. This should not be a serious problem wfreeabove warning is respected. If
write support is enabled, a drive which is not locked mightiamaged by the Drive Redirection.

With the "Disconnect" button, the connection via Drive Redtion connection is terminated.
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Exit/Hide

When the "Exit" button is pressed, the Drive Redirectiorivgafe is closed. If a Drive Redirection
connection is active, the connection will be properly ctbbefore the application terminates.

Using the "Hide to Tray" button the application is hiddent, bat terminated completely. This
means that an active connection will be kept alive until éxglicitly closed. You can access the
software by clicking its tray icon. The tray icon also showsather a connection is established or
not. A double click on the icon shows the application windawvith a right click you may access a
small menu (se€igure 6-1).

Figure 6-11. Tray Info

Showw Dialog

. Exit
ooffs - S

Creating an Image
Floppy Images

UNIX and UNIX-like OS

To create an image file make use of "dd". This is one of the cdtXUltilities and is included in every
UNIX-like OS (UNIX, Sun Solaris, Linux).

To create a floppy image file copy the floppy raw device to a filegithe following command:

dd [i f=/dev/fd0][of =/t np/fl oppy. i nmage]

dd reads the entire disc from the deviaev/ f d0 and saves the output to the specified output file
/tnp/ f1 oppy. i rage. Adjust both parameters exactly to your needs (input desticg

MS Windows

You can use the tool "RawWrite for Windows". It is includedthie CD ROM shipped with the ASMI
module.
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Figure 6-12. RawWrite for Windows selection dialog

A RawWrite E@

R awhafrite for windowmws hitbpe A furanue. it gwin. edu. aud”Tndlinus

wWiritken by John MNewbigin

Floppy diive [t v -]

Yarite lHead ] About ] Help ] Suppu:urt]

Iz thiz tab towrite an image to floppy disk,

Image file F:\essentials\freedosiinstall\FD

Murber of copies |4 ill

Wfrike |
E uit

0% Windows MT 5.1 build number 2600

Select the tab "Read" from the menu. Enter (or choose) themdithe file in which you would like to
save the floppy content. Click on the button "Copy" to ing@ittie image creation process.

For related tools you may have a look at the homepage of tredryect
(http://ww. fdos.org/ripcord/ rawite/).

CD ROM/ISO 9660 Images

UNIX and UNIX-like OS

To create an image file make use of "dd". This is one of the cdtXUltilities and is included in every
UNIX-like OS (UNIX, Sun Solaris, Linux).

To create a CD ROM image file you have to copy the contents oc€I&OM to a file. Use the
following command:

dd [i f =/ dev/ cdrom [of =/t np/ cdrom i mage]

dd reads the entire disc from the deviaev/ cdr omand saves the output to the specified output file
/ t np/ cdr om i mage. Adjust both parameters to suit your needs (input devicé.etc
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MS Windows

Create the image file using your favorite CD imaging tool tpycthe whole contents of the disc into one
single ISO image file on your harddisk.

For example with "Nero" you choose "Copy and Backup". Thewjgate to the "Copy Disc" section.
Select the CD ROM or DVD drive you would like to create an IS@ge from. Specify the filename of
the ISO image and save the CD ROM content in that file.

Figure 6-13. Nero selection dialog

TR

W

| (o Copy Disc I J :!_'-_"j Buin Imadge to Disc

Back up Files d’ Back up Harl Dnvg

-

&
"; Fleshie: Backups
- .

Gechagdule Backups

System Health

The IPMI support on the ASMI module allows you to power cytle temote host system or to perform
a hard reset. Additionally you can see the remote event Idgrdarrogate the state of some system
sensors like the temperature sensors.
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Chassis Control

Figure 6-14. Chassis Control

Home - Mozilla Firefox
File  Edit Bookmarks

& - - @ (] @ |1 httpig192,168.1, 160/ome. asp

View G0 Tools Help

~ @ & [[GL

rChassis Information

Power is: On
Power On Counter: 0 days, 0 hours, 0 minutes

Last Restart Cause: chassis power control command

rPower Control

T T

rChassis Locator

= Chassis Control

Duratien | Off

. ldentify__

Using Chassis Control you can:

« Obtain information about the selected chassis
- Switch the remote power on and off (power cycle)

- Locate the remote host chassis
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Monitor Sensors

Figure 6-15. Monitoring Remote Sensors Screen 1

Edt Vew Go Bookmarks Toals  Help ':::o
-@ - @ - @ @ @ ||:1 hittp:{i192,168.1,160/home  asp ,ﬂ @ Go HQ_
rMeonitering Sensors
System ACPI Power State ACP| Pur State S0/G0; warking
“Waoltags +5Y [run) Ok 5.044 (+- 0.013) Yolts
Valtage +5Y (alw) Ok 5044 [+-0.013) Valis
12 Monitor Sensors Yoltage 433 (dual) Ok 3,269 [+~ 0.008) Valts
Yaltage +12V (run) Ok 12.220 (+- 0.026) Valts
Voltage +54 (dual) Ok 5018 (+-0.013) Yolis
Yaltage +3.3% (run) Ok 3.289 (+- 0.006) Yolts
Temperature CPUO Termp Mo reading =
Temperature CPU1 Temp. Mo reading
Tempetature’ CPUZ Ternp o reading
Temperature CPU3Temp Mo reading
Temperature YRM CPUO Ok 30 degrees C
Temperature: R CPU1 Ok 28 degrees C
Temperature WRM CPLZ Ok 31 degrees C
Temperature: VRM CPU3 Ok 31 degrees G
Termpetature REM DDRO Ok 31 degrees C
Temperature R DOR1 Ok 31 degrees C
Temperature YRM DDRZ Ok 28 degrees C
Ternperature. WRM DDR3 Ok 26 degrees C. T
[z

On this screen you can see some of the remote hosts sensdreandlues or state.
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Figure 6-16. Monitoring Remote Sensors Screen 2

File Edt ‘iew Go Bookmarks Tools  Help

@ - - D B[O repinseies t6moms.ap ¥ o=

Temperature R DDR3 26 degrees C
Temperature Peninsula ‘ 26 degrees C
Temperatu Exhaust 183 Ok 29 degrees ©
Temperature Intake 24 degrees
Temperature Exhaust0g2 O 30 degrees C
Fan 0 Spead 5700 (+- 50) RPM
Fan Speed G 500 (+- 50) RPM
Fan 2 Speed 5600 (+- 50) RPM
Fan3Spesd O 5500 (+/- 50) RFM
Fan 4 Speed g 5600 (+- 50) RPM
Fan5 Speed Ok 5500 (+ 50) RPM
Fan G Speed 5500 (+- 50) RPM
Processor CF‘-QD. P-H?SE__I'T_E e D:E\diEE-' Present
Processar CPU1 Presence Device Present
Frocessar CPU2 Prasence Device Present.
Processar CPU3 Presence Device Present
Processor CPU Thermtrip
Power Supply Power Supply O Presence detected
Fawer Supply Prower Supply 1
Button Power Button
‘Button ‘Reset Button
Critical Interrupt Ml Button
Chip Set SM| Detect State Deasserted
Chip Set FCl Reget State Deasserted
Power Unit. All Power OK State Asserted
Power Unit AC Line OK State Asserted
Fhysical Security Sys Intruder Gerieral Chassis intrusion
Chassis ChassislD State State Deasserted
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System Event Log

Figure 6-17. System Event Log Screen 1

3 Home - Mozilla Firefox

File Edit  Miew Go Bookmarks Tools Help

@ -5 - g 5 @] | L1 ttpis/192.168.1. 160/ ome. asp

‘Home Cansole

¥ @ = [CL |

rSystem Event Log

Event Type Date Time  Source Description Direction
SEL record 02 08/30/2006 12:41:02 System Firmware Progress Unknown Progress Assertion Event
SEL record 02 08/30/2006 12:40:34 PCI Reset State Asserted Deasgsertion Event
SEL record 02 08/30/2006 12:40:34 PCI Reset State Asserted Assertion Event
SEL record 02 08/30/2006 12:40:33 PCI Reset State Asserted Deassertion Event
. Monitor en;sms-‘ SEL record 02 08/30/2006 12:40:33 PC| Reset State Assered Agszertion Event
= System Event Log SEL record 02 08/30/2006 12:33:21 Systern Firmware Progress Unknown Progress Assertion Event
Alert Se T SEL record 02 08/30/2006 12:32:55 Power Supply 0 Presence detected Assertion Event
SEL record 02 Pre-Init 00:00:21 ACPI Pwr State S0/G0; working Asgertion Event
SEL record 02 Pre-Init 00:00:21 Sys Intruder General Chassis intrusion  Assertion Event
SEL record 02 Pre-Init 00:00:21 AC Line OK State Asserted Assertion Event
SEL record 02 Pre-Init 00:00:21 ChassislD State State Deasserted Agsertion Event
SEL record 02 Pre-lnit 00:00:21 All Power Ok State Asserted Assertion Event
SEL record 02 Pre-Init 00:00:17 Sys Intruder General Chassis intrusion  Assertion Event
SEL record 02 Pre-Init 00:00:17 All Power Ok State Asserted Assettion Event
SEL record 02 Pre-Init 00:00:18 ACPI Pwr State Unknawm Assertion Event
SEL record 02 Pre-Init 00:00:17 AC Line Ok State Deasserted Assertion Event
SEL record 02 Pre-Init 00:00:18 ACP| Py State Unkniwn Assertion Event
SEL record 02 Pre-Init 00:00:17 AC Line OK State Deasserted Assertion Event
SEL record 02 Pre-Init 00:00:17 PCI Reset State Asserted Assertion Event
SEL record 02 Pre-lnit 00:05:23 All Power O State Deasserted Assertion Event
SEL record 02 Pre-Init 00:05:23 Reset Button Reset Button pressed Asgertion Event
SEL record 02 Pre-Init 00:05:23 AC Line OK State Asserted Deassertion Event
SEL record 02 Pre-Init 00:04:40 Power Supply O Presence detected Agsertion Event
SEL record 02 Pre-lnit 00:04:38 ChassislD State State Deasserted Assertion Event
SEL record 02 Pre-Init 00:04:38 AC Line OK State Asserted Assertion Event G
Dane

You can browse the System Event Logs here. Note: these lege@iPMI events. These are different to
the ASMI module’s own system logs.
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Figure 6-18. System Event Log Screen 2

£3 Home - Mozilla Firefox

File Edt Wew Go Bookmarks Tools Help
<:2I - -_' = @ &3 @ I_|j http:/{192. 168, 1,1607home. asp V| 0 = |[CL
w9 A,
Home Console Logout
DL ICLOIG e | B UL | GArE) Cuppay e AeaT i Lrei y
SEL record 02 Pre-Init 00:04:38 ChassislD State State Deasserted Assertion Event
SEL record 02 Pre-Init 00:04:38 AC Line OK State Asserted Agsertion Event
SEL record 02 01/02/2004 02:36:55 ACPI Pwr State S4/35: soft-off Assertion Event
SEL record 02 01/02/2004 02:36:54 All Power OK State Deasserted Assertion Event
SEL record 02 01/02/2004 02:38:54 AC Line OK State Deasserted Assertion Event
h A SEL record 02 01/02/2004 02:36:52 Power Button Fower Button pressed Deassertion Event
: 5 Chaws Control SEL record 02 01/02/2004 01:58:15 Power Button Power Button .pressed . Deassenfnn Event
. Monitor Sensors SEL record 02 0170272004 01:49:08 +5V (ahw) Upper Mon-critical going high Deasserion Event
= System Event Log SEL record 02 01/02/2004 01:42:06 All Power OK State Asserted Assertion Event
. Alert Settings SEL record 02 01/02/2004 01:45:068 Fower Button Power Button pressed Deassertion Event
a0, SEL record 02 01/02/2004 01:49:08 AC Line OK State Deasserted Deagsertion Event
SEL record 02 01/02/2004 01:49.05 Power Button FPower Button pressed Aggertion Event
SEL record 02 01/02/2004 01:48:03 ACP| Pwr State S54/35: soft-off Assertion Event
SEL record 02 010272004 01:49:02 AC Line OK State Asserted Deagsertion Event
SEL record 02 01/02/2004 01:49:02 CPU Thermitrip Therrmal Trip Assertion Event
SEL record 02 01/02/2004 01:49:02 All Power OK State Deasserted Assertion Event
SEL record 02 01/02/2004 01:48:35 Systern Firrmware Progress Unknown Progress Agsertion Event
SEL record 02 0140272004 01:48:14 Al Power OK State Asserted Assertion Event
SEL record 02 01/02/2004 01:48:14 ACP| Pwr State SO0/GO: warking Assertion Event
SEL record 02 010272004 01:43:14 AC Line OK State Deasserted Deassertion Event
SEL record 02 01/02/2004 01:48:13 Fower Button Power Button pressed Deasgertion Event
SEL record 02 01/02/2004 01:43:26 +5W (alw) Upper Mon-critical going high Assertion Event
SEL record 02 01/02/2004 01:43:24 ACP| Pwr State S4/35: soft-off Assettion Event
SEL record 02 01022004 01:43:23 AC Line OK State Deasserted Assertion Event
SEL record 02 01/02/2004 01:43:23 All Power OK State Asserted Deassertion Event
SEL record 02 01/02/2004 01:43:18 Power Button Power Button pressed Azsertion Event
[ = Ciear_ X _ Refresh. ]
' = _ v
Dong i

User Management

The ASMI module comes with a pre-configured user accounti®atministrator also referred as the
super-user. The super-user has the default login namer“saipe: a fixed set of permissions. This user
has all possible rights needed to configure the device anctisa all of the functions of the ASMI
module.

Upon delivery of the ASMI module the account for the supegrtisuper” has the password "pass”.

The ASMI module has two pre-defined user groups:

« Admin - User group for the administrative super-user
- <Unknown> - A restricted group for useres without a specific group.

- None- Not really a group. This indicates that a user is not a merabany group and thus owns a
private set of permissions.
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Note: Even acting as the super-user you cannot delete any of the pre-defined groups. You may
create and delete other groups as you wish.

Change Password

Figure 6-19. Set password

J Home - Mozilla Firefox

File Edit ‘iew Go Bookmarks Tools Help

@ - E% - @ @ @ \D http:f{192.168. 1. 160/home. asp

Change Password

Mew Password | |

Confirm Mew Password | |

=)

Change Password

Change your password by entering the new password in the eppy field. Retype the password in the
field below in order to confirm it.

Click "Apply" to submit your changes.
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Users And Groups

Figure 6-20. Set User

ome - Mozilla Firefox
File  Edit Bookmarks

@ s $ = Q @ @ |[) hetpiff192,168.1. 160 home. asp

View  Go Tools  Help

rUser Management

Mew user name |admin

Full user name |Super\xisor

Confirrn Passward |

|
|
Passwaord | |
|
|

Email addrass |

Mobile nurmber | |

Member of Mot Member of
A supergroup

Group membership

“

rGroup Managemsnt

Existing groups

News group name | |

List of Available Options

A full list of available options follows. This list can onlyetseen by the super-user.

Existing users

Select an existing user for modification. Once a user has $&lented, click the "Lookup" button to
see the user information.

New User Name

The new user login name for the account currently selectéeiog created.

54

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 6. Menu Options

Password

The password for the login name. It must be at least four ciarslong.

Confirm password

Confirmation of the password above.

Email address

This is optional.

Mobile number

This information may be optionally provided.

User Group

Each user can be a member of one group. This can be one of thinlmroups or a newly created
one. A group defines a set of privilege levels (see thereh®user. If a user is in no group the
individual privilege level set can be set for this user.

Press the button "Create" to create a user account. ThenBiMimdify" changes the displayed user
settings. Delete a user by pressing the button "Delete".

Note: The ASMI module is equipped with a host-independent processor and memory unit which
both have limitations in terms of processing instructions and memory space. In order to guarantee an
acceptable response time we recommend not to exceed the number of 25 users connected to the
ASMI module at the same time. The memory space that is available on the ASMI module mainly
depends on the configuration and the usage of the ASMI module (log file entries etc.). This is the
reason why we recommend to not store more than 150 user profiles on the ASMI module.
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Permissions

Figure 6-21. Set Permissions

Fle Edit Go Bookmarks Tools Help

@ 7 EQ ¥ g @ @ [0 hitps /192,188, 1. 160 home.asp

Yiew

- User/Group Permissions
Show permissions for user/group |admin = W
Effective User Permission Inherited
Permission Group Permission
Board Reset: allow access allow access deny access
Change Password: zllow change allow change deny access
Date/Time Settings: allow change allow change deny access
Event Log via IPMI: allow change allow change deny access
Firmware Update: allow access allow access deny access
Forensic Console: allow change allow change deny access
IPMI Settings: allow change allow change deny access
KV Settings: allow change allow change deny access
Keyboard/Mouse Settings: allow change allow change deny access
Language Settings: allow change allow change deny access I
Network Settings: allow change allow change deny access =
Power Control: allow accass allow access deny access ‘l
Power Control Settings: allow change allow change deny access
RC settings (Encoding): allow change aliow change deny access
RC settings (Exclusive Access): allow change allow change deny access
RC settings (General): zllow changs allow change deny access
RC settings (Hotkeys): allow change aliow change deny access
RC settings {Monitor Mode): zllow change allow change deny access
RC settings {Type): allow change allow change deny access
Remote Console Access: zllow access allow access deny access
SNMP Settings: allow change allow change deny access
S5L Certificate Management: sllow access sllow access deny access
Security Settings: allow change allow change deny access
Server Status via IPMI: zllow change allow change deny access
Telnet Console: allow access allow access deny access
User/Group Management: sllow change allow change deny access
User/Group Permissions: allow change allow change deny access L4
Virtual Floppy Upload: zllow access allow access deny access

Only one permission set per user is allowed. Either the uerits permissions from his/her group or if
the user does not belong to a group, the permissions can belsédually for this user.

This page allows you to set these permissions for each gnogpap-less user. First select the item
(group or group-less user) from the drop-down lists. Alledp@s you make then affect the permission set
of the selected entity.
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Each entry allows or denies the usage of a certain funciiyn@he fields labelled "RC Settings" pertain
to the settings of the Remote Console.

KVM Settings

User Console

The following settings are user specific. That means thersugesr can customize these settings for every
user. Changing the settings for one user does not affecettiegs of other users.

Figure 6-22. User Console Settings (Part 1)

) Home - Mozilla Firefox

EEX

File Edit Vew Go Bookmarks Tools Help

&5 [ @] [ hetpif192.169. 1. 160 home. asp v 0« [ |

-rRemote Console Settings for User

The settings on this page are user specific, Changes
you make here will affect the selected user only.

[super ¥ (SEUTETN Fi

rTransmission Encoding
51 Automatic Detection ™
(O Pre-configured

Metwork speed | LAN (high colar

) Manually

Compression |- none

Color depth | 151

Remote Console Settings for Users

This selection box displays the user ID for which the valuesshown and for which the changes will
take effect. Select the desired user from the selection hd»peess the button "Update”. This will result
in displaying the proper user settings shown below.

Note: You are allowed to change the settings of other users only if you have the necessary access
rights for this task. For a regular user without the correct permissions it is not possible to change the
settings for any other user.
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Transmission Encoding

The Transmission Encoding setting allows changing the evaxgcoding algorithm that is used to
transmit the video data to the Remote Console window. It &sitde to optimize the speed of the remote
screen depending on the number of users working at the saraetid the bandwidth of the network
connection (Modem, ISDN, DSL, LAN, etc.).

Automatic detection

The encoding and the compression level is determined atiwaty from the available bandwidth
and the current content of the video image.

Pre-configured

The pre-configured settings deliver the best result duegofitimized adjustment of the
compression level and color depth for the indicated netwgpded.

Manually

Allows to adjust both compression rate and the color demlvidually. Depending on the selected
compression rate the data stream between the ASMI modulthariRemote Console will be
compressed in order to save bandwidth. Since high compressies are very time consuming,
they should not be used while several users are accessidgtiiemodule simultaneously.

The standard color depth is 16 Bit (65536 colors). The otblraepths are intended for slower
network connections in order to allow a faster transmissicestata. Therefore compression level 0
(no compression) uses only 16 Bit color depth. For lower badths only 4 Bit (16 colors) and 2
Bit (4 gray scales) are recommended for typical desktopfates. Photo-like pictures have best
results with 4 Bit (16 gray scales). 1 Bit color depth (bladhite) should only be used for extremely
slow network connections.
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Figure 6-23. User Console Settings (Part 2)

3 Home - Mozilla Firefox

File Edit V“ew Go Bookmarks Tools Help

<:E = I:I @ | hitpy/j192.168.1.160/home. sp v| ® e |G, |
=
B o A,
Home Console. Logout
f—— . rRemote Console Type A

& Default Java WM~
() Sun Microsystems Java Browser Plugin

If you do not have the Java Browser Plugin
already installed on your systern, this option
will cause downloading of around 11 MBwte
Flugin code. The Pluginwill enable extended
Femote Console functionality

rMiscellaneous Remote Console Setting
[ Start in Maonitor Mode
[[] Start in Exclusive Access Mode

riMouse Hotkey

Hatkey [AlteF12 |-

Used for fast mouse synchronization (in Double
louse mode) and to free the grabbed mouse (in
Single Mouse mode)

Click here for Help

rRemote Console Button Kays

Key Definition Name

Button Key 1 |confirm Cirl+Alt+Delete |

Click here far Help

Done

Remote Console Type

Specifies which Remote Console Viewer to use.

Default Java Virtual Machine (JVM)

Uses the default JVM of your web browser. This may be the MicfoJVM for the Internet
Explorer or the Sun JVM if it is configured this way. Use of the\SVM may also be forced (see
below).

Sun Microsystems Java Browser Plugin

Instructs the web browser of your administration systenmstthe JVM of Sun Microsystems. The
JVM in the browser is used to run the code for the Remote Censimidow which is actually a Java
Applet. If you check this box for the first time on your adminédion system and the appropriate
Java plug-in is not yet installed on your system, it will bewtioaded and installed automatically.
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However, in order to make the installation possible youilséie to answer the required dialogs with
"yes". The download volume is around 11 Mbytes. The advantdglownloading Sun’s JVM is the
usage of a stable and identical JVM across different platéoiThe Remote Console software is
optimized for this JVM version and offers a wider range ofdtionality when run in SUN’'s JVM.

Tip: If you are connected over a slow connection to the Internet you can also pre-install the
JVM on your administration machine. The software is available on the CD ROM that is delivered
along with the ASMI module.

Miscellaneous Remote Console Settings

Start in Monitor Mode

Sets the initial value for the monitor mode. By default thenitmr mode is disabled. If case you
switch it on the Remote Console window will be started in alrealy mode, i.e. only remote video
is visible - remote keyboard and mouse are not connected.

Start in Exclusive Access Mode

Enables the exclusive access mode immediately at Remotsleostartup. This forces the Remote
Consoles of all other users to close. Nobody else can opaRahmte Console at the same time
again until you disable this feature or log off.

Mouse Hotkey

Allows to specify a hotkey combination which starts either mouse synchronization process if pressed
in the Remote Console or is used to leave the single mouse.fbieis only available if you have
selected the Mouse Mode "Other Operating System".

Remote Console Button Keys

Button Keys allow simulating keystrokes on the remote sydteat cannot be generated locally. The
reason for this might be a missing key or just the fact thatdbal operating system of the Remote
Console is unconditionally catching this keystroke algedgtpical examples are "Control+Alt+Delete”
on Windows and DOS, that is always caught or the key sequeédmetfol+Backspace" on Linux that
can be used for terminating the X-Server.

In order to define a new Button Key or to adjust an existing aaneeta look at the rules that describe the
setting for a key. In general, the syntax for a key is as fodlow

[confirm <keycode>[+|-|>[*]<keycode>]*

A term in brackets is optional. The asterisk at the end mdaats/bu may add further keys as is often
required in your case. The term "confirm" adds an confirmatiatog that is displayed before the key
strokes will be sent to the remote host.
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The "keycode" is the key to be sent. Multiple key codes cardmeatenated with either a plus, a minus,
or an ">" sign. The plus sign builds key combinations - all kbgs will be pressed until a minus sign or
the end of the combination is encountered. In this case edlgad keys will be released in reversed
sequence. So, the minus sign builds single, separate lesgzrand keyreleases. The ">" sign releases
the last key only. The asterisk inserts a pause with a durafid 00 milliseconds.

As an example the key combination of Ctrl, Alt and F2 is représd by the sequence
Crl +Al t +F2
For a full list of key codes and aliases please refer toAfppendix D

Note: If you need more button keys than shown use the button "More entries". This will open a list of
additional entry fields.

Keyboard/Mouse

Figure 6-24. Keyboard and Mouse Settings

) Home - Mozilla Firefox |:‘@”‘X|
File Edit ‘Wiew Go Bookmarks Tools  Help i

@ - E"‘/ B I:,I @ \IJ http:f{192.168.1.160/home. asp V| B o |@, |

rKeyboardiMouse Settings

Key release timeout [] enabled *

Timeout aﬂerlﬁﬁ msec

Enable key release timeout if you experience duplicated
keystrokes during poor netwiork performance.

USB Mouse Type | Windows »= 2000, Mac 05 %+ | %

Mouse speed Auto

Fixed scaling 1: I |.00 *
m Reset to defaults

* Stored value 15 equal to the default

Done
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Key Release Timeout

This is an important option if you are accessing the ASMI nledwer a slow or congested network. In
such a situation you transmit a network packet containieg#y PRESS to the ASMI module. When
you release the key, then the ASMI module will receive a ggoading RELEASE packet. When the
network is slow then it take too long for the RELEASE packedave. This might mislead the ASMI
module to replicate the key press, this is like you holdingddhe desired key.

The Key Release Timeout in milli-seconds tells the ASMI mleda consider the key released even
when no RELEASE packet has arrived. This avoids keys beingemtionally repeated.

USB Mouse Type

Enables the USB mouse type. Choose an appropriate optiontfr® selection box. Choose between
"MS Windows 2000 or newer" for MS Windows 2000, 2003 Servd®?, & "Other Operating Systems"
for MS Windows NT, Linux, or OS X.

In "MS Windows 2000 or newer" mode the remote mouse is alwgystgonized with the local mouse.
For a detailed description of the mouse type and recommeutéxhs for the different operating
systems sethe Section calleRecommended Mouse Setting€hapter 4

Mouse Speed

- Auto mouse speed

Use this option if the mouse settings on the host use an adédltacceleration setting. The ASMI
modaule tries to detect the acceleration and speed of thearhurgng the mouse sync process.

- Fixed mouse speed
Use a direct translation of mouse movements between thedodahe remote pointer.

You may also set a fixed scaling which determines the amoernetimote mouse pointer is moved
when the local mouse pointer is moved by one pixel. This opioly works when the mouse settings
on the host are linear. This means that there is no mousesgatieh involved.

To set the options click on the button "Apply".

Device Settings

Network

The Network Settings panel as showrFigure 6-25allows changing network related parameters. Each
parameter will be explained below. Once applied the new otwettings will immediately come into
effect.
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Figure 6-25. Network Settings

3 Home - Mozilla Firefox
File  Edi Bookmarks

@ = E& = @ @ @ |[] hetpifi192.168.1.160¢home. asp

Yiew G0 Tools  Help

rMNetwork Basic Settings

IP auto configuration | DHCP % |~

Preferred host name (DHCP only) | |*
IP address
Subnet masgk (00 005 R
Gateway P address
Primary DNS server IP address
Secondary DNS server IP address l:l %

rNetwork Miscellaneous Settings

Remaote Console & HTTPS port *
HTTP port [0 -
TELNET port .
SsHpot 22
Bandwicth Limit [ | kbités ~

[71 Enable TELMET access ©
[ Enable S5H access *
[] Disable Setup Protocal

rLAN Interface Settings

Current LAN interface pararmeters: Unknown

LAN interface speed | Autodetect v | =
LAN interface duplex mode | Autodetect (% |~

ﬁ Reset.to defaults =

* Gtored valus 15 equal to the default ]

Warning

The initial IP configuration is usually done directly on the host system using the
special procedure described in Table 4-1 in Chapter 4.

Warning

Changing the network settings of the ASMI module might result in losing the
connection to it. In case you change the settings remotely make sure that all the
values are correct and you still have a way to access the ASMI module.
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Basic Network Settings

IP auto configuration

With this option you can define whether the ASMI module shdetdh its network settings from a
DHCP or BOOTP server. For DHCP select "dhcp" and for BOOTEBatébootp” accordingly. If
you choose "none" then IP auto configuration is disablechibdase the IP address and netmask
have to be configured manually. If necessary, gateway and$&N&r IP addresses have to be set as
well.

Preferred host name
Preferred host name to request from DHCP server. Wheth@& &P server takes the ASMI
module’s suggestion into account or not depends on the DH@GRIsconfiguration.

IP address

IP address in the usual dot notation.

Subnet Mask

The net mask of the local network.

Gateway IP address

In case the ASMI module should be accessible from netwothkerdhan the local one, this IP
address must be set to the local network router’s IP address.

Primary DNS Server IP Address

IP address of the primary Domain Name Server in dot notalidhis option is left empty, the
ASMI module will not be able to perform name resolution.

Secondary DNS Server IP Address

IP address of the secondary Domain Name Server in dot notétiwill be used in case the Primary
DNS Server cannot be contacted.

Miscellaneous Network Settings

Remote Console and HTTPS port

Port number at which the ASMI module’s Remote Console sexmdrHTTPS server are listening.
If left empty the default value (port 443) will be used.

HTTP port

Port number at which the ASMI module’s HTTP server is listenilf left empty the default value
(port 80) will be used.

Telnet port

Port number at which the ASMI module’s Telnet server is figtg. If left empty the default value
(port 23) will be used.

64

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 6. Menu Options

SSH port
Port number at which the ASMI module’s SSH (Secure Shelljesds listening. If left empty the
default value (port 22) will be used.

Bandwidth Limit

The maximum network traffic generated through the ASMI medithernet device. Value in Kbit/s.

Enable Telnet

This enables the Telnet client mode.

Enable SSH
This enables the SSH (Secure Shell) client mode.

Disable Setup Protocol

Enable this option to exclude the ASMI module from the setxgiqzol.

LAN Interface Settings

This entry field displays the current settings for the Etk#irAN interface of the ASMI module. You
may choose between auto negotiation and a fixed settingddtttiernet transceiver settings "interface
speed" and "duplex mode" in case auto negotiation does nixteeorectly.

LAN interface speed

Depending on your network connection you may select an gypiate speed value for this interface.
To adjust the interface automatically choose "autodet@efault value). If this selection results in
misbehavior of the interface, choose one of other speedmpto work with. The interface will
transmit and receive data with that fixed speed.

LAN interface duplex mode

If necessary you may also select a specific duplex mode. Theltlgalue is set to "autodetect”
which leads to an automatic setting of the duplex mode ddpgrmuh your network (recommended).
As an alternative you may explicitly set the interface tbeit"half duplex” or "full duplex" mode.
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Dynamic DNS

Figure 6-26. Dynamic DNS

J Home - Mozilla Firefox
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rDynamic DNS Settings

[[] Enable Dynamic DNE ~
Dynarnic DME server www. dyndng.org

DMNS System ID_vnamic v

Hostrarme (2y. yourhost dyndns.corm) | |

.Us‘ername.| |

Passward | |

Check tims (HHMM) [ |-
Check interval |24h ¥l =

= Dynamic DNS Delete saved external IP- @
m . Reset to defauits

* Stored value is equal to the default

.

A freely available Dynamic DNS servicdy(ndns. or g) can be used in the following scenario (see
Figure 6-27.
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Figure 6-27. Dynamic DNS Scenario

Dynamic IP

The ASMI module is reachable via the IP address of the DSLerauhich is dynamically assigned by
the provider. Since the administrator does not know the tRes$ assigned by the provider, the ASMI
module connects to a special dynamic DNS server in reguianials and registers its IP address there.
The administrator may contact this server as well and picthagsame IP address belonging to his card.

The administrator has to register the selected ASMI moditletlve Dynamic DNS Server and give it a
hostname. The Dynamic DNS Server will return a nickname asd\ord to the registration process.
This account information (together with the hostname) ideel in order to determine the IP address of
the registered ASMI module.

You have to perform the following steps in order to enable &yit DNS:

1. Make sure that the LAN interface of the ASMI module is pndpeonfigured.
2. Enter the Dynamic DNS Settings configuration dialog aswshio Figure 6-26
3. Enable Dynamic DNS and change the settings accordingupngeds (see below).

Enable Dynamic DNS

This enables the Dynamic DNS service. It requires a promenhfigured DNS server IP address.

Dynamic DNS server

This is the server name where ASMI module registers itselégular intervals. Currently thisis a
fixed setting since onlylyndns. or g is supported for now.

Hostname
This is the hostname of the ASMI module that is provided byRlgaamic DNS Server.

Tip: Use the fully qualified host name (including the domain, e.g. t est ser ver . dyndns. or g) not just
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the abbreviated hostname.

Username
You have registered this username during your manual ratjest with the Dynamic DNS Server.
Spaces are not allowed in the Nickname.

Password

You have used this password during your manual registratiimthe Dynamic DNS Server.

Check time
The ASMI module card registers itself with the Dynamic DN8/se at this time.

Check interval

This is the report interval to the Dynamic DNS server by thevA&odule.

Warning

The ASMI module has its own independent real time clock. Make sure the time
setting of the ASMI module is correct (see the Section called Date And Time).

The option "Delete saved external IP" is useful if you wotuke ko update your IP address saved
externally. To delete the saved address press the buttdatéDe
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Figure 6-28. Device Security

2 Home - Mozilla Firefox

File Edit Wew Go Bookmarks Tools  Help
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rEncryption Setting
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[] Force HTTPS for Web access
OTy O Farce

rIP Access Control

Rule #

Please note: 'Apply' is required, or changes will be lost

[ Enable IP Access Contral =

Default policy | A0 05F

IP/Mask Policy

| | | [FEcErT

rUser Blocking

Ma.

nurnber of failed loging ‘ |(empty for infinite) ~

Block time (minutes) |(empty for infinite)

Reset to defaults

* Stored valus 1= equal to the default

Done

KVM Encryption

If this option is enabled, access to the web front-end is polsible using a HTTPS connection.

The ASMI module will not listen on the HTTP port for incomingrinections.

In case you want to create your own SSL certificate that is ts@tentify the ASMI module refer

to the Section calle€ertificate

KVM Encryption

This option controls the encryption of the KVM protocol. $hrotocol is used by the Remote
Console to transmit both the screen data to the administrechine and keyboard and mouse data

back to the host.

If set to "Off" no encryption will be used. If set to "Try" the@plet tries to make an encrypted

connection. In case that the connection cannot be estaflai unencrypted connection will be
used instead. If set to "Force" the applet tries to make arypted connection. An error will be
reported in case the connection establishment fails.
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IP Access Control

This section contains settings for the ASMI module’s binilfirewall. The firewall can be enabled
or disabled. When enabled the firewall allows you to exgli¢itock or allow connections from
certain client IP addresses.

If the default policy is set to DROP, a list of IP addressesduirass ranges can be configured to be
exceptionally ACCEPTed. When the default policy is set taCKPT, a list of IP addresses or
address ranges can be configured to be exceptionally DROPped

Tip: Itis a good idea to DROP everything and then only ACCEPT a few connections. This is a
lot more secure, than the other way around.

The network or address range has to be configured in CIDRgEkssInter-Domain Routing)
notation, e.g. 192.168.1.0/24. It has to consist of a IPeskifollowed by a slash and the number of
relevant bits belonging to the network or address rangentoogifrom the left).

Group Based System Access Control

This is similar to the option above, except that you can $pecgroup of IP addresses and not a
network with a network mask.

User Blocking

When someone attempts to login to the ASMI module and fads,gan specify how many failed
login attempts the ASMI module should tolerate before wagifior the specified number of "Block
Time" minutes before it allows further logins. This is uddar blocking automated hacking and
cracking attempts.

Login Limitations

You can specify if only a single user is allowed to login to &@&MI module at one time. Note that
if you do so, this greatly reduces the usefulness of for exanie chat window, because you can
then only talk to yourself. Also if another administratotagged in from a different location, then
you will be blocked acessing the ASMI module.

Password aging is the time interval at which users are requé@ change their password. Some
systems refer to this as "Password Expiry".
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Certificate
Figure 6-29. Certificate Settings
) Home - Mozilla Firefox g@
File Edit View Go Bookmarks Tools  Help
Q@ - EL/ . @ I-:_\' @ [[) hetpiff192.169.1. 160 home. asp ¥ @ e [IGL |
Home  Console Logout

r Certificate Signing Request (CSR)

Common name |J0hn Doe

Organizational unit |Marketing Dept.

Organization iACME Carp.

Locality/City [Washington D.C.

Country (150 code) !US

Email liohndoe@acme.com

Challenge password i‘“‘“"“““““‘“‘

[

|
|
|
|
State/Province |U.S.A. |
|
|
|
|

Confirm Challenge password i

Key length (bits) | 1024 »
[ __Create ] Reset to defaults

* Stored value is

Done

The ASMI module uses the Secure Socket Layer (SSL) protacalrfy encrypted network traffic
between itself and a connected client. During the conneetitablishment the ASMI module has to
expose its identity to a client using a cryptographic cedte. After delivery this certificate and the
underlying secret key is the same for all ASMI module evedpaed and certainly will not match the
network configuration that will be applied to the ASMI modubads by its user. The certificate’s
underlying secret key is also used for securing the SSL Heahkas Hence, this is a security risk (but far
better than no encryption at all).

However, it is possible to generate and install a new basé@®Bxcertificate that is unique for a
particular ASMI module card. In order to do that, the ASMI mb&lis able to generate a new
cryptographic key and the associated Certificate SignirguBst (CSR) that needs to be certified by a
certification authority (CA). A certification authority viées that you are the person who you claim to be
and signs and issues the SSL certificate to you.

To create and install an SSL certificate for the ASMI modugeftiilowing steps are necessary:
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1. Create a SSL Certificate Signing Request using the paoelrsim Figure 6-29 You need to fill out
a number of fields that are explained below. Once this is ddind, on the button "Create" which
will initiate the Certificate Signing Request generationeTCSR can be downloaded to your
administration machine with the "Download CSR" button (Biggure 6-30.

2. Send the saved CSR to a CA for certification. You will getriber certificate from the CA after a
more or less complicated traditional authentication pseddepending on the CA).

3. Upload the certificate to the ASMI module using the "Uplblagtton as shown ifrigure 6-30

Figure 6-30. SSL Certificate Upload
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File Edit MYiew Go Bookmarks Tools Help

@ - LL, . % l:,\l @ ||'_| http:j192, 168, 1. 160/home. asp v| ® e =N \

B2 A
Home Console Logout

r Certificate Signing Request (CSR}———
The following CSR is pending:
us

countr ylame

stateCrProvincelame = U.5.4.
localityName = Washington D.C.
organizat ionlame = ACME Corp.
organizationallUnitName = Marketing Dept.
cormno nilame = John Doe

emailliddress johndoellacme . com

rCertificate Upload

SEL Certificate File | |[ Browse... ]

..g_;'ﬁuih
- Evel

Dane

After completing these three steps the ASMI module has its csvtificate that can be used to identify
the card to its clients.

Warning

If you destroy the CSR on the ASMI module there is no way to get it back! In case
you delete it by mistake, you have to repeat the three steps described above.
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Common name

This is the network name of the ASMI module once it is insthilethe user’s network (usually the
fully qualified domain name). It is identical to the name tisaised to access the ASMI module
with a web browser but without the prefix "http://". In case thame given here and the actual
network name differ, the browser will pop up a security wagnivhen the ASMI module is
accessed using HTTPS.

Organizational Unit
This field is used for specifying to which department withinaganization the ASMI module
belongs.

Organization

The name of the organization to which the ASMI module belongs

Locality/City

The city where the organization is located.

State/Province

The state or province where the organization is located.

Country (ISO code)

The country where the organization is located. This is theletter ISO code, e.g. DE for Germany
or US for the USA.

Challenge Password
Some certification authorities require a challenge passwwoauthorize later changes on the
certificate (e.g. revocation of the certificate). The mirilaagth of this password is four characters.
Confirm Challenge Password

Confirmation of the Challenge Password.

Email

The email address of a contact person that is responsibleddkSMI module and its security.

Key length

This is the length of the generated key in bits. 1024 Bits appesed to be sufficient for most cases.
Longer keys may result in slower response time of the ASMI al@during connection
establishment.
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3 Home - Mozilla Firefox

File Edit View Go Bookmarks
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Figure 6-31. Date and Time

Q@ - EL/ . @ I-:_\' @ \D http:f{192,168, 1.160/home. asp v| © 6o ||Q|,

rDatel/Time Settings

UTC Offset | +-0h » |

& User specified time

Operation completed successfully.

Dats 10 [/ |5 #2006 | fmiddryyyy)

Time (3 243 |- 45 | (thhemimess)

(0 Synchronize with NTP Server

Primary Time server

14216817 |

Secondary Time server | | *

The NTF Server configuration is obtained automatically. For proper
function, please make sure that the BOOTRDHCP server used by
this device provides correct time server information.

ﬁ Reset to defauits

* Stored value is aqual to the default

Done

This link refers to a page where the internal realtime clddke ASMI module can be set up (see

Figure 6-3). You have the possibility to adjust the clock manually ouse an NTP time server. Without

a time server your time setting will not be persistent, so lyave to adjust it again after the ASMI

module loses power for more than a few minutes. To avoid thisoan use a NTP time server which sets
up the internal clock automatically to the current UTC tirBecause NTP server time is always UTC
there is a setting that allows you to set up a static offseetggur local time.

country.

There is currently no way to automatically adjust the daylight savings time. So you
have to set up the UTC offset twice a year properly to suit the local rules of your

Warning
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Authentication Settings

Figure 6-32. LDAP and other Authentication Settings
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On this screen you can specify where the ASMI module will lookrder to authenticate the users. You
can either use "Local Authentication”, this means you nedthve created the user account on the ASMI
module and the user/group information residing on the ASMdtaie will be used for authentication.

The other options allow you to specify an LDAP or RADIUS Seteeuse for the login authentication.
These methods are very useful when you want to map userspatifis groups which have certain
privileges. It is usually far easier and simpler to referlteady existing groups, rather than having to
re-enter everything into the ASMI module.

Note: Whatever you configure you can always login over the network as the super-user "super”. The
super-user is always authenticated and authorized locally, so you always have a "back door" to
access the ASMI module.

LDAP Access

The ASMI module uses LDAP only for authentication (passwaedfication). User privileges and
private settings are still stored locally in the ASMI moduléat’'s why, a user account has to be created
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on the ASMI module before this user can login via LDAP. Alsibpavilege configurations have to be
done within the ASMI user management ($ke Section calletUser Managemeint

In order to configure the LDAP access, you can set the follgwiptions:

« User LDAP Server: Here you should enter the name or IP addféks LDAP server containing the
user entries. If you choose a name instead of an IP addressegalito configure a DNS server in the
network settings e.g.: 192.168.1.250

- Base DN of User LDAP Server: Here you specify the distingegshame (DN) where the directory
tree starts in the user LDAP server e.g.: dc=test,dc=dohaicom

- Type of external LDAP Server: with this option you set theetyyf the external LDAP server. This is
necessary since some server types require special handltidgionally, the default values for the
LDAP scheme are set appropriately. You can choose betweemari® LDAP Server, a Novell
Directory Service and a Microsoft Active Directory. If yoave neither a Novell Directory Service nor
a Microsoft Active Directory then choose the Generic LDARV@e and edit the LDAP scheme used
(see below).

« Name of login-name attribute: this is the name of the atteélmontaining the unique login name of a
user, to use the default leave this field empty. The defapkedds on the selected LDAP server type.

- Name of user-entry object class: this is the object clagddleatifies a user in the LDAP directory, to
use the default leave this field empty. The default depends@selected LDAP server type.

- Here you can refine the search for users that should be knothe t8SMI module.

« Active Directory Domain: this option represents the actiirectory domain that is configured in the
Microsoft Active Directory server. This option is only vdlif you have chosen a Microsoft Active
Directory as the LDAP server type. E.g.: test.domain.com

Using the RADIUS Server

RADIUS (Remote Authentication Dial In User Service) is atpaml specified by the Internet
Engineering Task Force (IETF) working group. There are tpectfications that make up the RADIUS
protocol suite: Authentication and Accounting. These Hpations aim to centralize authentication,
configuration and accounting for dial-in services to an petelent server. The RADIUS protocol exists
in several implementations such as freeRADIUS, openRADIUBADIUS on UNIX systems. The
RADIUS protocol itself is well specified and tested. We carega recommendation for all products
listed above, especially for the freeRADIUS implementatio

For detailed information on how to setup the RADIUS servizape refer téA\ppendix C

Note: Currently, we do not support challenge/response. An Access Challenge response is seen and
evaluated as an Access Reject.

In order to access a remote device using the RADIUS protamohave to login first. You are then asked
to specify your user name and password. The RADIUS servdsngaur input data (Authentication) and
the ASMI module looks for your profile (Authorization). Thegfile defines (or limits) your actions and
may differ depending on your specific situation. If thereassauch profile your access via RADIUS will
be refused. In terms of the remote activity mechanism thimleig RADIUS works similarly to the
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Remote Console. If there is no activity for half an hour yoommection to the ASMI module will be
terminated and closed.

- Server: enter either the IP address or the hostname of thd B&Berver to connect to. If you use the
hostname DNS has to be configured and enabled.

« Shared Secret: a shared secret is a text string that seragssasword between the RADIUS client
and RADIUS server. In this case the ASMI module acts as a RADilient. A shared secret is used
to verify that RADIUS messages are sent by a RADIUS-enabdsitd that is configured with the
same shared secret and to verify that the RADIUS messagehasen modified in transit (message
integrity). For the shared secret you can use any standalndmlimeric and special characters. A
shared secret may consist of up to 128 characters in lengtimay contain both lowercase and
uppercase letters (A-Z,a-z), numerals (0-9) and other sys(all characters not defined as letters or
numerals) such as an exclamation mark (!) or an asterisk (*).

- Authentication Port: the port the RADIUS server uses t@fidor authentication requests. The default
value is #1812,

- Accounting Port: the port the RADIUS server uses to listaraficounting requests.

- Timeout: sets the request TTL (time-to-live) in secondse TAL is the time to wait for the
completion of the request. If the request job is not completihin this interval of time it is
cancelled. The default value is 1 second.

- Retries: sets the number of retries when a request cannatbgleted. The default value is to retry 3
times.

- Global Authentication Type: sets the authentication prokoT his can be the unencrypted PAP
(Password Authentication Protocol) or the encrypted CHBRa{lenge Handshake Authentication
Protocaol).
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Event Log

Figure 6-33. Event Log Screen Part 1
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i EventLog

|
:

ASMI internal events (like a login failure or a firmware upelpare logged to a selection of logging
destinations (sekigure 6-33andFigure 6-34.

Each of those events belong to an event group which can hatettiseparately. For a detailed
specification of the existing event groups and the log evegitsnging to them, use the "help" link in the
HTML frontend.
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Figure 6-34. Event Log Screen Part 2
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The common way to log events is to use the internal log lishefASMI module. To show the log list
click on the item "Event Log" from the section "Maintenanda'the Event Log Settings you can choose
how many log entries are shown on each page. You can alscthiebg file here.

Event Log Targets

List logging enabled

If you wish to log events you may use the internal log list & &SMI module. Click on "Event
Log" on the "Maintenance" page to show the log list.

Since the ASMI module’s system memory is used to save alltfegrnation, the maximum number
of possible log list entries is restricted to 1.000 event&riz entry that exceeds this limit overwrites

the oldest one automatically.
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Warning

If the reset button on the HTML frontend is used to restart the ASMI
module, all logging information is saved permanently and is available
after the ASMI module has been started. If the ASMI module loses
power or a hard reset is performed all logging data will be lost. In order
to avoid this use one of the log methods described below.

NFS Logging enabled

Defines an NFS server which exports a directory allowing tB&Amodule to write all of its
logging data to a file that is located there. If you need toerdgging data from more than one
ASMI module device to a single NFS share, you have to define adime that is unique for each
device. When you change the NFS settings and press the Bagpmhy", the NFS share will be
mounted immediately. Therefore the NFS share and the NR@rsigzlds must be filled with valid
values or you will get an error message.

Warning

In contrast to the internal log file on the ASMI module, the size of the
NFS log file is not limited. Every log event will be appended to the end of
the file so it grows continuously and you may have to delete it or move it
away from time to time.

SMTP Logging enabled

With this option the ASMI module is able to send emails to adreds given by the Email address
text field in the Event Log Settings. These emails contairstirae description strings as the internal
log file and the email subject is set to the event group of tgesl@nt. In order to use this log
destination you have to specify an SMTP server that has tedhable from the ASMI module
device and that needs no authentication at all (<servesjp#t>).

SNMP Logging enabled

If this is activated, the ASMI module sends an SNMP trap tosihecified destination IP address
every time a log event occurs. If the receiver requires a canityistring you can define it in the
appropriate text field. Most of the event traps only contaia descriptive string with alll
information about the log event. Only authentication anstlpower events have their own trap
class that consists of several fields with detailed inforomeibout the occurred event. In order to
receive SNMP traps any SNMP trap listener may be used.

Event Log Assignments

You may choose which actions of the ASMI module will be reeatih the log file. Tick the desired
box(es) and click "Apply" to confirm your selection.
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SNMP

Figure 6-35. SNMP settings
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Click here to view the SHMP WIB

m _ Reset to.defaults

* Storad valus is equal to the default

The following information is available via SNMP:

Serial number
« Firmware version
MAC address / IP address / Netmask / Gateway of LAN interface

- Server’s power state
. Server's POST code

The following actions can be initiated via SNMP:

- Reset server
- Power server on/off
- Reset the ASMI module
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The following events are reported by the ASMI module via SNMP

« Login attempt to the ASMI module failed.

- Login attempt to the ASMI module succeeded.
- Denying access to a particular action.

» Server was reset.

« Server was powered on/off.

The SNMP settings panel as showrHigure 6-35s described below. It allows you to change SNMP
related parameters.

Enable SNMP Agent
If this option is checked the ASMI module will reply to SNMPgegests.

Tip: If a community is left blank, you cannot perform the according request. E.g. if you want to
disable the possibility to reset the ASMI module via SNMP then do not set a write community.

Read Community

This is the SNMP community which allows you to retrieve infation via SNMP.

Write Community
This community allows you to set options and to reset the A8idtule or the host via SNMP, i.e.
everything that affects the remote host or the ASMI module.

System Location
Enter a description of the physical location of the host. d@ascription will be used in the reply to
an SNMP request "sysLocation.0".

System Contact
Enter a contact person for the host. The value will be usedptyrto the SNMP request
"sysContact.0".

The ASMI module SNMP MIB

This link allows you to download the ASMI module’s SNMP MIBHilThis file may be necessary
for an SNMP client to communicate with the ASMI module.
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Device Information

¥ Home - Mozilla Firefox

File Edit ‘iew Go Bookmarks

Tools

Chapter 6. Menu Options

Figure 6-36. Device Information

Help

cﬂﬂ = E:v > |:,:| @ | hitpy//192.168.1.160jhome.asp

v @ & [GL

A 2

= Device Information

rDevice Information

Product Name:

Serial Number:

Device IP Address:
Device MAC Address:
Firmware Version:
Firmware Build Number:
Firmware Description:
Hardware Revision:

ASMI G4 Daughter Card
0755AF010444541B
192.168.1.160
fe:d5:00:76:chch
04.02.00

4369

Standard Edition

0x21

Wiew the datafile for support

rConnected Users

super (192.168.5.128) active

Done

This section contains a summary of various information abids ASMI module and its current
firmware and allows you to reset the card. You may have a lo&ligaire 6-36for an example.

The data file for support allows you to download the ASMI meddita file with specific support
information. This is an XML file with specifically customizedpport information like the serial number
etc. You may send us this information together with a supgeopiest: it will help us to locate and solve
your reported problem faster.
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Figure 6-37. Connected Users

test (62.238.0.39) active
test (80.145.25.183) 26 min idle
test (212.183.10.29) 20 min idle

test (62.153.241.228) RC (exclusive) active

Host (IP address) User activity

Connected user(s) Remote Console opened (in exclusive mode)

Figure 6-37displays the ASMI module activity. From left to right the cmtted user(s), its IP address
(from which host the user comes from) and their activityustas displayed. "RC" indicates that the
Remote Console is open. If the Remote Console is opened ahi%xe mode" the term "(exclusive)" is
added. For more information about this option see

the Section calle@kemote Console Control Bar Chapter 5User activitiy is displayed in the last
column. It contains either the term "active" for an activerusr the idle time for an inactive user.
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Event Log

Figure 6-38. Event Log List

3 Home - Mozilla Firefox

File Edit “ew Go Bookmarks Tools Help

(35! - E"; . % I:'I @ ‘|_\ bbb/ (152,168, 1. 160/ home. asp v| © 6o ||Q, |

‘Home Console

rEvent Log
[ Prev ]| Mext ]
Date Event Description
01014970 03:15:14 Remote Console Connection to client 192.168.5.129 closed
010115970 03:13:55 Remote Consale Connection to client 192.168.5.129 established
01014570 02:49:45 Remote Console Connection to client 152.165.5.129 closed
01014970 02:36:45 Remote Console Connection to client 192.168.5.129 established.
01014970 02:21:01  Authentication  User 'super’ logged in from P address 192.168.5.129
01/01M5970 00:03:26 Authentication  User ‘super’ logged in from IP address 192 168.1.116
01014570 00:03:18 Board Message Device successfully started.
01014970 00:01:07  Authentication  User 'super’ logged in from P address 192.168.1.116
01014970 00:00:24 Board Message  Device successfully started.
01011570 00:00:23 Board Message  Device successfully started
01014570 00:03:10 Board Message Device successfully started.
[ Prev ]| Mext |

Done

Figure 6-38displays the Event Log list. It includes the events that &t by the ASMI module
extended by the event date, a short event description an@ thedress that the request was sent from.

You may use the text buttons "Prev" and "Next" to browse withie data. The button "Prev" displays the
previous page with older log information whereas the buthext" switches to the following page with
newer log information.
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Update Firmware

Figure 6-39. Update Firmware

) Home - Mozilla Firefox E“EHZ]

File Edit ‘iew Go Bookmarks Tools  Help £r

Qg = [: 7 %‘ I:.I @ [ hetpsfy192.168.1. 160 home. asp ¥ ® = [[GL ‘
‘Home Console ‘Logout

Firmware Upload

Firrrware File | |[ Browse. .

plead

- Uniit Reset

Done

The ASMI module is a complete standalone computer. The soéit runs is called the firmware. The
firmware of the ASMI module can be updated remotely in ordénstall new functionality, bug fixes or
special features.

New releases of the ASMI G4 module firmware are available fintipt//support.raritan.com by
searching for Raritan ASMI G4 Module. If the firmware file is@tpressed file with suffixzi p you
have to unzip it before you can proceed. In order to extracatichive you may use WinZip from
http://ww. wi nzi p. com’ (for Windows OS) or a tool namathzi p that might be already provided
by your OS (UNIX, Linux, OS X).

Before you can start updating the firmware of your ASMI modbknew and uncompressed firmware
file has to be accessible on the system that you use for congéatthe ASMI module.

Updating the firmware is a three-stage process:

1. The new firmware file needs to be uploaded to the ASMI modiulerder to do that you need to
select the file on your local system using the button "Brovedetie Upload Firmware panel (see
Figure 6-39. Then click "Upload" to transfer the selected file from ytagal file system to the
ASMI module. Once the firmware file has been uploaded, it iskde whether it is a valid firmware
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file and whether there were any transmission errors. In caaeycerror the Upload Firmware
function will be aborted and the current firmware is left iagg. No update will take place.

2. Then, if everything in step 1 went well, you will see the dpelFirmware panel. The panel shows
you the version number of the currently running firmware deersion number of the newly
uploaded firmware. Pressing the button "Update" will stbeertew version and substitute the old
one completely.

Warning

This process is not reversible and might take several minutes. Make sure
the ASMI module’s power supply will not be interrupted during the update
process because this may result in an unusable device.

3. Finally, after the firmware has been stored, the ASMI mediill be reset automatically. After
about one minute you will be redirected to the Login page aodested to login once again.

Warning

The three-stage firmware update process and the complete consistency check
make mistakes during the firmware update almost impossible. However, only
experienced staff members or administrators should perform a firmware update.
Make sure the ASMI module’s power supply will not be interrupted!
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Unit Reset

Figure 6-40. Unit Reset

J Home - Mozilla Firefox

File Edit ‘iew Go Bookmarks Tools Help

@ - E& - @ I@J @ \D http:f{192.168. 1. 160/home. asp

v| @ Go “G,

rReset Keyboard/Mouse (USE)+

rReset USB

rReset Video Engine

rReset Device

This may take up to a minute.

Note: Only the super-user "super" is allowed to reset the ASMI module.

Download from Www.Somanuals.com. All Manuals Search And Download.

This section allows you to reset specific parts of the devibés involves the both keyboard and mouse,
the video engine and the ASMI module itself. Resetting thid @taelf is mainly needed to activate a
newly updated firmware. It will close all current connecgda the administration console and to the
Remote Console. The whole process takes about half a miResetting subdevices (e.g. video engine)
will take mere seconds only and does not result in connestieing closed.

To reset a certain ASMI module function click on the desirBéset" button as displayed kigure 6-40
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Appendix A. Frequently Asked Questions

1. The mouse does not react correctly in the applet screen. Eimouse is not in sync with the
mouse of the host.

Navigate your mouse pointer into the upper left corner ofapplet screen and move it slightly forth and
back. Thus the mouse will be resynchronized. If resynclzingifails, disable the mouse acceleration
and repeat the procedure.

2. | have a crazy mouse.

Verify your mouse settings. Disable the mouse accelerafioninstance in Windows 2000 this can be
done in 'Settings -> System control -> Mouse’. Make sure ytoair mouse settings match your mouse
model, i.e. PS/2 or wheel mouse.

3. Login to the ASMI G4 module fails.

Verify both your user login and your password. By defaulg tiser "super” has the password "pass” .
Moreover, your web browser has to be configured to acceptiesok

4. The Remote Console window of the ASMI G4 module does not ope

A firewall may prevent the access to the Remote Console. Thepatts #80 (for HTTP) and #443 (for
both HTTPS and the KVM protocol) have to be open (the servariging the firewall has to accept
incoming TCP connections on these ports).

5. Remote console is unable to connect and displays a timeartror.

Have a look on your hardware. If there is a proxy server betviiee ASMI G4 module and your host,
then you may not be able to transfer the video data using a Kxtbpol. Establish a direct connection
between the ASMI G4 module and the client.

Furthermore, check the settings of the ASMI G4 module anadsba different server port used for
KVM transfer. If you use a firewall then check the according fjor accepting connections. You may
restrict these connections for the IP addresses used bySWd &4 module and your client.

6. No connection can be established to the ASMI G4 module.

Have a look on your hardware. Is the ASMI G4 module attacheddower supply? Verify your network
configuration (IP address, router). You may send a "pingtiestto the ASMI G4 module to find out
whether the ASMI G4 module is reachable via network.

7. Special key combinations, e.g. ALT+F2, ALT+F3 are interepted by the console system and not
transmitted to the host.

You have to define a so-called "Button Key". This can be dorteérRemote Console settings (see
the Section calle@Remote Console Control Bar Chapter $. Alternatively you can use the soft
keyboard feature (sebe Section calle&oft Keyboardn Chapter 5.
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8. The ASMI G4 module web pages are not displayed correctly.

Check your browser’s cache settings. Make sure the cactiegseare not set to something like "never
check for newer pages". Otherwise the ASMI G4 module paggstadoaded from your browser cache
and not from the card.

9. Windows XP does not awake from standby mode.

This is possibly a Windows XP problem. Try not to move the neopsinter while XP switches into
standby mode.

10. For SUN computers a USB keyboard does not work.

The ASMI G4 module emulates a USB keyboard. If you attach a WSioard to your host two
keyboards are detected. It cannot be predicted which orfeeeétcomes first and you will be able to
work with. SUN supports only one USB keyboard.

11. Cannot upload the signed certificate in MacOS X.

If an "internal error" occurs while uploading the signedtifieate either change the extension of the file
to. t xt or add a file helper using the Internet Explorer preferengethis type of file. Make sure that
the encoding is set to "plain text" and the checkbox "use fidgoing" is set. As an alternative, you may
also use a Mozilla based browser (Mozilla, FireFox).

12. Every time | open a dialog box with some buttons the mouseqginters are not synchronous
anymore.

Disable the setting "Automatically move mouse pointer dlefault button of dialog boxes" in the
mouse settings of your operating system.

13. The Remote Console does not open with Opera in Linux.

Some versions of Opera do not grant enough permissions $iginature of the applet cannot be verified.
To solve the problem, add the lines

grant codeBase "nn. pp.rc. Renot eConsol eAppl et " {
perni ssion java.l ang. Runti nePerni ssion "accessC assl nPackage. sun. *";

to the java policy file of opera (e.gusr/ shar e/ oper a/ j aval/ oper a. pol i cy).

14. The video data on the local monitor is surrounded by a blacborder.

This is not a failure. The local monitor is programmed to adixeleo mode that can be selected in the
video settings of the ASMI G4 module. Refer to
the Section calle@kemote Console Control Bar Chapter Sor further explanation.

15. The local monitor displays video data but the remote scen remains blank.

If the Remote Console is connected (look at the status linkeRemote Console) you should verify that
the flat panel interface is not switched off by the video drivieyour operating system.
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ACPI
Advanced Configuration and Power Interface
A specification that enables the operating system to imph¢m@ver management and system
configuration.
ATX
Advanced Technology Extended

A particular specification that covers the style of motharils and enclosure introduced by Raritan
in 1995.

DHCP
Dynamic Host Configuration Protocol

A protocol for dynamically assigning IP configurations tshnames, especially used in a local
network.

DNS
Domain Name System

A protocol used to locate computers on the Internet by thesine

FAQ
Frequently Asked Questions

HTTP
Hypertext Transfer Protocol

One of the protocols used for communication between singiepaiters, especially between web
browsers and web servers.

HTTPS
Hypertext Transfer Protocol Secure

The secure version of HTTP.

IPMI
Intelligent Platform Management Interface

A specification defining a set of common interfaces for opegatystem independent platform
management and health monitoring.

LED
Light Emitting Diode

A semiconductor device that emits incoherent monochrantigtit when electrically biased in the
forward direction.
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PS/2
Personal System/2

IBM'’s second generation of personal computers, which wigased to the public in 1987. Today,
PS/2 is known as a device interface for mouse and keyboard.

SNMP
Simple Network Management Protocol

A widely used network monitoring and control protocol.

SSH
Secure Shell

An encrypted network protocol providing a secure replagerfe Telnet.

SSL
Secure Socket Layer

An encryption technology for the Internet used to provideused data transmissions.

SVGA
Super Video Graphics Array

A refinement of the Video Graphics Array (VGA) that providasrieased pitch and resolution
performance.

uTP
Unshielded Twisted Pair

A cable with two conductors twisted as a pair and bundlediwitiie same outer PVC covering.
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Appendix C. Configuring the RADIUS server

This appendix describes the necessary steps to configur®dl FAserver in order to be able to use
remote authentication on the ASMI G4 module. This is showraf@/indows 2003 Server Standard
Edition system with Active Directory enabled.

Prerequisites

1. Please check if Active Directory is enabled. If not, goBtart -> Run and type "dcpromo" to
enable Active Directory function. Follow the instructiciesenable AD.

2. Make sure Internet Authentication Service is instalEathbled and registered to Active Directory.

- Toinstall Internet Authentication Service (IAS), goStart -> Control Panel -> Add or
Remove Programs -> Add/Remove Windows ComponentSelectNetworking Servicesby
double click on it. Tickinternet Authentication Service and then clickOK. Then ClickNext to
install IAS.

- To register IAS to Active Directory, go tStart -> Administrative Tools -> Internet
Authentication Service Then right click oninternet Authentication Service (Local), select
Register Server in Active Directory.

3. Create a Windows user group which will hold all users thatedlowed to login to the ASMI
module. You can allow/deny login for a user just by addingvoging him/her to/from this group.
For this group there will be a custom remote access policjigored later on.

Groups can be maintained by the Active Directory Users arolis tool:Start -> Administrative
Tools -> Active Directory Users and Computers -> Users

4. Create all users to be authenticated from ASMI G4. Make Remote Access Permission (Dial-in
or VPN) access is set tAllow accesswvhere default ieny accessTo check, double click on user
an select th®ial-in tabulator.

Make all users member of the above group.

Add and configure a RADIUS client

This step is necessary to give the RADIUS server some infoomabout the client (ASMI module) and
define a password phrase.

Go to Start -> Administrator Tools -> Internet Authentication Service. Right click onRADIUS
Clients and selecNew RADIUS Client.

Type a friendly name for this client. In this example, "ASMIServer3" is used. And type the IP address
of the ASMI module that will be used as RADIUS client. In thiaenple "192.168.1.198" is used. Select
Next after this is done.
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Type the share secret that will be used between this RADIb&sand ASMI module. (Note: please
memorize this secret, as the same secret will be requestduefoonfiguration of RADIUS function on
ASMI module). SelecFinish after this is done.

A new RADIUS client will now be shown on the display window.

Setup a custom remote access policy

This step explicitly allows the group configured above tdnagmotely.

Go to Start -> Administrator Tools -> Internet Authentication Service. Right click onRemote
Access Policiesind selecNew Remote Access Policy

SelectNextto get on thePolicy Configuration Method page. Switch t&Get up custom policyand enter
a friendly policy name, e.g. "ASMI Access".

SelectNext to get on thePolicy Conditions page. PresAdd... to add a new policy. Select
Windows-Groups and pres#\dd to create this condition. Now add the previously created gsmup by
pressingAdd... and typing the group name Enter object name to selectLeave the sub dialogs and so
return to the wizard by pressir@K two times.

SelectNext to get to thePermissionspage. SeledBrant remote access permission

SelectNext to get to theProfile page. SeledEdit Profile.... Make sure that botBncrypted
authentication (CHAP) andUnencrypted authentication (PAP, SPAP)s enabled. And leave with
OK.

SelectNext andFinish to complete the wizard.
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Appendix D. Key Codes

Table D-1shows the key codes used to define the key strokes or hotkegsveral functions. Please
note that these key codes do not necessarily representyttbieacters that are used on international
keyboards. A key on a standard 104 key PC keyboard with a USdBrignguage mapping is named.
The layout for this keyboard is shown ligure D-1 However, most modifier keys and other
alphanumeric keys used for hotkey purposes in applicatiograms are on a similar position, no matter
what language mapping you are using. Some of the keys alsodliages. This means that a key can be
named by two different key codes.

Figure D-1. English (US) keyboard Layout, used for the key cdes

Esc FL F2 F3 B4 F5 Fe | F7/ | F8 F9 FLOF11lF12 Pint
~ 1 2 3 4 5 6 7 8 92 0 - = |Bsp Ins
tab| g @ w | e T t y w1 e p [ ] Del
Caps . a ' = d f g h j kX 1 . |
Lhit =z = ¢ v b ©n m , . 7 Rshift
Letrl Win Alt Space AUGR | Menu| RCtrl || Left

Table D-1. Key Names

Scrl | Brk

PoslPgup Num » | *

End Pgdn

Up

Down | Right

7

4

1

(o]

B

5

2

CR

Key Alias Key(s)
0-9

A-Z

~ TILDE

_ MINUS

= EQUALS

< LESS

/ SLASH
BACKSPACE

TAB

[

]

ENTER

CAPS LOCK

\ BACK SLASH
LSHIFT SHIFT
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Key Alias Key(s)
RCTRL CTRL, STRG
RSHIFT SHIFT
LCTRL CTRL, STRG
LALT ALT
SPACE

ALT GR

ESCAPE ESC
F1

F2

F3

F4

F5

F6

F7

F8

F9

F10

F11

F12

PRINTSCREEN

SCROLL LOCK

BREAK

INSERT

HOME POS 1
PAGE_UP

PAGE_DOWN

DELETE DEL
END

upP

LEFT

DOWN

RIGHT

NUM_LOCK

NUMPADO

NUMPAD1

NUMPAD2

NUMPAD3

NUMPADA4

NUMPAD5

NUMPADG6
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Key Alias Key(s)
NUMPAD7

NUMPADS8

NUMPAD9

NUMPADPLUS NUMPAD_PLUS, +
NUMPAD / /

NUMPADMUL NUMPAD_MUL, x
NUMPADMINUS NUMPAD_MINUS, -
NUMPADENTER

WINDOWS

MENU
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Appendix E. Specifications

Sizes and Weight

Table E-1. ASMI G4 Specification

Attribute Value
Height 13mm
Width 173.4mm
Depth 64.4mm
Weight 110g (w/o replicator cable)
Power Consumption up to 1A
Environment
Temperature
Table E-2. Temperature
Attribute Value

Operating Temperature Range
Storage Temperature Range

Humidity Range

Table E-3. Humidity Range

Attribute

0 degree C to 55 degree C (ede¢o 131 degree F)
-18 degree C to 70 degree C (eiekdeto 158 degree F)

Value

Operating Range
Storage Range

10% to 90% (non-condensing)
5% to 95% (non-condensing)
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Appendix F. Raritan Corp. Warranty Information

Limited Warranty

Raritan Corp. manufactures its hardware products from parts and compstteat are new or
equivalent to new in accordance with industry-standardtfmes. Raritan warrants that the hardware
products including the firmware will be free from defects iaterials and workmanship under normal
use. Any implied warranties on the Raritan firmware and harévare limited to 24 months,
respectively, beginning on the date of invoice. Some sfatéxlictions do not allow limitations on
duration of an implied warranty, so the above limitation may apply to you. Additionally Raritan
grants a special warranty for 6 months.

Customer Remedies

Raritan’s entire liability and exclusive remedy shall beRaritan’s option, either (a) return of the price
paid, or (b) repair or replacement of the firmware or hardwlaaédoes not meet this Limited Warranty
and which is returned to Raritan with a copy of your receigniage due to shipping the products to you
is covered under this warranty. Otherwise warranty doesowdr damage due to external causes,
including accident, abuse, misuse, problems with eledtdower, servicing not authorized by Raritan ,
usage not in accordance with product instructions, failangerform required preventive maintenance
and problems caused by use of parts and components notedipglRaritan . Any replacement
hardware will be warranted for the remainder of the origjpexiiod or thirty (30) days, whichever is
longer. Raritan will repair or replace products returneRéoitan’s facility. To request warranty service
you must inform Raritan within the warranty period. If wartgservice is required, Raritan will issue a
Return Material Authorization Number. You must ship thedarots back to Raritan in their original or an
equivalent packaging, prepay shipping charges, and irtearshipment or accept the possibility of loss
or damage during shipment.

No Other Warranties

To the maximum extend permitted by applicable law, Raritanldim all other warranties, either express
or implied, including, but not limited to implied warransief merchantability and fithess for a particular
purpose, with regard to the firmware, the accompanyingevrithaterials, and any accompanying
hardware. This limited warranty gives you specific legahtsy You may have others, which vary from
state/jurisdiction to state/jurisdiction.

No Liability For Consequential Damages

To the maximum extent permitted by applicable law, in no égéall Raritan be liable for any damages
whatsoever (including without limitation, special, ineittal, consequential or indirect damages for
personal injury, loss of business information, or any offeszuniary loss) arising out of the use of or
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inability to use this product, even if Raritan has been agtV/isf the possibility of such damages. In any
case, Raritan’s entire liability under any provision ostagreement shall be limited to the amount
actually paid by you for the firmware and/or hardware. Beeaasne states/jurisdictions do not allow
the exclusion or limitation of liability for consequenti@al incidental damages, the above limitation may

not apply to you.
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Appendix G. GNU General Public License (GPL)

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc. &fle Place, Suite 330, Boston, MA
02111-1307 USA Everyone is permitted to copy and distribetbatim copies of this license document,
but changing it is not allowed.

Preamble

The licenses for most software are designed to take awayfgeeotom to share and change it. By
contrast, the GNU General Public License is intended toantae your freedom to share and change
free software--to make sure the software is free for all sisrg. This General Public License applies to
most of the Free Software Foundation’s software and to amgrgirogram whose authors commit to
using it. (Some other Free Software Foundation softwarevsied by the GNU Library General Public
License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedatprice. Our General Public Licenses are
designed to make sure that you have the freedom to distrdoyies of free software (and charge for this
service if you wish), that you receive source code or cantgeyou want it, that you can change the
software or use pieces of it in new free programs; and thakyow you can do these things.

To protect your rights, we need to make restrictions thdiitbanyone to deny you these rights or to ask
you to surrender the rights. These restrictions transtateitain responsibilities for you if you distribute
copies of the software, or if you modify it.

For example, if you distribute copies of such a program, Wsbiegratis or for a fee, you must give the
recipients all the rights that you have. You must make suwatttiey, too, receive or can get the source
code. And you must show them these terms so they know théitsrig

We protect your rights with two steps: (1) copyright the waiite, and (2) offer you this license which
gives you legal permission to copy, distribute and/or mpthie software.

Also, for each author’s protection and ours, we want to mak&am that everyone understands that there
is no warranty for this free software. If the software is nfi@di by someone else and passed on, we want
its recipients to know that what they have is not the origisalthat any problems introduced by others
will not reflect on the original authors’ reputations.

Finally, any free program is threatened constantly by saftwatents. We wish to avoid the danger that
redistributors of a free program will individually obtaiafent licenses, in effect making the program
proprietary. To prevent this, we have made it clear that aigmt must be licensed for everyone’s free
use or not licensed at all.

The precise terms and conditions for copying, distribuéod modification follow.
GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFI&TION

0. This License applies to any program or other work whicht@iois a notice placed by the copyright
holder saying it may be distributed under the terms of thie€sal Public License. The "Program",
below, refers to any such program or work, and a "work baseti@®Program" means either the Program
or any derivative work under copyright law: that is to say,@kcontaining the Program or a portion of
it, either verbatim or with modifications and/or translateid another language. (Hereinafter, translation
is included without limitation in the term "modification'Bach licensee is addressed as "you".
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Activities other than copying, distribution and modificatiare not covered by this License; they are
outside its scope. The act of running the Program is noticésti; and the output from the Program is
covered only if its contents constitute a work based on tlogiam (independent of having been made
by running the Program). Whether that is true depends on thbd&®rogram does.

1. You may copy and distribute verbatim copies of the Pro¢gamurce code as you receive it, in any
medium, provided that you conspicuously and approprigiehlish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intattred notices that refer to this License and to
the absence of any warranty; and give any other recipiertteedProgram a copy of this License along
with the Program.

You may charge a fee for the physical act of transferring aycapd you may at your option offer
warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or anyiparof it, thus forming a work based
on the Program, and copy and distribute such modificatiomgok under the terms of Section 1 above,
provided that you also meet all of these conditions:

a. You must cause the modified files to carry prominent nostating that you changed the files and
the date of any change.

b. You must cause any work that you distribute or publish ithavhole or in part contains or is
derived from the Program or any part thereof, to be licenseaahole at no charge to all third
parties under the terms of this License.

c. If the modified program normally reads commands intevalgtiwhen run, you must cause it, when
started running for such interactive use in the most orgimay, to print or display an
announcement including an appropriate copyright notickaanotice that there is no warranty (or
else, saying that you provide a warranty) and that users edigtribute the program under these
conditions, and telling the user how to view a copy of thisdnse. (Exception: if the Program itself
is interactive but does not normally print such an annouragnyour work based on the Program is
not required to print an announcement.)

These requirements apply to the modified work as a wholeetitifilable sections of that work are not
derived from the Program, and can be reasonably considedeg&ndent and separate works in
themselves, then this License, and its terms, do not appghotse sections when you distribute them as
separate works. But when you distribute the same sectioparasf a whole which is a work based on
the Program, the distribution of the whole must be on the sesfithis License, whose permissions for
other licensees extend to the entire whole, and thus to eatbwery part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights ontast your rights to work written entirely by
you; rather, the intent is to exercise the right to contreldistribution of derivative or collective works
based on the Program.

In addition, mere aggregation of another work not based erPtiogram with the Program (or with a
work based on the Program) on a volume of a storage or disisibmedium does not bring the other
work under the scope of this License.

3. You may copy and distribute the Program (or a work based, amder Section 2) in object code or
executable form under the terms of Sections 1 and 2 abovédaathat you also do one of the
following:
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a. Accompany it with the complete corresponding machirzelable source code, which must be
distributed under the terms of Sections 1 and 2 above on aumeclistomarily used for software
interchange; or,

b. Accompany it with a written offer, valid for at least thrgears, to give any third party, for a charge
no more than your cost of physically performing source itigtion, a complete machine-readable
copy of the corresponding source code, to be distribute@uthe terms of Sections 1 and 2 above
on a medium customarily used for software interchange; or,

¢. Accompany it with the information you received as to thieofo distribute corresponding source
code. (This alternative is allowed only for noncommerciatribution and only if you received the
program in object code or executable form with such an affieccord with Subsection b above.)

The source code for a work means the preferred form of the feonkaking modifications to it. For an
executable work, complete source code means all the soodesfor all modules it contains, plus any
associated interface definition files, plus the scripts tig@dntrol compilation and installation of the
executable. However, as a special exception, the soureedistlibuted need not include anything that is
normally distributed (in either source or binary form) wile major components (compiler, kernel, and
so on) of the operating system on which the executable rumasssithat component itself accompanies
the executable.

If distribution of executable or object code is made by dffgraccess to copy from a designated place,
then offering equivalent access to copy the source codetinersame place counts as distribution of the
source code, even though third parties are not compelleotp the source along with the object code.

4. You may not copy, modify, sublicense, or distribute thegPam except as expressly provided under
this License. Any attempt otherwise to copy, modify, sudatise or distribute the Program is void, and
will automatically terminate your rights under this Licenslowever, parties who have received copies,
or rights, from you under this License will not have theielises terminated so long as such parties
remain in full compliance.

5. You are not required to accept this License, since you hateigned it. However, nothing else grants
you permission to modify or distribute the Program or itsiive works. These actions are prohibited
by law if you do not accept this License. Therefore, by madiyor distributing the Program (or any
work based on the Program), you indicate your acceptandesoficense to do so, and all its terms and
conditions for copying, distributing or modifying the Pragn or works based on it.

6. Each time you redistribute the Program (or any work baseithe Program), the recipient
automatically receives a license from the original licerteacopy, distribute or modify the Program
subject to these terms and conditions. You may not imposéuather restrictions on the recipients’
exercise of the rights granted herein. You are not resptnfsibenforcing compliance by third parties to
this License.

7. If, as a consequence of a court judgment or allegationtefpanfringement or for any other reason
(not limited to patent issues), conditions are imposed an(ywhether by court order, agreement or
otherwise) that contradict the conditions of this Licerikey do not excuse you from the conditions of
this License. If you cannot distribute so as to satisfy stemgously your obligations under this License
and any other pertinent obligations, then as a consequencegy not distribute the Program at all. For
example, if a patent license would not permit royalty-fregistribution of the Program by all those who
receive copies directly or indirectly through you, then ¢iméy way you could satisfy both it and this
License would be to refrain entirely from distribution o&étRrogram.
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If any portion of this section is held invalid or unenforcésabnder any particular circumstance, the
balance of the section is intended to apply and the sectiand®le is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infriagg patents or other property right claims or
to contest validity of any such claims; this section has tile purpose of protecting the integrity of the
free software distribution system, which is implementegbbplic license practices. Many people have
made generous contributions to the wide range of softwatellited through that system in reliance on
consistent application of that system; it is up to the autt@ror to decide if he or she is willing to
distribute software through any other system and a licecaerot impose that choice.

This section is intended to make thoroughly clear what igelet to be a consequence of the rest of this
License.

8. If the distribution and/or use of the Program is restddtecertain countries either by patents or by
copyrighted interfaces, the original copyright holder vwitaces the Program under this License may add
an explicit geographical distribution limitation excladithose countries, so that distribution is permitted
only in or among countries not thus excluded. In such casel tbense incorporates the limitation as if
written in the body of this License.

9. The Free Software Foundation may publish revised an@&wrversions of the General Public License
from time to time. Such new versions will be similar in spiatthe present version, but may differ in
detail to address new problems or concerns.

Each version is given a distinguishing version number.dfinogram specifies a version number of this
License which applies to it and "any later version", you hidaeeoption of following the terms and
conditions either of that version or of any later versionlmiied by the Free Software Foundation. If the
Program does not specify a version number of this Licensenyay choose any version ever published
by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into ofinee programs whose distribution
conditions are different, write to the author to ask for pission. For software which is copyrighted by
the Free Software Foundation, write to the Free Software&ation; we sometimes make exceptions
for this. Our decision will be guided by the two goals of pre@gg the free status of all derivatives of our
free software and of promoting the sharing and reuse of soé\generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE 16 MVARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. KECEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR GHER PARTIES
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EIHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMBIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THENTIRE RISK
AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.I3OULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARERVICING,
REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TON WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YO FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRANINCLUDING
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BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURTE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PRERAM TO
OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHEPARTY HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the getqessible use to the public, the best
way to achieve this is to make it free software which everyzareredistribute and change under these
terms.

To do so, attach the following notices to the program. It fesito attach them to the start of each source
file to most effectively convey the exclusion of warrantydaach file should have at least the
"copyright" line and a pointer to where the full notice is fal

This program is free software; you can redistribute it andiodify it under the terms of the GNU
General Public License as published by the Free Softwaradaiion; either version 2 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be usebut WITHOUT ANY WARRANTY,;
without even the implied warranty of MERCHANTABILITY or FNESS FOR A PARTICULAR
PURPOSE. See the GNU General Public License for more details

You should have received a copy of the GNU General Publicrisealong with this program; if not,
write to the Free Software Foundation, Inc., 59 Temple RI8o&e 330, Boston, MA 02111-1307 USA

Also add information on how to contact you by electronic aaggr mail.
If the program is interactive, make it output a short notike this when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of authooi@avision comes with ABSOLUTELY
NO WARRANTY; for details type "show w". This is free softwar@nd you are welcome to redistribute
it under certain conditions; type "show c" for detalils.

The hypothetical commands "show w" and "show c" should sh@wappropriate parts of the General
Public License. Of course, the commands you use may be caledthing other than "show w" and
"show c"; they could even be mouse-clicks or menu items--texea suits your program.

You should also get your employer (if you work as a programmeyour school, if any, to sign a
"copyright disclaimer" for the program, if necessary. Hisra sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interesttia program "Gnomovision" (which makes
passes at compilers) written by James Hacker.

This General Public License does not permit incorporatimgryprogram into proprietary programs. If
your program is a subroutine library, you may consider itenaseful to permit linking proprietary
applications with the library. If this is what you want to dese the GNU Library General Public License
instead of this License.
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Version 2.8, 17 August 2003

Redistribution and use of this software and associatedrdentation ("Software"), with or without
modification, are permitted provided that the following ddions are met:

1. Redistributions in source form must retain copyrightesteents and notices,

2. Redistributions in binary form must reproduce applieatdpyright statements and notices, this list
of conditions, and the following disclaimer in the docunaitn and/or other materials provided
with the distribution, and

3. Redistributions must contain a verbatim copy of this aoent.

The OpenLDAP Foundation may revise this license from timgnt@. Each revision is distinguished by
a version number. You may use this Software under terms sfit@inse revision or under the terms of
any subsequent revision of the license.

THIS SOFTWARE IS PROVIDED BY THE OPENLDAP FOUNDATION AND ITSONTRIBUTORS
"AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDINGBUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE ORELDAP
FOUNDATION, ITS CONTRIBUTORS, OR THE AUTHOR(S) OR OWNER(8F THE SOFTWARE
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROGUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFID& BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITYWHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCEOR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVSED OF THE
POSSIBILITY OF SUCH DAMAGE.

The names of the authors and copyright holders must not lekinsalvertising or otherwise to promote
the sale, use or other dealing in this Software without $jgeeiritten prior permission. Title to
copyrightin this Software shall at all times remain with gaght holders.

OpenLDAP is a registered trademark of the OpenLDAP Fouaodati

Copyright 1999-2003 The OpenLDAP Foundation, Redwood, Ciglifornia, USA. All Rights
Reserved. Permission to copy and distribute verbatim safiehis document is granted.
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