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COPYRIGHT NOTICES

© 2001 by Riverstone Networks, Inc. All rights reserved.

Riverstone Networks, Inc.
5200 Great America Parkway
Santa Clara, CA 95054

Printed in the United States of America

This product includes software developed by the University of California, Berkeley, and its contributors.

© 1979 - 1994 by The Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions, and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions, and the following disclaimer
in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement:
This product includes software developed by the University of California, Berkeley, and its contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Changes

Riverstone Networks, Inc., and its licensors reserve the right to make changes in specifications and other information contained in
this document without prior notice. The reader should in all cases consult Riverstone Networks, Inc., to determine whether any
such changes have been made.

The hardware, firmware, or software described in this manual is subject to change without notice.

Disclaimer

IN NO EVENT SHALL RIVERSTONE NETWORKS BE LIABLE FOR ANY INCIDENTAL, INDIRECT, SPECIAL, OR
CONSEQUENTIAL DAMAGES WHATSOEVER (INCLUDING BUT NOT LIMITED TO LOST PROFITS) ARISING OUT OF OR
RELATED TO THIS MANUAL OR THE INFORMATION CONTAINED IN IT, EVEN IF RIVERSTONE NETWORKS HAS BEEN
ADVISED, KNOWN, OR SHOULD HAVE KNOWN, OF THE POSSIBILITY OF SUCH DAMAGES.

Trademarks

Riverstone Networks, Riverstone, RS, and IA are trademarks of Riverstone Networks, Inc.

All other product names mentioned in this manual may be trademarks or registered trademarks of their respective companies.
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REGULATORY COMPLIANCE INFORMATION

This product complies with the following:

SAFETY

UL 1950; CSA C22.2, No. 950; 73/23/EEC; EN 60950; IEC 950

ELECTROMAGNETIC

FCC Part 15; CSA C108.8; 89/336/EEC; EN 55022; EN 61000-3-2

COMPATIBILITY (EMC)

EN 61000-3-3; EN 50082-1, AS/NZS 3548; VCCI V-3

REGULATORY COMPLIANCE STATEMENTS

% Note  Complies with Part 68, FCC rules.
FCC Registration Number 6TGUSA-46505-DE-N
Riverstone Networks, Inc.

Model WICT1-12
Made in U.S.A.

FCC COMPLIANCE STATEMENT

This device complies with Part 15 of the FCC rules. Operation is subject to the following two conditions:
(1) this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

digital device, pursuant to Part 15 of the FCC rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment is
operated in a commercial environment. This equipment uses, generates, and can
radiate radio frequency energy and if not installed in accordance with the
operator’s manual, may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause interference in
which case the user will be required to correct the interference at his own expense.

Note  This equipment has been tested and found to comply with the limits for a Class A
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by the party responsible for compliance could void the user’s authority to

g Warning Changes or modifications made to this device that are not expressly approved
operate the equipment.

INDUSTRY CANADA COMPLIANCE STATEMENT

This digital apparatus does not exceed the Class A limits for radio noise emissions from digital apparatus
set out in the Radio Interference Regulations of the Canadian Department of Communications.

Le présent appareil numérique n’émet pas de bruits radioélectriques dépassant les limites applicables aux
appareils numériques de la class A prescrites dans le Reglement sur le brouillage radioélectrique édicté
par le ministere des Communications du Canada.

NOTICE: The Industry Canada label identifies certified equipment. This certification means that the
equipment meets telecommunications network protective, operational, and safety requirements as
prescribed in the appropriate Terminal Equipment Technical Requirements document(s). The department
does not guarantee the equipment will operate to the user’s satisfaction.

Before installing this equipment, users should ensure that it is permissible to be connected to the facilities
of the local telecommunications company. The equipment must also be installed using an acceptable
method of connection. The customer should be aware that compliance with the above conditions may not
prevent degradation of service in some situations.

Repairs to certified equipment should be coordinated by a representative designated by the supplier. Any
repairs or alterations made by the user to this equipment, or equipment malfunctions, may give the
telecommunications company cause to request the user to disconnect the equipment.

Users should ensure for their own protection that the electrical ground connections of the power utility,
telephone lines, and internal metallic water pipe system, if present, are connected together. This
precaution may be particularly important in rural areas.

CAUTION: Users should not attempt to make such connections themselves, but should contact the
appropriate electric inspection authority, or electrician, as appropriate.

NOTICE: The Ringer Equivalence Number (REN) assigned to each terminal device provides an indication
of the maximum number of terminals allowed to be connected to a telephone interface. The termination on

an interface may consist of any combination of devices subject only to the requirement that the sum of the
Ringer Equivalence Numbers of all the devices does not exceed 5.
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VCCI COMPLIANCE STATEMENT

This is a Class A product based on the standard of the Voluntary Control Council for Interference by
Information Technology Equipment (VCCI). If this equipment is used in a domestic environment, radio
disturbance may arise. When such trouble occurs, the user may be required to take corrective actions.

T OEER, FRLEERSEEEEN ERHBES (VCC D) ofk
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SAFETY INFORMATION: CLASS 1 LASER TRANSCEIVERS

This product may use Class 1 laser transceivers. Read the following safety information before
installing or operating this product.

The Class 1 laser transceivers use an optical feedback loop to maintain Class 1 operation limits. This
control loop eliminates the need for maintenance checks or adjustments. The output is factory set and does
not allow any user adjustment. Class 1 laser transceivers comply with the following safety standards:

* 21 CFR 1040.10 and 1040.11, U.S. Department of Health and Human Services (FDA)
* [EC Publication 825 (International Electrotechnical Commission)
* CENELEC EN 60825 (European Committee for Electrotechnical Standardization)

When operating within their performance limitations, laser transceiver output meets the Class 1 accessible
emission limit of all three standards. Class 1 levels of laser radiation are not considered hazardous.

LASER RADIATION AND CONNECTORS

When the connector is in place, all laser radiation remains within the fiber. The maximum amount of
radiant power exiting the fiber (under normal conditions) is -12.6 dBm or 55 x 10 watts.

Removing the optical connector from the transceiver allows laser radiation to emit directly from the
optical port. The maximum radiance from the optical port (under worst case conditions) is 0.8 W cm™ or 8
x 10 W m? sr-1.

Do not use optical instruments to view the laser output. The use of optical instruments to view laser
output increases eye hazard. When viewing the output optical port, power must be removed from the
network adapter.
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SAFETY INFORMATION: WICT1-12 T1 CARD

Warning  To reduce the risk of fire, use only No. 26 AWG or larger
telecommunication line cord.

CONSUMER INFORMATION AND FCC REQUIREMENTS

1. This equipment complies with Part 68 of the FCC rules, FCC Registration Number
6TGUSA-46505-DE-N Riverstone Networks Inc. Model WICT1-12 Made in the USA. On the
DS1/E1 WAN Module of this equipment is a label that contains, among other information, the FCC
registration number and Ringer Equivalence Number (REN) for this equipment. If requested,
provide this information to your telephone company.

2. The REN is useful to determine the quantity of devices you may connect to your telephone and still
have all those devices ring when your number is called. In most, but not all areas, the sum of the
REN's of all devices should not exceed five (5.0). To be certain of the number of devices you may
connect to your line, as determined by the REN, you should call your local telephone company to
determine the maximum REN for your calling area.

3. Ifyour DS1/E1 WAN Module causes harm to the telephone network, the Telephone Company may
discontinue your service temporarily. If possible, they will notify you in advance. But if advance
notice isn't practical, you will be notified as soon as possible. You will be advised of your right to
file a complaint with the FCC.

4. Your telephone company may make changes in its facilities, equipment, operations, or procedures
that could affect the proper operation of your equipment. If they do, you will be given advance
notice so as to give you an opportunity to maintain uninterrupted service.

5. If you experience trouble with this equipment DS1/E1 WAN Module, please contact Riverstone
Networks Inc., 5200 Great America Parkway, Santa Clara, CA 95054, 408 878-6500, for
repair/warranty information. The Telephone Company may ask you to disconnect this equipment
from the network until the problem has been corrected or you are sure that the equipment is not
malfunctioning.

6. There are no repairs that can be made by the customer to the DS1/E1 WAN Module.

This equipment may not be used on coin service provided by the Telephone Company. Connection
to party lines is subject to state tariffs. (Contact your state public utility commission or corporation
commission for information).

EQUIPMENT ATTACHMENT LIMITATIONS NOTICE

The Industry Canada label identifies certified equipment. This certification means that the equipment
meets the telecommunications network protective, operational and safety requirements as prescribed in
the appropriate Terminal Equipment Technical Requirements document(s). The Department does not
guarantee the equipment will operate to the user's satisfaction.

Before installing this equipment, users should ensure that it is permissible to be connected to the facilities
of the local telecommunications company. The equipment must also be installed using an acceptable

method of connection. The customer should be aware that the compliance with the above conditions may
not prevent degradation of service in some situations.
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Repairs to certified equipment should be coordinated by a representative designated by the supplier. Any
repairs or alterations made by the user to this equipment, or equipment malfunctions, may give the
telecommunications company cause to request the user to disconnect the equipment.

Users should ensure for their own protection that the electrical ground connections of the power utility,
telephone lines and internal metallic water pipe system, if present, are connected together. This precaution
may be particularly important in rural areas.

Caution: Users should not attempt to make connections themselves, but should contact the appropriate
electric inspection authority, or electrician, as appropriate.

NOTICE: The Ringer Equivalence Number (REN) assigned to each terminal device provides an indication
of maximum number of terminals allowed to be connected to a telephone interface. The termination on an

interface may consist of any combination of devices subject only to the requirement that the sum of the
Ringer Equivalence Numbers of all the devices does not exceed 5.
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RIVERSTONE NETWORKS, INC.
STANDARD SOFTWARE LICENSE AGREEMENT

IMPORTANT: BEFORE UTILIZING THE PRODUCT, CAREFULLY READ THIS LICENSE

AGREEMENT.

This document is a legal agreement ("Agreement") between You, the end user, and Riverstone Networks, Inc. ("Riverstone"). BY
USING THE ENCLOSED SOFTWARE PRODUCT, YOU ARE AGREEING TO BE BOUND BY THE TERMS AND CONDI-
TIONS OF THIS AGREEMENT AND THE RIVERSTONE STANDARD LIMITED WARRANTY, WHICH IS INCORPO-
RATED HEREIN BY REFERENCE. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, RETURN THE
UNOPENED LICENSED MATERIALS, ALONG WITH THE HARDWARE PURCHASED IF PROVIDED ON SUCH HARD-
WARE, AND PROOF OF PAYMENT TO RIVERSTONE OR YOUR DEALER, IF ANY, WITHIN THIRTY (30) DAYS FROM
THE DATE OF PURCHASE FOR A FULL REFUND.

The parties further agree that this Agreement is between You and Riverstone, and creates no obligations to You on the part of Riv-
erstone's affiliates, subcontractors, or suppliers. You expressly relinquish any rights as a third party beneficiary to any agreements
between Riverstone and such parties, and waive any and all rights or claims against any such third party.

1.

viii

GRANT OF SOFTWARE LICENSE. Subject to the terms and conditions of this Agreement, Riverstone grants You the right

on a non-exclusive, basis for internal purposes only and only as expressly permitted by this Agreement

a. to use the enclosed software program (the "Licensed Software") in object code form on a single processing unit owned or
leased by You or otherwise use the software as embedded in equipment provided by Riverstone;
to use the Licensed Software on any replacement for that processing unit or equipment;

c. touse any related documentation (collectively with the Licensed Software the "Licensed Materials"), provided that You
may not copy the documentation;

d. to make copies of the Licensed Software in only the amount necessary for backup or archival purposes, or to replace a
defective copy; provided that You (i) have not more than two (2) total copies of the Licensed Software including the
original media without Riverstone's prior written consent, (ii) You operate no more than one copy of the Licensed
Software, (iii) and You retain all copyright, trademark and other proprietary notices on the copy.

RESTRICTION AGAINST COPYING OR MODIFYING LICENSED MATERIALS. All rights not expressly granted
herein are reserved by Riverstone or its suppliers or licensors. Without limiting the foregoing, You agree
a.  to maintain appropriate records of the location of the original media and all copies of the Licensed Software, in whole or
in part, made by You;
not to use, copy or modify the Licensed Materials, in whole or in part, except as expressly provided in this Agreement;
c. not to decompile, disassemble, electronically transfer, or reverse engineer the Licensed Software, or to translate the
Licensed Software into another computer language; provided that, if You are located within a Member State of the
European community, then such activities shall be permitted solely to the extent, if any, permitted under Article 6 of the
Council Directive of 14 May 1991 on the legal protection of computer programs, and implementing legislations
thereunder.
TERM AND TRANSFER. You may transfer the License Materials with a copy of this Agreement to another party only on
a permanent basis in connection with the transfer to the same party of the equipment on which it is used, and only if the other
party accepts the terms and conditions of this Agreement. Upon such transfer, You must transfer all accompanying written
materials, and either transfer or destroy all copies of the Software. Any attempted transfer not permitted by this Agreement is
void. You may not lease or rent the License Materials. This Agreement is effective until terminated. You may terminate the
Agreement at any time by destroying or purging all copies of the Licensed Materials. This Agreement will terminate
automatically without notice from Riverstone if You fail to comply with any provision of this Agreement. Upon such
termination, You must destroy the Licensed Materials as set forth above. Sections 4, 5, 6, 7, 8, 9, and 10 shall survive
termination of this Agreement for any reason.

TITLE AND PROPRIETARY RIGHTS.

(a) The Licensed Materials are copyrighted works and/or trade secrets of Riverstone and are the sole and exclusive property
of Riverstone, any company or a division thereof which Riverstone controls or is controlled by, or which may result from
the merger or consolidation with Riverstone (its "Affiliates"), and/or their suppliers. This Agreement conveys a limited
right to operate the Licensed Materials and shall not be construed to convey title to the Licensed Materials to You.

(b) You acknowledge that in the event of a breach of this Agreement, Riverstone shall suffer severe and irreparable damages
for which monetary compensation alone will be inadequate. You agree that in the event of a breach of this Agreement,
Riverstone shall be entitled to monetary damages and its reasonable attorney's fees and costs in enforcing this Agreement,
as well as injunctive relief to restrain such breach, in addition to any other remedies available to Riverstone.
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10.

MAINTENANCE AND UPDATES. Updates, upgrades, bug fixes, and maintenance and support services, if any, are
provided to You pursuant to the terms of a Riverstone Service and Maintenance Agreement, and only if Riverstone and You
enter into such an agreement. Except as specifically set forth in such agreement, Riverstone is under no obligation to provide
any updates, upgrades, patches, bug fixes, modifications, enhancements, or maintenance or support services to You.
Notwithstanding the foregoing, if you are provided or obtain any software or documentation of Riverstone, which is not
otherwise provided under a license from Riverstone, then Your use of such materials shall be subject to the terms of this
Riverstone Networks, Inc. Software License Agreement.

EXPORT REQUIREMENTS. Licensed Software, including technical data, is subject to U.S. export control laws, including
the U.S. Export Administration Act and its associated regulations, and may be subject to export or import regulations in other
countries. You agree to comply strictly with all such regulations and acknowledge that you have the responsibility to obtain
licenses to export, re-export or import Licensed Materials.

UNITED STATES GOVERNMENT RESTRICTED RIGHTS. The Licensed Materials are provided with RESTRICTED
RIGHTS. Use, duplication or disclosure of the Licensed Materials and accompanying documentation by the U.S. Government
is subject to restrictions as set forth in this Agreement and as provided in DFARS 227.7202-1(a) and 227.7202-3(a) (1995),
DRAS 252.227-7013(c)(ii) (OCT 1988), FAR 12.212(a)(1995), FAR 52.227-19, or FAR 52.227-14 (ALT III), as applicable.
Riverstone Networks, Inc.

LIMITED WARRANTY. The sole warranty provided under this Agreement and with respect to the Licensed Materials is set
forth in Riverstone's Standard Limited Warranty, which is incorporated herein by reference. THE RIVERSTONE
STANDARD LIMITED WARRANTY CONTAINS IMPORTANT LIMITS ON YOUR WARRANTY RIGHTS. THE
WARRANTIES AND LIABILITIES SET FORTH IN THE STANDARD LIMITED WARRANTY ARE EXCLUSIVE AND
ESTABLISH RIVERSTONE'S ONLY OBLIGATIONS AND YOUR SOLE RIGHTS WITH RESPECT TO THE LICENSED
MATERIALS AND THIS AGREEMENT. ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OR CONDITIONS OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, SATISFACTORY QUALITY, NONINFRINGEMENT
OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE, ARE HEREBY EXCLUDED TO THE
EXTENT ALLOWED BY APPLICABLE LAW.

LIMITATION OF LIABILITY. Your exclusive remedy for any claim in connection with the Licensed Materials and the
entire liability of Riverstone are set forth in the Riverstone Standard Limited Warranty. Except to the extent provided there, if
any, IN NO EVENT WILL RIVERSTONE OR ITS AFFILIATES OR SUPPLIERS BE LIABLE FOR ANY LOSS OF USE,
INTERRUPTION OF BUSINESS, LOST PROFITS OR LOST DATA, OR ANY INDIRECT, SPECIAL, INCIDENTAL, OR
CONSEQUENTIAL DAMAGES OF ANY KIND, REGARDLESS OF THE FORM OF ACTION, WHETHER IN
CONTRACT, TORT (INCLUDING NEGLIGENCE), STRICT LIABILITY OR OTHERWISE, EVEN IF RIVERSTONE OR
ITS AFFILIATE OR SUPPLIER HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE, AND WHETHER
OR NOT ANY REMEDY PROVIDED SHOULD FAIL OF ITS ESSENTIAL PURPOSE. THE TOTAL CUMULATIVE
LIABILITY TO YOU, FROM ALL CAUSES OF ACTION AND ALL THEORIES OF LIABILITY, WILL BE LIMITED TO
AND WILL NOT EXCEED THE PURCHASE PRICE OF THE LICENSED MATERIALS PAID BY YOU. YOU
ACKNOWLEDGE THAT THE AMOUNT PAID FOR THE LICENSED MATERIALS REFLECTS THIS ALLOCATION
OF RISK.

GENERAL. The provisions of the Agreement are severable and if any one or more of the provisions hereof are illegal or
otherwise unenforceable, in whole or in part, the remaining provisions of this Agreement shall nevertheless be binding on and
enforceable by and between the parties hereto. Riverstone's waiver of any right shall not constitute waiver of that right in
future. This Agreement (including the documents it incorporates) constitutes the entire understanding between the parties with
respect to the subject matter hereof, and all prior agreements, representations, statements and undertakings, oral or written, are
hereby expressly superseded and canceled. No purchase order shall supersede this Agreement. The rights and obligations of
the parties to this Agreement shall be governed and construed in accordance with the laws of the State of California, excluding
the UN Convention on Contracts for the International Sale of Goods and that body of law known as conflicts of laws. Any
dispute in connection with the Licensed Materials will be resolved in state or federal courts located in Santa Clara County,
California, U.S.A.. You consent to the personal jurisdiction of and waive any objections to venue in such courts.
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STANDARD LIMITED WARRANTY
Limited Warranty

Riverstone Networks, Inc. (“Riverstone™) warrants that for a period of one (1) year from the date of shipment from
Riverstone that the Riverstone hardware purchased by Customer (“Hardware”) will be free from defects in materials
and workmanship under normal use. This limited warranty extends only to Customer as original purchaser. Cus-
tomer’s sole and exclusive remedy and the entire liability of Riverstone, its suppliers and affiliates under this war-
ranty is, at Riverstone’s option, either (i) repair of the Hardware, (ii) replacement of the Hardware, or (iii) refund of
the purchase price of the Hardware (as evidenced by a copy of Customer’s purchase receipt), less any rebates or cred-
its.

Riverstone warrants that for a period of one (1) year from the date of shipment from Riverstone that the media on
which the Riverstone software purchased by Customer (“Software”) is furnished will be free from defects in materi-
als and workmanship under normal use. This limited warranty extends only to Customer as original licensee. Cus-
tomer’s sole and exclusive remedy and the entire liability of Riverstone, its suppliers and affiliates under this
warranty is replacement of the media on which the Software is furnished. Riverstone makes no warranty with respect
to the Software, and specifically disclaims any warranty that the Software is error free or that Customer will be able
to operate the Software without problems or interruptions.

Restrictions. No warranty will apply if the Hardware and/or Software (collectively, “Product”) (i) has been altered,
except by Riverstone; (ii) has not been installed, operated, repaired, or maintained in accordance with instructions
supplied by Riverstone; or (iii) has been subjected to abnormal physical, thermal or electrical stress, misuse, negli-
gence, or accident. In addition, Products are not designed or intended for use in (i) the design, construction, operation
or maintenance of any nuclear facility, (ii) navigating or operating aircraft; or (iii) operating life-support or life-criti-
cal medical equipment, and Riverstone disclaims any express or implied warranty of fitness for such uses.

Warranty Service Procedures

Customer must notify Riverstone of any defect in the Product within the applicable warranty period and provide
dated proof of original purchase prior to the return of any defective Product. Within ten (10) business days of the date
of notification, Riverstone will provide Customer with a Return Material Authorization (“RMA”) number and the
location to which Customer must return the defective Product. Customer is responsible for proper packaging of Prod-
uct returned to Riverstone, including description of the failure, shipment to Riverstone’s designated location, and
return of Product within ten (10) days after issuance of the RMA number. In no event will Riverstone accept any
returned Product which does not have a valid RMA number. Customer’s failure to return Product within thirty (30)
days of its receipt of an RMA may result in cancellation of the RMA and/or the charge of the list price of any
advanced replacement product. Riverstone does not accept responsibility for any Product lost in transit and recom-
mends that the return be insured for the full value. Riverstone will use all reasonable efforts within thirty (30) days of
receipt of defective Product to repair or replace such Product or refund Customer’s purchase price.

Transportation costs relating to warranty service and any applicable duties will be borne by Customer. If a warranty
claim is invalid for any reason, Customer will be charged at Riverstone’s then-current standard rates for services per-
formed and will be charged for all expenses incurred by Riverstone.

Replacement Products or replacement parts used in the repair of Products may be new or reconditioned.

Riverstone shall not be responsible for Customer’s or any third party’s software, firmware, information, or memory
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data contained in, sorted on, or integrated with any Product returned to Riverstone, whether under warranty or not.
Customer is responsible for backing up its programs and data to protect against loss or corruption.

Disclaimer. EXCEPT AS SPECIFIED ABOVE, ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTA-
TIONS AND WARRANTIES INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OR CON-
DITIONS OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, SATISFACTORY QUALITY,
NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE, ARE
HEREBY EXCLUDED TO THE EXTENT ALLOWED BY APPLICABLE LAW.

Limitation of Liability. IN NO EVENT WILL RIVERSTONE OR ITS AFFILTATES OR SUPPLIERS BE LIABLE
FOR ANY LOSS OF USE, INTERRUPTION OF BUSINESS, LOST PROFITS, OR LOST DATA, OR INDIRECT,
SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES, OF ANY KIND REGARDLESS OF THE FORM
OF ACTION, WHETHER IN CONTRACT, TORT (INCLUDING NEGLIGENCE), STRICT LIABILITY OR OTH-
ERWISE, EVEN IF RIVERSTONE OR ITS AFFILIATE OR SUPPLIER HAS BEEN ADVISED OF THE POSSI-
BILITY OF SUCH DAMAGE, AND WHETHER OR NOT ANY REMEDY PROVIDED SHOULD FAIL OF ITS
ESSENTIAL PURPOSE. THE TOTAL CUMULATIVE LIABILITY TO CUSTOMER, FROM ALL CAUSES OF
ACTION AND ALL THEORIES OF LIABILITY, WILL BE LIMITED TO AND WILL NOT EXCEED THE PUR-
CHASE PRICE OF THE PRODUCT PAID BY CUSTOMER.
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DECLARATION OF CONFORMITY ADDENDUM

Application of Council Directive(s)

Manufacturer’s Name
Manufacturer’s Address

Conformance to Directive(s)/Product
Standards

Equipment Type/Environment

89/336/EEC
73/23/EEC

Riverstone Networks, Inc.

5200 Great America Parkway
Santa Clara, CA 95054

EC Directive 89/336/EEC
EC Directive 73/23/EEC
EN 55022

EN 50082-1

EN 60950

Networking equipment for use in a commercial
or light-industrial environment
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1 INTRODUCTION

This manual provides information for configuring the Riverstone RS Switch Router software. It details the
procedures and provides configuration examples. If you have not yet installed the RS, use the instructions in the
Riverstone RS Switch Router Getting Started Guide to install the chassis and perform basic setup tasks, then return
to this manual for more detailed configuration information.

1.1 RELATED DOCUMENTATION

The Riverstone RS Switch Router documentation set includes the following items. Refer to these other documents
to learn more about your product.

For Information About See

Installing and setting up the RS Riverstone RS Switch Router Getting Started
Guide

Syntax for CLI commands Riverstone RS Switch Router Command Line
Interface Reference Manual
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Document Conventions

1.2 DOCUMENT CONVENTIONS

Commands shown in this manual use the following conventions:

Convention Description

bol df ace Indicates commands and keywords that you enter as shown.
<italics> Indicates arguments for which you supply values.

[x] or Keywords and arguments within a set of square brackets are

[<italics>] or
[x <italics>]

optional.

x| y| z|<italics> or
[x] y| z| <italics>]

Keywords or arguments separated by vertical bars indicate a choice.

Select one keyword or argument.

{x| y| z| <italics>}

Braces group required choices. Select one keyword or argument.
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2 MAINTAINING CONFIGURATION
FILES

This chapter provides information about configuration files in the Riverstone RS Switch Router (RS). It explains
the different types of configuration files and the different procedures involved in changing, displaying, saving, and
backing up the files.

2.1  CONFIGURATION FILES

The Riverstone RS Switch Router Getting Started Guide introduced the following configuration files used by the
RS:

®  Startup — The configuration file that the RS uses to configure itself when the system is powered
on. The Startup configuration remains even when the system is rebooted.

® Active — The commands from the Startup configuration file and any configuration commands
that you have made active from the scratchpad. The active configuration remains in effect until
you power down or reboot the system.

Caution The active configuration remains in effect only during the current power
cycle. If you power off or reboot the RS without saving the active
configuration changes to the Startup configuration file, the changes are lost.

® Scratchpad — The configuration commands you have entered during a CLI session. These
commands are temporary and do not become active until you explicitly make them part of the
active configuration.

Because some commands depend on other commands for successful execution, the RS scratchpad simplifies
system configuration by allowing you to enter configuration commands in any order, even when dependencies
exist. When you activate the commands in the scratchpad, the RS sorts out the dependencies and executes the
command in the proper sequence.
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Configuration Files Maintaining Configuration Files

The following figure illustrates the configuration files and the commands you can use to save your configuration:

Scratchpad

Active Startup

in effect remains

temporary

location; until reboot through
contents lost reboot
at reboot

(config)# save active (config)# save startup

Figure 2-1 Commands to save configurations

2.1.1 Changing Configuration Information

The RS provides many commands for changing configuration information.

Use the negat e command on a specific line of the active configuration to “disable” a feature or function which has
been enabled.

Table 2-1  Commands to change configuration information

Task Command
Enable Mode:
Copy between scratchpad, active configuration, startup copy <source>t o <destination>
configuration, TFTP server, RCP server, or URL.
Configure Mode:
Erase commands in scratchpad. erase scratchpad
Erase startup configuration. erase startup
Negate one or more commands by line numbers. negat e </ine number>
Negate commands that match a specified command string. no <string>
Save scratchpad to active configuration. save active
Save active configuration to startup. save startup

21.2 Displaying Configuration Information

The following table lists the commands that are useful for displaying the RS’s configuration information.

2-2 Riverstone Networks RS Switch Router User Guide Release 8.0

Download from Www.Somanuals.com. All Manuals Search And Download.



Maintaining Configuration Files ConfigurationFiles

Table 2-2 Commands to display configuration information

Task Command

Enable Mode:

Show active configuration of the system. system show active
Show the non-activated configuration changes in the syst em show scrat chpad
scratchpad.

Show the startup configuration for the next reboot. system show startup
Configure Mode:

Show active configuration of the system. show active

Show the non-activated configuration changes in the show scr at chpad
scratchpad.

Show the startup configuration for the next reboot. show startup

Show the running system configuration, followed by the show

non-activated changes in the scratchpad.

Compare activated commands with the startup configuration di f f <filename> | startup
file.

The showand syst em show commands display the commands in the order they were executed. You can change this
sequence to alphabetical order by using the syst em set show confi g command.

21.3 Activating the Configuration Commands in the Scratchpad

The configuration commands you have entered using procedures in this chapter are in the Scratchpad but have not yet
been activated. Use the following procedure to activate the configuration commands in the scratchpad.

1. Ensure that you are in Enable mode by entering the enabl e command in the CLI.
2. Ensure that you are in Configure mode by entering the conf i gur e command in the CLI.

3. Enter the following command:

save active

The CLI displays the following message:

Do you want to nake the changes Active? [y]

4. Typey to activate the changes.
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Ctrl +2), the CLI will ask you whether you want to make the changes in the

Note  Ifyou exit the Configure mode (by entering the exi t command or pressing
scratchpad active.

214 Saving the Active Configuration to the Startup Configuration File

After you save the configuration commands in the scratchpad, the control module executes the commands and makes
the corresponding configuration changes to the RS. However, if you power off or reboot the RS, the new changes are
lost. Use the following procedure to save the changes into the Startup configuration file so that the RS reinstates the
changes when you reboot the software.

1. Ensure that you are in Enable mode by entering the enabl e command in the CLI.

2. Enter the following command to copy the configuration changes in the Active configuration to the
Startup configuration:

copy active to startup

3. When the CLI displays the following message, enter yes to save the changes.

Are you sure you want to overwite the Startup configuration? [n]

% Note  You also can save active changes to the Startup configuration file from within
Configure mode by entering the save st art up command.

The new configuration changes are added to the Startup configuration file stored in the control module’s boot flash.

215 Viewing the Current Configuration

To view the current configuration:
1. Ensure that you are in Enable mode by entering the enabl e command in the CLI.

2. Enter the following command to display the status of each command line:

system show active-config

The CLI displays the active configuration file with the following possible annotations:
- Commands without errors are displayed without any annotation.

-  Commands with errors are annotated with an “E.”
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- Ifaparticular command has been applied such that it can be expanded on additional
interfaces/modules, it is annotated with a “P”. For example, if you enable STP on all ports in the
current system, but the RS contains only one module, then the command to enable STP will be
applied at a later date when more modules have been added.

A command like st p enabl e et . *.* would be displayed as follows:

P: stp enable et.*.*

This indicates that it is only partially applied. If you add more modules to the RS at a later date and then update
the configuration file to encompass all of the available modules in the RS, then the P: portion of the above
command line would disappear when this configuration file is displayed.

If a command that was originally configured to encompass all of the available modules on the RS becomes
only partially active (after a hotswap or some such chassis reconfiguration), then the status of that command
line automatically changes to indicate a partial completion status, complete with P: .

Note Commands with no annotation or annotated with P: are not in error.

216 Backing Up and Restoring Configuration Files

When you save the startup configuration file, the RS stores it in three places: in the bootflash and the PC card of the
primary control module, and if there is a redundant control module, in its PC flash card as well. It is recommended
that you store a backup of the startup configuration file in the boot flash of the control module and on a central server.
Use the copy command in Enable mode to store a backup copy of the startup configuration file in the control module,
backup control module (if applicable), and on a server:

copy startup to backup-CM tftp-server|rcpserver| <filename>|<url>

For example, to make a backup in the control module, specify the following command in Enable mode:

copy startup to startup. bak

If the startup file becomes corrupted, the RS uses its default configuration. You can then use the copy command to
copy the backup file to the startup, as shown in the following example:

copy startup.bak to startup

Use the f i | e commands in Enable mode to display, rename, and delete the configuration files stored on the primary
control module:
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Backing Up and Restoring System Image Files

Table 2-3  File commands

Maintaining Configuration Files

Display a directory of the files in the bootflash or
in the PC card.

file dir <device>

Display the contents of a file in the bootflash.

file type [ <device>:] <filename>

Delete the specified file.

file del ete [ <device>:] <filename>

Copy a file to a different device and/or filename.

file copy [ <devicel>:] <source-filename>
[ <device2>:] <dest-filename>

Erase all files on the specified device.

file reformat <device-name>

Rename a file.

file rename [ <device>:] <source-filename>
<dest-filename>

% Note  Thefil e commands apply to devices and files in the primary Control Module.
You cannot display, delete, or rename files in the backup Control Module. You

can, however, use the CLI copy command to copy configuration files from the
primary Control Module to the backup Control Module.

2.2 BACKING UP AND RESTORING SYSTEM IMAGE

FILES

When you boot up the system, the RS boots up the system image off the PC flash card. The PC flash card contains the
run-time image (the PC flash may store up to two images, depending on its capacity) and the startup configuration file.

It is recommended that a backup of the system image be stored on a central server in the unlikely event that the system
image becomes corrupted or deleted from the PC flash card. Use the syst em set boot pr om command in Configure
mode to set parameters for the RS to boot the system image remotely over a network.

<IPaddr> tftp-gateway <IPaddr>

syst em set boot prom net addr <[Paddr> net mask <IP netmask> tftp-server
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Configuring System Settings

If the RS boots up from the PC flash card and cannot find a valid image, it goes into boot prom mode. If the en0
interface is configured and connected to a network, you can download an image to the PC flash by using the syst em
i mge add command in Enable mode. If the en0 interface has not been configured, then you will need to configure
it by specifying the following: IP address and netmask of the RS, IP address of the TFTP server, and IP address of the
default gateway. Use the following commands in boot mode:

set net-addr <IP-address>

set netmask <netmask>

set boot-addr <tfip-server address>

set gateway <[IP-address of default gateway>

Then, boot the RS by specifying the following command:

boot <directory/filename of the image file to boot from>

Alternatively, you can use the set boot sour ce command:

set boot source <fil enane>

Once the RS has booted from the TFTP server image through en0, you can add the new image to the PC card by using

the syst em i mage add command.

Additionally, you can use the following commands to display, add, and delete system images:

Table 2-4  System image commands

Copy a system software image to the RS.

system i mage add <IPaddr-or-hostname>
<filename>[ pri mary- cnj backup-cnj [slotO]slot1]

Select a system software image for booting.

system i mage choose <filename>| none
[ pri mary-cm backup-cm [slotO] sl ot 1]

Copy a system software image from one PC card
to another.

system i mage copy slotO|slotl <filename>
sl ot O] sl ot 1 [ <filename>]

List system software images on the PC flash card.

systemimage |ist primary-cnjbackup-cniall

Delete a system software image file from the PC
flash card.

system i mage del et e <filename>
primary-cn backup-cm sl ot O] sl ot

2.3 CONFIGURING SYSTEM SETTINGS

In addition to the initial settings described in the Getting Started Guide, there are additional system features which you

can set on the RS.
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2.3.1 Setting Daylight Saving Time

Daylight saving time (DST) on the RS can be set three different ways:

®  According to specific days. For example, from the first Sunday of April to the last Saturday of
October.

® According to specific dates. For example, from April 1st to October 31st.

® By setting the RS’s time forward by an hour.

When you specify the syst em set dst - changi ng command or the syst em set dst-fi xed command in the
active configuration file, the RS automatically updates the time based on the parameters you entered. When a time
change happens, the RS automatically sends an informational message about the time change. Enter one of the
following commands in Configure mode to set DST according to specific days or dates:

Set DST according to specific days. system set dst-changi ng s_wk <value>
s_dow <value>s_mo <value> s_hr <value>
s_m n <value> e_wk <value> e_dow <value>
e_nmo <value> e_hr <value>e_m n <value>

Set DST according to specific dates. system set dst-fixed s_nmo <value>s_day
<value> s- hr <value>s_m n <value> e_no
<value> e_day <value> e_hr <value>e_min
<value>

When you set DST by setting the time forward by an hour, saving it to the active configuration file automatically
activates the command, causing the time to immediately change forward one hour. Use the negat e command to set
the time back. Enter the following command in Configure mode to move the time forward by an hour:

Set the time forward by one hour. system set dst - manual

23.2 Configuring a Log-in Banner

Configure the RS to display a banner when it is booted up. You can specify a text string or the name of a file on a TFTP
server.

Display a log-in banner. system set | ogin banner [<string> |
none| fil e- name <name>
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3 CLI AND RS BASICS

This chapter provides basic information about the Command Line Interface (CLI) and the RS. It includes:
* How to start the CLI

* Information about CLI command modes

* Information about CLI commands

¢ Information about line editing commands

* How to get online help

* How to set CLI parameters

¢ Information about naming RS ports

* How to set up a basic configuration for the CLI and the RS

3.1 STARTING THE CLI

To start the CLI boot up the RS. After the RS boots up, the CLI appears in the Telnet or console window. The
following message displays:

Press RETURN to activate console .

Press the Return key. The following message displays:

YSYS- W NOPASSWD, no password for login, use 'systemset password in Config node
rs>

The first line in the above example means that a password for login has not been set up yet. Information about
setting the login password is found in the Riverstone RS Switch Router Getting Started Guide.

r s> is the initial CLI command prompt in the user mode. Begin using the CLI from here. From this prompt
all command modes in the CLI can be reached. There is also a set of facilities associated with this mode.

See the following section for a discussion about CLI command modes.
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3.2 UNDERSTANDING CLI COMMAND MODES

The CLI has four separate command modes. Each command mode controls a group of related commands. This section
explains the primary uses for each command mode.

3.21 User Mode

The initial mode on the RS after booting up is the user mode. The user mode commands are a subset of the enable mode
commands. In general, the user commands display basic information and contain basic utilities such as PING. This
mode also contains the command to enter the enable mode.

The user mode command prompt consists of the RS name followed by the angle bracket (>), as shown in the following:

rs>

3.22 Enable Mode

The enable mode provides more commands than the user mode. Commands within the enable mode include:
® Router configuration

®  Access Control Lists

*  SNMP statistics

* Telnet

* TACACS and TACACS-Plus
e DHCP

* Help

*  Configure (to enter the configure mode)

The commands in this mode are persistent for the session. That is, they affect the current session only. To enter the
enable mode from the user mode, type enabl e at the user command prompt. This mode also contains the command
to enter the configure mode.

The enable mode command prompt consists of the RS name followed by the pound sign(#):

rs#

To exit the enable mode and return to the user mode, either type exi t and press the Return key, or press Ctrl+Z.
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3.2.3 Configure Mode

The configure mode provides the capability of configuring and displaying all features and functions on the RS. The
commands in this mode are persistent for the current session and future sessions. That is, they can be saved not only
in onboard memory but also the startup configuration file. The startup configuration file is the file that the RS boots
from. For detailed information about the startup configuration file, see Chapter 2, "Maintaining Configuration Files.'
To enter the configure mode, type conf i g at the enable mode command prompt.

’

The configure mode command prompt consists of the RS name followed by (confi g) and a pound sign (#):

rs(config)#

To exit the configure mode and return to enable mode, either type exi t and press the Return key, or press Ctrl+Z.

3.24 BootPROM Mode

The BootPROM mode is used to view and edit the current BootPROM configuration file. While the RS is booting up,
press the Esc key. Then at the command prompt type set . The BootPROM configuration file displays. Changes can
be made from this prompt.

The BootPROM mode command prompt consists of the word r s- boot followed by a > character.

rs-boot >

To exit the BootPROM mode and return to the CLI, reboot the RS.

3.3 UNDERSTANDING CLI COMMANDS

CLI commands are grouped by facilities. For example, the set of commands used to configure and display IP routing
table information all start with i p, signifying the i p facility. Within the set of i p commands are commands such as:

* set — Used to configure parameters.

* show- Used to display.

* start — Used to start protocols operating.

* stop — Used to stop protocols from operating.
* configure—Used to configure parameters.

The complete set of commands for each facility is described in the Riverstone RS Switch Router Command Line
Interface Reference Manual.
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mode has port commands. These port commands are for making configuration
changes to ports on the RS. The enable mode also has port commands. The por t
commands found in this mode display port statistics. They are not designed to
change the way a port functions like the port commands in the configure mode
do.

Note  Some CLI modes may have the same commands. For example, the configure

3.4 USING LINE EDITING COMMANDS

The CLI provides line editing capabilities that are similar to Emacs, a Unix text editor. Use line editing keystrokes to
move forward or backward on a line, delete or transpose characters, or delete portions of a line. The line editing
commands in the CLI are detailed in the following table.

Table 3-1  CLI line editing commands

Command Resulting Action

Ctrl+a Move to the beginning of line.

Ctrl+b Move back one character.

Ctrl+c Abort the current line.

Ctrl+d Delete the character under the cursor.
Ctrl+e Move to the end of the line.

Ctrl+f Move forward one character.

Ctrl+g Abort the current line.

Ctrl+h Delete the character to the left of the cursor.
Ctrl+i Insert one space (tab substitution).

Ctrl+j Carriage return (executes a command).
Ctrl+k Kill the line from the cursor to the end of the line.
Ctrl+l Refresh the current line.

Ctrl+m Carriage return (executes command).
Ctrl+n Next command from the history buffer.
Ctrl+o No action.

Ctrl+p Previous command from the history buffer.
Ctrl+q No action.

Ctrl+r Refresh the current line.

Ctrl+s No action.
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Table 3-1  CLlI line editing commands (Continued)

Command Resulting Action

Ctrl+t Transpose the character under the cursor with the character to the left of the cursor.

Ctrl-u Delete the line from the beginning of the line to the cursor.

Ctrl-v No action.

Ctrl+w No action.

Ctrl+x Move forward one word.

Ctrl-y Paste back what was deleted by the previous Ctrl+k or Ctrl+w command. The text
is pasted back at the cursor location.

Ctrl+z If in a facility, exit back to the next top level. If in the enable mode, exit back to the
user mode. If in the configure mode, exit back to the enable mode.

ESCb Move backward one word.

ESCd Kill the word from the cursor’s current location to the first white space.

ESCf Move forward one word.

ESC Delete backwards from cursor to the previous space (essentially a

BackSpace delete-word-backward command)

Space Bar Completes the command keyword. If the word is not a keyword, a space character
is inserted.

1 * Show all commands currently stored in the history buffer.

| # Recall a specific history command. # is the number of the history command to be
recalled.

“<string>" Opaque strings may be specified using double quotes. This prevents interpretation

of otherwise special CLI characters.
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3.5 GETTING HELP WITH CLI COMMANDS

Interactive help is available in the CLI. Invoke help by entering a question mark (?) character at any command prompt,
or after a keyword in any mode. Then press Enter. A set of facility names will display. These are the facilities and
commands that can be used in that particular mode. Following is an example of typing ? at the enable prompt:

rs> ?

agi ng Show Agi ng information

cli Modi fy the command Iine interface behavior
dvnr p Show DVMRP rel ated paraneters

enabl e Enabl e privil eged user node

exit Exit current node

file Fil e mani pul ati on conmands

hel p Describe online help facility

ignp Show | GWP rel ated paraneters

i p-redundancy Show | P Redundancy i nformation (VRRP)

i px Show | PX rel at ed paraneters

| 2-tabl es Show L2 Tabl es information

| ogout Log off the system

mul ti cast Show Mul ticast related paraneters

pi ng Ping utility

pvst Show Per VI an Spanning Tree Protocol (PVST)

par anet ers

sfs Show SecureFast Switching (SFS) paraneters
statistics Show or clear router statistics

stp Show Spanning Tree Protocol (STP) paraneters
tel net Telnet utility

traceroute Traceroute utility

vl an Show VLAN rel ated paraneters

Invoking Help While Entering a Command

Type the ? character after entering a command to see a list of the parameters or options to choose to use with that
command. Once the help information is displayed, the command is displayed as before but without the ? character.
Following is an example of invoking help while entering a command:

rs(config)# | oad-bal ance create ?

gr oup- name - Nanme of this Load Bal anced group of servers
Vi p- range- nane - Name of this Virtual |P range

rs(config)# | oad-bal ance create

3-6 Riverstone Networks RS Switch Router User Guide Release 8.0

Download from Www.Somanuals.com. All Manuals Search And Download.



CLI and RS Basics Setting CLI Parameters

Invoking Help Option by Option

Alternatively, a command can be entered option by option. First enter the facility name. Then press Enter to execute.
For example, enter i p at the configure prompt. The prompt changes to indicate that the context of the current CLI
command is changed to i p. Now type a ? character, then press Enter. The options valid for i p are displayed. Choose
an option and type it in. For example, type add. Press enter to execute. Type a ? character, then press Enter. More
options are displayed. Following is an example:

rsl(config)# ip

rsi(config)(ip)# ?

add - Add a static route

apply - apply profile to slot

bgp-accounti ng - Start BGP Accounting

community-1list - Add a community list entry

defi ne - Define a custom forwarding profile

di sabl e - Disable certain IP function

dos - Configure specific denial of service features
enabl e - Enable certain IP function

hel per - addr ess - Specify I P hel per address for an interface
| 3- deep- hashi ng - Enabl e or Disable deep hashing for nodul e
| 3- hash - Change | P hash variant for nodul e

set - Set ip stack properties

crl-z - Exits to previous |evel

top - Exits to the top |evel

rsl(config)(ip)# add

rsl(config)(ip-add)# ?

route - route paraneters

arl-z - Exits to previous |evel

top - Exits to the top | evel

3.6 SETTING CLI PARAMETERS

The RS provides commands for setting the following basic system parameters:
* System time and date

® System name

* System location

*  Contact name (the person to contact regarding this RS)

® [P address for the management port

For an example of these commands see Section 3.8, "CLI and RS Configuration Example." For more information about
these commands see the Riverstone RS Switch Router Getting Started Guide.

Additionally, the RS provides commands for controlling the behavior and display of the CLI:
* Command completion
* Command history

®  Terminal display
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Command Completion

Thecli set conmand conpl eti on command controls the behavior of the CLI as commands are entered. When
command completion is enabled, the CLI automatically completes a command keyword that is partially entered. To
execute, type enough characters of a command keyword to uniquely identify it and the press the Space Bar. The CLI
completes the command word and moves to the next command entry point.

In the configure mode, this command enables or disables command completion for the entire system. In the enable
mode, the command only affects the current session.

Command History

Command history is a buffer that holds a list of commands that were executed during a CLI session. The cl i set

hi st or y command specifies the number of commands that will be stored in the command history buffer. Commands
stored in the buffer can be recalled without typing the complete command again. When the 1 key is pressed, the CLI
displays the commands that were entered. Additionally, all the commands that were executed during a CLI session can
be displayed using the cl i showhi st ory command.

Terminal Display

The CLI also provides commands for setting the terminal display. Row (horizontal) and column (vertical) of the
display can be changed using the cl i set t erm nal command.

3.7 NAMING RS PORTS

Much of the work done in the CLI is configuring ports on an RS. The name of a port is required to configure the port.
The CLI provides commands to name ports. The figure below shows two 1000 Base-SX ports on a line card.

Each port on the RS is named in the following manner:

*  For channelized ports:

<type>.<slot-number>.<port-number>[:<channel-number>][.<vc>]

*  For other ports, including unchannelized T1/E1:
<type>.<slot-number>.<port-number>[.<vc>]

The various parts of the port specification are described in the following sections.

3-8 Riverstone Networks RS Switch Router User Guide Release 8.0

Download from Www.Somanuals.com. All Manuals Search And Download.



CLI and RS Basics Naming RS Ports

3.7.1 Port Type

Table 3-2 describes the port type and associated line cards.

Table 3-2  Port type designations

Type Line Card

at Asynchronous Transfer Mode (ATM)
cm Cable Modem Termination System (CMTS)
el Channelized E1

e3 Clear Channel E3

et 10 Base-X7100 Base-X Ethernet

gi 1000 Base-X Gigabit Ethernet

hs Dual HSSI WAN

se Serial WAN

so Packet-over-SONET (POS)

tl Channelized T1

t3 Channelized T3 or Clear Channel T3

3.7.2 Slot Number

Slot number is determined by the RS model and the physical slot in which the line card is installed. On the RS 1000
and RS 3000 the slot number is printed on the outside side of each slot. On the RS 8000, RS 8600, RS 32000, and RS
38000 the slot number is printed on the top of the front fan cover.

3.7.3 Port Number

Port number is the number assigned to the physical connector on the line card. The range and assignment of port
numbers varies by chassis and the type of line card. Assignment of port numbers by line card is shown in Table 3-3:
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Table 3-3  Port numbers for line cards

CLI and RS Basics

Line Card

Port Numbering (Left to Right)

10/100 Base TX

1

2

3

4

100 Base FX

7
5

o]

1000 Base SX/LX

4
2
2

1000 Base LLX

Quad Serial WAN

S

HSSI WAN

SONET (OC-3c)

SONET (OC-12¢)

ATM (OC-3)

16-slot 10/100 Base TX

12
11

14 16
13 15

Channelized T1 WIC

Channelized E1 WIC

Channelized T3 on the RS 8000
and the RS 8600

N | NN WA NN NN W

Channelized T3 on the RS 32000
and the RS 38000

Multi-rate WAN Module with a
Channelized T1 or Channelized
E1 WIC in each slot

)

Multi-rate WAN Module with a
Clear Channel T3 or Clear
Channel E3 WIC in each slot

)

13

DOCSIS/EuroDOCSIS CMTS

1 US*

2US

3US

4US

1 DS-TF**

1 The port numbering, when using a Clear Channel T3 or E3 WIC with a Channelized T1 or E1 WIC
depends on the slot in which the WIC is placed. For example, if a Clear Channel WIC is in the first slot,
and a Channelized WIC in the second, then the port numbers will be 1, 3, and 4. If the position of the

WICs are reversed, then the numbering will be 1, 2, and 3.

*  Upstream

** Downstream-Intermediate Frequency
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For a port numbering example, the port name et.2.8 refers to a port on the Ethernet line card that is located in slot 2,
connector 8, while the port name gi.3.2 refers to a port on the Gigabit Ethernet line card located in slot 3, connector 2.

There are a few shortcut notations to reference a range of port numbers. For example:

* et.(1-3).(1-8) references all the following ports: et.1.1 through et.1.8, et.2.1 through et.2.8, and et.3.1
through et.3.8.

* et.(1,3).(1-8) references the following ports: et.1.1 through et.1.8, and et.3.1 through et.3.8
* et.(1-3).(1,8) references the following ports: et.1.1, et.1.8, et.2.1, et.2.8, et.3.1, et.3.8

3.74 Channel Number

Channel number is the number assigned to the timeslots or T1 lines in a connector, available only for Channelized T1,
E1, and T3 interfaces. For Channelized T1 and E1, and fractional T1 and E1 interfaces, it is a timeslot. For Channelized
T3 interfaces, it is a T1 line.

Specify a single channel number, a comma-separated list of channel numbers, or a range of channel numbers. For a
channel range, specify a start-channel and an end-channel. The end-channel value must be greater than the
start-channel value.

For other port types, including unchannelized T1 and E1, omit <channel-number> and the preceding colon (:). The
<vc> parameter is still permitted. See Table 3-4.

Table 3-4 Channelized T1, E1 and T3 timeslot ranges

Range Channel

1to24 Channelized T1
1to 31 Channelized E1
1to28 Channelized T3

The following examples show the different channel specifications for T1:

£1.3.2:5-8
t1.3.1:(1-4,6,7)
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3.7.5 VC

This is the Virtual Channel (VC) number for a Frame Relay interface.

3.7.6 Port Name Example

Following is a 1000 Base-SX line card with two gigabit ports:

G8M-GSXB1-02 1000BASE-SX

Offline Tx Link 1 Tx Link 2 @
O O ot
8 8 O @ @ 8 @) @ @ S':%p .

Online Rx AN Rx AN

Gigabit port Gigabit port

Figure 3-1 1000-Base-SX line card

This line card resides in slot 7 of an RS 8000. The names of the two ports from left to right are gi.7.1 and gi.7.2.

3.8 CLI AND RS CONFIGURATION EXAMPLE

The configuration will demonstrate how to set:

® The system time and date

® The daylight saving time

®  The system name

® The system location

® The contact name (the person to contact regarding this RS)
¢  The IP address for the management port

® The terminal display (horizontal and vertical)

®  The history buffer

* A login banner
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Here are the commands:

1. Set the date and time.

rs# system set date year 2001 nonth april day 30 hour 1 minute O second O
2. Set the monitor s horizontal and vertical.

rs# cli set terminal colums 36 rows 60

3. Set the history buffer size.

rs# cli set history size 100

4. Change modes.

rs# configure

5. Enable the daylight savings function.

rs# configure system set dst-changing s-wk 5 s-dow 1 s-mb 3 e-wk 1 e-dow 7 e-np 10
e-hr 2

6. Name the RS.

rs(config)# systemset name "nktg-rs"

7. Set the location.

rs(config)# systemset location "Santa Cruz, CA"
8. Identify the contact name.

rs(config)# systemset contact "Jim Cal e"

9. Configure en0.

rs(config)# interface add i p en0O address-netnask 160. 150. 140. 20/ 16
10. Create a login banner.

rs(config)# systemset |ogin banner file-nanme |ogi nbannerl
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4 HOT SWAPPING LINE CARDS AND
CONTROL MODULES

41 HOT SWAPPING OVERVIEW

Hot swapping is the ability to replace a line card, Control Module, or GBIC (in the RS 32000 and RS 38000 only)
while the RS is operating. Hot swapping allows you to remove or install line cards without switching off or
rebooting the RS. Swapped-in line cards are recognized by the RS and begin functioning immediately after they
are installed.

On the RS 8000 and RS 8600, you can hot swap line cards and secondary control modules. On the RS 8600, you
can also hot swap the secondary switching fabric module. On the RS 32000 and RS 38000, you can hot swap the
GBICs, in addition to the line cards and secondary control modules.

Caution Take appropriate care when removing line cards from the RS. They may be
5 hot to the touch.

Warning The RS and its components are sensitive to static discharge. Use an
antistatic wrist strap and observe all static precautions when hot
swapping the RS’s components.

This chapter provides instructions for the following tasks:

*  Hot swapping line cards

* Hot swapping secondary Control Modules

*  Hot swapping the secondary Switching Fabric Module (RS 8600 only)
*  Hot swapping the GBIC (RS 32000 and RS 38000 only)

4.2 HOT SWAPPING LINE CARDS

The procedure for hot swapping a line card consists of deactivating the line card, removing it from its slot in the
RS chassis, and installing a new line card in the slot.
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421 Deactivating the Line Card

To deactivate the line card, do one of the following:
®  Press the Hot Swap button on the line card. The Hot Swap button is recessed in the line card's front
panel. Use a pen or similar object to reach it.

When you press the Hot Swap button, the Offline LED lights. Figure 4-1 shows the location of the Offline LED
and Hot Swap button on a 1000Base-SX line card.

G8M-GSXB1-02 1000BASE-SX
Offline Tx Link 1 Tx Link 2
o OO OO Hot
g solellel solkllel

Online Rx AN Rx AN
Gigabit port Gigabit port

Figure 4-1 Location of offline LED and hot swap button on a 1000Base-SX
line card

® Use the syst em hot swap out command in the CLI. For example, to deactivate the line card in
slot 7, enter the following command in Enable mode:

rs# system hotswap out slot 7

After you enter this command, the Offline LED on the line card lights, and messages appear on the console
indicating the ports on the line card are inoperative.

% Note  Ifyou have deactivated a line card and want to activate it again, simply pull it from
its slot and push it back in again. (Make sure the Offline LED is lit before you pull

out the line card.) The line card is activated automatically.

Alternately, if you have not removed a line card you deactivated with the syst em hot swap out command, you
can reactivate it with the syst em hot swap i n command. For example, to reactivate a line card in slot 7, enter
the following command in Enable mode:

rs# systemhotswap in slot 7

422 Removing the Line Card

To remove a line card from the RS:
1. Make sure the Offline LED on the line card is lit.

4-2 Riverstone Networks RS Switch Router User Guide Release 8.0

Download from Www.Somanuals.com. All Manuals Search And Download.



Hot Swapping Line Cards and Control Modules Hot Swapping One Type of Line Card With Another

Warning Do not remove the line card unless the Offline LED is lit. Doing so can cause
the RS to crash.

2. Loosen the captive screws on each side of the line card.

3. Carefully remove the line card from its slot in the RS chassis.

423 Installing a New Line Card

To install a new line card:

1. Slide the line card all the way into the slot, firmly but gently pressing the line card fully in place to
ensure that the pins on the back of the line card are completely seated in the backplane.

% Note = Make sure the circuit card (and not the metal plate) is between the card guides.
Check both the upper and lower tracks.

2. Tighten the captive screws on each side of the line card to secure it to the chassis.

Once the line card is installed, the RS recognizes and activates it. The Online LED button lights.

4.3 HOT SWAPPING ONE TYPE OF LINE CARD WITH
ANOTHER

You can hot swap one type of line card with another type. For example, you can replace a 10/100Base-TX line card
with a 1000Base-SX line card. The RS can be configured to accommodate whichever line card is installed in the slot.
When one line card is installed, configuration statements for that line card are used; when you remove the line card
from the slot and replace it with a different type, configuration statements for the new line card take effect.

To set this up, you must include configuration statements for both line cards in the RS configuration file. The RS
determines which line card is installed in the slot and uses the appropriate configuration statements.

For example, you may have an RS with a 10/100Base-TX line card in slot 7 and want to hot swap it with a
1000Base-SX line card. If you include statements for both line cards in the RS configuration file, the statements for
the 1000Base-SX take effect immediately after you install it in slot 7.

4.4 HOT SWAPPING A SECONDARY CONTROL
MODULE

If you have a secondary Control Module installed on the RS, you can hot swap it with another Control Module or line
card.
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Warning You can only hot swap an inactive Control Module. You should never remove
the active Control Module from the RS. Doing so will crash the system.

The procedure for hot swapping a Control Module is similar to the procedure for hot swapping a line card. You must
deactivate the Control Module, remove it from the RS, and insert another Control Module or line card in the slot.

441 Deactivating the Control Module

To deactivate the Control Module:
1. Determine which is the secondary Control Module.
Control Modules can reside in slot CM or slot CM/1 on the RS. Usually slot CM contains the primary Control

Module, and slot CM/1 contains the secondary Control Module. On the primary Control Module, the Online LED
is lit, and on the secondary Control Module, the Offline LED is lit.

LED on a line card. On a line card, it means that the line card has been deactivated.
On a Control Module, a lit Offline LED means that it is standing by to take over
as the primary Control Module if necessary; it does nof mean that the Control
Module has been deactivated.

Note The Offline LED on the Control Module has a different function from the Offline

2. Press the Hot Swap button on the secondary Control Module.

When you press the Hot Swap button, all the LEDs on the Control Module (including the Offline LED) are
deactivated. Figure 4-2 shows the location of the Offline LED and Hot Swap button on a Control Module.

PCslot0
G8M-CM2-128 CONTROL MODULE
Console 100 Mta O ok HeT — OnIinDe gfline
oG e 588 ]
ERR DIAG Swap
PCslot 1

Figure 4-2 Location of offline LED and hot swap button on a control module

You can also use the syst em hot swap out command in the CLI to deactivate the Control Module. For example, to
deactivate the secondary Control Module in slot CM/1, enter the following command in Enable mode:

rs# system hotswap out slot 1
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After you enter this command, the Offline LED on the Control Module lights, and messages appear on the console
indicating the Control Module is inoperative.
442 Removing the Control Module

To remove a Control Module from the RS:
1. Make sure that none of the LEDs on the Control Module are lit.
2. Loosen the captive screws on each side of the Control Module.

3. Carefully remove the Control Module from its slot in the RS chassis.

443 Installing a Control Module

To install a new Control Module or line card into the slot:

é Note  You can install either a line card or a Control Module in slot CM/1, but you can
install only a Control Module in slot CM.

1. Slide the Control Module or line card all the way into the slot, firmly but gently pressing it in place
to ensure that the pins on the back of the card are completely seated in the backplane.

% Note = Make sure the circuit card (and not the metal plate) is between the card guides.
Check both the upper and lower tracks.

2. Tighten the captive screws on each side of the Control Module or line card to secure it to the chassis.

- Onaline card, the Online LED lights, indicating it is now active.

- Onasecondary Control Module, the Offline LED lights, indicating it is standing by to take over
as the primary Control Module if necessary.

45 HOT SWAPPING A SWITCHING FABRIC MODULE
(RS 8600 ONLY)

The RS 8600 has slots for two Switching Fabric Modules. While the RS 8600 is operating, you can install a second
Switching Fabric Module. If two Switching Fabric Modules are installed, you can hot swap one of them.

When you remove one of the Switching Fabric Modules, the other goes online and stays online until it is removed or
the RS 8600 is powered off. When the RS 8600 is powered on again, the Switching Fabric Module in slot “Fabric 1,”
if one is installed there, becomes the active Switching Fabric Module.
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RS 8600. If only one Switching Fabric Module is installed, and you remove

g Warning You can only hot swap a Switching Fabric Module if two are installed on the
it, the RS 8600 will crash.

The procedure for hot swapping a Switching Fabric Module is similar to the procedure for hot swapping a line card or
Control Module. You deactivate the Switching Fabric Module, remove it from the RS, and insert another Switching
Fabric Module in the slot.

% Note  You cannot deactivate the Switching Fabric Module with the syst em hot swap
command.

To deactivate the Switching Fabric Module:

1. Press the Hot Swap button on the Switching Fabric Module you want to deactivate.

The Online LED goes out and the Offline LED lights. Figure 4-3 shows the location of the Offline LED and Hot
Swap button on a Switching Fabric Module.

G86-SWF ofiiine Q Switching Fabric
online O

Figure 4-3 Location of offline LED and hot swap button on a switching fabric
module

4.5.1 Removing the Switching Fabric Module

To remove the Switching Fabric Module:
1. Loosen the captive screws on each side of the Switching Fabric Module.

2. Pull the metal tabs on the Switching Fabric Module to free it from the connectors holding it in place
in the chassis.

3. Carefully remove the Switching Fabric Module from its slot.

45.2 Installing a Switching Fabric Module

To install a Switching Fabric Module:

1. Slide the Switching Fabric Module all the way into the slot, firmly but gently pressing to ensure that
the pins on the back of the module are completely seated in the backplane.

% Note = Make sure the circuit card (and not the metal plate) is between the card guides.
Check both the upper and lower tracks.
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2. Tighten the captive screws on each side of the Switching Fabric Module to secure it to the chassis.

46 HOT SWAPPING A GBIC (RS 32000 AND
RS 38000 ONLY)

The Gigabit Ethernet line cards have slots for GBICs that can be installed at any time. You can hot swap the GBICs
installed in the line cards, as well as the line cards themselves. (For information on hot swapping line cards, see
Section 4.2, "Hot Swapping Line Cards.")

Warning The GBIC and the host gigabit Ethernet line cards are sensitive to static
discharge. Use an antistatic wrist strap and observe all static precautions
when you remove or install a GBIC. Failure to do so could result in damage
to the GBIC and the host line card. Always leave the GBIC in the antistatic
bag or an equivalent antistatic container until it is ready to be installed.

461 Removing a GBIC from the Line Card

To remove a GBIC from its slot on the line card:
1. Remove any cables connected to the GBIC.
2. Locate the extractor tabs on either side of the GBIC.

3. Using thumb and forefinger, compress the extractor tabs on both sides of the GBIC and pull it out of
the line card. See Figure 4-4.

4. If storing or shipping the GBIC, insert the rubber dust protector into the GBIC to protect the fiber
ports.
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Insert GBIC into opening.
GBIC is keyed, and will
only fit in correct orientation

To remove,
press tabs on
top and bottom
of GBIC and pull.

Figure 4-4 Installing and removing a GBIC.

4.6.2 Installing a GBIC into the Line Card

Install the GBIC into the line card as follows:

1. Hold the GBIC with the network port facing away from the line card. The 20-pin connector should
be facing toward the empty GBIC slot of the line card.

2. The alignment slot on the GBIC must line up with the alignment guides inside the GBIC slot. The
top of the GBIC must be next to the hinged side of the GBIC slot door of the line card.

3. Gently insert the GBIC module into the GBIC slot opening in the line card. The GBIC door on the
line card folds in and the hinges engage the alignment slots on the sides of the GBIC module.

oriented properly, it will stop about one quarter of the way into the slot and it
should not be forced any further. Remove and reorient the GBIC module so that it
slides easily into the slot.

Note  If the GBIC module does not go in easily, do not force it. If the GBIC is not

4. Push the GBIC module in until the connector engages the 20-pin port. The GBIC is now installed.

4.7 HOT SWAPPING A WIC

Note  Hot swapping WICs is not yet supported.
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5 BRIDGING CONFIGURATION GUIDE

The Riverstone RS Switch Router provides the following bridging functions:
* Compliance with the IEEE 802.1d standard

* Compliance with the IGMP multicast bridging standard

*  Wire-speed address-based bridging or flow-based bridging

*  Ability to logically segment a transparently bridged network into virtual local-area networks
(VLANS), based on physical ports or protocol (IP or IPX or bridged protocols like Appletalk)

®  Frame filtering based on MAC address for bridged and multicast traffic

* Integrated routing and bridging, which supports bridging of intra-VLAN traffic and routing of
inter-VLAN traffic

5.1 SPANNING TREE (IEEE 802.1D)

Spanning tree (IEEE 802.1d) allows bridges to dynamically discover a subset of the topology that is loop-free. In
addition, the loop-free tree that is discovered contains paths to every LAN segment.

5.2 BRIDGING MODES (FLOW-BASED AND
ADDRESS-BASED)

The RS provides the following types of wire-speed bridging:

Address-based bridging - The RS performs this type of bridging by looking up the destination address in an L2
lookup table on the line card that receives the bridge packet from the network. The L2 lookup table indicates the
exit port(s) for the bridged packet. If the packet is addressed to the RS' own MAC address, the packet is routed
rather than bridged.

Flow-based bridging - The RS performs this type of bridging by looking up an entry in the L2 lookup table
containing both the source and destination addresses of the received packet in order to determine how the packet
is to be handled.

The RS ports perform address-based bridging by default but can be configured to perform flow-based bridging
instead, on a per-port basis. A port cannot be configured to perform both types of bridging at the same time.

The RS performance is equivalent when performing flow-based bridging or address-based bridging. However,
address-based bridging is more efficient because it requires fewer table entries while flow-based bridging provides
tighter management and control over bridged traffic.
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5.3 VLAN OVERVIEW

Virtual LANs (VLANS) are a means of dividing a physical network into several logical (virtual) LANs. The division
can be done on the basis of various criteria, giving rise to different types of VLANSs. For example, the simplest type of
VLAN is the port-based VLAN. Port-based VLANSs divide a network into a number of VLANs by assigning a VLAN
to each port of a switching device. Then, any traffic received on a given port of a switch belongs to the VLAN
associated with that port.

VLANS are primarily used for broadcast containment. A layer-2 (L2) broadcast frame is normally transmitted all over
a bridged network. By dividing the network into VLANS, the range of a broadcast is limited, i.e., the broadcast frame
is transmitted only to the VLAN to which it belongs. This reduces the broadcast traffic on a network by an appreciable
factor.

The type of VLAN depends upon one criterion: how a received frame is classified as belonging to a particular VLAN.
VLAN:S can be categorized into the following types:

*  Port based

* MAC address based
®  Protocol based

®  Subnet based

*  Multicast based

* Policy based

Detailed information about these types of VLANS is beyond the scope of this manual. Each type of VLAN is briefly
explained in the following subsections.

Port-based VLANs

Ports of L2 devices (switches, bridges) are assigned to VLANSs. Any traffic received by a port is classified as belonging
to the VLAN to which the port belongs. For example, if ports 1, 2, and 3 belong to the VLAN named “Marketing”,
then a broadcast frame received by port 1 is transmitted on ports 2 and 3. It is not transmitted on any other port.

MAC-address-based VLANs

In this type of VLAN, each switch (or a central VLAN information server) keeps track of all MAC addresses in a
network and maps them to VLANSs based on information configured by the network administrator. When a frame is
received at a port, its destination MAC address is looked up in the VLAN database. The VLAN database returns the
name of the VLAN to which this frame belongs.

This type of VLAN is powerful in the sense that network devices such as printers and workstations can be moved
anywhere in the network without the need for network reconfiguration. However, the administration is intensive
because all MAC addresses on the network need to be known and configured.

Protocol-based VLANs

Protocol-based VLANSs divide the physical network into logical VLANs based on protocol. When a frame is received
at a port, its VLAN is determined by the protocol of the packet. For example, there could be separate VLANS for IP,
IPX and Appletalk. An IP broadcast frame will only be sent to all ports in the IP VLAN.
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Subnet-based VLANs

Subnet-based VLANS are a subset of protocol based VLANSs and determine the VLAN of a frame based on the subnet
to which the frame belongs. To do this, the switch must look into the network layer header of the incoming frame.
This type of VLAN behaves similar to a router by segregating different subnets into different broadcast domains.

Multicast-based VLANs

Multicast-based VLANS are created dynamically for multicast groups. Typically, each multicast group corresponds to
a different VLAN. This ensures that multicast frames are received only by those ports that are connected to members
of the appropriate multicast group.

Policy-based VLANs

Policy-based VLANSs are the most general definition of VLANs. Each incoming (untagged) frame is looked up in a
policy database, which determines the VLAN to which the frame belongs. For example, you could set up a policy
which creates a special VLAN for all E-mail traffic between the management officers of a company, so that this traffic
will not be seen anywhere else.

5.3.1 RS VLAN Support

The RS supports:

® Port-based VLANs

®  Protocol-based VLANs
®  Subnet-based VLANs

When using the RS as an L2 bridge/switch, use the port-based and protocol-based VLAN types. When using the RS
as a combined switch and router, use the subnet-based VLANSs in addition to port-based and protocol-based VLANS.
It is not necessary to remember the types of VLANS in order to configure the RS, as seen in the section on configuring
the RS.

VLANs and the RS

VLANS are an integral part of the RS family of switching routers. The RS switching routers can function as layer-2
(L2) switches as well as fully-functional layer-3 (L3) routers. Hence they can be viewed as a switch and a router in
one box. To provide maximum performance and functionality, the L2 and L3 aspects of the RS switching routers are
tightly coupled.

The RS can be used purely as an L2 switch. Frames arriving at any port are bridged and not routed. In this case, setting
up VLANS and associating ports with VLANS is all that is required. You can set up the RS switching router to use
port-based VLANS, protocol-based VLANS, or a mixture of the two types.

The RS can also be used purely as a router, i.e., each physical port of the RS is a separate routing interface. Packets
received at any interface are routed and not bridged. In this case, no VLAN configuration is required. Note that
VLAN:S are still created implicitly by the RS as a result of creating L3 interfaces for IP and/or IPX. However, these
implicit VLANSs do not need to be created or configured manually. The implicit VLANS created by the RS are
subnet-based VLANS.
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Most commonly, an RS is used as a combined switch and router. For example, it may be connected to two subnets S1
and S2. Ports 1-8 belong to S1 and ports 9-16 belong to S2. The required behavior of the RS is that intra-subnet frames
be bridged and inter-subnet packets be routed. In other words, traffic between two workstations that belong to the same
subnet should be bridged, and traffic between two workstations that belong to different subnets should be routed.

The RS switching routers use VLANSs to achieve this behavior. This means that a L3 subnet (i.e., an IP or IPX subnet)
is mapped to a VLAN. A given subnet maps to exactly one and only one VLAN. With this definition, the terms VLAN
and subnet are almost interchangeable.

To configure an RS as a combined switch and router, the administrator must create VLANs whenever multiple ports
of the RS are to belong to a particular VLAN/subnet. Then the VLAN must be bound to an L3 (IP/IPX) interface so
that the RS knows which VLAN maps to which IP/IPX subnet.

Ports, VLANSs, and L3 Interfaces

The term port refers to a physical connector on the RS, such as an ethernet port. Each port must belong to at least one
VLAN. When the RS is unconfigured, each port belongs to a VLAN called the “default VLAN.” By creating VLANSs
and adding ports to the created VLANS, the ports are moved from the default VLAN to the newly created VLANS.

Unlike traditional routers, the RS has the concept of logical interfaces rather than physical interfaces. An L3 interface
is a logical entity created by the administrator. It can contain more than one physical port. When an L3 interface
contains exactly one physical port, it is equivalent to an interface on a traditional router. When an L3 interface contains
several ports, it is equivalent to an interface of a traditional router which is connected to a layer-2 device such as a
switch or bridge.

5.3.2 Configuration Examples

VLAN:S are used to associate physical ports on the RS with connected hosts that may be physically separated but need
to participate in the same broadcast domain. To associate ports to a VLAN, you must first create a VLAN and then
assign ports to the VLAN. This section shows examples of creating an IP or IPX VLAN and a DECnet, SNA, and
AppleTalk VLAN.

Creating an IP or IPX VLAN

In this example, servers connected to port gi.1.(1-2) on the RS need to communicate with clients connected to
et.4.(1-8). You can associate all the ports containing the clients and servers to an IP VLAN called ‘BLUE".

First, create an IP VLAN named ‘BLUE’

rs(config)# vlian create BLUE ip

Next, assign ports to the ‘BLUE” VLAN.

rs(config)# vlan add ports et.4.(1-8),gi.1.(1-2) to BLUE
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Creating a non-IP/non-IPX VLAN

In this example, SNA, DECnet, and AppleTalk hosts are connected to et.1.1 and et.2.(1-4). You can associate all the
ports containing these hosts to a VLAN called ‘RED’ with the VLAN ID 5.

First, create a VLAN named ‘RED’

rs(config)# vlan create RED sna dec appletalk id 5

Next, assign ports to the ‘RED” VLAN.

rs(config)# vlan add ports et.1.1, et.2.(1-4) to RED

5.4 ACCESS PORTS AND TRUNK PORTS (802.1P
AND 802.1Q SUPPORT)

The ports of an RS can be classified into two types, based on VLAN functionality: access ports and trunk ports. By
default, a port is an access port. An access port can belong to at most one VLAN of the following types: IP, IPX or
bridged protocols. The RS can automatically determine whether a received frame is an IP frame, an IPX frame or
neither. Based on this, it selects a VLAN for the frame. Frames transmitted out of an access port contain no special
information about the VLAN to which they belong. These frames are classified as belonging to a particular VLAN
based on the protocol of the frame and the VLAN configured on the receiving port for that protocol.

For example, if port 1 belongs to VLAN I/PX VLAN for IPX, VLAN IP _VLAN for IP and VLAN OTHER VLAN for
any other protocol, then an IP frame received by port 1 is classified as belonging to VLAN /P_VLAN.

You can use the port enabl e 8021p command to tag frames transmitted from access ports with a one-byte, 802.1p
class of service (CoS) value. The CoS value indicates the frame’s priority. There are 8 CoS values, 0 is the lowest
priority and 7 is the highest.

Trunk ports (802.1Q) are usually used to connect one VLAN-aware switch to another. They carry traffic belonging to
several VLANSs. For example, suppose that RS A and B are both configured with VLANs V1 and V2.

Then a frame arriving at a port on RS A must be sent to RS B, if the frame belongs to VLAN V1 or to VLAN V2. Thus
the ports on RS A and B which connect the two RS’s together must belong to both VLAN V1 and VLAN V2. Also,
when these ports receive a frame, they must be able to determine whether the frame belongs to V1 or to V2. This is
accomplished by “tagging” the frames, i.e., by prepending information to the frame in order to identify the VLAN to
which the frame belongs. In the RS switching routers, trunk ports normally transmit and receive tagged frames only.
(The format of the tag is specified by the IEEE 802.1Q standard.) If you configure Spanning Tree Protocol, frames are
transmitted as untagged frames.

Explicit and Implicit VLANs

As mentioned earlier, VLANS can either be created explicitly by the administrator (explicit VLANS) or are created
implicitly by the RS when L3 interfaces are created (implicit VLANSs).
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5.5 CONFIGURING RS BRIDGING FUNCTIONS

5.5.1 Configuring Address-based or Flow-based Bridging

The RS ports perform address-based bridging by default but can be configured to perform flow-based bridging instead
of address-based bridging, on a per-port basis. A port cannot be configured to perform both types of bridging at the
same time.

The RS performance is equivalent when performing flow-based bridging or address-based bridging. However,
address-based bridging is more efficient because it requires fewer table entries while flow-based bridging provides
tighter management and control over bridged traffic.

For example, the following illustration shows a router with traffic being sent from port A to port B, port B to port A,
port B to port C, and port A to port C.

Router
!_‘_\ ‘
A B C

Figure 5-1 Router traffic going to different ports

The corresponding bridge tables for address-based and flow-based bridging are shown below. As shown, the bridge
table contains more information on the traffic patterns when flow-based bridging is enabled compared to address-based
bridging.

Address-Based Bridge Table Flow-Based Bridge Table
A (source) A —-B
B (source) B - A
C (destination) B - C
A -C

With the RS configured in flow-based bridging mode, the network manager has “per flow” control of layer-2 traffic.
The network manager can then apply Quality of Service (QoS) policies or security filters based on layer-2 traffic flows.

To enable flow-based bridging on a port, enter the following command in Configure mode.

Configure a port for flow-based bridging. | port flow bridgi ng <port-list>|al | - ports
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To change a port from flow-based bridging to address-based bridging, enter the following command in Configure
mode:

Change a port from flow-based | negat e <line-number of active config containing command>:
bridging to address-based port flow bridgi ng <port-list>|all-ports
bridging.

5.6 CONFIGURING SPANNING TREE

Note  The ATM modules do not support Spanning Tree Protocol.

The RS supports per VLAN spanning tree. By default, all the VLANs defined belong to the default spanning tree. You
can create a separate instance of spanning tree using the following command:

Create spanning tree for a VLAN. pvst create spanni ngtree vian-name <string>

By default, spanning tree is disabled on the RS. To enable spanning tree on the RS, you perform the following tasks
on the ports where you want spanning tree enabled..

Enable spanning tree on one or more stp enabl e port <port-list>
ports for default spanning tree.

Enable spanning tree on one or more pvst enabl e port <port-list> spanni ng-tree
ports for a particular VLAN. <string>

5.6.1 Using Rapid STP

You can specify the use of “rapid” STP, defined by IEEE 802.1w. This protocol, also known as Fast Spanning Tree, is
designed to reduce network recovery time.

é Note  RSTP works only on ports where STP is already enabled (with the st p enabl e
port command).
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To enable rapid STP, enter the following command in Configure mode:

Enable rapid STP. stp set protocol-version rstp

Note  This command is not supported with per-VLAN spanning tree.

5.6.2 Adjusting Spanning-Tree Parameters

You may need to adjust certain spanning-tree parameters if the default values are not suitable for your bridge
configuration. Parameters affecting the entire spanning tree are configured with variations of the bridge global
configuration command. Interface-specific parameters are configured with variations of the bridge-group interface
configuration command.

é Note  Only network administrators with a good understanding of how bridges and the
Spanning-Tree Protocol work should make adjustments to spanning-tree
parameters. Poorly chosen adjustments to these parameters can have a negative
impact on performance. A good source on bridging is the IEEE 802.1d
specification.

Setting the Bridge Priority

You can globally configure the priority of an individual bridge when two bridges tie for position as the root bridge, or
you can configure the likelihood that a bridge will be selected as the root bridge. The lower the bridge's priority, the
more likely the bridge will be selected as the root bridge. This priority is determined by default; however, you can
change it.

To set the bridge priority, enter the following command in Configure mode:

Set the bridge priority for default stp set bridging priority <num>
spanning tree.

Set the bridge priority for a particular pvst set bridging spanning-tree <string>
instance of spanning tree. priority <num>
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Setting a Port Priority

Configuring Spanning Tree

You can set a priority for an interface. When two bridges tie for position as the root bridge, you configure an interface
priority to break the tie. The bridge with the lowest interface value is elected.

To set an interface priority, enter the following command in Configure mode:

Establish a priority for a specified
interface for default spanning tree.

stp set port <port-list> priority <num>

Establish a priority for a specified
interface for a particular instance of
spanning tree.

pvst set port <port-list> spanni ng-tree
<string>priority <num>

Assigning Port Costs

Each interface has a port cost associated with it. By convention, the port cost is 1000/data rate of the attached LAN, in

Mbps. You can set different port costs.

To assign port costs, enter the following command in Configure mode:

Set a different port cost other than the
defaults for default spanning tree.

stp set port <port-list> port-cost <num>

Set a different port cost other than the
defaults for a particular instance of
spanning tree.

pvst set port <port-list> spanni ng-tree
<string> port-cost <num>

Adjusting Bridge Protocol Data Unit (BPDU) Intervals

You can adjust BPDU intervals as described in the following sections:
®  Adjust the Interval between Hello BPDUs

* Define the Forward Delay Interval

®  Define the Maximum Idle Interval
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Adjusting the Interval between Hello Times

You can specify the interval between hello time. To adjust this interval, enter the following command in Configure
mode:

Specify the interval between hello time | stp set bridging hello-tine <num>
for default spanning tree.

Specify the interval between hello times | pvst set bridgi ng spanni ng-tree <string>
for a particular instance of spanning tree. | hel | o-ti ne <num>

Defining the Forward Delay Interval

The forward delay interval is the amount of time spent listening for topology change information after an interface has
been activated for bridging and before forwarding actually begins.

To change the default interval setting, enter the following command in Configure mode:

Set the default of the forward delay stp set bridging forward-delay <num>
interval for default spanning tree.

Set the default of the forward delay pvst set bridging spanning-tree <string>
interval for a particular instance of forward-del ay <num>

spanning tree.

Defining the Maximum Age

If a bridge does not hear BPDUs from the root bridge within a specified interval, it assumes that the network has
changed and recomputes the spanning-tree topology.

To change the default interval setting, enter the following command in Configure mode:

Change the amount of time a bridge will waitto | st p set bridgi ng max- age <num>
hear BPDUs from the root bridge for default
spanning tree.

Change the amount of time a bridge will waitto | pvst set bridgi ng spanning-tree
hear BPDUs from the root bridge for a <string> max- age <num>
particular instance of spanning tree.

5-10 Riverstone Networks RS Switch Router User Guide Release 8.0

Download from Www.Somanuals.com. All Manuals Search And Download.



Bridging Configuration Guide Configuring a Port- or Protocol-Based VLAN

5.6.3 STP Dampening

STP creates a loop free, active topology in a network by placing ports in a forwarding or blocking state. When a port
moves to the forwarding state, it transitions from listening, to learning, and then to forwarding. Whenever this
transition happens, there is a chance that some traffic may be lost. If this port state transition happens rarely, the traffic
loss is insignificant. On the other hand, if this happens frequently, it can adversely affect the network. STP dampening
addresses this issue.

When a root port stops receiving BPDUs from the root bridge, a new root port is selected. If the original root port starts
receiving BPDUs from the root bridge once again and STP dampening is enabled on the port, traffic is not immediately
switched back to it. Instead, the port is monitored until it satisfes a stability condition, which is that it receives a certain
number of STP configuration BPDUs during a specified period of time. If the port satisfies this condition, then it is
considered stable and traffic is switched back to it. Otherwise, it remains in an unstable state and is continuously
monitored until it satisfies the stability condition. This feature ensures that ports are stable before they move to a
forwarding state and traffic is switched back to them.

Note that dampening will not occur if the port on which STP dampening is enabled goes down and comes up again.
Instead, traditional STP configuration occurs.

To enable STP dampening on a port, enter the following command in Configure mode:

Enable STP dampening on a port. stp set port <port-list> danpeni ng enabl e

Note  STP dampening cannot be used in conjunction with RSTP.

The RS has defaults for the period of time a port will be monitored (10 seconds) and the number of BPDUs that need
to be received (10) during this period. You can change these defaults by entering the following command in Configure
mode:

Set parameters for STP dampening. stp set bridging damp-nonitor-tine
<seconds> danp- bpdu- count <number>

5.7 CONFIGURING A PORT- OR PROTOCOL-BASED
VLAN

To create a port or protocol based VLAN, perform the following steps in the Configure mode.
1. Create a port or protocol based VLAN.
2. Add physical ports to a VLAN.
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5.7.1 Creating a Port or Protocol Based VLAN

To create a VLAN, enter the following command in Configure mode.

Create a VLAN. vl an create <vlan-name> <type> id <num>

5.7.2 Adding Ports to a VLAN

To add ports to a VLAN, enter the following command in Configure mode.

Add ports to a VLAN. vl an add ports <port-list> to <vlan-name>
% Note = The ATM modules do not support Spanning Tree Protocol. Therefore be careful
to not put loops within the VLAN.

5.7.3 Configuring VLAN Trunk Ports

The RS supports standards-based VLAN trunking between multiple RS’s as defined by IEEE 802.1Q. 802.1Q adds a
header to a standard Ethernet frame which includes a unique VLAN ID per trunk between two RS’s. These VLAN IDs
extend the VLAN broadcast domain to more than one RS.

To configure a VLAN trunk, enter the following command in the Configure mode.

Configure 802.1Q VLAN trunks. vl an meke <port-type> <port-list>
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You can enable the collection of VLAN statistics on 10/100 and Gigabit Ethernet ports configured as 802.1Q trunk
ports. To do so, use the port enabl e per-vl an- st at s command. Then, you can display the statistics by using the
port show per-vl an- st ats command as illustrated in the following example:

rs# port show per-vlan-stats port et.10.4
Traffic Statistics for Port et.10.4, VLANred (VLAN ID 2):

| nbound
Cctets: 107, 196, 271 octets
Fr anes: 134, 940 franes
Qut bound
Cct et s: 105, 965, 469 octets
Fr anes: 133, 549 franes

Traffic Statistics for Port et.10.4, VLAN blue (VLAN ID 3):

| nbound
Cct et s: 354,072,575 octets
Fr anes: 446, 763 franes
Cut bound
Cctets: 347, 463, 892 octets
Fr anes: 435, 218 franes

5.8 CONFIGURING VLANS FOR BRIDGING

The RS allows you to create VLANSs for AppleTalk, DECnet, SNA, and IPv6 traffic as well as for IP and IPX traffic.
You can create a VLAN for handling traffic for a single protocol, such as a DECnet VLAN. Or, you can create a VLAN
that supports several specific protocols, such as SNA and IP traffic.

Note  Some commands in this facility require updated RS hardware.

5.9 CONFIGURING LAYER-2 FILTERS

Layer-2 security filters on the RS allow you to configure ports to filter specific MAC addresses. When defining a
Layer-2 security filter, you specify to which ports you want the filter to apply. For details on configuring Layer-2
filters, refer to Chapter 25, "Security Configuration.” You can specify the following security filters:

*  Address filters

These filters block traffic based on the frame's source MAC address, destination MAC address, or both source and
destination MAC addresses in flow bridging mode. Address filters are always configured and applied to the input
port.

®  Port-to-address lock filters
These filters prohibit a user connected to a locked port or set of ports from using another port.

®  Static entry filters
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These filters allow or force traffic to go to a set of destination ports based on a frame's source MAC address,
destination MAC address, or both source and destination MAC addresses in flow bridging mode. Static entries are
always configured and applied at the input port.

®  Secure port filters

A secure filter shuts down access to the RS based on MAC addresses. All packets received by a port are dropped.
When combined with static entries, however, these filters can be used to drop all received traffic but allow some
frames to go through.

5.10 MONITORING BRIDGING

The RS displays bridging statistics and configurations contained in the RS.

To display bridging information, enter the following commands in Enable mode.

Show IP routing table. i p show routes

Show all MAC addresses currently inthe || 2-tabl es show al | - macs
12 tables.

Show 12 table information on a specific || 2-tabl es show port-nmacs
port.

Show information the master MAC table. | | 2-t abl es show nmac-tabl e-stats

Show information on a specific MAC | 2-tabl es show nmac

address.

Show information on MACs registered. || 2-tabl e show bri dge- managenent
Show all VLANS. vl an show
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5.11 GARP/GVRP

The Generic Attribute Registration Protocol (GARP) is a generic attribute dissemination mechanism. In the case of the
GARP VLAN Registration Protocol (GVRP), the attribute is the VLAN ID (VID).

GVRP uses GARP Protocol Data Units (PDUs) to register and de-register VLAN IDs on ports. When you enable
GVRP on the RS and one of its ports receives a GVRP request for an existing VLAN to which it does not belong,
GVRP registers the VLAN ID on the port, effectively adding the port to the VLAN. For example, VLAN RED is
configured on ports et.1.1 and et.1.2 of the RS. Port et.1.3 receives a GVRP request for VLAN RED, of which it is not
a member. I[f GVRP is enabled on port et.1.3, it will autmoatically become a member of VLAN RED and pass traffic
for this VLAN. But if GVRP is not enabled on port et.1.3, VLAN registration will not occur, and traffic for VLAN
RED will never reach port et.1.3.

GVRP also provides a mechanism for dynamically creating and removing VLANs. When you turn on dynamic VLAN
creation and the RS receives a request for a VLAN that does not exist on the RS, GVRP dynamically creates that
VLAN and adds the port that received the request.

GVRP propagates this VLAN information throughout the active topology, enabling all GVRP-aware devices to
dynamically establish and update their knowledge of VLANS and their members, including the ports through which
those members can be reached. (For details on GARP refer to IEEE 802.1d. For details on GVRP, refer to IEEE
802.1q.)

Note = GVRP will only add a port to a VLAN if the port is an 802.1q trunk port.

GARP/GVRP provides the following benefits:

®  The administrator is not required to know ahead of time which VLANS should be configured on the
network.

®  The administrator does not have to manually configure all VLANS on the network.

® It prunes unnecessary traffic if a VLAN goes down.

5.11.1 Running GARP/GVRP with STP

Anytime GARP /GVRP configures a VLAN or adds ports to a VLAN, this information needs to be propagated on all
other ports that are part of the active topology. If STP is disabled, this includes all ports, except the input port. If STP
is enabled, this includes all ports that are in the forwarding mode, except the input port.
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5.11.2 Configuring GARP/GVRP

To configure GARP/GVRP on the RS, you should do the following:

1. Enable GVRP functionality on the RS. (GVRP is disabled on the RS by default.)

2. Enable GVRP on individual ports. (GVRP is disabled on all ports on the RS by default.)

You can optionally set the following features by using the gar p and gvr p commands described in the Riverstone RS
Switch Router Command Line Interface Reference Manual:

* Enable dynamic VLAN creation. (This feature is disabled by default.) When you enable this feature,
VLANSs will be created dynamically when there is a GVRP request for a VLAN that does not exist
on the RS. In addition, you will still be able to configure VLANs manually through the CLI.

® Set a port’s registration mode to forbidden. Registration modes refer to whether VLAN IDs can be
dynamically registered or de-registered on a port. You can set a port’s mode to forbidden to prevent
it from being dynamically added to a VLAN. Setting a port to “forbidden registration” de-registers
all VLANS (except VLAN 1) and prevents further VLAN registration on the port.

* Set a port’s status to non-participating. When you do so, the specified ports will not send GARP
PDUs.

®  Change the default values for the following GARP timers:
- leaveall timer default is 10,000 ms

- leave timer default is 600 ms (When configuring the leave timer, its value should be three times
that of the join timer.)

- join timer default is 200 ms

% Note  For GARP to operate properly, all layer-2 connected devices should have the same
GARP timer values.
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5.11.3  Configuration Example
Consider the following configuration example.
_ kt12 et et41 etd42l
_ kt13 et4.3
R1 R6
__ et22 71 st.1 St1 8.1 et.5.2)
_ t23 et2.1 72 8.2 et.5.1 et.5.3
R2 7.3 8.3 R7
R4 RS
_ kt32  et3.1 et6.1  et62
— t33 et.6.3]
R3 R8

Figure 5-2 Using GARP/GVRP on a network

Routers R4 and RS pass traffic between two networks. The administrator used the CLI to configure the following
VLANS:

* VLAN RED on ports et.1.1- 1.3 on R1, and on et.4.1 - 4.3 on R6.
®* VLAN GREEN on ports et.2.1- 2.3 on R2, and on et.5.1 - 5.3 on R7.
* VLAN BLUE on ports et.3.1- 3.3 on R3, and on et.6.1 - 6.3 on R8.

No VLANs were configured on R4 and R5. Instead, dynamic VLAN creation was enabled. So when any of the edge
routers (R1, R2, R3, R6, R7, or R8) send a request for a VLAN to the core routers (R4 and RS5), and the VLAN does
not exist on the core routers, that VLAN is dynamically created on the port of the router that received the request.

For example, R4 receives a receives a request for VLAN RED on port 7.1. VLAN RED is created dynamically on port
7.1 of R4. This is then propagated across the bridged LAN to all the other routers. If dynamic VLAN creation was not
enabled on R4, it would have dropped the traffic for VLAN RED.
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The following is the configuration for R1:

Create VLAN RED as a port-based VLAN and add ports to it.
vl an create red port-based

vlan add ports et.1.1-3 to vlan red

Enable GVRP

gvrp start

Enable GVRP on ports et. 1.1-3.

gvrp enable ports et.1.1-3

Ports et.1.2 and 1.3 do not need to send GARP PDUs because they are connected to devices that are not running
GVRP. Therefore, we should set their status to non-participating.

gvrp set applicant status non-participant et.1.2-3

The following is the configuration for R4:

Create the SmartTRUNK.

smarttrunk create st.1 protocol no-protocol
Add ports to the SmartTRUNK.

smarttrunk add ports et.1.1-3 to st.1
Enable GVRP

gvrp start

Enable GVRP on ports st.1, and et.7.1-3.

gvrp enable ports st.1, et.7.1-3

Enable dynamic VLAN creation so when R, R2, or R3 sends a request for a VLAN, it will dynamically be created
on R4.

gvrp enabl e dynanmic vl an-creation

Note that because dynamic VLAN creation was enabled on R4, we did not have to manually configure any VLAN on
R4.
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5.12 TUNNELING VLAN PACKETS ACROSS MANS

The “stackable” VLAN feature on the RS allows you to tunnel multiple VLANSs through a metropolitan area network
(MAN) over a single backbone VLAN. This feature provides the following benefits:

®  Traffic for multiple VLAN:S, or traffic for multiple customers, can be aggregated to run through a
MAN over a single backbone VLAN. The RS supports a maximum of 4094 customers or VLANs
and up to 4094 backbone VLANS.

® Spanning tree and rapid spanning tree protocols can be run in customer-specific VLANSs; no
reconfiguration of customer-specific VLANSs is needed.

® Per-VLAN spanning tree can be run in the backbone VLAN.

5.121 Stackable VLAN Components

The following figure illustrates the basic components of the stackable VLAN. Routers R1 and R2 switch traffic for
customers C1 and C2 through the MAN. Ports et.2.1 on R1 and et.6.1 on R2 belong to customer C1’s VLAN, “BLUE”
while ports et.3.1 on R1 and et. 7.1 on R2 belong to customer C2’s VLAN, “GREEN.” Traffic entering any of these
four ports are tagged with the appropriate customer VLAN ID (BLUE or GREEN) in an IEEE 802.1q header.

Lf— — — —

Cl—  pet21 | T et6.1 » C1
~ R1 let4 et5.1 R2
C2— phjet.3.1 | | et.7.14—» C2
| | | |
| i RED VLAN (backbone) | |
| GREEN VLAN |
Lo - - - . . . . - = = _

Figure 5-3 Stackable VLAN components

¢ The VLAN RED is the backbone VLAN, which allows traffic from various VLANS to be tunneled
through the MAN.

* Portset.4.1 onR1 and et.5.1 on R2 are tunnel backbone ports, which are trunk ports through which
the VLAN traffic is tunneled. Tunnel backbone ports must be configured as trunk ports so that they
maintain the encapsulated 802.1q header. You configure these ports as both trunk ports and tunnel
backbone ports with the st ackabl e- vl an option of the vl an make t runk- port CLI command.

® Portset.2.1 and et.3.1 on R1 are tunnel entry ports, which are access ports on which the VLAN
traffic to be tunneled enters R1. Ports et. 6.1 and et.7.1 on R2 are tunnel exit ports, which are access
ports on which the tunneled traffic exits R2. You configure the mapping of the tunnel entry and
tunnel exit ports to the backbone VLAN with the vl an enabl e st ackabl e- vl an CLI command.
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% Note  Tunnel entry and exit port are configured as access ports. These ports can receive
802.1qg-tagged traffic.

In Figure 5-3, customer C1 tags outgoing traffic with the VLAN ID BLUE in the 802.1q headers. Customer C1’s traffic
enters the tunnel entry port et.2.1 on R1. On R1, the tunnel entry port et.2.1 is mapped to the backbone VLAN RED.
The BLUE-tagged packet received on port et.2.1 is encapsulated with an 802.1q header with VLAN RED’s tag before
it is bridged out on the tunnel backbone port et.4.1. (The original 802.1q header with the VLAN BLUE ID is now part
of the data portion of the packet.) On R2, the RED 802.1q header is stripped off before the packet is sent out on et.6.1.
The packet is sent out the tunnel exit port as a tagged packet with the original BLUE 802.1q header.

If an untagged packet arrives on a tunnel entry port, normal layer 2 processing takes place. If the packet needs to be
flooded, it will be flooded on all ports in the customer VLAN.

If a broadcast or multicast packet arrives on a tunnel entry port, the packet is flooded on all ports that belong to the
backbone VLAN as well as any other ports that belong to that VLAN. If a unicast packet arrives on a tunnel entry port,
the packet is sent out a particular backbone VLAN port.

The 802.1p priority of a packet is preserved throughout the MAN. The RS hardware uses the control priority in the L2
table entry. If there is no L2 table entry for the packet, the 802.1p priority contained in the 802.1q header is used.

Normally, access ports can belong to only one VLAN of a particular protocol type, such as IP. The RS allows tunnel
entry and exit ports to be added to multiple VLANs. Note, however, that only ports that are configured with the

st ackabl e- vl an option of the vl an make access- port command can be added to more than one VLAN of the
same protocol type.

GARP and/or GVRP can be enabled on tunnel backbone ports.

set vl an-di sabl e command on routers where you are configuring stackable
VLAN:S.

Note  You cannot enable L4 bridging on stackable VLANSs. Also, do not use the st p

5.12.2  Configuration Examples

This section contains configuration examples for the following scenarios:

®  Multiple customers, with each customer having its own VLAN

®  Multiple customers sharing a common VLAN

* Single VLAN with multiple tunnel entry ports

® STP or GVRP in customer VLANSs tunneled over the backbone VLAN
*  Multiple VLANS on a single tunnel entry/exit port

Multiple Customer VLANs

In Figure 5-4, traffic for customer C1’s VLAN (BLUE) and for customer C2’s VLAN (GREEN) is tunneled through
the backbone VLAN (RED).
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BLUE VLAN

C1 et.2.1 /\ et.6.1 C1

R1 |et4t—— ..., [——let51R2

c2 el3.1 MAN et7 1 Cc2

RED VLAN (backbone)

GREEN VLAN

Figure 5-4 Multiple customers with different VLANs

The following is the configuration for R1:
! Create 1 backbone VLAN and 2 customer VLANs

vl an create RED port-based

vl an create GREEN port-based

vl an create BLUE port-based

! Add port to each VLAN

vlan add ports et.2.1 to BLUE

vlan add ports et.3.1 to GREEN

vlan add ports et.4.1 to RED

! Make et.4.1 both a trunk port and a tunnel backbone port

vl an make trunk-port et.4.1 stackable-vlan

! Map tunnel entry ports to backbone VLAN

vl an enabl e stackabl e-vlan on et.2.1 backbone-vl an RED

vl an enabl e stackabl e-vl an on et. 3.1 backbone-vl an RED
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The following is the configuration for R2:

! Create 1 backbone VLAN and 2 customer VLANs

vl an create RED port-based

vl an create GREEN port-based

vl an create BLUE port-based

! Add port to each VLAN

vlan add ports et.6.1 to BLUE

vlan add ports et.7.1 to GREEN

vlan add ports et.5.1 to RED

! Make et.5.1 both a trunk port and a tunnel backbone port

vl an make trunk-port et.5.1 stackabl e-vlan

! Map tunnel exit ports to backbone VLAN

vl an enabl e stackabl e-vlan on et.6.1 backbone-vlan RED

vl an enabl e stackabl e-vlan on et.7.1 backbone-vlan RED

Multiple Customers with Common VLANs

In Figure 5-5, customers C1 and C2 are connected to the MAN, with both customers using the same VLAN (BLUE).
To ensure that traffic for C1 is not sent to C2 and vice versa, the backbone VLAN for each customer must be different.
Therefore, traffic for customer C1 will be sent on the backbone VLAN RED, while traffic for customer C2 will be sent
on the backbone VLAN GREEN. Note that the trunk port on each router is part of both backbone VLAN RED and
backbone VLAN GREEN.

BLUE VLAN

RED VLAN

cl— Tet21 m et6.1 C1

R1 [et4l—— yan ——et5.1] R2

C2— let3.1 U et.7.1 c2

GREEN VLAN

Figure 5-5 Multiple customers with common VLANs
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The following is the configuration for R1:

! Create 2 backbone VLANs and 1 customer VLAN

vl an create RED port-based

vl an create GREEN port-based

vl an create BLUE port-based

! Add ports to BLUE VLAN

vlan add ports et.2.1, et.3.1 to BLUE

! Make et.4.1 both a trunk port and a tunnel backbone port
vl an make trunk-port et.4.1 stackabl e-vlan

! Add et.4.1 to both RED and GREEN backbone VLANs
vlan add ports et.4.1 to RED

vlan add ports et.4.1 to GREEN

! Map tunnel entry ports to backbone VLAN

vl an enabl e stackabl e-vlan on et.2.1 backbone-vl an RED

vl an enabl e stackabl e-vlan on et. 3.1 backbone-vl an GREEN

The following is the configuration for R2:
! Create 2 backbone VLANs and 1 customer VLAN

vl an create RED port-based

vl an create GREEN port-based

vl an create BLUE port-based

! Add ports to BLUE VLAN

vlan add ports et.6.1, et.7.1 to BLUE

! Make et.5.1 both a trunk port and a tunnel backbone port
vl an make trunk-port et.5.1 stackabl e-vlan

! Add et.5.1 to both RED and GREEN backbone VLANs
vlan add ports et.5.1 to RED

vlan add ports et.5.1 to GREEN

! Map tunnel exit ports to backbone VLAN

vl an enabl e stackabl e-vlan on et.6.1 backbone-vl an RED

vl an enabl e stackabl e-vlan on et.7.1 backbone-vl an GREEN

Tunnel entry or exit ports can be spread across routers. In Figure 5-6, customers C1 and C3 use the VLAN BLUE,
while customers C2 and C4 use the VLAN GREEN. The backbone VLAN for each customer must be different to
ensure that traffic for C1 is not sent to C3, traffic for C2 is not sent to C4, etc. Therefore, traffic for customer C1 and
C2 will be sent on the backbone VLAN RED, while traffic for customer C3 and C4 will be sent on the backbone VLAN
PURPLE.
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BLUE
RED VLAN
C1 et.2.1 et.6.1 c1
R1 |et.4.1 et.5.1 R2
c2 et.3.1 \\\\\\7////' et.7.1 c2
GREEN
i MAN )
BLUE A L
C3 et.8.1 ///////\\\\‘“///ﬁ\\\\\ et.12.1 C3
R3 |et.10.1 et.11.1 R4
C4 et.9.1 et.13.1 C4
GREEN PURPLE VLAN

Figure 5-6 Multiple customers with common VLANs across multiple routers

The following is the configuration for R1:

! Create 1 backbone VLAN and 2 customer VLANs

vl an create RED port-based

vl an create GREEN port-based

vl an create BLUE port-based

! Add port to each VLAN

vlan add ports et.2.1 to BLUE

vlan add ports et.3.1 to GREEN

vlan add ports et.4.1 to RED

! Make et.4.1 both a trunk port and a tunnel backbone port
vl an make trunk-port et.4.1 stackable-vlan
! Map tunnel entry ports to backbone VLAN

vl an enabl e stackabl e-vlan on et.2.1 backbone-vl an RED

vl an enabl e stackabl e-vlan on et.3.1 backbone-vl an RED
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The following is the configuration for R2:
! Create 1 backbone VLAN and 2 customer VLANs

vl an create RED port-based

vl an create GREEN port-based

vl an create BLUE port-based

! Add port to each VLAN

vlan add ports et.6.1 to BLUE

vlan add ports et.5.1 to RED

vlan add ports et.7.1 to GREEN

! Make et.5.1 both a trunk port and a tunnel backbone port

vl an make trunk-port et.5.1 stackabl e-vlan

! Map tunnel exit ports to backbone VLAN

vl an enabl e stackabl e-vlan on et.6.1 backbone-vl an RED

vl an enabl e stackabl e-vlan on et.7.1 backbone-vl an RED

The following is the configuration for R3:

! Create 1 backbone VLAN and 2 customer VLANs
vl an create PURPLE port-based

vl an create GREEN port-based

vl an create BLUE port-based

! Add port to each VLAN

vlan add ports et.8.1 to BLUE

vlan add ports et.9.1 to GREEN

vlan add ports et.10.1 to PURPLE

! Make et. 10.1 both a trunk port and a tunnel backbone port

vl an make trunk-port et.10.1 stackable-vlan

! Map tunnel entry ports to backbone VLAN

vl an enabl e stackabl e-vlan on et. 8.1 backbone-vl an PURPLE

vl an enabl e stackabl e-vlan on et. 9.1 backbone-vl an PURPLE
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The following is the configuration for R4:

Bridging Configuration Guide

! Add port to each VLAN

! Create 1 backbone VLAN and 2 customer VLANs
vl an create PURPLE port-based
vl an create GREEN port-based

vl an create BLUE port-based

vlan add ports et.11.1 to PURPLE

vlan add ports et.12.1 to BLUE

vlan add ports et.13.1 to GREEN

! Make et.11.1 both a trunk port and a tunnel backbone port

vl an make trunk-port et.11.1 stackable-vlan

! Map tunnel exit ports to backbone VLAN

vl an enabl e stackabl e-vlan on et.12.1 backbone-vl an PURPLE

vl an enabl e stackabl e-vlan on et.13.1 backbone-vl an PURPLE

Single VLAN with Multiple Tunnel Entry Ports

In Figure 5-7, customer C1 has a VLAN BLUE with multiple tunnel entry ports (et.2.1 and et.3.1 on R1) and multiple
tunnel exit ports (et.6.1 and et.7.1 on R2).

BLUE VLAN

C1 et.2.1

C1 et.3.1

R1

et.4.1 et.5.1 R2

et.6.1

et.7.1

RED VLAN (backbone)

Figure 5-7 Customer VLAN with multiple tunnel entry/exit ports
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The following is the configuration for R1:

! Create backbone VLAN and customer VLAN

vl an create RED port-based

vl an create BLUE port-based

! Add ports to VLANs

vlan add ports et.2.1, et.3.1 to BLUE

vlan add ports et.4.1 to RED

! Make et.4.1 both a trunk port and a tunnel backbone port

vl an make trunk-port et.4.1 stackabl e-vlan

! Map tunnel entry ports to backbone VLAN

vl an enabl e stackabl e-vlan on et.2.1 backbone-vl an RED

vl an enabl e stackabl e-vlan on et.3.1 backbone-vl an RED

The following is the configuration for R2:
! Create backbone VLAN and customer VLAN

vl an create RED port-based

vl an create BLUE port-based

! Add ports to VLANs

vlan add ports et.6.1, et.7.1 to BLUE

vlan add ports et.5.1 to RED

! Make et.5.1 both a trunk port and a tunnel backbone port

vl an make trunk-port et.5.1 stackabl e-vlan

! Map tunnel exit ports to backbone VLAN

vl an enabl e stackabl e-vlan on et.6.1 backbone-vl an RED

vl an enabl e stackabl e-vlan on et.7.1 backbone-vl an RED

The following is an example where a customer VLAN has multiple tunnel entry or exit ports spread across routers.
Figure 5-8 shows customers C1 and C2 sharing the VLAN BLUE. Traffic for customer C1 can arrive on tunnel entry
ports on routers R1, R2, or R3. Broadcast or multicast traffic arriving on et.2.1 on R1 is tunneled on backbone VLAN
RED and will be seen by C1 users on R2 and R3. C2 users on R4 will not see the C1 traffic since the tunnel backbone
port on R4 belongs to the backbone VLAN PURPLE.
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C1 et.2.1 et.5.1
R1 |et3.1 et4.1| R2
PURPLE VLAN RED VLAN
C1 et.6.1 et.9.1
R3 |et.7.1 et.8.1] R4
RED VLAN PURPLE VLAN
BLUE VLAN

Figure 5-8 Customer VLAN with multiple tunnel entry ports across multiple

routers

The following is the configuration for R1:

C1

Cc2

! Create 1 backbone VLAN and 1 customer VLAN

vl an create PURPLE port-based

vl an create BLUE port-based

! Add port to each VLAN

vlan add ports et.2.1 to BLUE

vlan add ports et.3.1 to PURPLE

! Make et.3.1 both a trunk port and a tunnel backbone port

vl an make trunk-port et.3.1 stackable-vlan

! Map tunnel entry port to backbone VLAN

vl an enabl e stackabl e-vlan on et.2.1 backbone-vl an PURPLE
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The following is the configuration for R2:

! Create 1 backbone VLAN and 1 customer VLAN

vl an create RED port-based

vl an create BLUE port-based

! Add port to each VLAN

vlan add ports et.4.1 to RED

vlan add ports et.5.1 to BLUE

! Make et.4.1 both a trunk port and a tunnel backbone port
vl an make trunk-port et.4.1 stackabl e-vlan

! Map tunnel exit ports to backbone VLAN

vl an enabl e stackabl e-vlan on et.5.1 backbone-vl an RED

The following is the configuration for R3:
! Create 1 backbone VLAN and 1 customer VLAN

vl an create RED port-based

vl an create BLUE port-based

! Add port to each VLAN

vlan add ports et.6.1 to BLUE

vlan add ports et.7.1 to RED

! Make et.7.1 both a trunk port and a tunnel backbone port
vl an make trunk-port et.7.1 stackabl e-vlan

! Map tunnel entry ports to backbone VLAN

vl an enabl e stackabl e-vlan on et. 6.1 backbone-vl an RED

The following is the configuration for R4:
! Create 1 backbone VLAN and 1 customer VLAN
vl an c