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Preface

This manual covers the basic configuration and installation of the HD Mesh system, and applies to the
following part numbers:

HD Mesh 1 US Model
HD Mesh 2 International Model

The HD Mesh 1/2 system consists of an outdoor rated NEMA box (R3/ IP42) that includes a 532 Mikrotik
router board, a CM9 Wireless Access Point, one Omni 8dBi antenna, and 5 Trango PoE ports. The HD
Mesh system may be used in conjunction with any Trango Point to Point backhaul wireless broadband
equipment in a ring architecture to provided access to Wifi Hotspot as well as the local devices.

The HD Mesh system when used in conjunction with any Trango Point to Point wireless Broadband
equipment in a ring architecture will provide a reliable, redundant, high capacity Mesh style wireless
connection.

Warranty Information

HD Mesh units from Trango Broadband Wireless are warranted for one year from date of purchase.
Please see www.trangobroadband.com for a complete description of warranty coverage and limitations.

Contact Information
Corporate Headquarters Trango Broadband Wireless, a division of Trango Systems, Inc.
15070 Avenue of Science Suite 200
San Diego, CA 92128 USA
Web Sites www.trangobroadband.com www.trangosys.com
Sales Inquiries email: sales@trangobroadband.com
Telephone: 1-858-653-3900
Technical Support email: techsupport@trangobroadband.com
Telephone: 1-858-653-3900
Firmware Update Notices Mailing List | http://www.trangobroadband.com/mailinglist/mailingListAdd.aspx

Trango Broadband Wireless — High Density MESH page iii
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HD Mesh Node

Section 1 Introduction

Trango has developed a mesh architecture that maximizes up time reliability, while minimizing the
constraints on actual data throughput. The Trango solution focuses the fail-safe functions at the most
important element of the network, the backbone. Maintaining a robust, hi-speed and redundant mesh
backbone is the most critical aspect of the network. The result is that HD Mesh provides system performance
and reliability well beyond that of competing technologies.

Overview

Trango's HD Mesh wireless backbone radios are available in 4.9, 5.3 and 5.8 GHz frequency bands.
Each HD Mesh micro cell base station includes an environmentally controlled enclosure with thermostat
controlled heater and fan, nine port router, and can support up to six additional Ethernet devices (cameras,
access points, etc.). HD Mesh is also designed to support WiMAX-ready radios and 802.11g for WiFi
hotspots. This highly flexible and scalable system is built to grow with the needs of any network and like all
Trango equipment, HD Mesh is designed for easy installation and maintenance.

ﬁ
L]
u

ﬁ;rnad band Ne{wd ‘ byil'raﬁgo

The HD Mesh node box provides an innovative and easy method to create a self-healing hi-speed
backbone ring for reliable delivery of wireless broadband connectivity. The HD Mesh system is ideal for high-
capacity metro backhaul, broadband access, mesh systems bandwidth injection, WiMAX systems, VOIP
traffic and IP-based video surveillance.

Trango Broadband Wireless — High Density MESH page 4
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HD Mesh Node

Section 2 Hardware Overview

The HD Mesh is an outdoor NEMA rated box that houses a Mikrotik 532 router. The router provides
OSPF functionality on the routed ports that connect to two Trango Point to Point wireless backhaul radios
which results in a layer 3 self healing wireless network. The other three Trango PoE ports can be used in
conjunction with any Trango Access Point to provide wireless connections in a Point to Multipoint format.
Each one of these PoE ports connects to an individual port on the router. This results in a unique broadcast
domain for each Access Point yielding higher performance at each cell. The router board also connects to a
MiniPCl CM9 wireless board that functions as a WiFi Access Point. This Access Point uses an Omni 8 dBi
antenna to provide a hotspot solution. The other four ports on the router can be used with any Ethernet or IP
devices and can be configured as bridge ports or router ports, for meeting different application requirements.
The HD Mesh box is powered by 110 Volts AC for HD Mesh 1 and 220 Volts AC for HD Mesh 2. The box is
design to operate in temperatures between -40° C to 60° C.

System Contents

The HD Mesh system is available in two versions:

HD Mesh 1 - US mode (110 VAC)
HD Mesh 2 - International model (220 VAC)

Each HD Mesh kit consists of one HD Mesh Box, one Omni 8dBi antenna, two mounting brackets, two U
bolts, four screws, four washers, and four nuts. (Figure 1)

HD Mesh Kit

< HD Mesh Box
[EIMesh
8dBi Omni
=
Mountina Brackets > E =
S e
Screws. washers and Nuts B o
U-bolts >"E’ /
Figure 1
Trango Broadband Wireless — High Density MESH page 5
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HD Mesh Node

System Radio Kits Option

HDM5010-EXT: Includes 2Atlas5010-EXT 5 GHz radios, connectorized for external antennas
HDM5010-INT: Includes 2 Atlas5010-INT 5 GHz radios, with integrated 23dBi antennas
HDM4900-INT-18: Includes 2 Atlas4900-INT-18 4.9GHz radios with integrated 18dBi antennas
HDM4900-INT-22: Includes 2 Atlas4900-INT-22 4.9GHz radios with integrated 22 dBi antennas
HDM4900-EXT: Includes 2 Atlas4900-EXT 4.9GHz radios, connectorized for external antennas

Location of Serial Number

The serial number can be found on the inside of the door of the HD Mesh box. (Figure 2)

TRANGO BROADBAND WIRELESS
HD MESH-1

REV: A

SERIAL: HDM10XXXX

Figure 2

Trango Broadband Wireless — High Density MESH page 6
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HD Mesh Node

Section 2 Getting Started

It is always a good idea to first provision and test the equipment on the bench before deploying them in the
field. This is a particularly useful exercise for the novice user.

Opening the Box

Open the box by flipping up the quick release lockable latches.

Quick
Release
Lockable
Latch

A 4

Connections and Power

Pull away from box

Flip Up

Note: Improper wiring of
power may power unit but
may cause damage to
system.

Figure 3

o Power is applied to the HD Mesh unit via the Power Input Terminals located at the bottom left hand

corner inside the box.

e There are 5 PoE ports to provide connection to 5 Trango Broadband radios. Connect a Cat-5 (straight
through) Ethernet cable (Trango Broadband recommends shielded twisted pair) between the POE
port of the HD Mesh unit and the RJ-45 connector on the radio.

e Both green LEDs on the POE of the HD Mesh should be lighted, indicating power is present to the

POE as well as the radio. (Figure 3)

Trango Broadband Wireless — High Density MESH
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HD Mesh Node

Location of RJ-45/LED Port

The RJ-45 connectors for Trango Power Over Ethernet (PoE) injectors are located at the bottom of the
mounting plate inside the HD Mesh box. The router ports and serial port are located at the top of the
mounting plate. The PoE diagnostic LEDs are located on the face lid of the mounting plate. Functionality of
the LEDs is described later in this text. (Figure 4)

ROUTER
[ SIS A
T R
POE
= lil_ = = E..

Figure 4

HD MESH Management

The HD Mesh unit can be configured using a Command Line Interface (CLI), Web Browser (HTTP) interface,
or Winbox (GUI) interface. Although all methods are comprehensive and powerful, the CLI method provides
more functionality.

Password

The HD Mesh unit is pre-configured with the following default account and password. This user name
and password will allow you to gain access via CLI, HTTP, or Winbox.

User Name admin
Password trango

Note: The password will default to a blank password if the unit is set to factory defaults. The user name will still
be admin.

Trango Broadband Wireless — High Density MESH page 8
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HD Mesh Node

Browser Interface

The HDMESH features a convenient and easy-to-use web based configuration and management tool. No
additional software is needed on your computer other than a web browser. The browser interface offers
limited and basic functions, although the majority can only be performed via command line interface (CLI).

To use the browser interface, the following must be present:
o An Ethernet (wired or wireless) connection between a PC and the HD Mesh unit.
e Ethernet PC connection with IP/subnet that is routable to the HD Mesh unit.
e A web browser on the PC (i.e. Microsoft Internet Explorer )

In order to use the browser interface — simply connect the HD Mesh unit to a PC and type the HD Mesh’s IP
address into the web browser (i.e. Microsoft Internet Explorer). This will bring up the Login page.

Browser Interface Login Screen

The first page of the web browser is called the configuration page. The configuration page offers the
following options.

Downloading Winbox

Displaying Graphs

Telnet into the router

Documentation from Mikrotik’'s Website & License Information

Winbox can be downloaded from the router itself under the configuration page of the web browser.
The top left side of the configuration page offers a link to download the Winbox application. The application
can also be downloaded from Mikrotik’s website. (Figure 5)

-2 mikrotik routeros > administration - Microsoft Internet Explorer =13
File Edit wview Fawvorites Teols Help F
= - D x| =] o [ S search PL ravones &3 - - =R
Address http: /192, 165, 100. 100 ~ So Links >

-~
MikroTik T
Winbosx is the graphical — This is @ web based
configuration application for configuration interface for
Routeros. Download it, run it Routeros. Log in abowve to
and connect to your router - connect to this router - some
all RouteroS functionality can of the most important
be controlled with this RouterOS features can be
application. controlled within this
intaerface.
elnet T
Connect with telnet and you These araphs show you
will hawe access to the Statistial information about
command line interface of wour router's interfaces and
Routeros, ewvery function of the traffic that goes through
RouterOS can be controlled them. Before vou use
writh it. Graphs, wou hawve to
confiqure them.
=SS We<e hawe written many Mikrotilk, RouterOS and the
tutorials, examples and Milkcrotik logo are registered
manuals for Routeros, all of trademarks of Mikrotik Ltd.
which are available here on Please read the license
our homepage. If you get
into trouble, you can always
ask for technical support. =
< >
=] o Internet Figure 5

Type the username (default: admin) and password (default trango) and continue. This will bring up the
router’s Interface page.

Trango Broadband Wireless — High Density MESH page 9
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HD Mesh Node

Primary Features and Pages of the Browser Interface:

Navigation Column: Each page features a navigation column that runs along the left-hand side of the page.
On the bottom of the navigation column is the current status of the router including its System ID, IP address,
Time, Date, CPU Utilization, Uptime, Disk Space Free, Disk Space Total, Memory Free, Memory Total, RX,
Tx, AP, Clients, and Timeout.

The navigation column also features buttons to each of the following pages:
System: This page shows ID, Version, System Reset, Reboot, Change password, and Web page refresh

period.

Interface: The interface name, type, IP address, enable/disable and graph are seen on this page. It is the
first page shown after login.

Firewall: This page allows you to setup a basic firewall by selecting the Public interface and check boxes of
Protect customer, Protect router, and NAT.

Routes: This page will display all routing information with capabilities of adding static routes.

Simple Queues: Simple Queues page allows you to rate limit traffic on the router.

PPPoE: Allows you to enable PPPoE on an interface and add users and passwords.
Registration Table: This page will show you current registered clients.

Access List: This page will allow adding an Access List based on MAC address, Interface, Authenticate and
Forward settings.

DHCP Server: This page will show you current DHCP server settings to include current DHCP leases.
Upgrade: This page will allow you to upload an upgrade package or downgrade.

Logout: This link will end the current browser session with the router.

Trango Broadband Wireless — High Density MESH page 10

Download from Www.Somanuals.com. All Manuals Search And Download.



HD Mesh Node

Winbox (GUI) Interface

The HDMESH features a convenient and easy-to-use GUI interface tool. The Winbox interface offers the
closest functionality to the Command Line Interface (CLI). . The Winbox interface provides a lot more
functionality than the Web Interface. Winbox is improving with each release but CLI still provides the most
functionality

To use the Winbox, the following must be present:
e An Ethernet (wired or wireless) connection between a PC and the HD Mesh unit.
e Ethernet PC connection to the HD Mesh unit.

In order to use the Winbox simply connect the HD Mesh unit to a PC and type the HD Mesh’s IP address into
the “Connect To” space. Clicking on the dotted square will perform a broadcast scan and show MAC
addresses and IP addresses of HD Mesh Nodes discovered on the network. Supply a Login Name “admin”
and password “trango” (Figure 6)

= WinBox Loader v2.2.7

Connect To: || J | Connect I
Lo W MAC Address IF Addresz | dentity Wersion
00:0C: 42:06:15:63 13216811 HOMESH 2928
Paszward, |

Save
v Eeep Pazzword

[ Secure Mode

idd

Nate: |HDMESH Tools...
Address | User Mote
Figure 6
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HD Mesh Node

Primary Features and Pages of the Winbox Interface:
Menu Bar: Winbox has a menu bar that runs along the left-hand side of the page.

Interface: General information of the interface, Status, Ethernet port settings and traffic.

Wireless: Wireless status, Access List, Registration, Connect List, Security Profiles, and wireless settings.
Bridge: Shows Bridge status, Ports in the Bridge, Filters, Broute, NAT and Hosts.

PPP: Configure PPP interface, Secrets, Profiles, and Active Connections

IP: Includes the following Menus: Addresses, Routers, Pool, ARP, VRRP, Firewall, Socks, UPnP, Traffic
Flow, Accounting, Services, Packing, Neighbors, DNS, DHCP Client, DHCP Server, DHCP Relay, Hotspot,
IPSec, and Proxy.

Routing: Display menus for the following: BGP, RIP, OSPF, and prefix

Ports: Displays the serial port where the following setting can be changed. Name, Baud Rate, Data Bits,
Parity, Stop Bits and Flow Control.

Queues: Display Simple Queues, Interface Queues, Queue Tree, and Queue Types.
Drivers: Displays drivers for the Ethernet and Wireless chip set.

System: This button shows setting for Identity, Clock, Resources, License, Packages, Auto Upgrade,
Logging, History, Console, Scripts, Scheduler, Watchdog, Reboot, Shutdown, NTP Client and NTP Server.

Files: Displays files on your router which include backups and hotspot html pages.

Log: Display the log information of the router.

SNMP: SNMP Server setting. By default public has read only access.

Users: Displays Users information. By default there is only one account admin which has full access.
Radius: Radius information is displayed and can be configured.

Tools: Tools menu has the following tools: Ping, MAC Ping, Traceroute, Bandwidth Test, BTest Server,
Traffic monitor, Packet Sniffer, Torch, MAC Server, Graphing, IP Scan, Ping Speed, Flood Ping, and
Netwatch.

New Terminal: Opens a CLI session to the router.

Telnet: Allows to telnet to an IP address using the following methods of telnet. Telnet, SSH, and MAC Telnet.
Password: Changes the password of the account that is currently being used.

Certificate: This menu allows you to see the current Keys, Import, Decrypt and Reset keys.

Make SUPOUT.rif: This will prompt for a file name that will be created with troubleshooting information.

Manual: The Manual button is a direct link to Microtik’s manual.

Exit: This will close the Winbox session.

Trango Broadband Wireless — High Density MESH page 12
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HD Mesh Node

Command Line Interface

The Web browser interface covers very basic features in a limited role. The command line interface
(CLI) provides much more functionality, and is usually the management tool of choice for experienced users.
The CLI can be accessed through Telnet or Console cable.

Telnet

Open a command prompt (DOS) session on your PC. Open a Telnet session by typing:
telnet [ip address of router]
All HD mesh units are pre-configured at the factory. The factory default username is admin and password is
trango. Once you connect to the router you will be greeted with the current RouterOS version information and

prompted for a login.

CLI Login Example

C:>telnet 192.168.100.100
MikroTik v2.9.32
Login: admin

Password:

MMM MMM KKK TTTTTTTTTTT KKK

MMMM MMMM KKK TTTTTTTTTTT KKK

MMM MMMM MMM III KKK KKK RRRRRR 000000 TTT IIT KKK KKK
MMM MM MMM III KKKKK RRR RRR 000 000 TTT IIT KKKKK
MMM MMM III KKK KKK RRRRRR 000 000 TTT IIT KKK KKK
MMM MMM III KKK KKK RRR RRR 000000 TTT ITTI KKK KKK
MikroTik RouterOS 2.9.32 (c) 1999-2006 http://www.mikrotik.com/

Terminal ansi detected, using single line input mode
[admin@HDMESH] > quit

To terminate a CLI session (Telnet or Serial) type the command quit.

# Note: Type ? for a listing of CLI commands and directories. More basic information on the CLI will
be covered throughout this text for advance CLI commands reference Mikrotik’s website for
documentation www.mikrotik.com

Trango Broadband Wireless — High Density MESH page 13
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HD Mesh Node

Section 3 Basic Configuration via Web Browser

This section describes a few basic concepts, as well as how to configure basic settings using the
Browser (HTTP) Interface. This section is written to address only the most basic steps. It is highly
recommended that you visit and read Mikrotik’s website to gain an understanding of all important
configuration parameters.

In this section you will learn the following:

e Configure an IP address
e Configure Firewall

e Configure DHCP Server
e Upgrading the RouterOS

The initial page once you have login is the Interface page. Clicking on the IP address will allow you to

assign the interface an IP address. Clicking on the Interface will allow you to change the interface name from
the standard naming convention. (Figure G)

Web Browser Interface page

Interfaces al
. -
MiikroTrk
Default gateway: | |
Use bridge interface: ™ .
9 Clicking on the IP
System address will bring up
N T IP add h
Interface ame| voe = ress‘/ﬁp the port
- etherl ethernet 192.168.1.1/34 graph fi t
Firewall ether? ethernet 192.168.2.1/24 araph configuration page.
Routes ether3 ethernet 192.168.3.1/24 graph
SimpleQueues etherg ethernet gearching... graph
etherg8 ethernet dizabled graph
SIS ether? ethernet dizabled graph
RegTable etherg ethernet disabled graph
AccessList etherS ethernet 192.168.5.1/24 graph g
DHCP Server etherd Et_hernet 192.168.4.1/24 graph
wlanl wireless 192.168.10.1/24 graph
Upgrade
Logout
Clicking on the Clicking the graph
Name will open a link will open a
page to change the MRTG graph of the
Name. interface
|
Figure 7
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HD Mesh Node

Port Web Configuration

Clicking on the IP address of the interface will bring up the port configuration page. The port can be
disabled, configured to obtain an IP address from a DHCP server, or manually configured with an IP address

and Netmask. (Figure 8)

Configuration for ether1

« Disabled
 Obtain an IP address automatically (DHCP)
& Configure an IP address manually

Address: [192.168.1.1/24
Netmask:[255.255.255.0 ]
QK || Cancel |
Figure 8

Port Name Web Configuration

Clicking on the name of the port will allow you to change the name of the port. (Figure 9)

Change name for interface etherl

Name: |ethert |

| Ok | | Cancel |

Figure 9

Interface Web Graphing

The Interface page has a graph link which will display the in and out traffic of an interface. The graph
is broken down into daily, weekly, monthly and yearly results. (Figure 10)

Interface Statistics

etherl
Last update: Sat Jan 1 15:54:54 2000

"Daily" Graph (5 Minute Average)
6.00 Kb

4.50 kh

3.00 Bh

1.50 Kh

Bits per second

0.00 Ka
g 10 12 14 16 13 20 22 0 Zz 4 6 & 10 12 14

MaxIn: 1.18Kb  Averageln:12b CumentIn: 464 b -

Figure 10
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HD Mesh Node

System Web Configuration

The System page will allow you to change the password simply by clicking the password link. The ID
of the HDMESH can also be changed from the system page. The unit can also be rebooted. The system page
also provides you with a system RESET. (Figure 11)

# Note: The system reset defaults the unit completely to Mikrotik’s default configuration. You will then
need to reload Trango’s default configuration.

System

ID [HDMESH

Wersion 2.9.238
Svyetermn RESET!
System O reboot
Interface Zhange password
Refrezh | none ,jﬂ

Firewall
Routes

Figure 11

Firewall Web Configuration

The HD Mesh node by default is configured to use public interface ether 9 and NAT enabled. The
web browser is the easiest way to create a firewall. Simply select a public interface and check the NAT box.
Checking Protect Router and Protect Customer adds additional rules to strength the firewall. (Figure 12)

Public Interface
Protect Router
Protect Customer
NAT

Firewall

Public interface:

Protect router: ™

System Protect customer: I
Interface NAT:
Firewall
Routes
Figure 12
Trango Broadband Wireless — High Density MESH page 16

Download from Www.Somanuals.com. All Manuals Search And Download.



HD Mesh Node

DHCP Server Web Configuration

The HD Mesh node is configured by default as a DHCP server. DHCP Services can be applied to any
interface. DHCP leases are also shown on this page. The following information must be to be provided.
(Figure 13)

The DHCP interface

The IP address range that will be issues to DHCP clients
Primary & Secondary DNS Server

The Gateway IP address

DHCP Server is on

Enabled: =

Address range: [192.168.1.50 | - [192.168.1.100

Gateway: [192.168.1.1

Secondary DNS Server: |

|
|
Primary DNS Server: | |
|
|

Interface: |ethert »
| Apply changes | | Clear changes
Leases
Address MAC-Address Client-ID Dynamic Status
192.163.1.100 00:0A:E4:DC:8B:02 1:0:3:ed:dc:83b:2 ves bound make-=static remove
Figure 13
Trango Broadband Wireless — High Density MESH page 17
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HD Mesh Node

Upgrading RouterOS via Web Browser

The RouterOS can be upgraded from the web browser upgrade page. The RouterOS can be
downloaded from Mikrotik’s web site www.mikrotik.com Click on the UPGRADE from the navigation menu on
the left side of the web page. (Figure 14)

Upgrade

| [ Browse.. || Upload File |

no packages are uploaded

| upgrade | | downgrade |

Figure 14

A window browser will open for you to select the NPK file to upload. Once the file is selected click the upload button
to begin transferring the file from you computer to the router. (Figure 15)

# Note: This will only transfer the file to the router

Look in: |@ Desktop ﬂ "~ =k B

_2 réj DLS 24 reboot update, txt
: ,_,1_2 downtilt.exe

My Recent {39 dude-install-1. 2.exe

Documerts @__]Emplnyee Performance Evaluation.doc

Igj How_the_Lack_of Education_During_the_Great_Depression_Affected_Southern_Sodiety
Igj IPjuno.lakeswireless. net- 10-04-Time 0205 14.log
Deskiop B loguaee

E;—I Logv2.zip

#Macvendor.exe

W 0T doc

prcd-ﬂ.ﬂz.tar.gz

W prerequisites- Gthers, doc
routerosrb500-2,9,3%.npk

m supout.rif

'@tax free redeptsdivi=19428923-1015,pdf

=)

O =
¢ il L
T A 5 e

5 i}

T =4

o

< | >
My Network  File name: |r0uteros-rb533-2.9.32.npk ﬂ Open |
Places
Files of type: |,-'-‘-]| Files {77 j Cancel
Figure 15
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Once the file has been successfully uploaded to the router the upgrade and downgrade button can be used. (Figure
16)

Upgrade

|| Browse... || Upload File

Filename

routeros-rb500-2.9.32.npk remove

upgrade [ | downgrade

Figure 16

The upgrade procedure will log out the current web session. The process will take a few minutes for the upgrade
procedure to complete. (Figure 17)

# Note: DO NOT POWER OFF router during this process

Upgrading your system...

« routerboard is now rebooting
« this may take few minutes
« you will have to login again

Back to Login

Figure 17

To verify the upgrade procedure was successful. Log back into the router and check the version under the system
page. (Figure 18)

System

ID [HDMESH
Version 2.9.32
System REEET%

Do reboot
Change pazsword

Refresh | none A

Figure 18
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Section 4 Basic Configuration via Winbox

This section describes how to configure basic settings using Winbox. This section is written to
address only the basic steps. It is highly recommended that you visit and read Mikrotik’s website to gain an
understanding of all important configuration parameters.

In this section you will learn the following:

Configure an IP address
Configure Wireless Card
Configure Firewall
Configure DHCP Server
Configure OSPF

Configuring an IP address

Once you have logged into Winbox the Menu bar on the left will appear. Clicking on the IP and then
addresses will display all interfaces and IP addresses of the interfaces. (Figure 19)

d v'x !.CI.:

| Address ¢ |Network | Broadcast |Interface
19216871.1/24 19276810 19216813255  etherl
o 192.168.2.1/24 152.168.2.0 1921682255  ether2
o1 192.168.3.1/24 192.168.3.0 192.168.3.256  ether3
o 192.168.4.1/24 152.168.4.0 1921684255  etherd
P 192.168.4.1/24 152.168.4.0 192.168.4.255  etherl
o 192.168.5.1/24 152.168.5.0 192.168.5255  ether5
..: Bridge is made up of port & .7 and &
o 192.168.7.1/24 152.168.7.0 192.168.7.255  bridge1
r192168.10.1/.. 192168100  192.168.10.255 wlanl

Routing
Ports
CQueues

Drivers

Swstem

Figure 19

Double clicking on the IP address will bring up the IP address configuration window. Select the
interface; assign an IP address followed by a slash and the bits of the subnet mask. If you provide the bits of
the subnet mask the Network and Broadcast will be populated automatically once apply is clicked. Multiple IP
addresses can be assigned to a single interface. (Figure 20)

M Address <192.168.1.1/24>

Address: [192.168.1.1/24
Network: #[152.168.1.0

Broadcast: v [192.168.1.255
Interface: |etherl - Disable

i

Py
Remove

A
a

Figure 20
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Configuring the Wireless Card

Clicking the Wireless menu option from the menu bar will bring up the Wireless Tables. Double
clicking on the wireless interface will bring up the Interface configuration menu. Once in the configuration
menu there are a number of tabs General, Wireless, Data Rates, Advance and Status are just a few. For
more information on settings consult Mikrotik’s website. (Figure 21 & 22)

wiEEEE N Bl Wireless Tables
E';dpge Interfaces | Access List Registration Connect List  Security Profiles
P o [eshe ]
Routing I Mame Type MTU |MAC Address Mode Band Frequency | 5510
Ports
Queues
Drivers
System I3
Files
Log
SNMP
Users
Radius
Tools ¥
Figure 21

@

M Interface <wlan1>

General \Wireless | Data Rates Advanced WDS . K

Radio Name: (RIS
al L

H
[

Maode: |a|:| bridge ﬂ < #opt

There are many option that can be
SSID: W|HDMESH — | | . .
| selected in the Wireless tab. The

Band: |2.4GHzB/G %_‘1/ Comment following are the default setting

U

Frequency: [2412 % - configured by Trango Broadband.
Scan...
Sean List: I Mode: AP Bridge
Security Profile: |defaul | SSID: HDMESH
Band: 2.4 B/G

Frequency Mode: |regu|a10rx‘r domain Frequer‘lcy: 2412

Country: |un'rted states Show SSID

Antenna Gain: |S dBi

DFS Mode: |n0ne j
Proprietary Extensions: |pnst—2.5'.25 -

Default AP T Rate: [ | bps

Default Client Tx Rate: |_| bps

v Defaut AuthentjzGte
v Defautt ForgArd
™ Hide SSID

disabled running disabled

Figure 22
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Configure Firewall

The firewall configuration offers many options but this section will only cover creating NAT on an
interface using masquerading. In the Winbox session select IP menu then Firewall menu option. This will
open the Firewall Windows. (Figure 23)

| IP I Addresses
Routing I Routes
Ports Pool
Queues ARP
Drivers VRRP
System | Firewal
Files Sacks
Figure 23

The following tabs are presented in the firewall window: Filter Rules, NAT, Mangle, Connections, and Address
Lists. Select the NAT table and click on the red plus sign to open the New NAT Rule window.
Once the New NAT Rule window is open the Chain must be set to srcnat and the Out Interface. (Figure 24)

MAT | Mangle Service Ports  Connections  Address Lists

* | |]] | 00 Reset Counters | 00 Re =
a8 | it | Rt et b | B New NAT Rule
|Chain |Src Address |Srz. Port |l ki e

Genersl | Advanced | Bdra | Action | Statistics

Chain: 15rcnat _vj
Src. Address: X
Dst. Address: >

Protocol: |

In. Interface:

Out. Interface:

Packet Mark: |
Connection Mark: |

Routing Mark:

Connection Type: |

Figure 24
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Next in the New NAT Rule select the ACTION tab. The ACTION needs to be set to MASQUERADE.
Click APPLY then OK and the NAT masquerade is configured. (Figure 25)

=

B New NAT Rule 1%
Genersl Advanced Bara Action  Ststistics

poton: [T =] | | corcd

Figure 25
Configuring DHCP Server

By default the DHCP Server service is enabled in Trango Broadband configuration on Ether1, 2, 3, 4,
5, WLAN, and the bridge interfaces. In order to create a DHCP Server from within Winbox select IP then
DHCP Server. This will open the DHCP Server window (Figure 26)

| IP I Addresses
Routing I Routes B DHCP Server
;orts ;:Pl DHCP  Networks Leases Options  Aletts
uELEs
Drivers VRRP IE‘ IE‘ @
Sysem V= |Nan‘|e ¥ |Ir|terface |F{elay |Address Poal |Lease Time |Md AF{F‘l
Files Socks
Log UPnP
SNMP Traffic Flow
sers Accounting
Radius Services
Tools ¥ Packing
Mew Teminal Meighbors
Telnet DNS
Password DHCP Client
Certificate ’W
Make Supout rf DHCP Relay %
Manual Hotspot
Figure 26
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Clicking the Setup button in the DHCP Server window will bring up the DHCP Server Setup window. Select
the interface on which to run DHCP services. (Figure 27)

Bl DHCP Server Bl DHCP Server Setup | X
DHCP | Networks | Leases | Options | Alstts | S b D e

E|E |]|E| _C°M| Setup DHCP Server Inteface: |aher1 vI

| Name 4 |Iﬂterfaee Relay

| 8o || med || concel |

Figure 27

Once the interface is selected, the DHCP Address Space will need to be added. (Figure 28) This will be
followed by the Gateway for DHCP Network. (Figure 29)

# Note The DHCP Gateway is the IP address of the interface.
# Note: If not filled out properly the Setup will end without creating the DHCP server

rd
B DHCP Server Setup X B DHCP Server Setup
Select networlk for DHCP addresses Select gateway for given networlc
DHCFP Address Space: |'|52.1BB.1 0/24 Gateway for DHCP Networlk: |152.‘|68.1 A

| Back || NmM| Cancel | | Back || NE%J| Cancel |

Figure 28 Figure 29
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The next prompt will be for the range of IP addresses to give out. This will create an IP pool
automatically. (Figure 30) After the IP address range is given, a DNS server IP address is required. (Figure
31)

# Note: If not filled out properly the Setup will end without creating the DHCP server

BB DHCP Server Setup BN DHCP Server Setup (%]
Addresses to Give Out: [192.168.1.2-192.168.1.254 & DNS Servers: [10.8.0.2 =

| Back H_Vtg:l | | Cancel | | Back || Nw\ Cancel |
- |

| | &

Figure 30

Figure 31

Lastlly the Lease Time will need to be given. The default is 3 days. The format is days:
hours:minutes:seconds. If this is filled out properly a success windows will open. (Figure 33)

BB DHCP Server Setup X

Lease Time: |3d 00:00:00

r

DHCP Server Setup

Setup has completed successfully

Figure 32

| Back || Neod IJ | Cancel |
%X
| [ e |

Figure 33
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Configuring OSPF

OSPF stands for Open Shortest Path First. This routing protocol is the key to creating redundancy by
the HD Mesh node. This Section will cover how to configure OSPF. The OSPF configuration window can be
opened by selecting Routing then OSPF. (Figures 34 & 35)

Interfaces NeiwoﬂcS!Al'eas Area Ranges  Vitual Links | MNeighbors  NBMA Neighbors

g == | Settings

Interface Cost Priority Auth. Key Metwork Type
&2ether y[i] 1 broadcast
#2ether? 10 1 broadcast

IP 2

Routing " RIP

Ports OSPF

Cueues EGP %

Drivers Prefic List

Figure 34 Figure 35

Create an area by clicking on the ‘area’ tab and then clicking on the red plus sign. This will open the New
OSPF Area. The following information will need to be supplied. The Area NAME, AREA ID in dotted format.
The rest of the options can remain the same. (Figure 36)

# Note: THIS INFORMATION MUST BE THE SAME FOR ALL ROUTERS PARTICAPTING IN THE
MESH

r

B New OSPF Area

== HOMESH

Area 1D: |0.0.0.1

Type: |defauﬂ

Translator Role: |t|anslate never

Authentication: |ru:|ne

Default Cost:

Active Meighbors:

Figure 36
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Once the Area is created, the OSPF Networks that will be distributed in the OSPF link need to be
added. In the OSPF window (Figure 35) go to the Network tab and click on the Red Plus sign. This will open
the OSPF network. The Network needs to be added to include the mask. Select the Area which was created.
(Figure 37)

= ]

B OSPF Network <192.16.... [X|

Network: [192.16.0.0/24
Area: [HOMESH ~

by

Dizable

Py

ove

Figure 37

Now that the Area and Network have been added we need to configure which interfaces will pass
OSPF information. In the OSPF window (Figure 35) under the interface tab click on the Red Plus Sign to open
the New OSPF interface window. Select the interface and click APPLY then OK. (Figure 38)

# Note: THE FOLLWING SETTING MUST BE THE SAME FOR ALL ROUTERS PARTICAPTING IN
THE MESH

Retransmit Interval

Transmit Delay

Hello Interval

Router Dead Interval

I

B New OSPF Interface X

Interface: |etherl -
10

Cost:
Piodty: [T
Authentication Key: [ m
Network Type: [broadcast ]

Retransmit Interval:

%]

|

0K F
v
Cancel

Transmit Delay:

Hello Interval:

1]

Router Dead Interval:

Figure 38
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The final step is to configure the OSPF settings. In the Interface tab click on settings to bring up the
OSPF settings windows. The setting will vary depending on the role of the router. If the router has a
connection to the Internet then the following settings are recommended. (Figure 39)

¢ Redistribute Default Route = if installed (as type 2)
e Redistribute Connected Route = as type 1
e Redistribute Static Routes = as type 2

Interfaces | Metworks  Areas | Vitual Links | Neighbors

L Settings

Interface Cost Priarity Auth. Key MNetwork Type
e ether 10 1 broadcast

B OSPF Settings

X|

General | Metrics
Router ID: [0.00.0

Redistribute Default Route: | installed (as type 2) « Apply
Redistrbute Connected Routes: |as type 1 -
Redistribute Static Routes: |as type 2 -

Redistibute RIP Routes: |no -
Redistribute BGP Routes: |no -
Figure 39

If your router is just participating in the OSPF then the following OSPF settings are recommended.
(Figure 40)

e Redistribute Default Route = never
e Redistribute Connected Route = as type 1
¢ Redistribute Static Routes =no

I OSPF Settings

Router 1[I

Redistribute Default Route: [never hd Apply
Redistribute Connected Routes: [as type 1 -
Redistribute Static Routes: |no hd
Redistibute RIF Routes: |no hd
Redistribute BGP Routes: |no -

Figure 40
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Section 5 Basic Configuration via CLI

This section describes a Command Line Interface configuration. This section is written to address
only the basic steps. It is highly recommended that you visit and read Mikrotik’s website www.mikrotik.com to
gain an understanding of all configuration parameters.

In this section you will learn the following:
e Configure an IP address and Gateway
e Configure DHCP client
e Configure DHCP server
# Note: See Appendix A for more information on serial port.
The easiest and safest way to configure the router from the CLI is to use the “setup”. This will allow you to

configure the router with simple menu driven options. If an invalid command entered then the setup program
will terminate and no setting will take effect.

Launching CLI “Setup”

[admin@HDMESH] > setup

Setup uses Safe Mode. It means that all changes that are made during setup
are reverted in case of error, or if Ctrl-C is used to abort setup. To keep
changes exit setup using the 'x' key.

[Safe Mode taken]
Choose options by pressing one of the letters in the left column, before
dash. Pressing 'x' will exit current menu, pressing Enter key will select the

entry that is marked by an '*'. You can abort setup at any time by pressing
Ctrl-C.

Entries marked by '+' are already configured.

Entries marked by '-' cannot be used yet.

Entries marked by 'X' cannot be used without installing additional packages.
- reset all router configuration

- load interface driver

- configure ip address and gateway

setup dhcp client

- setup dhcp server

- setup pppoe client

- setup pptp client

- exit menu

your choice [press Enter to configure ip address and gateway]:

+ 4+ o+
X OO0 Qe R
|
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Configuring IP Address via CLI Setup

In the setup menu you can configure an IP address simply by supplying the interface name and the IP
address with the netmask.

Example of configuring an IP address

r - reset all router configuration

1 - load interface driver

a - configure ip address and gateway
d - setup dhcp client

s - setup dhcp server
P
t
X

+ + + +

- setup pppoe client
- setup pptp client
- exit menu
your choice: a

+ a - add ip address

+ g - setup default gateway

* x - exit menu
your choice: a
enable interface: etherl
ip address/netmask: 192.168.4.1/24
#Enabling interface

/interface enable etherl
#Adding IP address

/ip address add address=192.168.4.1/24 interface=etherl comment="added by \

setup"

+ a - add ip address

+ g - setup default gateway

* x - exit menu
choice: x
- reset all router configuration
- load interface driver
- configure ip address and gateway
- setup dhcp client
setup dhcp server
- setup pppoe client
- setup pptp client
- exit menu
your choice: x

=
o]
o
[

+ 4+ o+ +

X - n O HHR
|

*

[Safe Mode released]

Setup completed successfully.

Following commands were executed during this setup:

#Enabling interface

/interface enable etherl

#Adding IP address

/ip address add address=192.168.4.1/24 interface=etherl comment="added by \
setup"

[admin@HDMESH] >
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Configuring Gateway via CLI Setup

Simply selecting an option will bring the next menu prompt. The only information needed to set the Gateway
is the gateway IP address.

Example of configuring the Gateway on the router

your choice [press Enter to configure ip address and gateway]: a
+ a - add ip address

* g - setup default gateway

X - exit menu

your choice [press Enter to setup default gateway]: g
gateway: 192.168.4.254
#Adding default route

/ip route add dst-address=0.0.0.0/0 gateway=192.168.4.254 comment="added by \

setup"

+ a - add ip address

+ g - setup default gateway

* x - exit menu

your choice: x
r - reset all router configuration

+ 1 - load interface driver

+ a - configure ip address and gateway

+ d - setup dhcp client

+ s - setup dhcp server
P - setup pppoe client
t - setup pptp client

* x - exit menu

your choice: x

Configure DHCP Client via CLI Setup

Follow the menu options and supply the interface which is to be configured as a DHCP client.

- reset all router configuration
- load interface driver
- configure ip address and gateway
setup dhcp client
- setup dhcp server
- setup pppoe client
- setup pptp client
- exit menu
your choice: d
interface: ether8
#Adding DHCP client
/ip dhcp-client add disabled=no interface=ether8 comment="added by setup"
- reset all router configuration
- load interface driver
- configure ip address and gateway
setup dhcp client
- setup dhcp server
- setup pppoe client
- setup pptp client
* x - exit menu
your choice: x

+ + + +
X O 0 Qe R
|

*

+ 4+ 4+ +
T 0 Qe R
|
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Configuring DHCP Server via CLI Setup

Following the menu option the following information will need to be provided in order to create the
DHCP Server
DHCP server interface:
DHCP address space:
gateway for DHCP network:
DHCP relay
addresses to give out:
DNS servers:
lease time:

Example of a configured DHCP server.

+ s - setup dhcp server
P - setup pppoe client
t - setup pptp client

* x - exit menu
your choice: s
dhcp server interface: etheré
dhcp address space: 192.168.0.0/24
gateway for dhcp network: 0.0.0.1
dhcp relay: 0.0.0.0
addresses to give out: 0.0.0.2-255.255.255.254
dns servers: 192.168.1.1,10.8.0.2
lease time: 3d
#Adding DHCP server IP address pool

/ip pool add name=dhcp-pool-1 ranges=0.0.0.2-255.255.255.254
#Adding DHCP network

/ip dhcp-server network add address=192.168.0.0/24 \

dns-server=192.168.1.1,10.8.0.2 gateway=0.0.0.1 comment="added by setup"

#Adding DHCP server

/ip dhcp-server add interface=ether6 address-pool=dhcp-pool-1 \

lease-time=3d00:00:00 disabled=no

- reset all router configuration
- load interface driver
- configure ip address and gateway
setup dhcp client
- setup dhcp server
- setup pppoe client
- setup pptp client

* x - exit menu
your choice: x

+ + + +
T 0w Qe R
|

[Safe Mode released]

Setup completed successfully.
[admin@HDMESH] >
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Section 6 Default Configuration

The HD Mesh node is configured with the first 5 ports as router ports, each with their own IP address.
The ports are also configured to give out DHCP IP addresses. Ports 6, 7, and 8 are configured to act as a
single bridge. The bridge is configured with an IP Address and also as a DHCP server. The wireless card is
configured with its own IP address and also as a DHCP Server. Port 9 is configured as a DHCP client. (Figure
41)

Port IP address Bridge Comments

DHCP Server issues IP addresses from
Ether 1 192.168.1.1/24 No DHCP range 192.168.1.50-100

DHCP Server issues IP addresses from
Ether 2 192.168.2.1/24 No DHCP range 192.168.2.50-100

DHCP Server issues IP addresses from
Ether 3 192.168.3.1/24 No DHCP range 192.168.3.50-100

DHCP Server issues IP addresses from
Ether 4 192.168.4.1/24 No DHCP range 192.168.4.50-100

DHCP Server issues IP addresses from
Ether 5 192.168.5.1/24 No DHCP range 192.168.5.50-100
Ether 6 N/A Yes Bridge port 1
Ether 7 N/A Yes Bridge port 1
Ether 8 N/A Yes Bridge port 1
Ether 9 No DHCP Client- NAT
WLAN 1 | 192.168.1.10/24 No 802.11b/g SSID: HDMESH

DHCP Server issues IP addresses from
Bridge 1 | 192.168.7.1/24 DHCP range 192.168.7.50-100

Figure 41
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Restoring Default Configuration WinBox

Each router has a backup of this configuration stored in its file system. The backup file can be
seen through Winbox by selecting files. The name of the backup file is “OneMESH.backup”. Select this file
and click on Restore and the unit will prompt you to restore and reboot.

T

Interfaces
Wireless
Bridge

M File List

Click on File, Select the
backup file and Click on
Restore. You will be
prompted to confirm
restore.

New Teminal
Telnet
Password
Certfficate

Make Supout ff
Manual

Exit

[32.0 ME of 126.9 MBused |74% free

Figure 42
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Restoring Default Configuration Command Line Interface

The default configuration can also be reloaded via the command line. Simply login to the Mikrotik
router and type the following command. System backup load name=0neMESH

Example of loading default configuration.

MikroTik v2.9.32
Login: admin

Password:

MMM MMM KKK TTTTTTTTTTT KKK
MMMM MMMM KKK TTTTTTTTTTT KKK

MMM MMMM MMM III KKK KKK RRRRRR 000000 TTT IIT KKK KKK
MMM MM MMM TIII KKKKK RRR RRR 00O 000 TTT ITTI KKKKK
MMM MMM III KKK KKK RRRRRR 000 000 TTT ITI KKK KKK
MMM MMM TIII KKK KKK RRR RRR 000000 TTT ITT KKK KKK
MikroTik RouterOS 2.9.32 (c) 1999-2006 http://www.mikrotik.com/

Terminal ansi detected, using single line input mode
[admin@HDMESH] >

[admin@HDMESH] > system backup load name=0OneMESH
Restore and reboot? [y/N]: y

Restoring system configuration

System configuration restored, rebooting now
[admin@HDMESH] system backup>
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Appendix A Serial Port

The HD Mesh unit features a serial port. The serial port is useful in the event that the router cannot
be accessed via TCP/IP (HTTP, Telnet, or Winbox). A Terminal Emulation program (such as HyperTerminal
on the Windows operating system) can be used to access the HD Mesh'’s CLI using the serial port, which is
located in the top right side of the enclosure. The serial 9 pin db female connector can be used with a
standard null-modem cable to manage the HD Mesh unit.

| —

The settings below are needed to gain
access to the HD Mesh unit via the
console cable.

115200bit/s
8 data bits
1 stop bit
no parity
Hardware RTS/CTS

Figure 43

Management serial cable

The console cable needs to be a 9 pin db female to 9 pin db female connector cable. A null modem
cable can be used to manage the HD Mesh unit. You can also use the pin outs below to manufacture your
own serial cable.

DB9 DB 9
Female Function Female

1+6 CD+DSR 4

2 RxD 3

3 TxD 2

4 DTR 1+6

5 GND 5

7 RTS 8

8 CTS 7

Figure 44
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Appendix B Specifications

All specifications apply to HD Mesh Node

HD Mesh Node Enclosure

HD Mesh Box NEMA rated outdoor enclosure
Ratings NEMA 3R/ IP42
Dimensions 14in. x 12in. x 7in. (39.3 x 34.2 x 19.5 cm)
Weight 17 Ibs (8 Kg)
Router board 9 Ethernet ports, configurable to either router or bridge ports
PoE board 5 PoE Ports, proprietary for Trango units only

N-type female connector,
Omni 8 dBi antenna 360° coverage

2 U-bolts (4 nuts), 2 mounting

Mounting hardware brackets, 1 screw kit (4 screws,
kit 4 nuts, 4 washers)
N Male connectors 2 N-type connector caps
Cat-5 Strain relief 6t0 12 mm
connectors
Input voltage 90-120 VAC or 210 - 230 VAC*
Power consumption 350 Watts maximum*

9 Auto-sensing ports (10/100/1000 Mbps),
Ethernet ports configurable to either router or bridge ports

DB-9 (RS-232C), standard male DB9
Serial port asynchronous serial Port

Expansion slots 6 MiniPCI Slots (two can be use for two WiFi APs)

64 MB NAND memory chip,

Onboard memory CompactFlash type /Il slot
Temp range -40° F to 140° F (-40° Cto 60° C) T
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HD Mesh Node

Wireless Board

802.11a: -88 dBm @ 6 Mbps, -71 dBm @ 54 Mbps
Sensitivity 802.11b: -95 dBm @ 1 Mbps, -90 dBm @ 11 Mbps

802.11g: -90 dBm @ 6 Mbps, -74 dBm @ 54 Mbps

Hardware 40 bit & 108 bit WEP.

Security Hardware AES-CCM
Modulation 802.11b/g: DSSS (DBSP, DQPSK, CCK) OFDM
techniques for data rate > 20 Mbps
802.11a: OFDM (BPSK, QPSK, 10-QAM,
64-QAM
18 dBm @ 2.4 GHz
RF power output 17 dBm @ 5.8 GHz
Wi-FiR WECA Compliant, FCC Part 15 (USA)

* The system will use a maximum of 350 Watts. However, if any of the other 3 outlets are in use, the
consumption will increase by the device’s power consumption.

T Fan turns ON at 120° F (49° C) and OFF at 90° F (32° C).
Heat plate turns ON at -40° F (-40° C) and OFF at 60° F (15° C).
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