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1. FCC Information

This is an FCC Class A product. In a domestic environment this product may cause radio interference in which case the user may be required to take
adequate measures.

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonable protection against harmful interference when the equipment is operated in a commercial environment. This
equipment generates, uses and can radiate radio frequency energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications. Operation of this equipment in a residential area is likely to cause harmful interference in which case
the user will be required to correct the interference at his own expense.

2. User Notice

All information, documentation and specifications contained in this manual are subject to change without prior notification by the manufacturer. The
manufacturer makes no representations or warranties, either expressed or implied, with respect to the contents hereof and specifically disclaims any
warranties as to merchantability or fitness for any particular purpose. Any of the manufacturer’s software described in this manual is sold or licensed
“as 1s.” Should the programs prove defective following their purchase, the buyer (and not the manufacturer, its distributor or its dealer), assumes the
entire cost of all necessary servicing, repair and any incidental or consequential damages resulting from any defect in the software.

The manufacturer of this system is not responsible for any radio and/or TV interference caused by unauthorized modifications to this device. It is the
responsibility of the user to correct such interference.

The manufacturer is not responsible for any damage incurred in the operation of this system if the correct operational voltage setting was not selected
prior to operation. PLEASE VERIFY THAT THE VOLTAGE SETTING IS CORRECT BEFORE USE.

3. Package Contents

This package consists of:

* B022-U08-IP KVM Switch » External Power Supply

¢ 6 ft. USB/PS2 Combo KVM Cable Kits (x2) e Rubber Feet

e USB/PS2 Combo Console Cable Kit e CD with Owner’s Manual, Quick Start Guide and Device Files
e RJ11 to DB9 Firmware Upgrade Cable * Quick Start Guide

* Rackmount Hardware
Check to make sure that all of the components are present and in good order. If anything is missing, or was damaged in shipping, contact your dealer.

Read this manual thoroughly and follow the installation and operation procedures carefully to prevent any damage to the switch or to any other
devices in the installation.

4. Introduction

4.1 Features

]

1U Rackmount KVM Switch with built-in IP access.
Connect either USB or PS/2 computers using P778-Series USB/PS2 Combo KVM Cable Kits — no need for separate cable kits.
Control up to 8 computers on a single KVM switch.

Daisy-chain multiple KVM switches together to increase the number of connected computers. An additional 15 KVM switches can be
daisy-chained from the B022-U08-IP for a total of 248 connected computers.

Remotely access computers via LAN, WAN or Internet via the Windows™ or Java browser clients.

AP Windows and Java clients allow the KVM to be remotely accessed via the network without going through a browser.
External USB 1.1 port allows USB peripheral devices to be shared amongst connected computers.

Grayscale feature allows you to view remote sessions in black and white, reducing the amount of data traveling over the network and improving
keyboard/mouse response time over IP.

Web management interface, OSD and toolbars provide convenient, user-friendly operation.
3-level security (Admin, User and Select) — up to 64 accounts can be created.

Panel Array Mode — remotely monitor multiple ports at the same time.

Message board feature allows users who are logged in at the same time to communicate with each other and manage port access.
CD includes a Windows-based log server that records events on the installation and writes them to a searchable database.
Supports RADIUS and LDAP/S authentication.

Flash firmware upgradable via network and included firmware upgrade cable.

Supports both IPv4 and IPv6.

Supports Link Local IPv6 Address and IPv6 Stateless Auto configuration protocol.

Web Management Interface, Remote OSD and Local OSD can be displayed in English, Spanish, French, German and Japanese.
Advanced encryption technologies: 128-bit SSL, 128-bit RC4, 1024-bit RSA, 56-bit DES, 256-bit AES, 168-bit 3DES.

Video resolutions up to 2048 x 1536, DDC2B are supported at the local console. Video resolutions up to 1600 x 1200 @ 60Hz,

24-bit color depth are supported at the remote console.
Download from Www.Somanuals.com. All Manuals Search And Download.



4. Introduction (continued)

4.2 System Requirements

4.2.1 External Console

¢ A VGA, SVGA or MultiSync monitor capable of displaying the
highest resolution provided by any computer in the installation.

* PS/2 or USB keyboard and mouse.

4.2.2 Computers

The following equipment must be installed on each computer:

* A VGA, SVGA or MultiSync video graphics card with an HD15 port.

Either:
* PS/2 mouse and keyboard ports (6-pin Mini-DIN).
e USB port.

4.2.4 Supported Browsers

4.2.3 Remote Console

* For best results, computers that remotely access the KVM switch

should have at least a Pentium III 1 GHz processor.

Users who want to access the KVM switch with the Windows
client must have DirectX 8.0 or higher installed. DirectX

is available for free download from Microsoft’s Website:
http://www.microsoft.com/downloads.

Users who want to access the KVM switch with the Java client must
have Sun’s Java 6 (update 3 or higher) runtime environment installed.
Java is available for free download from the Sun Java Website:
http://java.com.

For best results, a network transfer speed of at least 128 Kbps is
recommended.

Browsers must support 128-bit data encryption.

To run the Log Server, you must have the Microsoft Jet OLEDS8 4.0
(or higher) driver installed.

Internet Explorer 6 and higher

Firefox 1.5 and higher
Mozilla 1.7 and higher
Safari 4.0 and higher
Opera 9.0 and higher
Netscape 8.1 and higher

4.2.5 Custom KVM Cable Kits
The B022-UO8-IP uses custom P778-Series USB/PS2 Combo KVM Cable Kits, which can be used to connect to a computer with either USB or PS/2

connectors. One cable kit is required for each connected computer.

4.2.6 Operating Systems

Supported operating systems are shown in the table, below:

Operating System Versions Supported

Operating System Versions Supported

Download from Www.SomanuaIs.gom. All Manuals Search And Download.

Windows 2000 and higher UNIX Free BSD 3.51 and higher
Linux RedHat 7.1 and higher UNIX Sun Solaris 8 and higher
Linux Fedora Core 5 and higher Novell Netware 5.0 and higher
Linux SUSE 9.0 and higher Mac OS 9 and higher
Linux Mandriva (Mandrake) 9.0 and higher DOS 6.2 and higher
UNIX AIX 3.51 and higher




4. Introduction (continued)

4.3 Components

4.3.1 Front View

0

/M RESET [AUTO SCANy

i
TRIPP-LITE L
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E Port Selection Pushbuttons: These buttons toggle between the B USB Peripheral Port: A USB 1.1 port is provided for the sharing
computers attached to the corresponding KVM ports. of USB peripherals among connected computers (e.g. flash drive,
e Simultaneously pressing and holding buttons 1 and 2 for three CD-ROM drive, etc.).
seconds will perform a keyboard / mouse reset. Note: USB peripherals can only be shared among computers that
» Simultaneously pressing and holding buttons 7 and 8 for three ?)r7e7;ogne.czezl1]§)Bt/f;JeS§‘éM s;ltg;/;;aéhz ZUSIE connectors on the
seconds will initiate an Auto Scan. oeres ompo abte Rit.
HE Port LEDs: The Port LEDs are built into the Port Selection B Firmware Up'grade. SWlt,Ch: During a ﬁrmware upgrade, as va:ll as
Pushbuttons normal operation, this switch should be in the NORMAL position.
' If a firmware upgrade does not perform successfully, this switch
* An Online LED on the left side of the pushbutton will illuminate is flipped to the RECOVER position during the firmware upgrade
Orange to indicate that a powered-on computer is connected to recovery process (See the Firmware Upgrade section of this manual
the corresponding port. for details).
* A Selected LED on the right side of the pushbutton will B Firmware Upgrade Port: The RJ11 connector on the included
illuminate Green to indicate that the corresponding port has the firmware upgrade cable connects to the KVM switch here.
focus of the KVM. . . o .
Power LED: The Power LED illuminates blue to indicate the unit
El Reset Button: Press this recessed button with a thin object to is receiving power.
erform a system reset.
P Y B Station ID LED: The Station ID LED will display the number of

4.3.2 Rear View

the station that currently has the console’s focus.

(1]
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El Daisy-chain-Out Port: A P772-Series Daisy-chain Cable (sold B Power Jack: The included power supply connects to the KVM

separately) connects between this port and the Daisy-chain-In Port
on a B022-U16 or B022-016 KVM switch to expand the number of
connected computers.

KVM Ports: The custom wired KVM cable kits that connect to the
computers plug in here.

Grounding Terminal: The wire (user provided) used to ground the
B022-UOS-IP connects to the KVM here.

Cable Tie Slot: A cable tie can be routed through this slot in order
to tie the connected cables together for organizational purposes.

here.

LAN Port: The cable that connects the KVM switch to a LAN,
WAN or Internet plugs in here.

Console Port: The included USB/PS2 Combo Console Cable Kit
connects to the KVM switch here, allowing you to attach a VGA
monitor and USB or PS/2 keyboard/mouse.

Download from Www.Somanuals.com. RII Manuals Search And Download.



5. Installation

5.1 General Safety Instructions

* Read all of these instructions. Save them for future reference.

¢ Follow all warnings and instructions marked on the device.

¢ Do not place the device on any unstable surface (cart, stand, table,
etc.). If the device falls, serious damage will result.

* Do not use the device near water.

* Do not place the device near, or over, radiators or heat registers.

¢ The device cabinet is provided with slots and openings to allow for
adequate ventilation. To ensure reliable operation, and to protect
against overheating, these openings must never be blocked or
covered.

¢ The device should never be placed on a soft surface (bed, sofa,
rug, etc.) as this will block its ventilation openings. Likewise, the
device should not be placed in a built-in enclosure unless adequate
ventilation has been provided.

e Never spill liquid of any kind on the device.

e Unplug the device from the wall outlet before cleaning. Do not use
liquid or aerosol cleaners. Use a damp cloth for cleaning.

¢ The device should be operated from the type of power source
indicated on the marking label. If you are not sure of the type of
power available, consult your dealer or local power company.

» This device is designed for IT power distribution systems with up to
230V phase-to-phase voltage.

e The device is equipped with a 3-wire grounding type plug. This is
a safety feature. If you are unable to insert the plug into the outlet,
contact your electrician to replace your obsolete outlet. Do not
attempt to defeat the purpose of the grounding-type plug. Always
follow your local/national wiring codes.

* Do not allow anything to rest on the power cord or cables. Route the
power cord and cables so that they cannot be stepped on or tripped
over.

 If an extension cord is used with this device make sure that the total
of the ampere ratings of all products used on this cord does not
exceed the extension cord ampere rating. Make sure that the total of
all products plugged into the wall outlet does not exceed 15 amperes.

¢ Consideration should be given to the connection of equipment to the
supply circuit, and what effect overloading the supply circuit might
have on overcurrent protection and supply wiring.

 To help protect your system from sudden, transient increases and
decreases in electrical power, use a Tripp Lite Surge Suppressor, Line
Conditioner or Uninterruptible Power Supply (UPS).

» Position system cables and power cables carefully; be sure that
nothing rests on any cables.

¢ When connecting or disconnecting power to hot-pluggable power
supplies, observe the following guidelines:

* Install the power supply before connecting the power cable to the
power supply.

¢ Unplug the power cable before removing the power supply.

 If the system has multiple sources of power, disconnect power
from the system by unplugging all power cables from the power
supplies.

¢ Never push objects of any kind into or through cabinet slots. They
may touch dangerous voltage points or short out parts resulting in a
risk of fire or electrical shock.

* Do not attempt to service the device yourself. Refer all servicing to
qualified service personnel.

A

* If the following conditions occur, unplug the device from the wall

outlet and bring it to qualified service personnel for repair:

e The power cord or plug has become damaged or frayed.

* Liquid has been spilled into the device.

* The device has been exposed to rain or water.

* The device has been dropped, or the cabinet has been damaged.

¢ The device exhibits a distinct change in performance, indicating a
need for service.

* The device does not operate normally when the operating
instructions are followed.

* Only adjust those controls that are covered in the operating
instructions. Improper adjustment of other controls may result in
damage that will require extensive work by a qualified technician to
repair.

* Use of this equipment in life support applications where failure
of this equipment can reasonably be expected to cause the failure
of the life support equipment or to significantly affect its safety or
effectiveness is not recommended. Do not use this equipment in
the presence of a flammable anesthetic mixture with air, oxygen or
nitrous oxide.

Rack Mounting Safety Instructions

* The ambient operating temperature in the rack may be an issue and
is dependent upon the rack load and ventilation. When installing in
a closed or multi-unit rack assembly, make sure that the temperature
will not exceed the maximum rated ambient temperature.

* Before working on the rack, make sure that the stabilizers are secured
to the rack, extended to the floor, and that the full weight of the rack
rests on the floor. Install front and side stabilizers on a single rack or
front stabilizers for joined multiple racks before working on the rack.

* Always load the rack from the bottom up, and load the heaviest item
in the rack first.

* Always load the rack so that a hazardous condition is not created due
to uneven loading.

* Make sure that the rack is level and stable before extending a device
from the rack.

* Use caution when pressing the device rail release latches and sliding
a device into or out of a rack; the slide rails can pinch your fingers.

» After a device is inserted into the rack, carefully extend the rail into a
locking position, and then slide the device into the rack.

* Do not overload the AC supply branch circuit that provides power
to the rack. The total rack load should not exceed 80% of the branch
circuit rating.

* Ensure that proper airflow is provided to devices in the rack.

* Do not step on or stand on any device when servicing other devices
in a rack.

* Do not connect the RJ11 connector marked “Upgrade” to a public
telecommunication network.

e Caution! Slide/Rail (LCD KVM) mounted equipment is not to be
used as a shelf or a work space.

®

CAUTION!
Slide/rail-mounted
equipment is not to be
used as a shelf
or a workspace.
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5. Installation (continued)

5.2 Rack Mounting Instructions

Standard Rack Mounting

1. Depending on whether you want to mount the KVM switch to the front or back of the rack, attach the included rackmount brackets to the front or

rear sides of the KVM switch.

2. Using user-supplied screws, mount the rackmount brackets of the KVM switch to the rack.

5.3 Grounding

To prevent damage to your installation, it is important that all devices
are properly grounded. Using a user-supplied grounding wire, ground
the KVM switch by connecting one end of the wire to the grounding
terminal on the unit, and the other end of the wire to a suitably
grounded object.

5.4 Single Stage Installation

In a single stage installation, there are no additional KVM switches
daisy-chained from the master KVM. To set up a single stage
installation, refer to the following steps and installation diagram.

&

1
®
@
H

i

El Power OFF all computers that are being connected to the KVM
switch.

B Add an external console to the KVM by connecting the included
USB/PS2 console cable kit to the console port on the back of the
unit, and then connecting an external monitor (HD15), keyboard
(USB or PS/2) and mouse (USB or PS/2) to the connectors on the
cable kit.

B Connect a P778-Series USB/PS2 Combo KVM Cable Kit between
an available KVM port on the back of the unit and a computer/
server. P778-Series Cable Kits allow you to connect to a computer
with either USB or PS/2* keyboard/mouse ports, without the need
for separate cables. Note: The distance between the KVM and the
connected computer must not exceed 33 ft. (10 m).

B Repeat step 3 for each additional computer you wish to connect.

B Connect the LAN port on the back of the unit to the network using
Cat5e/6 cabling.

B Connect the included external power supply to the B022-U08-
IP, and then plug it into a Tripp Lite Surge Suppressor, PDU or
Uninterruptible Power Supply (UPS).

After the KVM switch powers up, power ON the connected
computers.

*When connecting to computers using the PS/2 connectors of a P778-Series Cable Kit, the

Mouse Sync Mode setting must be set to Manual in order to access the computer over IP.

If Mouse Sync Mode is set to Automatic, you will not have mouse functionality when
accessing that computer over IP. This setting is set to Manual by default.

Download from Www.Somanuals.com. ZII Manuals Search And Download.




5. Installation (continued)

5.5 Multi-Stage Daisy-chain Installation

The number of connected computers can be increased by daisy-chaining
additional B022-016 or B022-U16 KVM Switches. An additional 15
KVM switches can be added for a total of 248 connected computers.

CHAIN OUT
e
= ®Ss £k > (@&
B022-U08-IP
CHAIN OUT ‘
CHAIN IN
[
;
B022-016 or |
B022-U16 @ ‘ 777777777777777777777777777777 ‘
.‘E
CHAIN OUT
CHAIN IN
s
;
B022-016.0r | |
B022-U16 N
|

Power OFF all computers that are being connected to the KVM
switch.

Using a P772-Series Daisy-Chain Cable (sold separately), connect
the Chain Out port on the back of the first stage KVM to the Chain
In port on the back of the next stage KVM. The distance between
any two KVM switches in a daisy-chain must not exceed 49 ft. (15
m). The distance between the first KVM switch and the last KVM
switch in a daisy-chain must not exceed 328 ft. (100 m), regardless
of the number of KVM switches in the entire chain.

Repeat step 2 for each additional KVM switch you wish to add to
the installation, with a maximum of 16 levels.

Connect a P778-Series USB/PS2 Combo KVM Cable Kit between
an available KVM port and a computer/server. P778-Series Cable
Kits allow you to connect to a computer with either USB or PS/2*
keyboard/mouse ports, without the need for separate cables. Note:
The distance between the KVM and the connected computer must
not exceed 33 ft. (10 m).

Repeat step 4 for each additional computer/server you wish to add
to the installation.

Connect the included external power supply to the B022-U08-

IP, and then plug it into a Tripp Lite Surge Suppressor, PDU or
Uninterruptible Power Supply (UPS). Turn on the first stage KVM
switch. The Station ID on the KVM’s keyboard panel will display
01.

Connect the external power supply included with the next stage
KVM switch and plug it into a Tripp Lite Surge Suppressor, PDU or
Uninterruptible Power Supply (UPS). The Station ID on the KVM’s
front panel will display 02.

Repeat step 7 for each subsequent KVM switch in the installation.
In each case, wait for the previous KVM switches Station ID to
be displayed before connecting the power cord to the next KVM
switch.

Power ON the connected computers.

Y &
TO NEXT .E
STATION \

*When connecting to computers using the PS/2 connectors of a P778-Series Cable Kit, the
Mouse Sync Mode setting must be set to Manual in order to access the computer over IP.
If Mouse Sync Mode is set to Automatic, you will not have mouse functionality when

5.6 Network Setup-IP Address Configuration

accessing that computer over IP. This setting is set to Manual by default.

In order to configure a fixed IP address, you will need to access the KVM switch in one of four ways; Local Console, IP Installer, Browser or Non-

Browser Clients.

5.6.1 Local Console

Note: The local console OSD only allows you to configure IPv4 network
settings. For IPv6, access the Web Management Interface or Remote
Session OSD.

1. When accessing the KVM switch for the first time, a prompt will
appear asking for a Username and Password. The default Username
is administrator, and the default Password is password. For
security purposes, it is strongly recommended that you change the
username and password on this account to something unique. When
you have entered your username and password, the OSD will appear
with the following page displayed.

F1:GOTO F3:SET F5:SKP F7:SCAN
F2:LIST F4:ADM F6:BRC F8:LOUT
ADMINISTRATOR

LIST-ALL

SN.PN Qv X

ABC COMP1
ABC COMP2
ABC COMP3
WEB SERVER 1
WEB SERVER 2
FAX SERVER 1
FAX SERVER 2
MAIL SERVER 1
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5. Installation (continued)

5.6.1 Local Console (continued)

2.

Press the [F4] key to bring up the OSD Admin page.
In the OSD Admin page, highlight SET IP ADDRESS and press the [Enter] key.

DHCP — The first field allows you to enable or disable DHCP. When enabled, the KVM is assigned an IP address by the DHCP server. This
setting is enabled by default. To disable the DHCP setting and set up a fixed IP address, press the [Spacebar] key. Once the DHCP is disabled,
you will be allowed to edit the remaining fields in the SET IP ADDRESS screen.

In the remaining fields, enter in the IP address, subnet mask and default gateway you want to assign to the KVM switch.

Press the [Esc] key to exit the SET IP ADDRESS screen, and to pull up a prompt asking if you wish to save the settings you just entered. If you do
not wish to save the settings, press the [N] key. If you do wish to save the settings, press the [Y] key. Upon pressing the [Y] key, the settings will
be saved and the KVM will be reset.

5.6.2 IP Installer

The CD that comes with the product includes a Windows-based IP 3. Select your KVM from the Device List. Note: If the list is empty, or
Installer utility that can be used to obtain and edit the IP address your device doesn’t appear, click the Enumerate button to refresh the
assigned to the KVM. To use the /P Installer utility, the computer you Device List. If there is more than one device in the list, use the MAC
are using must be running a Windows operating system, and must be on address on the bottom of your unit to determine the desired device.

the same network as the KVM. Also, the IP Installer setting in the

4. To assign a fixed IP address, check the Use the following IP address

Network page of the Web Management Interface must be set to checkbox and fill in the /P Address, Subnet Mask, and Default

Enabled, which it is by default (see the Network settings section in this
manual for details).

Note: The IP Installer settings can only be accessed via the browser-
based Web Management Interface. They are not accessible in the
Remote OSD.

1.

Gateway fields with information appropriate for your network
(IPv4 or IPv6).

5. Click the Set IP button to apply the changes to the unit. The new
IP address will appear in the Device List.

Save the IP Installer.exe file from the CD to a desired location on a 6. Click the Exi button to exit the [P Installer utility.

computer that is on the same network as the KVM.

Locate the IP Installer.exe file that you just saved and double-click
on it. A screen similar to the one below will appear:

I Network Device IP Installer | PN
Device fist
Device Name [ Model Name [ MAC Address | IP Address [ Exit
Protocot: [IPvé ~ Network adapter. [MAC: 00-2564-bd-96-0d, IP: 17218.12.96 ~]
1Pvé seltings
G (¢
e e}
0.0.0.0
0.0.0.0
0 0 0 0
(¢ 2 L] i
lo c | 4

5.6.3 Browser

By default, the B022-UOS-IP is set to have an IP address assigned automatically via DHCP server. If this is the case, you will need to obtain the IP
address from your network administrator. If connected to a network without a DHCP server, it boots with a default IP address. The default IPv4 and
IPv6 addresses can be found on the sticker on the bottom of the unit.

1.
2.

Enter the unit’s IP address into your web browser.

You may be prompted by a screen stating that there is a problem with this website’s security certificate. Click on the option to continue to the
website anyway. (See Web Browser Login section for details on installing the security certificate)

You will be brought to a login page. Enter the default Username (administrator), and the default Password (password). The Web Management
Interface will open upon entering the Username and Password.
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5. Installation (continued)

5.6.3 Browser (continued)

4. Click on the Network icon at the top of the page to bring up the
Network settings page.

HTTPS: 443

| Program: 9000 HTTP: 80

v contguration ———— [livocontguration |
) Obtan an 1P address automatialy DHCPL || ©/Obtan an P acress automaticaly DRG]
© s;tma&esm_[ﬂ:udm} =t _-Limmaddrﬁsrrm;{medm]

IP Address: 192.168.1.180 | | 1P Address:

SubnetMask:  255.255.255.0 PrefixLength: |

Default Gateway: 192.168.1.1 Default Gateway:

Obtain DNS server address automatically (@) Obtain DNS server address automatically

(@) Set DNS server address manually () Sat DNS server address manually
Preferred DNS server: 192.168.1.2 | | Preferred DNS server:
Alternate DNS server:  192.168.1.3 | | Alternate DNS server:

| © Enabled ) View Only ) Disabled

5.6.4 Non-Browser Clients

The CD that comes with the product includes Windows and Java client
applications that allow you to remotely access the KVM without using
a web browser. The applications function the same, but the Windows
client is designed for Windows computers, whereas the Java client

is designed for either Windows or non-Windows computers. When
accessed from a computer that is on the same network as the KVM, the
client will search the network for the device and display it in a device
list for you to access. If accessed from a computer that is not on the
same network as the KVM, you must obtain the IP address from your
network administrator and manually enter it into the client. (See the
Browser section above for information on obtaining the IP address) To
use the Windows or Java client to assign a fixed IP address, follow the
steps below.

1. Save the Windows or Java client from the CD to a desired location
on your computer. Double-click the file to open it.

2. When accessing the Windows client for the first time, it will need to
be installed on your computer. Follow the installation prompts that
appear. Once installed, a Windows client icon will appear on your
desktop.

3. When accessing either the Windows or the Java client for the first
time, you will be prompted to enter the product serial number, which
can be found on the CD that came with the unit. Once entered, you
will not be prompted for it again. The non-browser client connection
screen appears.

Server List
Name IP Address
Server:
. 12.233.90.229 Remote Viev
Port: 9000
Change Password
ogou

5. By default, the Obtain IP address automatically [DHCP ] checkbox
is checked. To set a fixed IP address, check the Set IP address
manually [Fixed IP] check box in the IPv4 or IPv6 settings section,
depending on your network.

6. The IP Address, Subnet Mask and Default Gateway fields will
be activated upon checking the Set IP address manually [Fixed IP]
checkbox. Fill in these fields with information appropriate for
your network.

7. As with the IP Address settings, the DNS Server settings can be
obtained automatically or assigned manually. To manually enter
these settings, check the Set DNS server address manually checkbox
and fill in the Preferred DNS server and Alternate DNS server fields
with information appropriate for your network. Note: The Alternate
DNS server field is optional.

8. When you have entered the IP Address and DNS Server settings,
click the Apply button. Clicking the Apply button will automatically
check the Reset on exit checkbox located in the Customization page
of the Web Management Interface. When you log out, the unit will
be reset and your network changes will be applied.

See the Network Settings section in this manual for complete
information on the rest of the settings in this page.

4. If you are on the same network as the KVM, the client will locate
it and display it in the Device List. In this case, highlight the unit
in the Device List and click the Login button. If you are not on the
same network as the unit, it will not be displayed in the list. You
must manually enter the IP address in the IP Address field, and then
click the Login button.

5. Upon clicking the Login button, you will be prompted to enter
in a Username and Password. Enter the default Username
(administrator), and the default Password (password). The Logout
button, and the Remote View and Change Password buttons on the
right of the non-browser client main page will be activated. The
Login button will be deactivated.

Server List
Name IP Address
Server:
P: 12.233.90.229
Port: 9000
Change Password
Login Logout
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5. Installation (continued)

5.6.4 Non-Browser Clients (continued)

6. Click the Remote View button to initiate a remote session, which will 7. Click on the Administration tab at the top of the screen. On this
open with the remote OSD displayed. The remote OSD contains page, click on the Network Icon & to pull up the Network page.
most of the features that are contained in the Web Management From here, a fixed IP address can be assigned in the same way as
Interface, but it is presented in a different format (See the Remote when using a web browser (See steps 5 through 8 in the Browser
OSD section for details on the difference between it and the Web section).

Management Interface).
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6. KVM Operation

Computers connected to the KVM can be accessed via the local console or over IP. This chapter discusses the basic operation of the KVM switch,
both locally and remotely.

6.1 Sharing USB Peripheral Devices

The USB 1.1 port on the front panel of the B022-UOS-IP can be used to share USB peripherals between connected computers. Simply connect a USB
device to this port, and any connected computer you switch to will have access to the device. The USB peripheral sharing functionality works the
same whether you are accessing the connected computers via the local console or over IP.

Note: The following limitations apply to the USB peripheral port:

1.
2.

This port serves as a I-port USB 1.1 hub; USB 2.0 devices can be connected but will not function at USB 2.0 speeds.

USB peripherals can only be shared among computers that are connected to the KVM switch via the USB connectors on the P778-Series USB/
PS2 Combo KVM Cable Kit.

USB peripherals can only be shared among computers that are connected to the KVM switch that the USB peripheral is plugged into. If a USB
peripheral is plugged into the USB 1.1 port of the third KVM switch in a daisy-chain installation, only computers connected to that KVM can
access the USB peripheral; computers connected to any other KVM in the installation will not be able to access the USB peripheral.

When accessing a USB peripheral on a connected computer; it is recommended that you properly eject the device before switching to another
computer. When switching computers, the device is automatically disconnected from the previous computer and connected to the next, as if it was
manually unplugged from a USB port on one computer and then plugged into the USB port of another computer.

6.2 Powering Off and Restarting

If it becomes necessary to power off the KVM switch, follow this procedure:

1.

Shut down all computers connected to the KVM switch. If you are powering off multiple computers in a daisy-chain installation, shut down all
computers connected to each KVM switch you are powering off.

Note: It is necessary to unplug any computers that have the Keyboard Power On function. If left on, the KVM switch will continue to receive power
via these computers.

2.

Starting with the first KVM in the installation, unplug the KVM switch from its power source. Power OFF and unplug each additional KVM
switch in succession.

3. Wait 10 seconds and then plug the KVM switch, starting with the first station, back into its power source.

Once the first station KVM switch has ascertained its position in the daisy-chain, power ON and plug in the next KVM switch in the installation.
Follow this procedure for each additional KVM switch in the installation.

Once all KVM switches in the installation have been powered back ON, turn on the power to all connected computers.

6.3 Local Console Login

When accessing the console KVM switch for the first time, a prompt FI:GO0TO F3-8ET y E7-SCAN
will appear asking for a username and password. The default username R:LET FaADM -BRC FE-LOUT
is administrator, and the default password is password. For security ﬁ;‘#mm'm

purposes, it is strongly recommended that you change the username and BN PN v x

password on this account to something unique. Once the KVM has been
set up and user accounts have been created, the login prompt will only
appear when a user logs out of the KVM. When you have entered your
username and password, the OSD will appear with the following page
displayed.

Note: 1. The screenshot depicts the Administrator’s Main Screen. The User Main Screen does not have the F4 and F6 functions, since they can’t be

accessed by ordinary Users and are reserved for the Administrator.
2. OSD always starts in List view, with the highlight bar at the same position it was when the OSD was last closed.
3. Only the ports that have been set accessible by the Administrator for the currently logged in User are visible.

4. If the port list is collapsed into stations, simply click on the plus sign next to the desired station number, or highlight the desired station
number and hit the [Enter] key.
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6. KVM Operation (continued)

6.4 Local Console Port Access

Once logged into the KVM, you can access connected computers via the local console using the Local Console OSD, Local Console Pushbuttons or
Hotkey Commands. The following sections describe all of the ways in which you can access connected computers via the local console.

6.4.1 Local Console OSD Invocation Sequence

Once logged into the KVM switch and accessing a connected computer, you will need to use one of two sequences to re-open the OSD Main Menu;
[Scroll Lock, Scroll Lock] or [Ctrl, Ctrl]. The default OSD invocation sequence is [Scroll Lock, Scroll Lock].

6.4.2 Local Console OSD Navigation

When in the Local Console OSD, you can use your keyboard and mouse to access its features.
 To close out of the Local Console OSD, click the [X] at the upper right corner of the OSD or press the [Esc] key.
e To logout, press the [F8] key, click the F8 at the top of the OSD, or click the zZz symbol in the upper right hand corner of the OSD.

« To move through the OSD list one line at a time, click the up and down triangle symbols (A, ¥) or use the [4] and [¥] keyboard keys. If there are
more entries than appear on the screen, the screen will scroll.

+ To move up or down one screen at a time, click the Up and Down Arrow symbols (4" ¥), or use the [Pg Up] and [Pg Dn] keyboard keys. If there
are more entries than appear on the screen, the screen will scroll.

¢ To activate a port, double-click it, or highlight it and press the [Enter] key. Once a port is accessed, the OSD will close and the screen of the
computer connected to the port will be displayed.

6.4.3 Local Console OSD Main Screen Headings

SN The Station Number of each KVM in the installation will be displayed in this column. The Station Number of each KVM switch will be displayed
as an expandable folder, which can be expanded to show all of the KVM ports in the corresponding station, or collapsed to hide them.

PN The port numbers of each KVM in the installation are displayed in this column. If the individual stations are collapsed, their port numbers will
not be displayed.

Qv An arrow in this column indicates that the corresponding port is selected for Quick View scanning.

L A sun symbol in this column indicates that a computer is both connected to the corresponding port and powered ON.

NAME | If a port has been given a name, its name appears in this column.

6.4.4 Local Console OSD F1 GOTO Function

Click F1 at the top of the OSD or press the [F1] key to activate the GOTO function. GOTO allows you to search the ports on the installation by
keying in a Name or Port ID. As you type in a Name or Port ID, the OSD list will automatically display all ports in the installation that match your
search terms. To access a port from the list, simply double-click on it or highlight it and press the [Enter] key. To exit GOTO mode and return to the
OSD main page, press the [Esc] key.

» To search by Name, type [1] into the field that appears when the GOTO function is activated; a Name field will appear. Type in a name to display
all accessible ports in the installation that match your entry.

 To search by Port ID, type [2] into the field that appears when the GOTO function is activated; a Port ID field will appear. Type in a port ID to
display all accessible ports in the installation that match your entry.

6.4.5 Local Console OSD F5 Skip Function

Skip Mode allows connected computers to be accessed using the [4], [P], [4] and [¥] keys on the keyboard. To invoke Skip Mode via the local
console OSD, click F5 at the top of the OSD or press the [F5] key. When invoked, the KVM displays the screen of the last selected port, with a left/
right triangle symbol next to the port’s port ID to signify it is being accessed in Skip Mode. The ports accessed in Skip Mode are determined by

the Scan Select setting in the F3 Set page of the local console OSD. During Skip Mode, normal keyboard and mouse functionality is suspended.
Keyboard functionality is limited to those keys mentioned in the table below. Mouse functionality is suspended altogether.

Key Description

[4] Skips from the currently selected port to the next accessible port prior to it.

= Skips from the currently selected port to the next accessible port after it.

[f] Skips from the currently selected port to the last accessible port on the previous station.
[JV] Skips from the currently selected port to the first accessible port on the next station.
[Esc] Exits Skip Mode at the currently selected port.

[Spacebar] Exits Skip Mode at the currently selected port.
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6. KVM Operation (continued)

6.4.6 Local Console OSD F6 Broadcast Mode (BRC)

Broadcast Mode is an Administrator-ONLY function. Clicking the F6 at the top of the OSD or pressing the [F6] key invokes Broadcast Mode. When
this function is in effect, commands sent from the console are broadcast to all available computers on the installation. This function is particularly
useful for operations that need to be performed on multiple computers, such as performing a system-wide shutdown, installing or upgrading software,
etc. Broadcast Mode works in conjunction with the F2 LIST function. The F2 LIST function lets you select which ports will be displayed on the OSD

main screen. When a command is broadcast, it is done only to the ports currently displayed on the OSD main screen.

¢ A speaker symbol appears before the Port ID Display to indicate Broadcast Mode is in effect.

e The mouse will not function while Broadcast Mode is in effect. You must exit Broadcast Mode in order to regain control of the mouse.

* To exit Broadcast Mode, invoke the OSD (with the OSD hotkey), and then click F6 at the top of the OSD or press the [F6] key.

6.4.7 Local Console OSD F7 Auto Scan Function

Auto Scan Mode allows connected computers to be accessed automatically at set time intervals. To invoke Auto Scan Mode via the local console
OSD, click F7 at the top of the OSD or press the [F7] key. When invoked, the KVM begins scanning according to the Scan Select and Scan Duration
settings in the F3 Set page of the local console OSD. During an auto scan, normal keyboard and mouse functionality is suspended. Keyboard
functionality is limited to the [Spacebar] key (exits auto scan at the currently selected port), [Esc] key (exits auto scan at the currently selected port)
and the [P] key (pauses auto scan at the currently selected port). Mouse functionality is suspended altogether.

6.4.8 Local Console OSD F8 Logout Function

To logout of the KVM switch, click on the F8 at the top of the page or press the [F8] key. You will be prompted to confirm that you wish to logout.
Press the [Y] key if yes, or the [N] key if no. When logged out, the username and password screen will appear, requiring a username and password to

be entered to access the KVM.

6.4.9 Local Console Pushbuttons

In addition to using the local console OSD to access connected computers, you can access them using the KVM’s pushbuttons. The B022-UOS-IP
front panel includes pushbuttons for its ports only. Press a pushbutton to bring the KVM’s focus to the corresponding port.

6.4.10 Local Console Hotkey Commands

When accessing a connected computer via the local console, you can
use hotkey commands to operate the KVM switch instead of going back
into the OSD. This chapter discusses the available hotkeys and their
functions. Below is a list of the various hotkeys, broken up into those
for port control and those that perform other functions.

Port Control Hotkeys

* Selecting the active port

¢ Auto Scan Mode port switching

» Skip Mode port switching

Other Hotkeys

* Computer keyboard and mouse reset

* Setting the Beeper

e Setting the Mode Invocation Sequence Hotkey

* Setting the OSD Hotkey

e Setting the Port Operating System

* Restoring the OSD default values

Invoking the Hotkey Mode

All hotkey operations begin by invoking Hotkey Mode. In order for
Hotkey Mode to work, it must be activated in the KVM’s OSD. By
default, Hotkey Mode is enabled. There are two sequences that can be
used to invoke Hotkey Mode, both of which are explained below. You

can toggle between these two sequences using the OSD. The [Num
Lock] and [-] Minus keys are the default invocation keys.

Num Lock and Minus (-) keys
1. Press and hold down the [Num Lock] key.

2. While the [Num Lock] key is held down, press and release the [-]
Minus key.

3. After releasing the [-] Minus key, release the [Num Lock] key.

Control and F12 keys

1. Press and hold down the [Ctrl] key.

2. While the [Ctrl] key is held down, press and release the [F12] key.
3. After releasing the [F12] key, release the [Ctrl] key.

When Hotkey Mode has been invoked:

¢ The monitor goes blank and the hotkey command line is displayed.
This is where you will enter in the hotkey commands described in
this chapter.

* The [Caps Lock] and [Scroll Lock] keyboard LEDs will blink in
succession.

¢ Ordinary keystrokes will be suspended until Hotkey Mode is exited.
Hotkey Mode is exited once a hotkey command is performed, or by
pressing the [Esc] or [Spacebar] keys.

Port ID Numbering

* Each CPU port in an installation is assigned a unique Port ID.
The Port ID is made up of two parts, a Station Number and a Port
Number.

o The Station Number is a two-digit number that identifies the switch’s

position in the daisy chain installation. This corresponds to the
number displayed on the Station ID LED.
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6. KVM Operation (continued)

6.4.10 Local Console Hotkey Commands (continued)

e The Port Number is a two-digit number which identifies the port
number of the KVM switch that the computer is connected to.

» The Station Number precedes the Port Number.

 Station and Port numbers are always 2 digits, so 1 - 9 becomes
01 - 09. For example, a computer attached to Port 7 of Station 15 has
a Port ID of 15-07.

Selecting the Active Port
You can directly access a port by doing the following:

1. Invoke Hotkey Mode.

2. Enter the Port ID. The Port ID numbers appear on the command line
as they are entered. To correct a mistake, use [Backspace] to erase
the wrong number.

3. Press the [Enter] key; the KVM switches to the designated
computer and you automatically exit Hotkey Mode.

Auto Scan Mode

When invoked, Auto Scan Mode monitors the connected computers
automatically at regular intervals so that you don’t have to manually
switch between them. When in Auto Scan Mode, the KVM switch
monitors the connected computers per the Scan Select and Scan
Duration settings in the F3 Set page of the local console OSD. To
invoke Auto Scan Mode, follow these steps:

1. Invoke Hotkey Mode.

2. Key in [A] and hit the [Enter] key. You automatically exit Hotkey
Mode and enter Auto Scan Mode.

3. Auto Scan Mode can be paused at any time by pressing the [P] key
or left-clicking the mouse. To resume scanning, press any key or
left-click the mouse.

4. To exit Auto Scan Mode, press the [Esc] key or [Spacebar] key.

Note: While Auto Scan Mode is in effect, ordinary keyboard and mouse
functions are suspended; only Auto Scan Mode compliant keystrokes
and mouse clicks can be input. You must exit Auto Scan Mode in order
to regain normal control of the console.

Skip Mode

Skip Mode allows connected computers to be accessed using the [4=], [-D],
[4] and [¥] keys on the keyboard. This manual version of Auto Scan
Mode lets you dwell on a particular port for as long as you like. To
invoke Skip Mode, follow these steps:.

1. Invoke Hotkey Mode.
2. Press the [4], [D], [4] or [¥] key.

3. After pressing one of the arrow keys, you automatically exit Hotkey
Mode and enter Skip Mode. When in Skip Mode, you can switch
ports as follows:

* The [4-] key skips from the current port to the first accessible port
prior to it.

e The [P] key skips from the current port to the first accessible port
after it.

« The [4] key skips from the current port to the last accessible port
of the previous station.
* The [¥] key skips from the current port to the first accessible port
of the next station.
4. To exit Skip Mode, press the [Esc] key.
Note:
1. While Skip Mode is in effect, you can keep on skipping through
ports until you exit.
2. During Skip Mode, ordinary keyboard and mouse functions are
suspended—only Skip Mode compliant keystrokes can be input.

You must exit Skip Mode in order to regain normal control of the
console.

Hotkey Beeper Control
To toggle the Beeper on and off, key in the following hotkey combination:

1. Invoke Hotkey Mode.

2. Key in [B]. After you press [B], the Beeper toggles On or Off. The
command line displays Beeper On or Beeper Off for one second;
then the message disappears and you automatically exit Hotkey Mode.

Computer Keyboard/Mouse Reset

If the keyboard or mouse ceases to function for a particular port,
you can perform a keyboard/mouse reset via the hotkey command
below. This performs the same function as unplugging/re-plugging
the keyboard and mouse on the connected computer. To perform a
keyboard/mouse reset, do the following:

1. Invoke Hotkey Mode.
2. Press the [F5] key. After pressing the [F5] key, you exit Hotkey Mode

and the KVM switch performs a keyboard/mouse reset for the currently
selected computer. (This may take a few seconds to take affect.)

Hotkey Mode Invocation Sequence

The hotkey sequence to invoke Hotkey Mode can be toggled via hotkey

command as well as the local console OSD. To toggle the invocation

sequence between [Num Lock, (-) Minus] and [Ctrl, F12], do the following:

1. Invoke Hotkey Mode.

2. Press the [H] key. After pressing the [H] key, the hotkey mode
invocation sequence is changed and the text HOTKEY HAS BEEN
CHANGED briefly appears on the monitor. Hotkey Mode is then
exited and you regain normal operation of the KVM switch.

OSD Invocation Sequence

The hotkey sequence to invoke the OSD can be toggled via hotkey

command as well as the local console OSD. This hotkey sets the

invocation sequence for both the Local Console OSD and the Remote

OSD. To toggle the invocation sequence between [Scroll Lock, Scroll

Lock] and [Ctrl, Ctrl], do the following:

1. Invoke Hotkey Mode.

2. Press the [T] key. After pressing the [T] key, the local console OSD
invocation sequence is changed and the text HOTKEY HAS BEEN
CHANGED briefly appears on the monitor. Hotkey Mode is then
exited and you regain normal operation of the KVM switch.

Port OS Control

In addition to choosing the operating system for a connected port via the
local console OSD, administrators can set the port operating system via
hotkey command. To change a port’s operating system via hotkey, do
the following:

1. Invoke Hotkey Mode.

2. Key in [Function], where [Function] represents one of the following:
a) [F1] - Sets the Operating System to Windows.

b) [F2] - Sets the Operating System to Mac.

c) [F3] - Sets the Operating System to Sun.

After pressing one of these keys, the operating system will be changed
for the selected port and you will exit Hotkey Mode.

Restore Default Values

This Administrator-ONLY hotkey restores the KVM switch to its
default values. To restore the default values via hotkey, do the following:
1. Invoke Hotkey Mode.

2. Press the [R] key.

3. Hit the [Enter] key. After hitting the [Enter] key, the text RESET

TO DEFAULT SETTING is briefly displayed, and then Hotkey
Mode is exited.
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6. KVM Operation (continued)

6.4.10 Local Console Hotkey Commands (continued)

Hotkey Summary Table
Note: All of the hotkey commands in this table require Hotkey Mode to be invoked prior to implementing the hotkey command.
Hotkey Operation Hotkey Command Description
Selecting the active port [Station ID], [Port ID], | Switches the KVM focus to the Station and Port entered in this command. (See page 14
[Enter] for details on Port ID numbering.)
Auto Scan Mode [A], [Enter] Invokes Auto Scan Mode. Press the [P] key at any time during an auto scan to pause

on the currently selected computer. Press the [Esc] key or [Spacebar] key to exit Auto
Scan Mode at the currently selected computer.

Hotkey beeper control [B] Toggles the beeper sound ON/OFF.

Port OS (Windows) [F1] (Administrator-only hotkey) Sets the OS of the currently selected port as Windows.

Port OS (Mac) [F2] (Administrator-only hotkey) Sets the OS of the currently selected port as Mac.

Port OS (Sun) [F3] (Administrator-only hotkey) Sets the OS of the currently selected port as Sun.

Computer keyboard/mouse reset [F5] Performs a keyboard/mouse reset for the currently selected computer.

Hotkey mode invocation sequence | [H] Toggles the sequence to invoke Hotkey Mode between [Num Lock, (-) Minus] and
[Ctrl, F12].

OSD invocation sequence [T] Toggles the sequence to invoke the OSD between [Scroll Lock, Scroll Lock] and [Ctrl,
Ctrl]. Sets the invocation sequence for both the Local Console OSD and the Remote
OSD.

Restore default values [R], [Enter] (Administrator-only hotkey) Restores the OSD to its default values. Restores both the
Local Console OSD and the Remote OSD.

Skip Mode/Previous port [4] When typed into the hotkey command line, this key invokes Skip Mode. When in Skip

Mode, this key switches KVM focus to the port prior to the currently selected port.

Skip Mode/Next port ] When typed into the hotkey command line, this key invokes Skip Mode. When in Skip
Mode, this key switches KVM focus to the port after the currently selected port.

Skip Mode/Previous station 4 When typed into the hotkey command line, this key invokes Skip Mode. When in Skip
Mode, this key switches KVM focus to the last port on the station prior to the currently
selected port.

Skip Mode/ Next station ] When typed into the hotkey command line, this key invokes Skip Mode. When in Skip
Mode, this key switches KVM focus to the first port on the station after the currently
selected port.

6.5 Logging Into the KVM over IP

There are three methods that can be used to connect to the KVM switch over IP; Web Browser, AP Windows Client and AP Java Client.

6.5.1 Logging In via Web Browser

1. Open your web browser and type in the IP address of the KVM. 3. If accessing the KVM for the first time, enter in the username
(See Network Setup — IP Address Configuration on page 8 for details administrator and the password password. For security purposes,
on determining the KVMs IP address.) it is strongly recommended that you change the username and

password on this account to something unique. When you have

2. As ill ski t id s d password.
screen Wit appear askifig you to provice 4 usernatne and passwor entered your username and password, the KVM web interface will

Note: If you are first prompted by a screen that says the website’s appear with the following page displayed:
security certificate cannot be trusted, click on the link to proceed
anyway; the certificate can be trusted. -~ = = :
m‘m N, ¥ D @ < 1
Genessl Network Security ANMS User Management  Customizabion. Mantenance
—- T e
TRIPPLITE 3 —
W St
&
Username: Open Java Clent
Password:
:
T ,9
= ooy
-
Logout
TRPLITE Copyright © 2012 Tripp Lite. I trademarks are the proper!
mz’*:’-i."'fwcmsmwum.
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6. KVM Operation (continued)

6.5.2 Logging In via the AP Windows Client

In the event you do not want to connect to the KVM switch via web
browser, you can use the AP Windows Client located on the CD

to provide non-browser access to the KVM switch via a Windows
computer.

Note: The AP Windows Client requires that DirectX 8.0 or higher be
installed on your computer.

1. Save the AP Windows Client from the CD to a desired location on
your Windows computer.

2. Double-click on the file, and follow the installation instructions that
follow.

3. When the installation is complete, an icon will be added to your
desktop, and a program entry will be made in the Windows start
menu. (Start > All Programs > B022-U0S-IP) Double-click on the
icon or select the program entry in the start menu to open the AP
Windows Client.

4. If this is the first time that you are running the utility, a dialog box
appears requesting you to input your serial number. The serial
number can be found on the CD that comes with the KVM. Key in
the serial number (5 characters per box), then click OK.

Seiial Numler [ﬁl

—_

Serid Mumber:
| =

| o

] [ Cancel ]

5. Upon entering the serial number, the AP Windows Client main
screen appears.

=1olx|

Server List

Narne | 1P Address [
[~ Server:

Ip: | 192.168.0.60 Remote Yiew |

Part: I 3000

Change Passwotd |
Login | [lgout |

6. The AP Windows Client will search the network for any KVM
switches and display their Model Name and IP Address in the main
screen’s Server List. If the KVM you wish to connect to is displayed
in the list, highlight it and click the Login button. If not, type in the
IP address and port number assigned to the desired KVM switch and
click the Login button. Note: The default port number assigned to
the KVM is 9000.

7. A prompt appears asking you to enter your username and password.
If accessing the KVM for the first time, enter in the username
administrator and the password password. For security purposes,
it is strongly recommended that you change the username and
password on this account to something unique.

login BT

Isername I

Password I

™ Remember password:

[ |

8. When you have entered your username and password, the Remote
View and Change Password buttons on the main screen become
active. Click on the Remote View button to remotely connect to the
KVM switch.

Zancel

=101 x|

Server List

Mame | IP address |
[ Server:

1P |68.ZD.22?.45 Remote Yiew |

Port: Igugg

Change Passward |

,TI Logouk |

9. Upon clicking on the Remote View button, the screen of the first
connected computer on the installation that you have access to is
displayed, as well as the Remote OSD.

~B020-U08-10-1P JavaClient Version V1.0.093

oo

N TR

@istan| 8 ) 5] > 0w | @020, | Do, | Becer, | Do, | Fiowso., | Focasn, | lores.. | @)oo, | Foev | Bovav. | s [ gozon |
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6. KVM Operation (continued)

6.5.3 Logging In via the AP Java Client

Computers not running Windows can use the AP Java Client located on
the CD to provide non-browser access to the KVM switch.

Note: The AP Java Client requires that the Java Runtime Environment
(JRE) be installed on your computer. The JRE is available for free
download from the Java web site (http://java.com).

1. Save the AP Java Client from the CD to a desired location on your
computer.

2. Double-click on the file you just saved. If this is the first time that
you are running the utility, a dialog box appears requesting you to
input your serial number. The serial number can be found on the CD
that comes with the KVM. Key in the serial number (5 characters
per box), then click OK.

seira]l Nuinlees
Serid Mumber:
|
-

| o

- -
J [ Cancel J

3. Upon entering the serial number, the AP Java Client connect prompt
appears, asking you to enter in the /P address and Port of the KVM
you wish to connect to. Enter in this information and click the
Connect button. Note: The default port number assigned to the
KVM is 9000.

x

Server f192.168.0.60]
Port |-;|:|cu:|
| Conneck I Cancel

6.6 Web Browser and Non-Browser Remote Port Access

When accessing the KVM switch over IP, the connected computers can

be accessed using either Windows or Java applications. Regardless of
which application you use, or whether you log in via browser or AP client,
operation of the KVM switch is the same. The only difference is in how
you log in and connect to the KVM. When logging in via the AP Windows
and Java clients, you are brought directly to the connected computers and
the Remote OSD is displayed. When logging in via web browser, you are
brought to the Web Management Interface, which includes Windows Client
and Java Applet applications for accessing the connected computers.
Those who log in using Internet Explorer will be able to access both the
Windows Client and Java Applet, whereas users who log in using another
browser only have access to the Java Applet. Once logged into the web
interface via browser, click on the Windows Client or Java Applet icon to
open the applications and access the connected computers. The same as
with the AP clients, once the Windows Client and Java Applet are opened,
the screen of the first connected computer on the installation that you have
access to is displayed, as well as the Remote OSD.

Note: The Java applet requires that the Java Runtime Environment (JRE)
be installed on your computer. The JRE is available for free download
from the Java web site (http://java.com).

4. A prompt appears asking you to enter your username and password.
If accessing the KVM for the first time, enter in the username
administrator and the password password. For security purposes,
it is strongly recommended that you change the username and
password on this account to something unique.

|lsernanme I

X

Passwiord I
[T Remember passwaord

= ]

Cancel

5. When you have entered your username and password, the screen of
the first connected computer on the installation that you have access
to is displayed, as well as the Remote OSD.

)
o1

0rBas-cEEBER
- | Beoeo-... | Foner-.. | Roweo-... | asm.. [ eozo.. [«&5 6 st

/5] 8 (5] (5]  ©oo, | Boev.. | 2oz | o

| #8020-... | % saes0... | #)532ns... | )e0ao-

-UDS-19-10 JavaCient Version V10033

Hston| 6 D 3] > @ oo | B0 | Do | R0 | Dot | Fis000..| Lot | D)o | B, | Fipo. | Do
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6. KVM Operation (continued)

6.6.1 Port Access via Remote OSD

The remote OSD displays the ports and KVM stations in the installation |
in a tree format. KVM stations are displayed with a +/- sign next to Main | Canfiguration | administration | _
them, which when clicked will display or hide the ports on that KVM. [ = s o
To access a port in the installation, you can double-click on the desired B ¢k [01:05)
port or use the [4] and [¥] keys to highlight it and hit the [Enter] key. 2

- [01-03]

=] [gisj]

@ [A1-05]

-0 [01-08]

@ [A1-07]

L@ [01-08]

6.6.2 Port Access via Remote OSD Toolbar

In addition to the remote OSD, a remote OSD toolbar is provided for This table describes the icons in the remote OSD toolbar:

greater control of the connected ports. The remote OSD toolbar contains
icons that when clicked allow you to quickly switch between ports, start Icon  Description

an auto scan or invoke panel array mode. Skips to the last accessible port in the KVM station prior to the

- v = :» m Tﬂ E *» ‘ﬂ . ﬁl currently selected station.
[0 1 -0 '] ] .v' Skips to the first accessible port in the KVM station after the
_| currently selected station.
¢ To open the remote OSD toolbar, hit the [Scroll Lock] key twice. m| Skips to the first accessible port in the entire installation.
The OSD hotkey can be changed from [Scroll Lock] to [Ctrl] in the —
Configuration page of the remote OSD (see page 31 for details). ‘“ | Skips to the first accessible port prior to the currently selected
e When the remote OSD toolbar is opened, ordinary keyboard and — [port
mouse functionality is suspended. The mouse functionality will be E Initiates an auto scan.
limited to the remote OSD toolbar only. The keyboard functionality —
will be limited to the hotkey commands mentioned below and the P | Skips to the first accessible port after the currently selected
[Ctrl], [Alt], [Delete] command for the local computer. Pressing the FF 1 | port.

[Esc] key will close the remote OSD toolbar.
. . M| Skips to the last accessible port in the entire installation.
* When the remote OSD toolbar is opened, you can hit the [Scroll g

Lock] key once more to open the remote OSD. When the OSD |
toolbar is not opened, hitting the [Scroll Lock] key three times will Tﬁ Opens the remote OSD.
open the remote OSD.

* When the remote OSD toolbar is opened, pressing the [4=] key will @ | Invokes Panel Array Mode (see page 21 for details).

skip to the first accessible port prior to the currently selected port.

* When the remote OSD toolbar is opened, pressing the [9] key will !! Closes the remote OSD toolbar.

skip to the first accessible port after the currently selected port. 'ﬂ

Closes out of the remote session.

» When the remote OSD toolbar is opened, pressing the [4] key will
skip to the first accessible port in the entire installation.

+ When the remote OSD toolbar is opened, pressing the [¥] key will
skip to the last accessible port in the entire installation.
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6. KVM Operation (continued)

6.6.3 Mouse Synchronization

When accessing connected computers over IP, there are two mouse
pointers--one for the local computer accessing the KVM and one
for the remote computer connected to the KVM. When remotely Buttons || Pointers | Pointer Options | Whee! | Hardware
accessing computers connected to the KVM switch, a Video Auto

Sync is performed, at which time the local and remote mouse pointers
are automatically aligned. If these two mouse pointers do not align
properly, or if the response time is slow and choppy, there are a number
of methods to get them synced and working properly. Before trying any
mouse synchronization procedures, it is always a good idea to ensure
that you go to your Mouse Properties Settings and set them according to Snap To
the instructions below. The Mouse Properties Settings should be set on

Mouse Properties

Mation

[¥] Automatically move pointer to the default button in a

. > dialog box
the computers attached to the KVM Switch, not the computer you are h
using to access it. Visibility
Windows @% [] Display pointer trais
Note: In order for the local and remote mice to synchronize, you must ' Short
use the generic mouse driver supplied with your Windows operating .
system. If you have a third party driver installed—such as one supplied t T Hide pointer while typing
by the mouse manufacturer—you must remove it.
Show location of pointer when | the CTRL

Windows 2000: P o bocation ot st -
1. Open the Mouse Properties dialog box (Control Panel & Mouse -

Mouse Properties). | ok | [ Cancel ]

Click the Motion tab.

Set the mouse speed to the middle position (6 units in from the left). Windows ME:

Set the mouse acceleration to None. ¢ Set the mouse speed to the middle position and disable mouse

llil acceleration. (Clle the Advanced button to get the dlalog box for

this).
B Pointers Motion | Hard
| | Hardusse | Windows NT / Windows 98 / Windows 95:

» Set the mouse speed to the slowest position.

Sun / Linux
Open a terminal session and issue the following command:
Sun: xset m 1Linux: xset m 0

— Acceleration

. . Mouse Synchronization Procedures
= ,,wi mh:;;,a,mr poiiad scosieisle: & If you are having syncing problems after adjusting the mouse
& properties of the connected computer, try the following methods to help

o i . .
s ko PLCD) e synchronize the local and remote mouse pointers:

- Snap to default Note: Mouse synchronization may require several seconds to take effect.
A . Wait 15 to 30 seconds to ensure that the mouse has had enough time to
@ [~ Move pointer to the default button in dislog boxes
sync.

e Perform a Video Auto Sync by clicking on the Video Auto Sync icon
in the control panel; or, by opening up the Video Settings screen and
clicking on the Auto Sync button. In most cases, the local and remote
mouse pointers will automatically align following the Video Auto

Sync.
| . I b ¢ Move the mouse pointer into all four corners of the screen (in any
order).
Windows XP / Server 2003 / Vista / 7: ¢ Invoke the Adjust Mouse hotkey command (see page 22 for details).

This hotkey command defaults at [Alt], [M], and will bring the local

Open the Mouse Properties dialog box (Control Panel & Mouse). :
and remote mouse pointers together.

Click the Pointer Options tab. . L

¢ If mouse and keyboard response time is slow and choppy, adjusting
the video settings can help. The less data that is being sent over

Disable Enhance Pointer Precision. the network, the faster the mouse and keyboard response time.

In particular, adjustment of the Quality and Color Depth Control

settings in the Video Settings screen can help decrease the amount of

data being transferred.

Set the mouse speed to the middle position (6 units in from the left).

-

* Go to the Display Settings in the computer connected to the KVM
and decrease the Screen Resolution and Color Quality settings.
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6. KVM Operation (continued)

6.6.4 Remote Auto Scan

When Auto Scan Mode is invoked via the remote OSD toolbar, the
KVM begins scanning according to the Scan Select and Scan Duration
settings in the Configuration tab of the remote OSD. During an auto
scan, normal keyboard and mouse functionality is suspended. Keyboard
functionality is limited to the [Spacebar] key (exits auto scan at
currently selected port), [Esc] key (exits auto scan at the currently
selected port), [P] key (pauses auto scan at the currently selected port)
and the [Ctrl], [Alt], [Delete] command for the local computer. Mouse
functionality is limited to the auto scan toolbar, which replaces the
remote OSD toolbar. The icons in the auto scan toolbar are described in
the table:

§ "* [01-03]

Icon Description

E| Indicates that the currently selected port is being accessed in Auto Scan Mode.

] | Pauses the auto scan at the currently selected port.

x Exits auto scan at the currently selected port

[01_03] Displays the port ID according to the Display Mode setting in the Configuration tab of the remote OSD or the F3 Set page of the local
OSD.

6.6.5 Panel Array Mode

Panel Array Mode allows connected computers to be simultaneously
monitored by dividing the screen into a grid of panels, with each panel
representing a KVM port. When Panel Array Mode is invoked via the
remote OSD toolbar, it scans the connected computers per the Scan
Select setting in the Configuration tab of the remote OSD.

0104 [T

A panel array toolbar is located in the lower right corner of the panel
array mode screen. As with the other toolbars, the panel array mode
toolbar can be dragged to anywhere on the screen. The table describes
the icons located in the panel array toolbar:

Ilcon Description

Moves the focus of the panel array scan back four panels.

Moves the focus of the panel array scan back one panel.

Pauses the panel array mode scan, leaving the focus on the
currently highlighted panel.

Moves the focus of the panel array scan forward one panel.

Moves the focus of the panel array scan forward four panels.

Increases the number of panels displayed in panel array mode.

Decreases the number of panels displayed in panel array
mode.

Toggles the 4/3 aspect ratio.

Exits panel array mode at the currently highlighted port.
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6. KVM Operation (continued)

6.6.6 Remote Control Panel

When accessing connected computers over IP, a control panel appears in
the lower-right corner of your screen. The remote control panel allows
you to perform tasks and edit settings related to the remote session.

The icons provided in the remote control panel are described in the
following section.

#*o00+fla-cEEER
] |

Hotkey Setup

When the Hotkey Setup icon is clicked, a screen appears that lists
various actions related to the keyboard, video and mouse that can be
performed via hotkey commands. The actions that can be performed
are listed on the left side of the screen, and the hotkey commands that
invoke them are shown to the right.

i

Action [ Hotkey |

Togge scresnmode  Al+HF

Adust video Ale+Y

Toggle OSD Alk+0

Toggle pointer display  Alt+P

Adust mouse Alk+M

Sulbstituke ALT key F12

Exi: remote view Al+E

Keys: [Ak+F

The table describes the actions that are found in the Hotkey Setup screen:

Action Hotkey Description

Displays the remote screen either
as a full-screen or as a window on
the local computer.

Toggle screen mode | [Alt] + [F]

Adjust video [Alt] + [V] | Displays the Video Settings screen.

Toggles the remote control panel

Toggle OSD on and off.

[Alt] + [O]

Toggles the mouse pointer of the
local computer on and off, so that
only the mouse pointer of the
remote computer is displayed.

Toggle pointer display | [Alt] + [P]

Aligns the local and remote mouse

Adjust mouse h
pointers.

[Alt] + [M]

Although all other keyboard input
is captured and sent to the remote
computer, the [Alt] + [Tab] and
[Ctrl] + [Alt] + [Del] commands
are still sent to your local computer.
In order to use these commands
on the remote system, another key
must be substituted for the [Alt]
key. If you substitute the [F12] key,
for example, you would use [F12] +
[Tab] and [Ctrl] + [F12] + [Del].
Note: By default, the substitute
[Alt] key is [F12].

Disconnects and exits the remote
session.

Substitute Alt key [F12]

Exit: remote view [Alt] + [E]

Configuring the Hotkeys
If you find the default hotkey commands inconvenient, you can
configure them by following these steps:

1. In the Hotkey Setup screen, highlight the action that you wish to edit.
2. Click the Start button.

3. Enter in the new hotkey combination. The name of each key appears
in the Keys field upon being entered.

4. When you have finished entering the new hotkey command, click
the Set button.

5. Click the Close button to exit the Hotkey Setup screen.

Vat

Video Settings

Clicking the Video Settings icon in the control panel brings up the Video
Settings dialog box. This dialog box allows you to adjust the placement
and picture quality of the remote screen on your monitor:

¥ideo Options:

—RGE:
Fed Gain:

Screen poszition:

I —
Green Gain: [ J—
Blue Gain: [ J—

[~ Setto grapscale

Gamma:
’7 IDefault j Advanceds > |

hir b ax
Wideo quality: I

Auto-Sync

HEA

[~ Enable refresh Refresh eveny |1|:| FECE

—Color depth contral:

™ Enabled |J
High L

—Transparency:

Demo

Cancel |
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6. KVM Operation (continued)

6.6.6 Remote Control Panel (continued)

The table describes each of the settings in the Video Settings screen:

Setting Description

Screen Position

Adjust the horizontal and vertical position of the remote computer window by clicking the arrow buttons.

Auto-Sync Click the Auto-Sync button to automatically synchronize the remote screen with the local screen.

Note: Upon performing an Auto-Sync, the local and remote mouse pointers are automatically synced as well.

RGB Drag the slider bars to adjust the RGB (Red, Green, Blue) values. If the Set to grayscale checkbox is checked, the remote
video is displayed in black and white. Setting the video to grayscale will decrease the amount of information traveling over the
network and can help improve keyboard and mouse response time.

Gamma This setting allows you to adjust the video display’s gamma level. (See the Gamma Adjustment Section for details.)

Video Quality Drag the slider bar to adjust the overall video quality of the remote screen. A higher video quality setting may slow down the

keyboard and mouse response time.

Enable Refresh

The KVM switch can be set to redraw the screen every 1 to 99 seconds, eliminating unwanted artifacts from the screen. Check
the Enable refresh checkbox and enter in a number from 1 to 99 to have the KVM refresh at the desired time intervals. By
default, this feature is disabled, and the Enable refresh checkbox is unchecked.

Transparency

This setting adjusts the transparency of the remote OSD toolbar.

Color Depth Control

This setting adjusts the amount of color information that is being sent over the network. To enable this setting, check the Enabled
check box. A higher setting will provide more color, which may slow down keyboard and mouse response time. A lower setting will

reduce the amount of information being sent over the network, and may improve keyboard and mouse response time.

Gamma Adjustment

If it is necessary to correct the gamma level for the remote video
display, use the Gamma function in the Video Settings screen.

» Under Basic configuration, there are ten preset and four user-defined
levels to choose from. Go through the options in the drop-down list
box to find a setting that works for you.

» For greater control, clicking the Advanced button brings up the
following dialog box:

Video Auto Sync

Clicking the Video Auto Sync icon on the control panel will perform

a Video Auto Sync. This is the same action that is performed when
connecting to a remote computer, or when clicking the Auto-Sync button
in the Video Settings screen.

CIEEE——
omen pusiice; | M0 el . Gray Scale
Tasban [  — n— p Clicking the Gray Scale icon on the control panel will display the
ﬂ'u PN — — | remote screen in black and white. This is the same action that is
TP | — performed by checking the Set fo grayscale checkbox in the Video

|

Ll T T

Settings screen.

=) I [ T &
e —— Message Board

T T e e e

This KVM Switch supports multiple user logins, which can possibly

e i give rise to access conflicts. To alleviate this problem, a message board
Call T T . - T | [ . . . .
feature has been provided, allowing users to communicate with each
rv Les '...- &l L h .
Tty other:
e
J Le=mo 5] Message Board El
L (e | e | |
| | LIEAL]
i —_
T Anusers
davidmuzinic

box at a future time.

Note: For best results, change the gamma while viewing a remote .

computer.

Click and drag the diagonal line at as many points as you wish to
achieve the display output you desire.

Click Save As to save up to four user-defined configurations derived
from this method. Saved configurations can be recalled from the list

Click Reset to abandon any changes and return the gamma line to its
original diagonal position.

Click OK to save your changes and close the dialog box.

Click Cancel to abandon your changes and close the dialog box.

Send
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6. KVM Operation (continued)

6.6.6 Remote Control Panel (continued)

The buttons on the button bar are toggles. Their actions are explained in the table:

Button Description

@ | Enable/Disable Chat: When disabled, this icon displays next to the disabled user’s name in the User List panel of all users’ message
boards. Messages directed to the disabled user are not displayed on the message board. The button is shadowed when disabled.

:?I Occupy/Release Keyboard/Video/Mouse: When you occupy the KVM, other users cannot see the video, and cannot input keyboard or
] mouse data. A prompt will come up on the locked out users’ monitor stating which user has occupied the KVM. The button in the message
board is shadowed and this icon displays next to the occupying user’s name in the User List of all other users’ message boards.

message boards.

@I Occupy/Release Keyboard/Mouse: When you occupy the KVM, other users can see the remote video, but they cannot input keyboard or
mouse data. When enabled, the button is shadowed and this icon displays next to the occupying user’s name in the User List of all users’

Show/Hide User List: This button will hide or display the user list panel on the right of the message board. This icon is only located in the
i Windows message board. The Java message board has arrows next to the user list panel that can be clicked on to show/hide the panel.

User List Panel

* The names of all the logged in users appear in the User List panel.
Select the names of the users that you want to send a message to, or
simply select the All users option to send a message to all users.

e [f a user has chosen to Disable Chat, its icon displays before the user’s
name to indicate so.

« If a user has occupied the KVM or the KM, the corresponding icon
displays before the user’s name.

Compose Panel
Type your message into this panel. Click Send, or press [Enter] to post
the message to the board.

Note: You must select the user from the user list that you want to send
the message to. To send a message to all users, simply click All Users in
the user list.

Message Display Panel

Messages that users post to the board, as well as system messages,
display in this panel. If you Disable Chat, messages that get posted to
the board will not appear.

Ct|al

el
Ctrl-Alt-Del
As the [Ctrl] + [Alt] + [Delete] command is sent to the local computer
and not the remote computer, this icon provides an easy way to send
this command to the remote computer. The [Ctrl] + [Alt] + [Delete]

command can also be sent using the substitute [Alt] key. (See Hotkey
Setup section)

=B

Soft Keyboard

The KVM Switch supports an on-screen keyboard, available in multiple
languages, with all the standard keys for each supported language. Click
this icon to display the on-screen keyboard:

To change languages, click the drop-down arrow next to the Soft
Keyboard icon and select the new language.

x|
E F1|F2(F3|F4 |F5|F6|F?|FE Fa|F|F1|F12| pse slk | pau
Tl 213|456 78|90 f- =] = |(ins||L|pnlk !]|™]-
E—quertyuiop[]|1del\T\Ti+
JL jals|d|flg|h]ilk]I|.]"| = — —
T lz|x|c|v|b|n|m|, | |! 1T 1] | L F
ctrl [« || at |¢ |B] an |[<| 4= ns las] ™~
(14

Exit Remote View
Click this icon to disconnect and exit the remote session.

Num Lock, Caps Lock, Scroll Lock
Click on one of these three icons to toggle the corresponding lock
function ON/OFF.

@)

About
Clicking this icon will display the model name and IP firmware version
number of the KVM switch.
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7. Administration

Administration of the KVM switch can be done through three different interfaces; Local Console OSD, Web Interface and Remote OSD. The Web
Interface and Remote OSD give you the most administrative access to the KVM, whereas the settings in the Local OSD are more limited. The table
details which settings are available in each interface, and whether those settings are accessible to Administrators, ordinary Users or both. The rest of
this chapter goes into these interfaces and their settings in more detail.

Set Language of OSD/GUI

Set Ports to Be Displayed in OSDs
OSD Hotkey

Port ID Display Mode

Port ID Display Duration

Scan Select

Scan Duration

XXX [X[X|X|X|X

Screen Blanker

Logout Timeout

Beeper
Edit Port Names

X IX[X|X|X|X|X|X]|X]|X]|X

X IX|[X[X[|X|X|X|X[X]|X]|X]|X

Set Port Operating Systems
Hotkey Command Mode (On/Off) X
Hotkey X
Port ID Display Position X
Reset Station IDs

Set Local Keyboard Language
Setup IP Address

View Firmware Version

Firmware Upgrade

Reset Default Values

NXAUX XXX XXX [X[X[X[X|[X[X|X[X|X|X[X|[X]|X]|X

Clear Port Names

View Device Name
View MAC Address

Add, Edit and Remove Administrators/Users

Port Access - Full/View Only/No Access

Setup DNS Server Address

IP Installer Settings - Enabled/View Only/Disabled
Enable and Setup RADIUS and LDAP Servers

Log Server Settings - MAC Address and Port Settings
Enable and Setup IP Address Filters

Enable and Setup MAC Address Filters

Set a Default Web Page Name

XXX [X[X|X|X|[X|[X]|X

X XX IX[X|X|X|X|X[X[X[X|X[X[X]|X]|X

X | X[ X[ X|[X[X

Login Failure Settings

Enable/Disable ICMP, Browser, Device List, Multiuser
and Force All to Grayscale

x

x| X

Mouse Sync Mode - Automatic/Manual

Backup and Restore System Configuration and User Accounts X
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7. Administration (continued)

7.1 Local Console OSD

Upon logging into the Local Console OSD, the main page appears (see
figure). Administrators have access to all features in the OSD, whereas
Users have access to everything except the F4 Admin page and the F6
Broadcast (BRC) function. The Local Console OSD administrative
settings are described in the following section.

7.1.1 Local Console OSD F2 LIST Function

F:GOTO FEBET
F:LIBT Fll A O
ADMINISTRATOR
LIST:ALL

SM.PH ov x

This function lets you tailor the list of ports the OSD will display on the Main Screen. The submenu choices and their meanings are given in the table:

Note: The ports that are displayed in the OSD main screen are the only ports that will be affected under Broadcast Mode.

Setting Description

ALL Lists all of the ports on the installation that are accessible to the logged-on user, whether they are powered-ON or not.
POWERED ON Lists all of the ports on the installation that are both accessible to the logged-on user and powered-ON.

QVIEW Lists all of the ports on the installation that are set as Quick View ports by an administrator.

QVIEW + POWERED ON | Lists all of the ports on the installation that are both set as Quick View ports by an administrator and are powered ON.

7.1.2 Local Console OSD F3 Settings (SET) Page

This function allows each User and Administrator to set up their working environment. A separate profile for each is stored by the OSD and is
activated according to the username and password provided during login. To change a setting:

1) Double-click on it, or highlight it and press the [Enter] key.

2) After you select an item, a submenu with more choices will appear. To make a selection, double-click on a choice or highlight it and press the

[Enter] key.
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7. Administration (continued)

7.1.2 Local Console OSD F3 Settings (SET) Page (continued)
The settings in the F3 SET page are explained in the following table:

Setting Description

OSD HOTKEY Select the hotkey sequence that invokes the OSD (both Local Console OSD and Remote OSD); [Scroll Lock,
Scroll Lock] or [Ctrl, Ctrl]. This is set to [Scroll Lock, Scroll Lock] by default.

PORT ID DISPLAY POSITION This setting allows you to position the Port ID anywhere on the screen. The default is the upper left corner. When
selected, the screen switches to the last selected port, and displays its Port ID. To position the Port ID, use the
touchpad or the keyboard arrow keys, as well as the [Pg Up], [Pg Dn], [Home], [End], and [5] keys (on the numeric
keypad with [Num Lock] off). When the Port ID is in the desired location, double-click or press the [Enter] key to
lock it in position and return to the OSD.

Note: The Port ID is set independently for each port on the installation. The position specified here only applies to
the port that is currently active.

PORT ID DISPLAY DURATION | This selection gives you the option of displaying the Port ID for 3 seconds, or having the Port ID always off. The
default is to display for 3 seconds.

PORT ID DISPLAY MODE Select how the Port ID is displayed: Port Number only, Port Name only or both Port Number and Port Name. The
default is to display both Port Number and Port Name.

SCAN DURATION This setting determines the amount of time spent on each port when in Auto Scan Mode. Key in a value from 1 -
255 seconds, and then press the [Enter] key. The default is 5 seconds; a setting of O (zero) disables the Auto Scan
function altogether.

SCAN/SKIP MODE Select which ports will be accessed during Auto Scan Mode and Skip Mode.

e ALL : All ports that are accessible to the currently logged-on user

* POWERED ON: All ports that are both accessible to the currently logged in user and powered-on

* QUICK VIEW: Ports that are set as Quick View ports by an administrator

* QUICKVIEW + POWERED ON: Ports that are both set as Quick View ports by an administrator and are powered
on The default setting is ALL.

SCREEN BLANKER If the console is left idle for the amount of time set with this function, the screen is blanked. Key in a value from 1 -
30 minutes, and then press the [Enter] key. A setting of 0 disables this function. The default is 0 (disabled).

HOTKEY COMMAND MODE Enables / Disables the hotkey command function. Hotkey Command Mode is enabled by default.

HOTKEY Toggle between the two Hotkey Mode invocation sequences. Options are [Num Lock, Minus] and [Ctrl, F12].
OSD LANGUAGE Determines which language the OSD menus are displayed in. Choices are English, Spanish, French, German and
Japanese.
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7. Administration (continued)

7.1.3 Local Console OSD F4 Administration (ADM) Page

This Administrator-only page allows administrators to configure the settings of the KVM switch. To change a setting:

1) Double-click on it, or highlight it and press the [Enter] key.

2) After you select an item, a submenu with more choices will appear. To make a selection, double-click on a choice or highlight it and press the

[Enter] key.

The settings in the F4 ADM page are explained in the following table:

Setting Description

SET IP
ADDRESS

This page allows administrators to set the network settings for the KVM.

DHCP: The first field allows you to enable or disable DHCP. When enabled, the KVM is assigned an IP address by the DHCP
server. This setting is enabled by default. To disable the DHCP setting and set up a fixed IP address, press the [Spacebar] key.
Once the DHCP is disabled, you will be allowed to edit the remaining fields in the SET IP ADDRESS page. In the remaining fields,
enter in the IP Address, Subnet Mask and Default Gateway you want to assign to the KVM switch. When these fields have been
populated, press the [Esc] key to exit and pull up a prompt asking if you wish to save the settings you just entered. If you do not
wish to save the settings, press the [N] key. If you do wish to save the settings, press the [Y] key. Upon pressing the [Y] key, the
settings will be saved and the KVM will be reset.

Note: Only an IPv4 address can be assigned using the Local Console OSD. To assign an IPv6 address, use the Web Management
Interface or Remote OSD. This page only allows you to set a fixed IP address or enable IP address assignment via DHCP server.
It does not allow you to set the HTTR, HTTPS and Program access ports, assign a DNS server address, or edit the IP Installer
settings. To set ports and assign a DNS server address, you can use the Web Management Interface or Remote OSD. To edit the
IP Installer settings, you must use the Web Management Interface.

SET LOGOUT
TIMEOUT

If there is no input from the console for the amount of time set here, the user will be logged out, requiring them to enter their
username and password to regain access to the KVM. This can be set from 0 to 180 minutes, with 0 disabling the function. Simply
type in the desired time frame and hit the [Enter] key to save your change. This is disabled (0) by default. Note: The Timeout
function can only be set in the Web Management Interface and the Local Console OSD.

EDIT PORT
NAMES

This function allows administrators to give each port a unique name, making it easier to find the computer you want to access. To

add/edit a port name, do the following:

1. Select the port by double-clicking on it, or by highlighting it and hitting the [Enter] key.

2. A name field will appear at the bottom of the screen. Add or edit the port name and hit the [Enter] key to save the change. To exit
without saving the change, hit the [Esc] key.

Port names can have a maximum of 12 characters, including any combination of letters and numbers (A-Z, 0-9), and the following

characters: Asterisk [*], Parentheses [()], Plus [+], Minus [-], Colon [:], Comma [,], Question Mark [?], Period [.], Forward Slash [/]

and Space. Port names are NOT case sensitive. They will always display as uppercase in the OSD.

RESTORE
DEFAULT
VALUES

This allows the Administrator to restore all OSD settings to their factory default values except for the network settings, port names
and username/passwords. When this function is accessed, a prompt will appear asking if you wish to restore the default settings. If
yes, type in a Y and hit the [Enter] key. If no, press the [Esc] key to go back to the previous menu.

CLEAR THE
NAME LIST

This function allows the Administrator to clear all of the port names that have been entered. As with the RESTORE DEFAULT
VALUES, you will be prompted upon accessing this function. If you wish to clear the name list, type in a Y and hit the [Enter] key.
If not, press the [Esc] key to go back to the previous menu.

ACTIVATE
BEEPER

Turns the beeper sound ON or OFF. Type in Y to turn the Beeper sound on, or N to turn it off. You do not need to hit the [Enter]
key after typing in Y or N, the change will be made automatically.

SET QUICK
VIEW PORTS

Administrators can use this function to mark ports as Quick View ports. This provides a way to customize which ports are

displayed in the OSD main menu, and which are accessible in Auto Scan and Skip Modes. To set ports as Quick View ports, do

the following:

1. Highlight the desired port and hit the [Enter] key, or click on it using the touchpad.

2. Press the [Spacebar] to toggle Quick View status ON/OFF. An icon will appear in the QV column next to the selected port
when Quick View status is turned on.

Once Quick View ports are set, the OSD main page can be set up to display only Quick View ports, or only Quick View ports that

are powered ON. Administrators can also set it up so that only Quick View ports, or powered on Quick View ports, are accessible

in Auto Scan or Skip Modes.

RESET
STATION IDs

This function is used when you change the position of one of the KVM stations in a daisy chain. When you change the position of
the station, the OSD does not recognize the change, and will not automatically update the main menu to display the stations in
correct order. When this function is used, the KVM will scan the entire installation and update the station numbers accordingly.
The port names of the affected stations will be kept; however, you will need to manually update all other settings (SET
ACCESSIBLE PORTS, SET QUICK VIEW PORTS, etc.).

SET
OPERATING
SYSTEM

This allows the Administrator to set the operating system for the port to match that of the connected computer. To set the
operating system, do the following:

1. Highlight the desired port or click on it using the touchpad.

2. Press the [Spacebar] to toggle between four options; WIN, MAC, SUN and OTHER. Each port is set to WIN by default.
3. You do not need to press the [Enter] key to save this setting.

FIRMWARE
UPGRADE

Note: The KVM has two sets of firmware, one to control IP Access and another to control the KVM'’s Mainboard, Input/Output
Ports and Keyboard. The IP Access firmware must be updated via the Web Management Interface or Remote OSD. The KVM
Mainboard, Input/Output Ports and Keyboard firmware must be updated via the local console OSD.

In order to upgrade the KVM Mainboard, Input/Output Ports and Keyboard firmware, Firmware Upgrade Mode must be invoked
via this setting.

When you select this option, the firmware version numbers are displayed on the OSD screen, and a prompt will ask if you wish to
continue with a firmware upgrade. If yes, type in Y. If no, type in N.
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7. Administration (continued)

7.1.3 Local Console OSD F4 Administration (ADM) Page (continued)

Setting

Description

KEYBOARD
LANGUAGE

Sets the language for an external keyboard connected to the KVM'’s external keyboard port. To select a keyboard language,
double-click on the desired language or highlight it and hit the [Enter] key. You can choose between US English, UK English,

German, Swiss German, French, Hungarian, ltalian, Japanese, Korean, Russian, Spanish, Swedish and Traditional Chinese.

7.1.4 Local Console Firmware Upgrade

The KVM has two sets of firmware, one to control /P Access and
another to control the KVM’s Mainboard, Input/Output Ports and
Keyboard. The IP Access firmware must be updated via the Web
Management Interface or Remote OSD. The KVM Mainboard, Input/
Output Ports and Keyboard firmware must be updated via the local
console OSD. To upgrade the KVMs Mainboard, Input/Output Ports
and Keyboard firmware, follow the instructions below:

1. From a computer that is not connected to your KVM switch,
download the firmware upgrade file from www.tripplite.com/support.

Note: If firmware upgrades are not on www.tripplite.com/support, there
are no upgrades available for your unit.

2. Using the included firmware upgrade cable, connect the RJ11 jack
on the KVM to a DB9 COM port on the computer you just
downloaded the firmware upgrade file to.

Note: Daisy-chained KVM switches will automatically receive the
upgrade via the daisy-chain cables.

3. Shut down all the computers on the KVM installation. Leave all
KVM switches powered-ON.

4. Open the local console OSD and navigate to the F4 ADM page.

5. Scroll down to the FIRMWARE UPGRADE option and press the
[Enter] key. Press [Y] to invoke Firmware Upgrade Mode.

6. From the computer you downloaded the firmware upgrade to, run
the downloaded file either by double-clicking on it, or by opening a
command line and entering the full path to it. The firmware upgrade
utility welcome screen appears.

7. Read and agree to the license agreement, and then click Next to
continue. The firmware upgrade utility main screen appears, and the
devices capable of being upgraded are listed in the Device List
panel on the left side of the screen. There will be three firmware
versions displayed for each device.

r
®2 Firmware Upgrade Utility

If Cheok Firmware Vorsion o chooked. the ulilty comparce the dovies's firmwarc lovel with the upgrade
files, f the device's version is newer, the utilty lets you decid= whether to continue or not. I itis not
checked, the wility performs the upgrade directly.

Click Next to begin.
Dewice List: Status Messages:

MAIN : 001-001

101 - 007-D02

102 : Di1-003

Device Descristion

< Back HNext > Cancel

Note: If you receive a message that a device is not connected to the
serial port, you may need to restart the computer the firmware upgrade
utility is on.

8. Highlight the Main firmware version of the desired device, and then
click Next to begin the upgrade. If you checked the Check
Firmware Version checkbox, the utility compares the device’s
firmware level with that of the upgrade files. If it finds that the
device’s version is higher than the upgrade version, it brings up a
dialog box informing you of the situation and gives you the option
to continue or cancel.

oy The firmware (Ver 1.0.086) is not newer than current firmware (Ver 1.0.086)
\-‘J in device 101 : 001-002

Continue the upgrade? (Yes/No)

| Yes I No |

If you didn’t check the Check Firmware Version checkbox, the utility
installs the upgrade files without checking the version numbers. As the
upgrade proceeds, status messages appear in the Status Messages panel,
and the progress toward completion is shown on the Progress bar.

Note: Each of the three firmware files for the KVM will be upgraded in
succession.

1. After the upgrade has completed, a screen appears to inform you
that the procedure was successful.

2= Firmware Upgrade Utility

‘The_' e s e

| Click: Finish ‘o close the utiity.

Device List: Status Messages:
> Loading & testing filas
> Loading & testing files: OK.
> Searching for devices
> Preparing fimware uggrade

> Firmwarz version is not newer than device 101 : 0071-002
> Fimmwarz version is not newer than device 102 : D01-003
> Preparing fimware upgrade: OK

> Upgrading device MAIN : 001001 ..

> Upgrading device MAIN : 001-001: 0K

> Upgrading device 101 : 001-002 ...

> Upgrading device 101 : 001-002: OK

> Upgrading device 102 : 001-003 ...

DWWFN.”:?1DIJ&G > Upgrading device 102 : 001-003: OK

Upgrade F/W: Ver 1.0.081 Mﬁ‘ rade.OK ]
MID: 001-023

L < g 5

¥ ! i Progress...

Hebl\liewLogl |T|

Click Finish to close the firmware upgrade utility.

Note: Upgrade the IP firmware via the Remote OSD or the Web
Management Interface. (See the Remote OSD Firmware Upgrade or
Web Management Interface Firmware Upgrade sections for details.)
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7. Administration (continued)

7.1.4 Local Console Firmware Upgrade (continued)
Firmware Upgrade Recovery
In the event of a firmware upgrade failure, or an aborted firmware upgrade, perform a firmware upgrade recovery by doing the following:
1. Power OFF the switch. If it is part of a daisy chain, disconnect it from the chain.
Connect the firmware upgrade cable to the firmware upgrade port.
Slide the Firmware Upgrade Recovery Switch to the Recover position.
Power the switch back ON and repeat the upgrade procedure.
After the switch has been successfully upgraded, power it OFF and then slide the Firmware Upgrade Recovery Switch back to the Normal position.
If the switch is part of a daisy chain, reconnect it to the daisy chain.

Power the switch back ON.

N oA LD

7.2 Remote OSD

Upon logging into the KVM over IP, you are connected to the first =
connected computer on the installation that you have access to, and the Main | Configuration | Adminitration | _
Remote OSD appears with the Main tab displayed. (See diagram). [ = s o
Administrators have access to all features in the OSD, whereas Users B o [01:08]

only have access to the Main tab and Configuration tab. The
administrative settings of the Remote OSD are described in the
following section.

7.2.1 Remote OSD List Drop-Down

Just like the F2 LIST function in the local console OSD, the remote OSD |
allows you to determine which ports are listed on the Main tab. Simply M| configuration |
click on the drop-down menu at the top of the OSD screen and select an [ || . ¥
option. _
Cuick Wiews (QW) =
Powered ON (PW)
Setting Description Qi Vle@w :Uio_;u;red o
ALL Lists all of the ports on the installation that ““g e
are accessible to the logged-on user, B [o1-06]
whether they are powered-ON or not. g {Eigg
POWERED ON Lists all of the ports on the installation that Sh e
are both accessible to the logged-on user -8 [02-02]
--E] [02-03]  BACON
and powered-ON. 0 [02-04)
QVIEW Lists all of the ports on the installation that jjjj% e
are set as Quick View ports by an -8 [02-07]
L. O [0208]
administrator. B [02-09]
B [0z-10]
QVIEW + POWERED ON | Lists all of the ports on the installation that & [oz-11]
are both set as Quick View ports by an N =
administrator and are powered ON. -3 [02-14] =l
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7. Administration (continued)

7.2.2 Remote OSD Configuration Tab

The Configuration tab (see diagram) allows administrators and users to
set up their working environment. A separate profile for each is stored Main
by the OSD and is activated according to the username and password

provided during login. The settings in the Configuration tab are

described in the table below.

B020-U08-19-IP WinClient ¥ersion ¥1.0.093 il

Configuration | Administration |

Eraish |\

[Serall Lock][Scroll Lock] =

Port Number + Hame 2
3 Zec =

Scan Select All 2

3 Seconds
0 Minutes
0 Minutes

Sef Language

050 Hotkey

Display Mode

ID Duration

Scan Duration

Screen Blanker

Logout Timeout

1 on

Beeper  off

Setting Description

Set Language

Determines which language the OSD menus are displayed in. Choices are English, Spanish, French, German and Japanese.

OSD Hotkey Selects which hotkey sequence invokes the OSD; [Scroll Lock, Scroll Lock] or [Ctrl, Ctrl]. The default is [Scroll Lock, Scroll Lock].

Display Mode | Selects how the Port ID is displayed: the Port Number alone, the Port Name alone, or the Port Number plus the Port Name. The
default is the Port Number plus the Port Name.

ID Duration Determines whether the Port ID displays on the monitor for 3 seconds, or if it is turned off. By default, it is set to display for 3 seconds.

Scan Select Selects which computers will be accessed under Auto Scan and Skip Modes.

ALL: All ports that are accessible to the logged-on user.

POWERED ON: Ports that are both accessible to the logged-on user and are powered ON.

QUICK VIEW: Ports that are set as Quick View ports by an administrator.

QUICK VIEW + POWERED ON: Ports that are both set as Quick View ports by an administrator and are powered ON.
The default is ALL.

Scan Duration

Determines how much time is spent on each port during an Auto Scan. Key in a value from 0 - 255 seconds. The default is 5
seconds; a setting of 0 disables the Scan function.

Screen If there is no input from the console for the amount of time set with this function, the screen is blanked. Key in a value from 1 - 30
Blanker minutes. A setting of 0 disables this function. The default is 0 (disabled).

Logout If there is no user input for the amount of time set with this function, the user is automatically logged out. A login is necessary before the
Timeout KVM switch can be accessed again. Enter a value from 0 - 180 minutes. A setting of 0 disables this function. It is disabled (0) by default.
Beeper Toggles the beeper sound ON/OFF.

7.2.3 Remote OSD Administration Tab

This Administrator-only page allows administrators to configure the
settings of the KVM switch. When clicked on, the Administration tab
appears with the General Settings screen displayed. On the left of this
screen are icons that can be clicked on to display various administrative
settings. These icons and the settings they provide access to are
described in the sections that follow.

[Man [ Contgranen | Admraraten

0 Dervice Plarme 0T

MAL Address D)= 50 P67 204

Firmveane Verson Vi3 137
[PYV4 Address 192 158 1 180

[PVE Address Pl =3 10 Paff-fel 7 e

P & W

10
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7. Administration (continued)

7.2.3 Remote OSD Administration Tab (continued)

o General Information User Management Editor x|

The General Information screen displays the Device Name, MAC

Address, Firmware Version, IPv4 address and IPv6 address of the [ User Info
KVM switch. The Device Name can be customized by an administrator,
but defaults at the KVM model name. The Firmware Version displayed HEemEIt
is that of the IP Access firmware. Password: [eennenee
Confirm Password:
a User Management | eesesese
The User Management screen allows administrators to Add, Edit and Description: | administrator
Delete User and Administrator accounts. Up to 64 accounts can be
established, with any combination of Administrators and Users. e € User  Selact
]
Main | Corfiguration Administration |
Permissians:
[~User List
0 adminiistr stor F Win Client I7 Java Applet
davidmuzinic
test
admirictrator2 v Log ¥ Configure
Part Access |

o4 | Cancel

* To delete an existing account, highlight it in the list and click the

Add Edit Remove
Remove button. When clicking the Remove button, you are not
asked to confirm whether you want to delete the selected account, it
is automatically deleted.
The table describes the fields and settings that are found in the Add
User and Edit User screens:
Setting Description
e To add a new account, click the Add button. The Add User page Username Enter the account username here. A minimum of
appears. 6 and a maximum of 16 characters are allowed.
= Password Enter the account password here. A minimum of
: 6 and a maximum of 16 characters are allowed.
User Managemenk
Confirm Password | Re-enter the account password here. If the two
entries do not match, you will be prompted to
Heamane | re-type the password.
FessEd | Description Additional information about the user that you
G s | may wish to include (optional).
sl | Admin Check this option to give the account
Administrator access rights. Administrators have
access to all features and configuration settings
 Admin ) User ™ Select of the KVM.
> User Check this option to give the account User
BTl access rights. Users have access to both the
" Windows Client and Java Client, but do not have
Mo M et o L access to the Log Server or Configuration
[ Configure Settings.

Select Check this option to Select the account access
rights yourself. (See Permissions on page 33 for
details.)

O | Cancel |

e To edit an existing account, highlight it in the list and click the Edit
button. The Edit User page appears.
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7. Administration (continued)

7.2.3 Remote OSD Administration Tab (continued)

User Management — Permissions

The following permissions are included in the Add User and Edit User
screens of the User Management tab, and determine what access rights
are available to each account:

* Win Client: When selected, the corresponding account can access
the KVM switch using the Windows Client in the Web Management
Interface and the non-browser AP Windows Client.

* Java Applet: When selected, the corresponding account can access
the KVM switch using the Java Applet in the Web Management
Interface and the non-browser AP Java Client.

* Log: When selected, the corresponding account can access the Log
File included in the Web Management Interface.

* Configure: When selected, the corresponding account can access the
Administrator settings in the Local Console OSD, Remote OSD and
Web Management Interface.

User Management — Port Access

The Port Access button at the bottom of the User Management Add
User and Edit User screens allow port access to be customized for each
account. Although user accounts can be created, edited and deleted
using both the Web Management Interface and the Remote OSD, the
only place Port Access settings can be edited is in the Remote OSD. In
this page, access can be toggled between three access types by clicking
on the field next to the corresponding port, or by highlighting the
desired port and using the [+] or [-] keys on the number pad of the
keyboard. By default, all accounts have Full Access to all computers on
the installation.

e Full Access: The user has the ability to both view and perform
keyboard/mouse operations on the corresponding computer.

e View Only Access: The user only has the ability to view the
corresponding computer’s video.

* No Access: The user has no access to the corresponding computer.

@ Network

The Network screen of the remote OSD allows administrators to set the
IPv4 or IPv6 network parameters for the KVM switch. In addition to
the IP Address, Subnet Mask and Default Gateway, which can be set
using the local console OSD, the Network screen of the remote OSD
allows you to set firewall access ports and the DNS server address.
These settings can also be configured using the Web Management
Interface.

[Main [ Configuration | Administration
Access Ports
Program 9000
i e ®
HTTPS 443

a 1Pv4 Configuration
(© Obtain an IP address automatically [DHCP]

@ Set IP address manually [Fixed IP]

IP Address 192 . 168 . 1 . 180

Subnet Mask 255 , 255 . 255 . O

Default Gateway 192 .18 . 1 . 1

& Obtain DNS server address automatically
@ Set DNS server address manually
Preferred DNS server 192 .168 . 1 . 2
Alternate DNS server 192 .168 . 1 . 3
1Pv6 Configuration
G (© Obtain an IP address automatically [DHCP]
(©) Set IP address manually [Fixed IP]
IP Address fe80::210:74ff:fe67:20c4

Prefix Length 0

Default Gateway

(@ Obtain DNS server address automatically

(© Set DNS server address manually
Preferred DNS server

Alternate DNS server

Network — Access Ports

If a firewall is being used, these fields allow administrators to specify
port numbers that the firewall will allow. The firewall must be set to
allow access to these ports. If an invalid port number (or no port
number) is specified in the firewall, the KVM switch will not be found.

An explanation of the Access Port fields is given in the table:

Port Description

Program This is the port number that must be specified when
connecting to the KVM via the AP Windows or Java
client. The default is 9000.

HTTP This port number is for a browser login. The default is 80.

HTTPS This port number is for a secure browser login. The
default is 443.

Note: A different value must be set for each access port. If there is no
firewall, it doesn’t matter what these numbers are set to, since they
have no effect.

Network — IP Address and DNS Server

The KVM’s IP and DNS Server addresses can be assigned
automatically by a DHCP server, or given a fixed address by an
administrator. By default, the B022-UOS-IP is set to have an IP address
assigned automatically via DHCP server. If this is the case, you will
need to obtain the IP address from your network administrator. If
connected to a network without a DHCP server, it boots with a default
IP address. The default IPv4 and IPv6 addresses can be found on the
sticker on the bottom of the unit. Follow the steps below to configure
the KVM’s IPv4 or IPv6 settings accordingly, depending on your
network.

1. To have the IP address pulled automatically via DHCP server, make
sure that the Obtain an IP address automatically [DHCP] option is
selected.

2. To assign a fixed IP address, make sure the Use the following IP
address [Fixed IP] option is selected.

3. Fill in the IPv4 or IPv6 Configuration fields with information
appropriate to your network.

4. If you have set the IP address to be pulled via DHCP server, you
can either choose to assign the DNS server address via DHCP as
well, or assign a fixed DNS server address. If you have assigned a
fixed IP address for the KVM, you must also assign a fixed DNS
server address. To have the DNS server address pulled via DHCP
server, make sure that the Obtain DNS server address automatically
option is selected. To assign a fixed DNS server address, make sure
that the Using the following DNS server address option is selected.

5. Fill in the Primary DNS server and Alternate DNS server fields
with information appropriate for you network.

Note: Specifying the primary DNS Server address is mandatory. The
alternate DNS Server address is optional.

6. After all changes have been made, make sure that the Reset on exit
checkbox in the Customization screen is checked. This checkbox
should automatically be checked anytime network settings have
been changed.

7. Exit the remote session and logout of the KVM switch. Upon
logging out of the KVM, a prompt will appear stating the KVM
will be reset. Upon completion of the KVM reset, the new network
settings will be saved.
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7. Administration (continued)

7.2.3 Remote OSD Administration Tab (continued)

a ANMS

The Advanced Network Management Settings (ANMS) screen allows
you to set up login authorization management from an external source.
From this screen, administrators can set up remote management via
RADIUS and/or LDAP/S, and set up the access port and MAC address
for the Windows-based log server.

B020-U08-19-IP WinClient ¥ersion ¥1.0.093 x|

Main ICunﬁguratiUn Admmistratinnl

T Enable RADILS

Primary RADIUS Server IP
0 Part IF
Alternate RADILS Server P |
Port lr
a Timeout {seconds) IS—
Retries |3—
g Shared Secret (at least 6 characters)
I
va [ EnableLDap Authentication
a 1 1DA7 1 LOAPS I™ Enable Authorization
: LDAP Server [P |
% Port IE,:,\E,—
Timeout (seconds) |m—
LDAP Admin DN |—
a LDAP Admin Password l—
Search DM l—
Admin Group l—

~Log Server Settings

MAC Address 000000000000
Port 9001

ANMS - RADIUS

T Enable RADIUS
Prirnaty RADILUS Server IP

Port I 1512

Alkernate RADIUS Server IP

Part I 1812
Timeouk {seconds) I 5
Retries I &

Shared Secret {at least & characters)

To allow authorization through a RADIUS server, do the following:
1. Check the Enable RADIUS checkbox.

2. Fill in the Primary RADIUS Server IP and access Port, and the
Alternate RADIUS Server IP and access Port.

3. In the Timeout (seconds) field, set the time in seconds that the
KVM waits for a reply from the RADIUS server before it times
out.

4. In the Retries field, enter the number of times you want the KVM
to try and reconnect with the RADIUS server before it gives up.

5. In the Shared Secret field, key in the character string that you want
to use for authentication between the KVM and the RADIUS
Server.

On the RADIUS server, set the access rights for each user according to
the information in the table:

Character Description

C Gives the corresponding account administrator privileges.

W Gives the corresponding account access to the KVM
switch via the Windows browser and non-browser
applications.

J Gives the corresponding account access to the
KVM switch via the Java browser and non-browser
applications.

L Gives the corresponding account access to the log server

on the Web Management Interface.

\Y Gives the corresponding account view-only access to all
ports on the KVM switch.

PN/xxxx Denies the corresponding account access to a port.

SN/xx Denies the corresponding account access to a station.

PV/xxxx Gives the corresponding account view-only access to a
port.

SV/xx Gives the corresponding account view-only access to a
station.

PF/xxxx Gives the corresponding account full access to a port.

SF/xx Gives the corresponding account full access to a station.

RADIUS Server access rights examples are given in the following
table:

RADIUS

Access

Rights Description

C The corresponding account has administrator access to
the KVM.

W, J, L The corresponding account can access the system

via the Windows and Java browser and non-browser
applications, and can access the log server on the Web
Management Interface.

PN/0102 The corresponding account is denied access to port 2 on
station 1.

PF/A The corresponding account is given full access to all
ports on the installation.

SV/02 The corresponding account is given view-only access to

station 2.

Note: Characters are not case sensitive. Characters are comma
delimited.

ANMS - LDAP/S

™ [ Enable LDAP Authentication

= LOaR & DAes ™| Enable Authorization
LDAR Server TP I
Park 636

Timeouk (seconds)

—

LDAP Adrnin DM

LDAP Admin Password

Search DM

Admin Group
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7. Administration (continued)

7.2.3 Remote OSD Administration Tab (continued)

To allow authentication and authorization via LDAP/S, do the
following:

1. Check the Enable LDAP Authentication checkbox.
2. Select LDAP or LDAPS.
3. Determine whether to enable authorization or not.

o If the Enable Authorization checkbox is checked, the LDAP/S
server directly returns a ‘permission’ attribute and authorization
for the account that is logging in. With this selection, the LDAP
schema must be extended.

e If the Enable Authorization checkbox is not checked, the LDAP/S
server indicates whether the account that is logging in is a
member of the KVM Admin Group or not. If yes, the account
has full access rights. If no, the account has user access rights
(See the User Management section of this manual for details on
account permissions).

4. Enter the appropriate IP address and access port for the LDAP or
LDAPS server in the LDAP Server IP and Port fields. The default
port number for LDAP is 389, and is 636 for LDAPS.

5. In the Timeout (Seconds) field, enter the time in seconds that the
KVM waits for an LDAP or LDAPS server reply before it times out.

6. Consult the LDAP/S administrator about the appropriate
entry for the LDAP Administrator DN field. For example, the
entry might look like this: cn=LDAPAdmin,ou=B022-U08-
IP,dc=tripplite,dc=com

7. Inthe LDAP Admin Password field, key in the LDAP administrator’s
password.

8. 1In the Search DN field, set the distinguished name of the search base
(i.e. the domain name where the search starts for the user name).
Note: If the Enable Authorization checkbox is not checked, this field
must include the entry where the KVM Admin Group is created.
Consult the LDAP/S administrator about the appropriate entry for
this.

9. In the Admin Group field, key in the group name for KVM
administrator accounts. Note: If the Enable Authorization checkbox
is not checked, this field is used to authorize accounts that are
logging in. Accounts that are in this group have full access rights to
the KVM. Accounts that are not in this group have user access rights
to the KVM (See the User Management section of this manual for
details on account permissions). Consult the LDAP/S administrator
about the appropriate entry for this.

10. On the LDAP server, set the access rights for each user (The
following sections describe how to configure LDAP/S for use with
the KVM switch).

ANMS - LDAP/S Configuration

To allow authentication and authorization via LDAP or LDAPS, the
active directory’s LDAP Schema must be extended so that an extended
attribute name for the KVM—permission—is added as an optional
attribute to the person class.

Note: Authentication refers to the identity verification of the person
logging into the KVM switch, whereas Authorization refers to the
assigning of device permissions.

In order to configure the LDAP server, you will have to complete the
following procedures:

1. Install the Windows Support Tools.

2. Install the Active Directory Schema Snap-In.

3. Extend and Update the Active Directory Schema.

Each of these procedures is described in the following sections:

Install the Windows Support Tools
1. On the Windows Server, open the Support = Tools folder.

2. In the right panel of the dialog box that comes up, double click
SupTools.msi.

3. Follow along with the Installation Wizard to complete the
procedure.

Install the Active Directory Schema Snap-In

1. Open a Command prompt.

2. Key in regsvr32 schmmgmt.dll to register schmmgmt.dll on your
computer.

3. Open the Start menu. Click Run and key in mmec /a. Click OK.

In the File menu of the screen that appears, click Add/Remove
Snap-in, and then click Add.

5. Under Available Standalone Snap-ins, double click Active
Directory Schema, click Close and then click OK.

On the screen you are in, open the File menu and click Save.

7. When prompted where to save, specify the C:\Windows\system32
directory.

8. Key in the filename schmmgmt.msc.

9. Click Save to complete the procedure.

Extend and Update the Active Directory Schema — Create a New
Attribute

1. Open Control Panel - Administrative Tools = Active Directory
Schema.

2. In the left panel of the screen that comes up, right-click Attributes.
3. Select New = Attribute.

|y Bl Betion View  Favorkes Mindow  Help

roHEPR B2E

IETES|

(£ Gomsole Root: Name | Synta | et =
-8 hctive Directory Schema [LDAP, br.com] @ accessPort: Unicode String Active et
{0 Classes @ accountExpires Large Tntegerjinterval Active
R Attt es @ accountMametistory. Unicode String Active:

@ aCSAgyregateTokenR... Large Integer/interyal Active
@ aCSAllocableRSYPBan... Large Infegerfinterval Attiver

@ aCSCacheTmeout Integer Active
@ aCSDwection Integer Active
@ aCsDsEMDeadTime Integer Active
® aCSDIEMPriGrty Integer fictive
® aCoDSOMRefresh Irteger Active
® aCoEnableACSService  Boolean Active:
® aCSEnableRSYPACCOU:.  Boolean Active
® aCSEnableRS¥PMessa,..  Boolean Active
© aCSeventloglevel Integer Active
@ aCsIdentityName Uriicode String Active
* o . Large al  Acive
® aCSMaxDurstionPerFlow  Integer fitive:

Large Integerfinterval Ative

Active =
¢

@& aCSMaxNoOFAccountF... Integer
il |
I [
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7. Administration (continued)

7.2.3 Remote OSD Administration Tab (continued)

4. A warning message appears. Click Continue to bring up the Create 4. Select the Attributes tab of the person Properties screen and click
New Attribute dialog box. the Add button.

5. Fill in the dialog box and click OK. The Common Name and LDAP e N =l

Display ]Yame fields can be populated as B0.22-U08-I.P- I hamtis | ¢ i
AccessRight. The Syntax field should be Unicode String, the
Minimum field should be set to /, and the Maximum field to 255. o= =—

Create New Attribute 2| x| ek

.' Create a NewAttibute Object

Zommon Mame: |
J-— [
_DAP Disping Namer | —— ,._""._J)I
et
Jnique 500 Object ID: | e el
ZGWM | :h:::l.
“Gyntax and Range
Syntax: Iﬁccess Point 3
S I 5. Select B022-U0S-1P-AccessRight from the list that appears.
Click OK.
™ Mulivaed [k ] e 2l
Extend and Update the Active Directory Schema — Extend the Object
Class with the New Attribute Select a schema object:
1. Open Control Panel & Administrative Tools & Active Directory :ﬂﬂ:ﬁngpohw | ok |
Schema. ShorviovacaionL it ~ _Ceed |

Class

aliliar

In the left panel of the screen that comes up, select Classes.

| BadPasswordT ime

3. In the right panel, right-click person and select Properties. Select bacPwdCount
the General tab of the person Properties screen, and fill in the Emlﬁﬁ:ahon
fields according to the example: bootParameter

bridgeheadServerlistBL
bridgeheadT ranzportList
builtinCreationT ime

General !n.u.“}.p] Attrbutes | Delfauk Securty | builtinbtodifiedCount

businessCategory
bytesPertdinute
C

.I: perzon chCertificate

cACertificatelMN LI

Descrphion: m . ok | Cancel | Apply |
Cgmmon Hame: IP'"D“

Extend and Update the Active Directory Schema — Edit Active
% 5000ID: [2588 Directory Users with the Extended Schema

1. Run ADSI Edit. (Installed as part of the Support Tools).

Clate Type: [Tope 88 . . -
2. Open domain, and navigate to the cn=users dc=tripplite dc=com node.
- Categary
— 3. Locate and highlight the user you wish to edit. (Our example
[petson _._.J 2l uses jason.)

¥ | Clogsie aFve
.
® L) tn  adnivitestor ner Bl arcoure for axtrinestaang the
=] Cort. Publishers. Lo, Members of Uhe
# ) e Contrelaes e w
pot—pam cyrncpats | Ebncvduein. . Sacuty o - kbl ot s b tew s ds vl
3 sed of the dorr
- Cnenin Com. ekl
[Toe ] ves | e | R i
sty Uhees  Semurky Grous  Gbal [TE———
Erempon . > the et
o Pokcy . 05
Gt Uner Eulbh i accoum.Fom . arcews b B
5w B Damsin L. g
Qum ™ [ Bl mcsod e vy
0 1w m Bl o | ARATTTEAS S
s and 1k, . Sy |
Schenns Admine  Seourty Group « Gobal Uerrristed sdmratratirs of the sche
e Usee
[ -
0w L
i | als] | 4
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7. Administration (continued)

7.2.3 Remote OSD Administration Tab (continued)

4. Right-click on the user’s name and select properties.

Character Description
5. Select the Attribute Editor tab of the screen that appears. Select

. . A C Gives the corresponding account administrator privileges.
B022-U08-IP-AccessRight from the list that appears. Click Edit. ponding privieg
W Gives the corresponding account access to the KVM switch
21 via the Windows browser and non-browser applications.
Attibute E dit i
ot B | Secuy | J Gives the corresponding account access to the KVM

[V Show mandatory attributes switch via the Java browser and non-browser applications.
I ST A L Gives the corresponding account access to the log server

[~ Show only attributes that have values

on the Web Management Interface.

Attributes:
Athibute [ Syntax [Value o \' Gives the corresponding account view-only access to all
allowedChildClassesE frective Object Identifier  nTFRSSubsi 4 ports on the KVM switch.
altSecurityldentities Unicode Sting — <Mot Set>
aﬁs_'stf:ntc . g'sl“f:gsul's_hed--- EHDE gefi PN/xxxx Denies the corresponding account access to a port.
attnbutelerincal noute Cclel nng ob ael
sudo ' o vt SN/xx Denies the corresponding account access to a station.
badPasswordTime Large Integer.-:’... 1] . . .
badPwdCount Integer 0 PV/xxxx Gives the corresponding account view-only access to a
bridgeheadServerlistBL Distinguished ... <Mot Set> pOI’t.
businessCategory Unicode Sting — <Mot Set>
o Unicade String - <Mat Set> SV/xx Gives the corresponding account view-only access to a
canonicalM ame Unicode Sting  example.con tati
cTrLicensa | Unicode Stina  <Mat Set)_l;l station.
4 »
PF/xxxx Gives the corresponding account full access to a port.
Edit - : -
‘—l SF/xx Gives the corresponding account full access to a station.
QK I Cancel | Lpply | . . . .
LDAP Server access rights examples are given in the following table:
. . L Access Rights Description
6. Replace the value shown with the desired KVM permission 10.0.0.1688 - m  has administrat
attribute value. (See table below for details.) 0.0 ¢ € corresponding account has administrator

access to the KVM assigned to IP address

x| 10.0.0.168. The account does not have access

to any other KVM’s administered by the LDAP/S

Attribute: BO22-U08-IP-AccessRight server.
Walue: 10.0.0.164&c; The corresponding account has administrator
> 10.0.0.1668&w,j access to the KVM assigned to IP address
10.0.0.164. The corresponding account can
Clear | i I Ll access the KVM assigned to IP address

10.0.0.166 via the Windows and Java
browser and non-browser applications. The

Permission Attribute Value :
corresponding account does not have access

The Permission Attribute Value is rpade up of two parts; the. IP address to any other KVMs administered by the LDAP/S
of the KVM switch that the user will be accessing and a string of SErver.
characters that indicates the access rights the user has. The following 110.0.0.1648] - g h - |
. - . v,1;10.0.0. j e corresponding account has view-only
rules apply to the makeup of the permission attribute value entry: and log server access rights on all KVMs
* An ampersand (&) connects the KVM represented by the IP address administered by the LDAP/S server. The
to the access rights represented by the string of characters. corresponding account can access the KVM

. . L assigned to IP address 10.0.0.164 via the Java

e The characters of the access rights string can be entered in either browser and non-browser applications.

upper or lower case. The available characters and what access rights

they represent are listed in the following table. 10.0.0.168&PN/0102 | The corresponding account is denied access to

port 2 on station 1 of the KVM chain assigned

* Each character in the access rights string is separated by a comma to IP address 10.0.0.168. The corresponding
(,). There are no spaces before or after the comma. account does not have access to any other
KVMs administered by the LDAP/S server.

 If a user has access rights to more than one KVM, each permission
segment is separated by a semicolon (;). There are no spaces before
or after the semicolon.

10.0.0.168&PF/A The corresponding account is given full access
to all ports on the KVM assigned to IP address
10.0.0.168. The corresponding account

does not have access to any other KVMs
administered by the LDAP/S server.

10.0.0.168&SV/02 The corresponding account is given view-only
access to station 2 of the KVM chain assigned
to IP address 10.0.0.168. The corresponding
account does not have access to any other
KVMs administered by the LDAP/S server.
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7. Administration (continued)

7.2.3 Remote OSD Administration Tab (continued)

7. Click OK. When you return to the attribute editor page, the
B022-UO08-IP — Access Right entry now reflects the new
permissions.

CN=jason Properties ] d B

Adtribute E ditor | Securit}ll

V¥ Show optional attributes
[~ Show only attributes that have values
Attributes:

Attribute | Syntax | Walue ;I
allowedChildClazzesE... Object |dentifier  nTFRSSubscriptions;clasi
altS ecurityl dentities Unicode Sting  <Mat Setr

azsistant Distinguished ... <Not Set»
attributeCertificatedttr.. Octet Sting <Not Set>
audio Cchet String Mok Set

BO22-U08-P-Access.. Unicods Sting  10.0.0.166 w.v )
badPazswordTime Large Integer/... 0O %
badPydCount Integer 1]

bridgeheadServerList... Distinguizhed ... <MNot Set»
businessCategary Unicode Sting  <Mat Set>

C Unicode Sting  <Not Set»

canonical ame Unicode Sting  example. com/Users/Gue:

carlicenze Unicode Stina <Mt Set i
il I »

oK | Cancel | |: Apply ||

8. After entering in the desired KVM permission attribute value, click
Apply to save the change and complete the procedure.

9. Repeat these steps for any other users you wish to assign KVM
permissions to.

ANMS - OpenLDAP Server

OpenLDAP is an open source LDAP server designed for UNIX
platforms. A Windows version can be downloaded from: http://
download.bergmans.us/openldap/openldap-2.2.29/openldap-2.2.29-db-
4.3.29-openssl-.9.8awin32_Setup.exe.

OpenLDAP Server Installation
After downloading the program, launch the installer, select your

language, accept the license and choose the target installation directory.

The default directory is:
c\Program Files\OpenLDAP.

When the Select Components dialog box appears, select install BDB-
tools and install OpenLDAP-slapd as NT service options.

A etup - OpenLDAP

Select Components
Wik corponeets dhoud be irateliad?

=101
S B0 th CorpanEnis 1ou want 0 nelalt cear the corpandnis you da nel wart 1o

il Dok Nex! whon pou ane seady o corbrue

Fulrsabvee [}
kel OperlDAF coenidipr 2223 0T ME
ikl BOE dacl: LIME
[ irabal Ol D& slagsd 2 KT smrvcn
[ iratal Openl D& slapd a1 KT smivee

Canenl seleckon requies st waal 11 4 U3 o dak space

< Back I Ml > |

o |

OpenLDAP Server Configuration

The main OpenLDAP configuration file, slapd.conf, has to be
customized before launching the server. The modifications to the
configuration file will do the following:

* Specify the unicode data directory. The default is ./ucdata.

¢ Choose the required LDAP schemas. The core schema is
mandatory.

* Configure the path for the OpenLDAP pid and args start up files.
The first contains the server pid, the second includes command line
arguments.

¢ Choose the database type. The default is bdb (Berkeley DB).

* Specify the server suffix. All entries in the directory will have this
suffix, which represents the root of the directory tree. For example,
with suffix de=tripplite,dc=com, the fully qualified name of all
entries in the database will end with dc=tripplite,dc=com.

¢ Define the name of the administrator entry for the server (rootdn),
along with its password (rootpw). This is the server’s super user.
The rootdn name must match the suffix defined above. (Since all
entry names must end with the defined suffix, and the rootdn is an
entry.)

An example configuration file follows:

ucdata-path .fucdata
mclude fschemafcore schema

pidfile frunfslapd pid
argsfile frunfslapd args

database bdb

suffix "dc=tripplite, dc=com"

rootdn "cn=Manager, de=tripplite, de=com"
rootpw secret

directory fdata

Starting the OpenLDAP Server

To start the OpenLDAP Server, run slapd (the OpenLDAP Server
executable file) from the command line. slapd supports a number of
command line options, the most important option is the d switch that
triggers debug information. For example, a command of slapd -d 256
would start OpenLDAP with a debug level of 256, as shown in the
following screenshot:

Note: For details about slapd options and their meanings, refer to the
OpenLDAP documentation.

DProgram Filesiopent AP s1apa - 256 g

main: new debug ieved ix: 256

MEIN: AEW CORMG M 19: A9iapa.cont

@0 $OpenLDAP: stapd 2.2.29 101 21 2005 1601141 §
WMot @ BELTIRA coonidep 2.2 20%arver ouiapd

befb_db_init: Initlalizing BOB datsbase

wlapd starting
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7. Administration (continued)

7.2.3 Remote OSD Administration Tab (continued)

Customizing the OpenLDAP Schema

The schema that slapd uses may be extended to support additional

syntaxes, matching rules, attribute types, and object classes. In the case
of the KVM, the User class and the permission attribute are extended
to define a new schema. The extended schema file used to authenticate

and authorize users logging in to the KVM switch is shown in the

following figure:

Cegprrghd TC) 208 Trpgluie
ARt Reperved

Maber Dady

sk Mowernber 27 20600
Fverury Dol B DDAF irhasnn

Ereprzeang

-
o

o

=

ol

w

E CHILE =) T8 VAT TRLT,

abeterype (116047, 21017 134 22
HAME prmmuspis
BOUALITY wabe fgmare Wk

S12101%

ehyeetdas (L3S 14 LTINTI 14 02
HAME s’
T qmmsvaondirren,
FTRICTITRAL
HATY (pomancn’§ woCmthebx

LDAP Data Stucture

An LDAP directory stores information in a tree structure known as the
Directory Information Tree (DIT). The nodes in the tree are directory
entries, and each entry contains information in attribute-value form. An

example of the LDAP directory tree is shown in the figure:

de=mzonms

de=trEphies
| ene=Mannzer L |

=i | | cre=judy]- |

COr=amar

DIT Creation

The LDAP Data Interchange Format (LDIF) is used to represent LDAP
entries in a simple text format (please refer to RFC 2849). The
following figure illustrates an LDIF file that creates the DIT for the
KVM directory tree:

48 Copymght (C) 2008 TrippLite

oy Al Rights Regicsed

88 Aubihos ludy

o8 Dot Hovesiber 37, 2000

¥ Bizronucy: Duafing the LDAF ezhssha

ey demtaipplte, dimelin
clrjertoless: top
chinciClaes: delbinct
ockjeelClas s crgecomaioe

dor eomBdanagar, de=tipplite, de=som
akpeelalasd tap

cijectless: person

chisckeluss: copanizsionalsreom

ey gusllzers, demicepkie, descon
cljertless: top

ohiscbcluss: copanizsionad gt

e Upera

dre cemslaye, mumllizen, de=tnpplite, de=com
ekjeclelaes tap

iy ertaliss: pErs N

chiscteless: crganizadonaerson
ckjeciclugs; Uaer

ofi: Seve

I Slve

permission: wrp,ied

iasarPassurrd parswoad

o Loers

The following figure illustrates an LDIF file that defines the
OpenLDAP group for the KVM.

Copimgin (C) 200 Trgplats

Al Raghts Regerved

Avther. Judy

Diste: Mowesber 37, 3008
Summery: Defiee the LDAP schema

EEEEEEERR

dn ermpady] ousUaed, desingpbits, Lomcom
objacicluge top

ohjzcicluss: person

ohjaciclass: orgrestatsonalPesson
objsetelugs; User

e iyl

wm pudyl

usaFassword password

div ep=eee, de=ingpplie, de=coes

objaciClass. groupftianss
R £5
mexnber corejudyl, cnmusers, de=tripplile, de=com

di ensbilib, destapplis, deseosm
ohjretClars: grouplifiiames

onc bbb

menher ormcor, detripplite, de=com

dey ervnas, demingphis, de=coes
abpretClagd; grouplftisas s

LT

manher combbh, dowinpplts, dewoon
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7. Administration (continued)

7.2.3 Remote OSD Administration Tab (continued)
Using the New Schema
To use the new schema, do the following:

1. Save the new schema file (e.g., B022-UO8-IP.schema) in the /
OpenLDAP/ schemal directory.

2. Add the new schema to the slapd.conf file, as shown in the figure:

uedats-path fucdsta

wnchade Sechemafeors echama

inehade feehemaleasine sehema
anchade Jechemafinstorgperson schema
inchade fechiemafopenldap. schema
machade JechemaS schema

# Define global ACLs to desable defadt read ancoess,
access to dn chidrenm® ou=Ugers, demtaipplite, demeom®
by dn=" en=Manager, de=tnpplits, de=com®wmle

by self read
by anonymous suth
by * none
padfile Sranelapd pid
arghile Jranfslapd args
...... DTS A (T o
# BDE database definstions

HRR R Eh

databage beb

saffic * de=trpplis, de=com®

rootdn " eo=Manaler do=trpplite, de=com®
tootpw  eecret

darectory Josts

3. Restart the LDAP server.

4. Write the LDIF file and create the database entries in init.ldif with
the ldapadd command, as shown in the following example: ldapadd
-finitldif -x -D “cn=Manager,dc=tripplite,dc=com” -w secret

ANMS - Log Server Settings

Also included in the ANMS screen are settings that are required for the
Windows-based log server; MAC Address and Port. If these settings are
not entered correctly, the log server will not be able to communicate
with and pull log information from the KVM switch.

* MAC Address: Enter the MAC address of the computer that the
Windows-based log server was installed on here.

* Port: Enter the firewall access port being used to communicate with
the Windows-based log server here.

% Security

The Security page controls IP access by filtering the range of IP
addresses and/or MAC addresses that can access the KVM switch. IP
and MAC address filters control access to the KVM switch based on
the IP and/or MAC addresses of the computers attempting to connect.
A maximum of 100 IP filters and 100 MAC filters are allowed.

B020-U08-19-IP WinClient ¥ersion ¥1.0.093 ﬂ

Main IConf\guratlon Adm\ﬂisiratiml

0 - User Station Filkers

I” IP Filter Enable

Add
HemEve
Edit:

& exclude
™ MAC Filer Enable

fdld

HEmBEvE

&
@ £ include
L

AR

Edif:

) include %) excliide

Default web page name

If any filters have been configured, they appear in the /P filter and/or
MAC filter list boxes.

To remove a filter from the list, simply click on it and hit the
corresponding Remove button.

Note: When clicking the Remove button, you are not prompted to
confirm the removal of the filter, it is automatically removed.

To edit a filter, simply click on it and hit the corresponding Edit button.
Adding/Editing a Filter
1. Check the IP Filter Enable or MAC Filter Enable checkbox.

2. Click on the corresponding Add button, or highlight the desired
filter and click on the corresponding Edit button. The /P Filter or
MAC Filter entry box appears.

WPRlker Xl
From: IE.EI.III.EI

To: ||:|.|:|.|:|.|:|

o]

3. IP filters contain From and To address fields, which allow you to
filter a range of IP addresses. If you only want to filter a single IP
address, just enter the same address into both the From and To
fields. MAC filters only allow you to filter one MAC address at a
time. If you are adding a new filter, simply fill in the address fields
and click OK. If you are editing an existing filter, replace the old
address with the correct address and click OK.

Zancel

4. Select the include or exclude option underneath the filter list. This
will determine if all filters in the list are excluded from accessing
the KVM, or if only those addresses in the list are included among
those that can access the KVM.

Security — Default Webpage Name

The Default Webpage Name (also called a Login String) allows
administrators to specify a login string that must be included after the
IP address when accessing the KVM via web browser. For example, a
default webpage name of abcdefg for a KVM with an IP address of
192.168.0.126 would require the following URL to be entered when
accessing the KVM via web browser: 192.168.0.126/abcdefg
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7. Administration (continued)

7.2.3 Remote OSD Administration Tab (continued)

a Customization

The Customization screen allows administrators to upgrade the IP

firmware of the KVM and configure settings related to KVM operation.

The sections that follow discuss the settings you will find on this page.

B020-U08-19-IP WinClient ¥ersion ¥1.0.093 x|

Main ICunﬁguratiUn Admmistratinnl

r—Firmware Upgrades

0 Mainboard F/i Browse. ..

Current Version: ¥1,0.093 Upload |

~Lagin Failures

a Allowed S
Timeout {minutes) 3
@ —working Made
¥ Enable 1cMP ¥ Enable Browser
¥ Enable Device List ¥ Enable Mulkiuser
a I Force Al to Grayscals
Mouse Sync Mode:
=) ’7 ' Automatic & Manual ‘

o
’7 Attributes. .. ‘

I~ Reset on exit

e Bef | Clear Port Names

Yalues

Customization — Firmware Upgrade

To upgrade the KVM’s IP firmware, follow these steps:

1. Download the firmware upgrade file from the Tripp Lite website.

2. Open the Remote OSD and navigate to the Customization tab.

3. Click the Browse button and select the firmware upgrade file you
just downloaded from the Tripp Lite website.

4. Click the Upload button in the Customization tab. A prompt
appears to inform you the firmware upgrade process is underway.
Upon completion, a prompt will appear stating the upgrade was
successful, and that you will need to log out and reset the KVM.

5. Upon logging out of the KVM, a reset is performed to complete the
upgrade process.
Customization — Login Failures

* Allowed: Enter into this field the number of unsuccessful login
attempts that will be allowed from a remote computer.

¢ Timeout (minutes): Enter into this field the number of minutes a
user must wait before attempting to login again after exceeding the
maximum number of unsuccessful logins.

Customization — Working Mode

The Working Mode section allows administrators to toggle particular
KVM functions ON/OFF. The table describes the functions that can be
controlled:

Function Description

Enable ICMP When enabled, the KVM can be pinged and an IP
address can be assigned with the ARP command.
If it is not enabled, the device cannot be pinged,
nor can it be assigned an IP address with the
ARP command. The default is Enabled.

Enable Device When enabled, the KVM will show up in the list of
List recognized devices in the non-browser Windows
client main screen. If not enabled, the non-
browser Windows client will not be able to display
it in the list of recognized devices. The default is

Enabled.
Force All to When enabled, the remote display for all users
Grayscale and ports is displayed in black and white. In low

bandwidth situations, forcing video to grayscale
can reduce the amount of data being transferred
over the network and improve keyboard/mouse
response time. The default is Disabled.

Enable Browser | When enabled, users are able to access the KVM
switch via web browser. If browser access is not
enabled, users must use either the Windows or
Java non-browser clients to access the switch.

The default is Enabled.

Enable Multiuser | When enabled, more than one user can log into
the KVM at the same time. The default is Enabled.
Note: This does not allow multiple users to
simultaneously access different ports on the KVM
switch, it only allows multiple users to login at the
same time. When logged in at the same time, the
first user to access the KVM switch will have
control of the selected port, and all other users
will be able to view that port.

Customization — Mouse Sync Mode
Determines how the local and remote mouse pointer movement
becomes synchronized.

Note: In order to be able to remotely access computers connected to
the KVM via the PS/2 connectors on the KVM cable kit, this setting
must be set to Manual. It is set to Manual by default.

Selecting Automatic provides automatic syncing of the local and remote
mouse pointers, eliminating the need to constantly re-sync the two
movements manually. If Automatic syncing isn’t able to keep the
pointers in sync, selecting Manual provides you with a number of
methods to bring them back into sync. (See the Mouse Synchronization
section in this manual for details.)
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7. Administration (continued)

7.2.3 Remote OSD Administration Tab (continued)

Customization — I/O

x|
B Station[01]
[01-01] pC Disable GY
[01-02] PC Disable QY
[01-03] PC Disable QY
[01-D4] PC Disable G
[01-D5] PC Disable G
[01-06] PC Disable QY
[01-07] pC Disable QW
[01-08] PC Disable G
B Station[02]
[02-01] PC Disable QY
[02-02] PC Disable QY
[02-03] PC Disable QY
[02-04] PC Disable O
[02-D5] PC Disable QY
[02-08] PC Disable QY
[02-07] PC Disable QY i
[02-08] pC Disable QY
[02-05] PC Disable QY
[02-10] PC Disable QW
[02-11] PC Disable G 4|
Apply | Cancel |

Clicking the Attributes button in the I/O panel brings up a dialog box
that allows you to set the port operating systems and Quick View ports.
These settings can only be edited in the Local Console OSD or the
Remote OSD. You will not be able to edit them in the Web Management
Interface. The port numbers are listed in the column on the left and the
port attributes are shown to the right.

7.3 Web Management Interface

The first column to the right of the port numbers specifies the operating
system of the computer connected to the corresponding port. Click on
this field to toggle between PC, Macl, Mac2 and Sun. The default is
PC.

Note: If your Mac computer does not respond properly when Macl is
selected, you should set it to Mac?2.

The next column shows whether the corresponding port is a Quick View
port. The default is Disable QV. To toggle Quick View status ON/OFF,
simply click on this field.

Customization — Reset on Exit, Reset Default Values and Clear Port
Names

Reset on Exit
Check the checkbox next to the Reset on Exit option and click the
Apply button to set the KVM up for reset upon logging out.

Note: This checkbox is automatically checked when Network settings
have been configured. Clearing the check mark before logging out will
prevent the Network settings from being implemented; however, the next
time you log in, the edited Network settings will still be present and the
Reset on Exit checkbox will once again be checked. To avoid Network
settings being saved unintentionally, you should always make sure that
the information that appears in the Network settings fields is correct
before logging out.

Reset Default Values
Click this button to restore all of the OSD settings to their default
values.

Clear Port Names
Click this button to delete all of the port names that have been entered
in the installation.

When logging into the KVM switch via web browser, you are first taken to the Web Management Interface, with the General Information page
displayed. In addition to providing Windows Client and Java Applet applications used in accessing the connected computers, the Web Management
Interface allows administrators to configure the KVM switch, view the log file and manage user accounts. This chapter discusses the different
sections found in the interface and how you can use them to manage the KVM switch.

7.3.1 General Information

As previously mentioned, the General Information page is the first page you see upon logging into the Web Management Interface. When navigating
through the Web Management Interface, you can always display the General Information page by clicking on the icon at the top of the screen. The

information on this page is discussed in the table:

Field Description

Device Name

To make it easier to manage installations that have more than one KVM connected to the network, you are given the option of
entering a unique device name. To assign a device name for the KVM switch, simply type the desired name in this field
(16 characters max). By default, the device name is the model name of the KVM.

MAC Address

The KVM’s MAC address displays here. A MAC address label can also be found on the bottom panel of the console.

Firmware
Version

website is newer than that on your KVM.

Indicates the current IP firmware version. This firmware controls the IP functionality of the KVM switch, whereas a separate
version, upgradeable via the Local Console OSD, controls the basic KVM and console functionality. New firmware files can be
downloaded from www.tripplite.com/support as they become available. You can reference this number to see if the version on the

IPv4 Address

Displays the IPv4 address assigned to the KVM. By default, the KVM is set to have an IP address assigned automatically via
DHCP server. If connected to a network without a DHCP server, it boots with a default IP address. On IPv4 networks, the default IP
is 192.168.0.60 (See the Network section of this manual for details on assigning a fixed IP address).

IPv6 Address

Displays the IPv6 address assigned to the KVM. By default, the KVM is set to have an IP address assigned automatically via
DHCP server. If connected to a network without a DHCP server, it boots with a default IP address. The default IPv4 and IPv6
addresses can be found on the sticker on the bottom of the unit.
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7. Administration (continued)

7.3.2 Network

Clicking on the Network icon at the top of the screen brings you to the
Network page. From here you can set access ports that will be allowed
by a firewall, configure the KVM’s IP address and DNS server address,
and set the IP Installer settings. IP Installer settings can only be
changed using the Web Management Interface.

Program: 2000 HIER: B HITRE: 41
T T
Dibiair g I pckdness suiomaticaly [DieF] & Db an IF sckdness sufiomasically [DHEF]
A G [P pdresns muraly [Foed [F] et [P pkdrens sl [Foed [F)
P esicres: T B L 380 P ke
Suibwnet Waaci: 255, 255, 2550 Prels Length:
Deflt Catewar: 1718811 Dfalt Gatewary:
Dbt DA sorver e autsmatealy O Obar DS sorver adkdess automatealy
o St 0 serend acidiness manually St DA irend Bekineas manually
Praforned DIS server: 1. 183,12 Preforned DHE server:
Aftenate DNG server: 132 160 11 atemate ONG server:
[IF installes Settoges. |
@ Eratied Wirw iy Dreaied

Access Ports

If a firewall is being used, these fields allow administrators to specify
port numbers that the firewall will allow. The firewall must be set to
allow access to these ports. If an invalid port number (or no port
number) is specified in the firewall, the KVM switch will not be found.
An explanation of the ports you can set via this page is given in the
table:

Port Description

Program This is the port number that must be specified when
connecting to the KVM via the AP Windows or Java
Cient. The default is 9000.

HTTP This port number is for a browser login. The default is 80.

HTTPS This port number is for a secure browser login. The
default is 443.

Note: A different value must be set for each access port. If there is no
firewall, it doesn’t matter what these numbers are set to, since they
have no effect.

IP Address and DNS Server

The KVM’s IP and DNS Server addresses can be assigned
automatically by a DHCP server, or given a fixed address by an
administrator. By default, the B0O22-UOS-IP is set to have an IP address
assigned automatically via DHCP server. If this is the case, you will
need to obtain the IP address from your network administrator. If
connected to a network without a DHCP server, it boots with a default
IP address. The default IPv4 and IPv6 addresses can be found on the
sticker on the bottom of the unit. Follow the steps below to configure
the KVM’s IPv4 or IPv6 settings accordingly, depending on your
network.

1.

To have the IP address pulled automatically via DHCP server, make
sure that the Obtain an IP address automatically [DHCP] option is
selected.

To assign a fixed IP address, make sure the Use the following IP
address [Fixed IP] option is selected.

Fill in the IPv4 or IPv6 Configuration fields with information
appropriate to your network.

If you have set the IP address to be pulled via DHCP server, you
can either choose to assign the DNS server address via DHCP as
well, or assign a fixed DNS server address. If you have assigned a
fixed IP address for the KVM, you must also assign a fixed DNS
server address. To have the DNS server address pulled via DHCP
server, make sure that the Obtain DNS server address automatically
option is selected. To assign a fixed DNS server address, make sure
that the Using the following DNS server address option is selected.

Fill in the Primary DNS server and Alternate DNS server fields
with information appropriate for your network.

Note: Specifying the primary DNS Server address is mandatory. The
alternate DNS Server address is optional.

6. After all changes have been made, make sure that the Reset on exit

checkbox in the Customization screen is checked. This checkbox
should automatically be checked anytime network settings have
been changed.

Exit the remote session and logout of the KVM switch. Upon
logging out of the KVM, a prompt will appear stating the KVM
will be reset. Upon completion of the KVM reset, the new network
settings will be saved.
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7. Administration (continued)

7.3.2 Network (continued)

IP Installer Settings

An [P Installer utility is provided on the CD that comes with the KVM switch, which gives you a simple way to ascertain and configure the KVM’s
IP address. When invoked, the IP Installer scans the network for devices and displays the ones it finds. The settings found in this page limit what

the IP Installer is allowed to do. These settings are described in the table:

Setting Description

Enabled When this setting is checked, the IP Installer can be used to both view and configure the IP address information of the KVM switch.

View Only | When this setting is checked, the IP Installer can be used to view the IP address information of the KVM switch, but can not be used to
configure the IP address.

Disabled When this setting is check, the IP Installer is not permitted to view or configure the IP address information of the KVM switch.

Note: After making any network changes, make sure that the Reset on exit checkbox in the Customization page is checked before logging out of the
KVM switch. This resets the KVM switch upon logout, allowing network changes to take effect without having to power the unit ON and OFF.

7.3.3 Security

The Security page controls IP access by filtering the range of IP
addresses and/or MAC addresses that can access the KVM switch. IP
and MAC address filters control access to the KVM switch based on
the IP and/or MAC addresses of the computers attempting to connect.
A maximum of 100 IP filters and 100 MAC filters are allowed.

User Station Filters

¥ 1P Filter Enable Clindude  * exdude
Add

Edit

s

Remave

lindude 1 exdude
add

¥ MAC Filter Enable

Edit

Remaove

Default web page name:

b L

 If any filters have been configured, they appear in the [P filter and/or
MAC filter list boxes.

¢ To remove a filter from the list, simply click on it and hit the
corresponding Remove button.

Note: When clicking the Remove button, you are not prompted to
confirm the removal of the filter, it is automatically removed.

e To edit a filter, simply click on it and hit the corresponding Edit
button.

Adding/Editing a Filter
1. Check the IP Filter Enable or MAC Filter Enable checkbox.

2. Click on the corresponding Add button, or highlight the desired
filter and click on the corresponding Edit button. The IP Filter or
MAC Filter entry box appears.

Explorer User Prompt

Script Prompt: o
Ernter the start 1P address:

Cancel

Explorer User Prompt

Script Prompt: o
Enter the end IP address:

Cancel

Explorer User Prompt

Script Prompt: o
Enter the MAC address:

Cancel

3. TP filters require you to enter a Start IP Address and an End IP
Address, which allows for ranges of IP addresses to be filtered. If
you only want to filter a single IP address, just enter the same
address in twice. MAC filters only allow you to filter one MAC
address at a time. If you are adding a new filter, simply fill in the
address fields and click OK. If you are editing an existing filter,
replace the old address with the correct address and click OK.

4. Select the include or exclude option next to the IP Filter Enable or
MAC Filter Enable checkbox. This will determine if all filters in the
list are excluded from accessing the KVM, or if only those
addresses in the list are included among those that can access the
KVM.

Default Webpage Name

In addition to IP and MAC address filtering, the Security page allows
you to set a Default Webpage Name (also called a Login String). The
Default web page name is a login string specified by an administrator
that must be included after the IP address when accessing the KVM via
web browser. For example, a default webpage name of abcdefg for a
KVM with an IP address of 192.168.0.126 would require the following
URL to be entered when accessing the KVM via web browser:
192.168.0.126/abcdefg
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7. Administration (continued)

7.3.4 ANMS

The Advanced Network Management Settings (ANMS) page allows
you to set up login authorization management from an external source.
From this screen, administrators can set up remote management via
RADIUS and/or LDAP/S, and set up the access port and MAC address
for the Windows-based log server.

RADIUS Settings

I Enatle

Primary RADILS Server IP: [ petifsr |
Alternate RADILIS Server IP: [ | patifse |
Timeout (seconds): [5 Remesi]p |
Shared Secret (at least & characters): |

LDAP Authentication Settings

I™ Enable

£ LDap £ LDaps I Enable Authorization
LDAP Server IP: | Port:[536

Timeout {seconds): 10

LDAP Admin DN: [

LDAP Admin Password:

Search DN: [

Admin Group:

Log Server Settings
Log Server MAC Address: [000000000000 Port: [s001

i

RADIUS Settings
To allow authorization for a RADIUS server, do the following:

1. Check the Enable checkbox.

2. Fill in the Primary RADIUS Server IP and access Port, and the
Alternate RADIUS Server IP and access Port.

3. In the Timeout (seconds) field, set the time in seconds that the
KVM waits for a reply from the RADIUS server before it times out.

4. In the Retries field, enter the number of times you want the KVM
to try and reconnect with the RADIUS server before it gives up.

5. In the Shared Secret field, key in the character string that you want to
use for authentication between the KVM and the RADIUS Server.

6. On the RADIUS server, set the access rights for each user
according to the information in the table:

Character Description

C Gives the corresponding account administrator privileges.

w Gives the corresponding account access to the KVM
switch via the Windows browser and non-browser
applications.

J Gives the corresponding account access to the KVM

switch via the Java browser and non-browser applications.

L Gives the corresponding account access to the log server
on the Web Management Interface.

Vv Gives the corresponding account view-only access to all
ports on the KVM switch.

PN/xxxx Denies the corresponding account access to a port.

SN/xx Denies the corresponding account access to a station.

PV/xxxx Gives the corresponding account view-only access to a
port.

SV/xx Gives the corresponding account view-only access to a
station.

PF/xxxx Gives the corresponding account full access to a port.

SF/xx Gives the corresponding account full access to a station.

RADIUS Server access rights examples are given in the following table:

RADIUS

Access

Rights Description

C The corresponding account has administrator access to
the KVM.

W, J, L The corresponding account can access the system

via the Windows and Java browser and non-browser
applications, and can access the log server on the Web
Management Interface.

PN/0102 The corresponding account is denied access to port 2 on

station 1.

PF/A The corresponding account is given full access to all
ports on the installation.

SV/02 The corresponding account is given view-only access to
station 2.

Note: Characters are not case sensitive. Characters are comma
delimited.

ANMS - LDAP/S

I Enable LDAP Authentication

€ InaE % IDaPS ™| Enable Authorization
LDAP Server IP I
Park 636

Timeout (seconds) I 10

LDAR Adrnin DM

LDAP Admin Password

Search DM

Admin Group

To allow authentication and authorization via LDAP/S, do the
following:

1. Check the Enable LDAP Authentication checkbox.
2. Select LDAP or LDAPS.
3. Determine whether to enable authorization or not.

o If the Enable Authorization checkbox is checked, the LDAP/S
server directly returns a ‘permission’ attribute and authorization
for the account that is logging in. With this selection, the LDAP
schema must be extended.

o [f the Enable Authorization checkbox is not checked, the LDAP/S
server indicates whether the account that is logging in is a
member of the KVM Admin Group or not. If yes, the account
has full access rights. If no, the account has user access rights
(See the User Management section of this manual for details on
account permissions).

4. Enter the appropriate IP address and access port for the LDAP or

LDAPS server in the LDAP Server IP and Port fields. The default
port number for LDAP is 389, and is 636 for LDAPS.

5. In the Timeout (Seconds) field, enter the time in seconds that the
KVM waits for an LDAP or LDAPS server reply before it times out.

6. Consult the LDAP/S administrator about the appropriate
entry for the LDAP Administrator DN field. For example, the
entry might look like this: cn=LDAPAdmin,ou=B022-U08-
IP,dc=tripplite,dc=com

7. Inthe LDAP Admin Password field, key in the LDAP administrator’s
password.
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7. Administration (continued)

7.3.4 ANMS (continued)

8. In the Search DN field, set the distinguished name of the search base
(i.e. the domain name where the search starts for the user name).
Note: If the Enable Authorization checkbox is not checked, this field
must include the entry where the KVM Admin Group is created.
Consult the LDAP/S administrator about the appropriate entry for
this.

9. In the Admin Group field, key in the group name for KVM
administrator accounts. Note: If the Enable Authorization checkbox
is not checked, this field is used to authorize accounts that are
logging in. Accounts that are in this group have full access rights to
the KVM. Accounts that are not in this group have user access rights
to the KVM (See the User Management section of this manual for
details on account permissions). Consult the LDAP/S administrator
about the appropriate entry for this.

10. On the LDAP server, set the access rights for each user (The
following sections describe how to configure LDAP/S for use with
the KVM switch).

LDAP/S Server Configuration

To allow authentication and authorization via LDAP or LDAPS, the
active directory’s LDAP Schema must be extended so that an extended
attribute name for the KVM — permission — is added as an optional
attribute to the person class.

Note: Authentication refers to the identity verification of the person
logging into the KVM switch, whereas Authorization refers to the
assigning of device permissions.

In order to configure the LDAP server, you will have to complete the
following procedures:

e Install the Windows Support Tools

* Install the Active Directory Schema Snap-In

e Extend and Update the Active Directory Schema

Each of these procedures is described in the following sections:

Install the Windows Support Tools
1. On your Windows server CD, open the Support = Tools folder.

2. In the right panel of the dialog box that comes up, double click
SupTools.msi.

3. Follow along with the Installation Wizard to complete the
procedure.

Install the Active Directory Schema Snap-In

1. Open a Command prompt.

2. Key in regsvr32 schmmgmt.dll to register schmmgmt.dll on your
computer.

3. Open the Start menu. Click Run and key in mme /a. Click OK.

In the File menu of the screen that appears, click Add/Remove
Snap-in, and then click Add.

5. Under Available Standalone Snap-ins, double click Active
Directory Schema, click Close and then click OK.

On the screen you are in, open the File menu and click Save.

7. When prompted where to save, specify the C:\Windows\system32
directory.

8. Key in the filename schmmgmt.msc.
Click Save to complete the procedure.

Extend and Update the Active Directory Schema — Create a New
Attribute

1. Open Control Panel » Administrative Tools = Active Directory
Schema.

2. In the left panel of the screen that comes up, right-click Attributes.

[ Ele Action Uew Favarites Window (kblp | 18] x]
& = BB B E
[ Console Roct Hame | Syntax [ sati -
=-mg Active Directory Schema [LDAP. tr,com] & accessPort Unicede String Active
- dlasses @ accountExpires Large Integerfinterval Active
= @ accounthametiistory  Unicode String Active
@ aCsaogrenateTokenR... Large Integer/intsryal Active
® acs/ ... Large Integer/interval Active
® aC5CacheTimenit Integer Active
® aCSDirection Inkeger Active
% aCSDSEMDEadTime Integer Active
& aCSDSBMPriority Integer Active:
® aCSDoDMRefresh Iriteger Active
® aCsenablenCsservice  Bodlean Active
% aCSEnableRSYPAccou,..  Boolean Active
® aCSEnableRSYPMessa...  Boolean Active:
© aCSEventLoglevel Integer Ackive
¥ aCSIdentioyName Unicode String Active
@ aCSMaxAggregatePea... Large Integer/iberyal Active
@ aCSMaxDurationPerFlow  Integer Active:
© aCSMasimumSDUSEe  Large Integerintersal  Active
® aCMaxNoOFAccountF, .. Tnteer Active i
A | ' _*JJ
I

3. Select New —» Attribute.

4. A warning message appears. Click Continue to bring up the Create
New Attribute dialog box.

Create New Attribute

" Create a NewAthibute Object
- deniificati

—ommon Mame:

20

I
_DAP Display Name: |
Jrique %500 Dbject ID: |
Jascnption; |

“Byntax and Range
Spntag: Ihccess Paint 3

Vinimam: |

Wassinum; |

B R

I Multivahed

5. Fill in the dialog box and click OK. The Common Name and LDAP
Display Name fields can be populated as BO22-U0S-IP-AccessRight.
The Syntax field should be Unicode String, the Minimum field should
be set to /, and the Maximum field to 255.
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7. Administration (continued)

7.3.4 ANMS (continued)

Extend and Update the Active Directory Schema — Extend the Object 5. Select B022-U08-IP-AccessRight from the list that appears.
Class with the New Attribute Click OK.
1. Open Control Panel & Administrative Tools 9 Active Directory

Schema. person Properties ' 211
2. In the left panel of the screen that comes up, select Classes. 2x]
3. In the right panel, right-click person and select Properties. Select

the General tab of the person Properties screen, and fill in the Select a schema object:

fields according to the example: o S

:ﬂd:ﬁngF‘olicy _I ILI
—

P ol x| authenticationDp_tions_
21 ] S Ao st Cancel_|

General | Relationshin | Atrbutes | Defaul S ecuriy | aulianClass

badPasswordTime

badPwdCont
.I: perzon bithLacation
bootFile
biootP arameter
bridgeheadServerListBL
bridgeheadT ransportList
Descripticre W buildingt arme:
builtinCreationT ime
CommonHame:  [Person builtinModifiedCount
businessC@tegor}l
Em oI Ilﬁ.&ﬁ :ytesF'eernute
cACertificate
Clats Type: I‘[m 88 chCertificateDN =l
[~ Category

Im i I . Ok I Cancel | Apply |

Extend and Update the Active Directory Schema — Edit Active
Directory Users with the Extended Schema

™ Showy chiects of this class while browsing

I: AU
1. Run ADSI Edit. (Installed as part of the Support Tools).
2. Open domain, and navigate to the cn=users dc=tripplite dc=com
LE, I Lancd l Apply I node.
3. Locate and highlight the user you wish to edit. (Our example uses
4. Select the Attributes tab of the person Properties screen and click jason.)
the Add button.
v Presevens SO 2
G| Py e | Datnd Ly | et gt P trwrpsin
HrY ™ Admirististor  User Eullr-in aveurs fee aceinestenng the
1 (L Compubers ok Publbthers.  Sscurky Grows - Comen Lo, Membses of Uss g e paralited
.... e —— Evetdei e Securlty Grous - Domain Loy, DHE Adiriisls shors. Grow
- —— — v Crongs - Ghibal D0 Sharte bt e paeetied 83 pact
(= Loman Admrg  Seouity o - Ghbel Desgrated sdmretratons of the dor
Conemain Ciom...  Saruriy Grap « okl 4l wewkat st snd seveers e b
il Conk... Sty O bl A doimin posdroliers in e domain
[rr— - o G oy e G M et
DomanUvers  Seuurily Grou - Gobal Al doman wess
Erbeietsd A, Seourity Group - Glbal Desigristed sdmristrators of the enti
farn ol . Shouniy Groip ikt Mednbstrs i g groe Lan modify oro
st Lier Bl iy sscomark Far s ancess ba b
1s_wi Securtty Groip - Domain o 115 Werkes Proeess Greup.
0 nme_m Ve Bl s Lo drnrniron, ate
Owanm e Bl sionsed | afeieas auces
A 0 IAS . SACHEY oD - DOMMNLO..  LarvinE I NS OPOLD SN SOCREE remd
P AdmnE 00Ty o - bl Liesrited adaret o of the St
m — ﬂml IL::
[0 O I R R ﬂ—m-ﬂ—-J I [« JERE] (T
f——— 4l | LIIET | i
R e
ety 4. Right-click on the user’s name and select properties.
e —
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7. Administration (continued)

7.3.4 ANMS (continued)

5. Select the Attribute Editor tab of the screen that appears. Select Character Description
B022-U08-IP-AccessRight from the list that appears. Click Edit. . . - "
C Gives the corresponding account administrator privileges.
=j i 7| x . :
I EY W Gives the corresponding account access to the KVM
adtribute Editor | Security | switch via the Windows browser and non-browser
applications.
V' Show mandatory attributes PP
¥ Show optional attributes J Gives th_e corresponding account access to the
: KVM switch via the Java browser and non-browser
[~ Show only attributes that have values avolications
Attributes: PP .
SHribute St [vae | L Gives the corresponding account access to the log server
allowedChildClassesE flective Object Identifier  nTFRSSubs on the Web Management Interface.
altSecurityldentities Uricode String <Mat Set> K K i
assistant Distinguishied ... <MNat St \ Gives the corresponding account view-only access to all
attributeCertificated tribute Octet String <Mot Setr ports on the KVM switch.
i Octet String - -
Uricode Sting < PN/xxxx Denies the corresponding account access to a port.
badP azzwordTime Large Integers... 0 - - -
badPwdCount Integer i SN/xx Denies the corresponding account access to a station.
bridgeheadServerListBL Dizgtinguished ... <Mot Set> N N -
businessCategary Uricode Sting  <Mat Get> PV/xxxx Gives the corresponding account view-only access to a
[ Urnicode Sting - <Mot Setr port.
canonicald ame Unicode Sting example. cor
cTrLicense Uricode Shing <Mot Set>_lL| SV/xx Gives the corresponding account view-only access to a
J | D station.
Edit | PF/xxxx Gives the corresponding account full access to a port.
SF/xx Gives the corresponding account full access to a station.
ak I Cancel | Lpply |

LDAP Server access rights examples are given in the following table:

6. Replace the value shown with the desired KVM permission Access Rights Description

attribute value. (See table below for details.) 10.0.0.168&¢ The corresponding account has administrator

S access to the KVM assigned to IP adcfess

10.0.0.168. The account does not have access

attribute: BOZZ-UDBP-AccessRight to any other KVMs administered by the LDAP/S
Walue: server.
10.0.0.164&c; The corresponding account has administrator
10.0.0.166&w,j access to the KVM assigned to IP address
il ok | corcel 10.0.0.164. The corresponding account can
access the KVM assigned to IP address
Permission Attribute Value 10.0.0.166 via the Windows and Java
The Permission Attribute Value is made up of two parts; the IP address browser and non-browser applications. The
of the KVM switch that the user will be accessing and a string of corresponding account does not have access

to any other KVMs administered by the LDAP/S

characters that indicates the access rights the user has. The following
server.

rules apply to the makeup of the permission attribute value entry:

v,1;10.0.0.164&j The corresponding account has view-only
and log server access rights on all KVMs
administered by the LDAP/S server. The

* An ampersand (&) connects the KVM represented by the IP address
to the access rights represented by the string of characters.

e The characters of the access rights string can be entered in either corresponding account can access the KVM
upper or lower case. The available characters and what access rights assigned to IP address 10.0.0.164 via the Java
they represent are listed in the following table. browser and non-browser applications.

* Each character in the access rights string is separated by a comma 10.0.0.168&PN/0102 | The corresponding account is denied access to
(,). There are no spaces before or after the comma. port 2 on station 1 of the KVM chain assigned

e If a user has access rights to more than one KVM, each permission to IP address 10.0.0.168. The corresponding
account does not have access to any other

segment is separated by a semicolon (;). There are no spaces before KVMs administered by the LDAP/S server.
or after the semicolon.

10.0.0.168&PF/A The corresponding account is given full access
to all ports on the KVM assigned to IP address
10.0.0.168. The corresponding account

does not have access to any other KVMs
administered by the LDAP/S server.

10.0.0.168&SV/02 The corresponding account is given view-only
access to station 2 of the KVM chain assigned
to IP address 10.0.0.168. The corresponding
account does not have access to any other
KVMs administered by the LDAP/S server.
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7. Administration (continued)

7.3.4 ANMS (continued)

7. Click OK. When you return to the attribute editor page, the
B022-U08-IP-AccessRight entry now reflects the new permissions.
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8. After entering in the desired KVM permission attribute value, click
Apply to save the change and complete the procedure.

9. Repeat these steps for any other users you wish to assign KVM
permissions to.

OpenLDAP Server

OpenLDAP is an open source LDAP server designed for UNIX
platforms. A Windows version can be downloaded from: http://
download.bergmans.us/openldap/openldap-2.2.29/openldap-2.2.29-db-
4.3.29-openssl-.9.8awin32_Setup.exe.

OpenLDAP Server Installation
After downloading the program, launch the installer, select your

language, accept the license and choose the target installation directory.

The default directory is:
c\Program Files\OpenLDAP.

When the Select Components dialog box appears, select install BDB-
tools and install OpenLDAP-slapd as NT service options.

OpenLDAP Server Configuration

The main OpenLDAP configuration file, slapd.conf, has to be
customized before launching the server. The modifications to the
configuration file will do the following:

e Specify the unicode data directory. The default is ./ucdata.
e Choose the required LDAP schemas. The core schema is mandatory.
¢ Configure the path for the OpenL.DAP pid and args start up files.

The first contains the server pid, the second includes command line
arguments.

e Choose the database type. The default is bdb (Berkeley DB).

¢ Specify the server suffix. All entries in the directory will have this
suffix, which represents the root of the directory tree. For example,
with suffix de=tripplite,dc=com, the fully qualified name of all
entries in the database will end with dc=tripplite,dc=com.

¢ Define the name of the administrator entry for the server (rootdn),
along with its password (rootpw). This is the server’s super user. The
rootdn name must match the suffix defined above. (Since all entry
names must end with the defined suffix, and the rootdn is an entry.)

An example configuration file is provided:

ucdata-path fucdata
include fschemafcore schema

pidfile frunfslapd pid
argsfile /runfslapd. args

database bdb

suffix "de=tripplite, de=com"

rootdn "cn=Manager, de=tripplite, de=com"
rootpw secret

directory Jdata

Starting the Open LDAP Server

To start the OpenLDAP Server, run slapd (the OpenLDAP Server
executable file) from the command line. slapd supports a number of
command line options, the most important option is the d switch that
triggers debug information. For example, a command of slapd -d 256
would start OpenLDAP with a debug level of 256, as shown in the
following screenshot:

Note: For details about slapd options and their meanings, refer to the
OpenLDAP documentation.

DrProgram FilesOpent DAP.sW 0 256 ﬁ
256

| main: new gedug leved i

MAIN: new COAMG M 1° A5iapd. cont

@i $OpenLOAR: slapd 2.2.20 (0L 21 2005 1601141 §
Mol @ BELTIRA ooeiap 2.2 29'verver ssiapd

bdb_db_init; Inibalizing BOB datsbase
slapd startng

578

@ |
Customizing the OpenLDAP Schema
The schema that slapd uses may be extended to support additional
syntaxes, matching rules, attribute types and object classes. In the case
of the KVM, the User class and the permission attribute are extended
to define a new schema. The extended schema file used to authenticate
and authorize users logging in to the KVM switch is shown in the
figure below.
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7. Administration (continued)

7.3.4 ANMS (continued)

LDAP Data Structure

An LDAP directory stores information in a tree structure known as the
Directory Information Tree (DIT). The nodes in the tree are directory
entries, and each entry contains information in attribute-value form. An
example of the LDAP directory tree is shown in the figure below.

Ar=-zomme

=gk
enr=Manazers

wer=Tlrre~ |

| Ch=sieve= | |

= judyl- | he A |

DIT Creation

The LDAP Data Interchange Format (LDIF) is used to represent LDAP
entries in a simple text format (please refer to RFC 2849). The figure
illustrates an LDIF file that creates the DIT for the KVM directory tree.

SEEFAAFERR AR AR HAFARRAH HERRRE Y

a8 Copyright (T 3008 TrippLits

¥ AllRights Resirsed

d8 Author hudy

a8 Dabs: Hovember 17, 2000

¥ Suzrenusy: Dafing the LDAF echenn

L3

e destripphte, desenn
chjertdless: top
ohjnciClass: delbiect
ol lClads: CrgiceRaion

i eomBlansger, de=inpplis, de=com
objeeielan top

cifertaliss: persan

chiscteliss: crpanizsionaFanson

en: Mannger

=0 Maneger

& gusllaerd, deulegplie, devcon
ociggectdless: top

ohjscbcluss: copanizsionallnc

o Userd

o costeve, pu=Users, de=tripplive, de=con,
ehjeeielues top

czperblass: perden

ohjsctcliss: copprizsdonaFarsmm
akieelelues; ik

o sleve

e heve

penTission: wonp,ied

raenrF e pword pareegd

o Userd

The following figure illustrates an LDIF file that defines the
OpenLDAP group for the KVM:

Copymight () 2003 Trpplite

Al Raghts Ressrved

Auther: Judy

Duate: Hovember 27, 2008
Summey: Deflee the LDAP schema

EnEhEEEER

dr enmpadyl ou=Usee, desiogplie, Le=com
objacicluss Sop

ohjscicluss: pason

objciclass: orgararationalPerson
objreicluss; Uses

eev judy]

er pudyl

uraPasrrord password

dry e, de=tripphits, dewcom

ohjaciClass: grouptfidanss

R CE

menher crejudyl, cnmusers, de=tripplite, de=com

dr ensbill, destipplls, demisdm
objciClags: groupDftisase

erbbh

menher or=cor, de=teipplite, de=com

dr en=aas, desinppbis, de=coa
eliretClass: grouplftieaes

s

merher combibh, desispphie, de=com

Using the New Schema
To use the new schema, do the following:

1. Save the new schema file (e.g., B022-U08-1P.schema) in the /
OpenLDAP/ schema/ directory.

2. Add the new schema to the slapd.conf file, as shown in the figure:

uedate path Mucdaa

wchads Jechema/ears echams

inchade fechemalcasine schema
mnchade Jschemafinstoagperson schems
inchade fechema/openldap achems
mechads Jechemal schema

# Define global ACLs to diseble defmdt read accoess,
access 1o dn chddren=" ou=Usess, de=tnpplits, de=eom®
by dn="cn=M anager, desinpplits,de=com®wie

by self read
by snonymous suth
by* none
packfile Sranv'slapd pid
argfile Franfslapd args
I ey
# BDE database definslions
BHARA ]

database beh

saffix * de=inpplie, de=com®

rootids 'm-Man\ﬁu.dc-Lrwm, do=com”
TOOLPW  EeTEl

durectory Jowte

3. Restart the LDAP server.

Write the LDIF file and create the database entries in init.ldif with
the ldapadd command, as shown in the following example: ldapadd
-finit.ldif -x -D “cn=Manager,dc=tripplite,dc=com” -w secret

Log Server Settings

Also included in the ANMS screen are settings that are required for the

Windows-based log server; MAC Address and Port. If these settings are

not entered correctly, the log server will not be able to communicate

with and pull log information from the KVM switch.

* MAC Address: Enter the MAC address of the computer that the
Windows-based log server was installed on here.

e Port: Enter the firewall access port being used to communicate with
the Windows-based log server here.
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7. Administration (continued)

7.3.5 User Management

The User Management page allows administrators to Add, Edit and
Delete User and Administrator accounts. Up to 64 accounts can be
established, with any combination of Administrators and Users. The
Port Access settings can not be configured using the Web Management
Interface, and must be configured via the Remote OSD.

administrator e

davidmuzinic
testuser Password:

Confirm l—
password:

Description:

€ Admin * User € Select
Permissions: [¥ win Client | Java Applet
[” Configure [ Log

Reset

!

Add I Update | Remove |

Apply

¢ To add a new account, fill in the account information and click the
Add button. The new account shows up in the list.

 To edit an existing account, highlight it in the list, and then update
the account information that appears on the right side of the page.
When all information has been updated, click on the Update button.

¢ To delete an existing account, highlight it in the list and click the
Remove button. When clicking the Remove button, you are not
asked to confirm whether you want to delete the selected account. It
is automatically deleted.

* To clear the account information on the right side of the page
without affecting the selected account, click the Reset button. In
addition to clearing all account information, this de-selects any
accounts that were selected prior to clicking the Reset button. It’s as
if you just entered the User Management page for the first time.

¢ When you are done adding, updating or removing information from
the User Management page, click the Apply button to apply your
changes.

7.3.6 Customization

The Customization screen allows administrators to configure settings
related to KVM operation. The sections that follow discuss the settings
you will find on this page.

Timeout: ID— Minutes
Allowed: |5— Timeout: |3 Minutes

¥ Enable 1CMP ¥ Enable Browser

[V Enable Device List ¥ Enable Multiuser
™ Forceall to Grayscale

Mouse Sync Mode

| " Automatic ' Manual

" Reseton Exit

Reset Default Values | Clear Port Names |

E

The table describes the account information fields and settings that are
found in the User Management page.

Setting Description

Username Enter the account username here. A minimum of 6 and
a maximum of 16 characters are allowed.

Password Enter the account password here. A minimum of 6 and
a maximum of 16 characters are allowed.

Confirm Re-enter the account password here. If the two entries

Password do not match, you will be prompted to re-type the
password.

Description | Additional information about the user that you may
wish to include (optional).

Admin Check this option to give the account Administrator
access rights. Administrators have access to all
features and configuration settings of the KVM.

User Check this option to give the account User access
rights. Users have access to both the Windows Client
and Java Client, but do not have access to the Log
Server or Configuration Settings.

Select Check this option to Select the account access rights
yourself. (See Permissions below for details.)

Permissions
The following permissions are included in the User Management page,
and determine what access rights are available to each account:

* Win Client: When selected, the corresponding account can access
the KVM switch using the Windows Client in the Web Management
Interface and the non-browser AP Windows Client.

* Java Applet: When selected, the corresponding account can access
the KVM switch using the Java Applet in the Web Management
Interface and the non-browser AP Java Client.

* Log: When selected, the corresponding account can access the Log
File included in the Web Management Interface.

* Configure: When selected, the corresponding account can access the
Administrator settings in the Local Console OSD, Remote OSD and
Web Management Interface.

Client Timeout Control

If there is no keyboard/mouse input for the amount of time specified
here, the logged-in user is automatically logged out, and must enter
their username and password in order to regain access to the KVM
switch. The default is 0, which disables the Timeout function.

Note: The Timeout function can only be set in the Web Management
Interface and the Local Console OSD.

Login Failure

¢ Allowed: Enter into this field the number of unsuccessful login
attempts that will be allowed from a remote computer.

¢ Timeout (minutes): Enter into this field the number of minutes a
user must wait before attempting to log in again after exceeding the
maximum number of unsuccessful logins.
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7. Administration (continued)

7.3.6 Customization (continued)

Working Mode
The Working Mode section allows administrators to toggle particular KVM functions ON/OFF. The table describes the functions that can be
controlled:

Function Description

Enable ICMP When enabled, the B022-U08-IP can be pinged and an IP address can be assigned with the ARP command. If it is not enabled,
the device cannot be pinged, nor can it be assigned an IP address with the ARP command. The default is Enabled.

Enable Device When enabled, the B022-U08-IP will show up in the list of recognized devices in the AP Windows Client main screen. If not
List enabled, the AP Windows Client will not be able to display it in the list of recognized devices. The default is Enabled.

Force All to When enabled, the remote display for all users and ports is displayed in black and white. In low bandwidth situations, forcing
Grayscale video to grayscale can reduce the amount of data being transferred over the network and improve keyboard/mouse response

time. The default is Disabled.

Enable Browser When enabled, users are able to access the KVM switch via web browser. If browser access is not enabled, users must use
either the AP Windows or Java clients to access the switch. The default is Enabled.

Enable Multiuser | When enabled, more than one user can log into the B022-U08-IP at the same time. The default is Enabled.

Note: This does not allow multiple users to simultaneously access different ports on the KVM switch, it only allows multiple users
to log in at the same time. When logged in at the same time, the first user to access the KVM switch will have control of the
selected port, and all other users will be able to view that port.

Mouse Sync Mode
Determines how the local and remote mouse pointer movement becomes synchronized.

Note: In order to be able to remotely access computers connected to the KVM via the PS/2 connectors on a KVM cable kit, this setting must be set
to Manual. It is set to Manual by default.

Selecting Automatic provides automatic syncing of the local and remote mouse pointers, eliminating the need to constantly re-sync the two
movements manually. If Automatic syncing isn’t able to keep the pointers in sync, selecting Manual provides you with a number of methods to
bring them back into sync. (See the Mouse Synchronization section of this manual for details.)

Reset

Reset on Exit
Check the checkbox next to the Reset on Exit option and click the Apply button to set the KVM up for reset upon logging out.

Note: This checkbox is automatically checked when Network settings have been configured. Clearing the check mark before logging out will prevent
the Network settings from being implemented; however, the next time you log in, the edited Network settings will still be present and the Reset on
Exit checkbox will once again be checked. To avoid Network settings being saved unintentionally, you should always make sure that the information
that appears in the Network settings fields is correct before logging out.

Reset Default Values
Click this button to restore all of the OSD settings to their default values.

Clear Port Names
Click this button to delete all of the port names that have been entered in the installation.
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7. Administration (continued)

7.3.7 Maintenance

The Maintenance page allows administrators to upgrade the IP
firmware of the KVM switch, as well as backup and restore the KVM
configuration settings and user profiles.

Note: The Backup and Restore functions can only be performed using
the Web Management Interface.

Firmware Upgrade
To upgrade the KVMs IP firmware, follow the steps below:

1. Download the firmware upgrade file from www.tripplite.com/
support.

2. Open the Web Management Interface and navigate to the
Maintenance page.

3. Click the Browse button and select the firmware upgrade file you
just downloaded from the Tripp Lite website.

4. Click the Upload button. A prompt appears to inform you the
firmware upgrade process is underway. Upon completion, a prompt
will appear stating the upgrade was successful, and that you will
need to log out and reset the KVM.

5. Upon logging out of the KVM, a reset is performed to complete the
upgrade process.

7.3.8 Log

Important transactions that occur on the KVM switch, such as logins
and internal status messages, are kept in an automatically generated log
file located in the Web Management Interface. In addition to this, a
more expansive, searchable Windows-based Log Server is included in
the CD that comes with the KVM. See the Log Server section of this
manual for details.) To view the built-in log file, simply click on the
Log icon on the left side of the Web Management Interface screen.

Log Information

2010-03-01
19:19:16  Config version is V6
19:19:19  Static ip_addr: 192, 168. 1. 180 net_mask: 255, 255.255.0
19:19:19  Static gate_addr: 192.168. 1. 1 dns_addr: 192.168.0. 1
19:49:54  Local User:davidmuzinic @ 12.233.90.228 logged in from web
19:49:57  Client User:davidmuzinic connected from 12.233.90.228
20:00:41  Client User:davidmuzinic @ 12.233.90.228 logged out
20:00:49  User:davidmuzinic @ 12.233.90.228 logged out from web

2010-03-02
16:09:43  Local User:davidmuzinic @ 12.233.90.228 logged in from web
16:09:49  Client User:davidmuzinic connected from 12.233.90.228
16:30:43  Client User:davidmuzinic @ 12.233,90.228 logged out
17:32:39  Client User:davidmuzinic connected from 12.233.90.228
17:33:51  Client User:davidmuzinic @ 12.233,90.228 logged out
17:58:09  User Management settings changed by: User:davidmuzinic @ 12,232,90,228
18:10:51  Client User:davidmuzinic connected from 12.233.90.228
18:11:01  Client User:davidmuzinic @ 12.233,90.223 logged out
18:36:05 Backup All by: User:davidmuzinic @ 12.233.90.228

Clear Log

Backup Configuration / User Accounts
This section of the page gives you the ability to back up the KVM’s
configuration settings and user profile information.

To perform a backup, do the following:

1. Enter a password into the Password field. This password will be
required when using the backup file to restore the KVM
configuration settings and/or user profile information.

2. Select what type of backup you wish to create; Backup
Configuration, Backup User Accounts, Backup Port Names, or
Backup All.

3. Click the Save button to create the backup file.

A prompt will appear asking if you want to save the file or find a
program to open it. Click the Save button, give the file a unique
name and save it in a convenient location.

Restore Configuration / User Accounts

To erase the configuration settings and/or user profile information
currently stored on the KVM and replace it with that from a backup
file, do the following:

1. In the Password field, key in the password that you entered when
creating the backup file.

2. Click the Browse button, navigate to the backup file and select it.

3. After selecting the backup file, click the Restore button. After the
file is restored, a message appears to inform you that the procedure
succeeded.

A maximum of 512 events are kept in this log file. New events are
recorded and placed at the bottom of the list, whereas older events are
placed at the top of the list. When a new event is recorded after there
are already 512 events in the log file, the oldest record is discarded to
make room for the new one. To clear the log file, click on the Clear
Log icon in the lower-right corner of the screen.
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7. Administration (continued)

7.4 Log Server

The Windows-based Log Server is an administrative utility that records
all the events that take place on selected B022-UOS8-IP unit and writes
them to a searchable database. This chapter describes how to install and
configure the Log Server.

Note: The Log Server requires the Microsoft Jet OLEDB 4.0 driver in
order to function properly.

To install the Log Server, do the following:

1. From the computer that you want to use to host the Log Server,
open the CD that came with the KVM switch and open the Log
Server Installer file. If any security warning dialog boxes appear,
ignore them and click Run or Open. A Log Server setup screen
appears.

Welcome to the LogServer Setup

This program wil install the LogServer on your computer,
We strongly recommend that you ext all Windows
programs before running this program.

[ tee ] _ oo |

2. Click the Next button, and then follow the on-screen instructions to
complete the installation and have the Log Server program icon
placed on your desktop.

3. After installation, and before opening the Log Server for the first
time, go to the ANMS page in the Web Management Interface or
Remote OSD and enter the MAC address of the computer you
installed the Log Server on and an access port that can be used to
get through a firewall. (See ANMS section of this manual for
details.)

4. Double-click the Log Server desktop icon. The first time you open
the Log Server, a screen similar to the one below appears:

[aoser. =0 BEE
Congre Erenns (ot el
“Peccdng adden: Put | Coacton | " Daps ] Derphon

The screen is divided into three components:
e A Menu Bar at the top.
* A panel that will contain a list of all KVM units in the middle.

e A panel that will contain an Events List at the bottom.

Menu Bar
The Menu bar consists of four drop-down menus:

* Configure
* Events

¢ Options
* Help

Configure
The Configure menu consists of three functions; Add, Edit and Delete.

Add
Select the Add function when you need to add a new KVM to the list of
units that the Log Server records events for.

Note: You must first add a KVM via the Add function before the Log
Server can start recording its events.

When you open the Add function the following dialog box will appear:

et asnee
hides  [IEEEEEEN  Pe [0

[ewsmplar ['-‘-:-!—l-l-F

. fe [
T | e

Descriptions of the fields in this dialog box are shown in the table:

Field Description

Address This can either be the IP address of the KVM or its
DNS name (if the network administrator has assigned it
a DNS name). This value must be entered into the
ANMS settings screen in order for the KVM to
communicate with the Log Server. (See the ANMS
section of this manual for details.)

Port Key in the port number that was specified in the Log
Server portion of the ANMS settings screen. If this
differs from the port entered in the ANMS settings
screen, the Log Server will not be able to communicate
with the KVM.

This field is provided so that you can enter in additional
information that will help differentiate this KVM switch
from all other KVMs that the Log Server is recording
information for.

Description

Limit This specifies the number of days that an event is kept
in the database before it can be deleted. To remove all
events that have passed the expiration date set in this
field, use the Maintenance function in the Events menu.

Edit

Select the Edit function when you need to change the information for
an existing KVM switch. To edit an existing KVM, simply highlight it
in the Log Server list and open the Edit function from the Configure
menu. A dialog box will appear that shows the exact information that
was entered for the KVM when it was added using the Add function.
Edit this information and click OK.

Delete

To delete a KVM switch, simply highlight it in the Log Server list and
open the Delete function from the Configure menu. A dialog box will

appear which will display the KVMs information and ask you to click
OK to delete it. If you want to remove it from the list of KVMs being
tracked by the Log Server, click OK.
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7. Administration (continued)

7.4 Log Server (continued)

Events
The Events menu consists of two items; Search and Maintenance.

Search

Search allows you to search for events containing specific words or
strings. When you access this function, a screen similar to the one that
follows appears:

e [T I

R

A description of the items from the Search screen is given in the table:

Item Description

Search New search: When selected, the search is performed
Options on all the events in the database for the selected KVM.
Search last results: This is a secondary search
performed on the events that resulted from the last
search.
Search excluding last results: This is a secondary
search performed on all the events in the database for
the selected KVM excluding the events that resulted
from the last search.
KVM switches are listed in the Log Server list according
to their IP address. Select the unit that you want to
perform the search on from this list. You can select
more than one unit for the search. If no units are
selected, the search is performed on all of them.
Determines what types of search results are displayed,
according to their level of importance to the security of
the installation; Most, Medium or Least. If nothing is
selected, all results will display, and they will be color-
coded according to level of importance:
e Most important: Entries highlighted in red are the
most relevant to the security of the installation.
¢ Medium importance: Entries highlighted in blue are
somewhat relevant to the security of the installation.
e Least importance: Entries highlighted in black are
least relevant to the security of the installation.
Select the date that you want the search to start from.
The format follows the MM/DD/YYYY convention (e.g.
11/04/2012).
Select the time that you want the search to start from.

Select the date that you want the search to end. The
format follows the MM/DD/YYYY convention (e.g.
11/04/2012).

Select the time that you want the search to end.

Key in text here that you want the search to filter the
events by.

The events that matched your search terms are listed
here.

After you have entered in all of your search terms, click
this button to start the search.

Print Click this button to print the search results.
Export Click this button to export search results as a text file.
Exit Click this button to exit the Search dialog box.

Server List

Priority List

Start Date

Start Time
End Date

End Time
Pattern

Results

Search

Maintenance

This function allows the Administrator to remove all records that have
passed their expiration limit. In order to delete old files from the log
server, the maintenance function must be performed.

Options

The Options menu consists of only one function: Network Retry.
Network Retry

Network Retry allows you to set the number of seconds that the Log
Server should wait before attempting to connect in the event that the
previous connection attempt failed. When you click this item, a dialog
box appears:

Key in the desired number of seconds and click OK to finish.

Rety B
o

Cocel |
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o= ]

Help
The Help menu consists of two options: Contents and About Log
Server.

Contents

Selecting the Contents function will bring up an online help file. The
help file contains instructions about how to setup, operate and
troubleshoot the Log Server.

About Log Server
Selecting the About Log Server option will pull up a dialog box that
gives you the version number of the Log Server.

The Log Server Main Screen

The Log Server Main Screen is divided into two main panels: an upper
(List) panel that displays all of the KVM switches that have been added
to the Log Server and a lower (Event) panel that displays the log events
for the currently selected KVM. To select a KVM from the list, simply
click on it.
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7. Administration (continued)

7.4 Log Server (continued)

The List Panel
The List panel contains the following fields:

Field Description

Recording Determines whether the Log Server records log events for the corresponding KVM switch. If this checkbox is checked, the field
displays Recording, and log events are recorded. If this checkbox is not checked, the field displays Paused, and log events are not
recorded for the corresponding KVM.

Note: Even if a KVM is not currently selected, if its Recording checkbox is checked, the Log Server will still record its log events.

Address This is the IP address or DNS name that was given to the KVM switch when it was added to the Log Server.

Port This is the port number that was assigned to the KVM switch when it was added to the Log Server.

Connection If the Log Server is connected to the corresponding KVM switch, this field displays Connected. If it is not connected, this field
displays Waiting. A connection status of Waiting means that the Log Server is not communicating with the KVM, and will not record
its events. This occurs when the Log Server's MAC address and/or port number have not been set properly. The MAC address and
port for the Log Server computer must be entered into the KVM’s ANMS settings screen. In addition, the KVM'’s IP address and port
must be entered when adding it to the Log Server. If the port numbers in the ANMS menu and the Log Server do not match, the two
will not be able to communicate.

Days This field displays the number of days that the KVM’s log events are to be kept in the database before it is eligible for deletion.

Description This field displays the descriptive information entered for the corresponding KVM switch when it was added to the Log Server.

The Event Panel
The lower panel displays event information for the currently selected KVM switch.
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Specification

8. Specifications
| Specification o so2bvosP

Computer Ports

B022-U08-IP
(x8) HD18 (Female)

KVM Cable Kit Model

P778-Series

KVM Cable Kit Connectors

KVM Side: HD18 (Male)
Computer Side: HD15 (Male), USB A (Male), (x2) PS/2 (Male)

Included Cable Kits

(x2) P778-006 (6 ft.)

Port Expansion Daisy-chain

Daisy-chain Ports DB25 (Male)

Daisy-chain Cable P772-Series

Daisy-chain Compatible KVMs B022-016, B022-U16
Max # of KVMs in a Daisy-chain Installation 16

Max # of Computers in a Daisy-chain Installation | 248

Port Selection OSD, Hotkey, Pushbutton
External Console Ports HD18 (Male)

External Console Cable Yes

External Console Cable Connectors

KVM Side: HD18 (Female)
Computer Side: HD15 (Female), (x2) USB A (Female), (x2) PS/2 (Female)

Additional USB Ports

1

Additional USB Ports Version

1

LAN Port

RJ45 (Female)

Firmware Upgrade Port

RJ11 (Female)

Port Selection Pushbuttons

8

Reset Button

Semi-Recessed Pushbutton

Max Resolution Supported

Local Monitor: 2048 x 1536
Remote Monitor: 1600 x 1200 @ 60Hz

Power On/Off Switch

No

Included Power Cord

Yes (External Power Supply)

Power Consumption

DC 5.3V, 9.5W

Power I/P Rating

100-240V, 50/60Hz, 0.5A

Operating Temperature

0to50C (32to 122 F)

Storage Temperature

-20t0 60 C (-4 to 140 F)

Humidity 0 to 80% RH, Non-Condensing
Dimensions (H x W x D, in.) 1.73x17x6
Weight (Ibs.) 6.1
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8. Specifications

8.1 OSD Default Settings

Setting Default

OSD Language

English

OSD Hotkey

[Scroll Lock] [Scroll Lock]*

Port ID Display Position

Upper Left Corner

Port ID Display Duration 3 Seconds

Port ID Display Mode The Port Number plus the Port Name
Scan Duration 5 Seconds

Scan/Skip Mode All

Screen Blanker 0 (Disabled)

Logout Timeout 0 (Disabled)

Accessible Ports

F (Full) for all users on all ports

Beeper Y (Activated)

IP Address Obtain Automatically (DHCP)

IP Installer Enabled

Working Mode Enable ICMP, Enable Device List, Enable Browser and Enable Multiuser
Mouse Sync Mode Manual

8.2 Keyboard Emulation

Mac Keyboard
The PC compatible (101/104 key) keyboard can emulate the functions
of the Mac keyboard. The emulation mappings are listed in the table:

PC Keyboard Mac Keyboard

[Shift] [Shift]
[Ctr]] [Ctrl]
[Ctrl] [1] !
[Ctrl] [2] !)
[Ctrl] [3] )))
[Ctrl] [4] é
[Al] [Al]
[Print Screen] [F13]
[Scroll Lock] [F14]
E [=]
[Enter] [Return]
[Backspace] [Delete]
[Insert] [Help]
[Ctrl] - [F15]

Note: When using key combinations, press and release the first key and
then press and release the second key.

Sun Keyboard

The PC compatible (101/104 key) keyboard can emulate the functions
of the Sun keyboard when the [Ctrl] key is used in conjunction with
other keys. The corresponding functions are shown in the table:

PC Keyboard Sun Keyboard

[Ctrl] [T] [Stop]
[Ctrl] [F2] [Again]
[Ctrl] [F3] [Props]
[Ctr] [F4] [Undo]
[Ctrl] [F5] [Front]
[Ctrl] [F6] [Copy]
[Ctr] [F7] [Open]
[Cirl] [F8] [Paste]
[Ctrl] [FO] [Find]
[Ctrl] [F10] [Cut]

[Ctrl] [1] ] m”

[Ctrl] [2] p-mg

(Ctrl] (3] (g

[Ctrl] [4] {
[Ctrl] [H] [Help]

= [Compose]
ER .

Note: When using key combinations, press and release the first key and
then press and release the second key.
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9. Warranty Registration

WARRANTY REGISTRATION
Visit www.tripplite.com/warranty today to register the 1-year limited warranty for your new Tripp Lite product. You’ll be automatically entered into
a drawing for a chance to win a FREE Tripp Lite product!*

* No purchase necessary. Void where prohibited. Some restrictions apply. See website for details.

FCC Notice, Class A
This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful interference when the equipment is operated in a commercial environment. This
equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance with the instruction manual, may
cause harmful interference to radio communications. Operation of this equipment in a residential area is likely to cause harmful interference in
which case the user will be required to correct the interference at his own expense. The user must use shielded cables and connectors with this
equipment. Any changes or modifications to this equipment not expressly approved by Tripp Lite could void the user’s authority to operate this
equipment.

WEEE Compliance Information for Tripp Lite Customers and Recyclers (European Union)

Under the Waste Electrical and Electronic Equipment (WEEE) Directive and implementing regulations, when customers buy new electrical and
electronic equipment from Tripp Lite they are entitled to:

¢ Send old equipment for recycling on a one-for-one, like-for-like basis (this varies depending on the country)

* Send the new equipment back for recycling when this ultimately becomes waste

Warning

Use of this equipment in life support applications where failure of this equipment can reasonably be expected to cause the failure of the life support
equipment or to significantly affect its safety or effectiveness is not recommended. Do not use this equipment in the presence of a flammable
anesthetic mixture with air, oxygen or nitrous oxide.

Tripp Lite follows a policy of continuous improvement. Product specifications are subject to change without notice.

TRTPPJ.TTE 0

Excellence.

1111 W. 35th Street, Chicago, IL 60609 USA » www.tripplite.com/support

13-02-122-93-3279_RevB
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