UNICOM SmartGST-2402M

Introduction

Unicom’s new 24 Port SmartGST-2402M is a high-speed, professional-grade

managed Fast Ethernet switch that provides wire-speed, a Fast Ethernet switching
technology that allows high-performance, low-cost connections up to Full-Duplex,
100Mbps Fast Ethernet networks. The SmartGST-2402M switch is a store-and-
forward device that offers low latency for high-speed networking and features an

expansion slot for an optional 1000Base-T/SX/LX module. It is ideal for workgroup,
department, or backbone environments.

Figure 1-1. The SmartGST-2402M

Features

Conforms to IEEE 802.3, 802.3ab, 802.3ad, 802.3u, 802.3z, 802.1d, 802.1p,
802.1Q, and 802.3x standards

24 auto-sensing 10/100Mbps Ethernet RJ-45 ports
Automatic MDI/MDIX crossover for 10Base-T and 100Base-TX ports

One Expansion Slot for 2 Port 1000Base-SX, 1000Base-LX, or 1000Base-T
modules ( Optional )

N-way Auto-negotiation supported

Back-Pressure-Base flow control on Half-duplex link mode
Pause-Frame-Base flow control on Full-duplex link mode
Store-and-forwarding switching architecture for abnormal packet filtering

Back Plane 8.8G
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Full wire speed forwarding rate
6K-entry MAC address table
3Mbits for shared packet buffer

LED-indicators: Per unit: Power
Per UTP Port: 100M, LK/ACT, Full/Collision
Per Gigabit Module: UTP, LK/ACT, 100, 1000, Full

Fiber, LK/ACT
m 19” Standard Rack-mounted size
Software Features
Management Telnet management, Web Management, In Band Local

Console (RS-232)

RFC Standard RFC 1157 SNMP, RFC 1213 MIB I, Bridge MIB, RFC
1643 ETHERNET LIKE, RFC 1493 BRIDGE MIB, RFC
1751 RMON 1, RFC 1215 Trap

Software Upgrade TFTP and Console firmware upgrade

Port Trunk Support IEEE802.3ad with LACP function and provide
7 Trunk group of 4 member ports within 26 ports.

Spanning Tree IEEE802.1d spanning Tree, IEEE802.1s rapid
spanning Tree, IEEE802.1w multiple spanning tree

VLAN Port Based VLAN
IEEE802.1Q Tag VLAN and GVRP supported
IEEE802.1v Protocol VLAN
VLAN groups up to 256, VLAN ID up to 4095

QoS Policy Supports 8 priority levels ID for two priority queue

Support IEEE802.1p Priority. Supports First Come First
Class of Service service, All High before Low, WRR for High or low

weight.

Support 3 setting, Disable, Low and High priority. When
Port Based set to Disable, the income packet will follow QoS
Priority policy. Otherwise, the packet will follow port priority

setting to High/Low queue.
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IGMP IGMP Snooping for Multi-Media application, IGMP
group supports 256 groups

Port Security MAC address filter for ingress an egress packet
Static MAC address Lock for Source address.

Port Mirror Global System support 3 mirroring type RX, TX and
both packet. The maximum of mirror entries up to 25.

Bandwidth Per port support Bandwidth control. Per level 100K.

Control

802.1x Support IEEE802.1x user authentication and can report
to Radius Server.

DHCP Support DHCP Client

Broadcast Storm Disable, 5%, 10%, 15% , 20%, 25%

Package Contents

Unpack the contents of the SmartGST-2402M and verify them against the checklist

below.
B SmartGST-2402M ( Auto MDI/MDIX)
m Power Cord
m Four Rubber Feet
B RS-232 cable
m User Guide

I = *l_‘!fﬂ\

SmartGST-2402M Managed Rubber Feet
Fast Ethernet Switch

| .-l'-\.':l.
_— i :__-,;_J.} —
| W .‘: .-' .
b A
Rack-mounting Kit Power Cord User Guide

Figure 1-2. Package Contents

IF any item is missing or damaged, please contact your local dealer or reseller for service.
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Ethernet Switching Technology

Ethernet Switching Technology dramatically boosted the total bandwidth of a
network, eliminated congestion problems inherent with Carrier Sense multiple
access with Collision Detection ( CSMA/CD ) protocol, and greatly reduced
unnecessary transmissions.

This revolutionized networking. First, by allowing two-way, simultaneous
transmissions over the same port ( Full-duplex ), which essentially doubled the
bandwidth. Second, by reducing the collision domain to a single switch-port, which
eliminated the need for carrier sensing. Third, by using store-and-forward
technology to inspect each packet and intercept corrupt or redundant data.
Switching eliminated unnecessary transmission that slows the network. Address-
learning was employed to replace the inefficient receiving port.

Auto-negotiation regulates the speed and duplex of each port, based on the
capability of both devices. Flow-control allows transmission from a 100Mbps node
to a 10Mbps node without loss of data. Auto-negotiation and flow-control may need
to be disabled for some network applications involving legacy equipment. Disabling
the auto-negotiation is accomplished by fixing the speed or duplex of a port.

Ethernet Switching Technology supplied higher performance at lower costs than
other solutions. Wider bandwidth, no congestion, and the reduction in traffic is why
switching is replacing expensive routers and inefficient hubs as the ultimate
networking solution. Switching brings a new way of thinking to networking.

Hardware Description

This Section describes the hardware of the SmartGST-2402M and gives a physical and

functional overview of this Switch.
The physical dimensions of the SmartGST-2402M are: 440mm x 160mm x 44mm (
LxWxH)

Front Panel

The Front Panel of the SmartGST-2402M consists of twenty-four 10/100Base-TX
RJ-45 ports ( Auto MDI/MDIX ) and one Expansion slot. The LED Indicators are
also located on the front panel of the Switch.
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LED Indicators 10/100Base-TX RJ-45 ports Module slot
Console Port

Figure 2-1. The Front panel of SmartGST-2402M

RJ-45 Ports ( Auto MDI/MDIX ): Twenty-four 10/100 N-way auto-sensing
connections for 10Base-T or 100Base-TX.

Module Slot: There are three types of 2-port expansion Module available for the
SmartGST-2402M, ( 1000Base-SX, 1000Base-LX, 1000Base-T ).

LED Indicators

The LED Indicators give real-time information of systematic operation status. The
following table provides descriptions of LED status.

2
Console LINK/ACT W
9600.N.8.1

FoxicoL M

FoxicoL M
LINKIACT B

™ Power B
series 1

Figure 2-2. LED indicators

LED Status Description

Green |Power On

Power
Off Power is not connected

Green |The port is connecting with the device.

LNK/ACT Blinks |The port is receiving or transmitting data.

Off No device attached.

FDX/COL Yellow |The portis operating in Full-duplex mode.
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” Off No device attached or in half-duplex mode.

Table 2-1. The Description of LED Indicators

Rear Panel

The 3-pronged power plug and ventilation fan are located at the rear Panel of the
SmartGST-2402M as shown in Figure 2-2. The Switch will work with AC in the
range 100-240V AC, 50-60Hz.

Ventilation Fan OniDN Swilch

v/ @b

Figure 2-3. The Rear Panel of SmartGST-2402M

Desktop Installation

Set the Switch on a sufficiently large flat space with a power outlet nearby. The
surface where you put your Switch should be clean, smooth, level and sturdy.
Make sure there is enough clearance around the Switch to allow attachment of
cables, power cord and allow air circulation.

Attaching Rubber Feet

A. Make sure mounting surface on the bottom of the Switch is grease and dust
free.

B. Remove adhesive backing from your Rubber Feet.

C. Apply the Rubber Feet to each corner on the bottom of the Switch. These
footpads can protect the Switch from shock and vibration.

P
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Figure 2-4. Attaching Rubber Feet to each bottom
corner of the of the Switch
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Rack-mounted Installation

The SmartGST-2402M comes with a rack-mounting kit and can be mounted in an
EIA standard sized, 19-inch Rack. The Switch can be placed in a wiring closet with
other equipment.

Perform the following steps to rack mount the switch:

A. Align one bracket with the holes on one side of the switch and secure it with the
smaller bracket screws. Then attach the remaining bracket to the other side of
the Switch.

TTFY

N

B Ty Sl oo el
Bt — e -4’ "
=

Figure 2-4. Attach mounting brackets with screws

B. After you've attached both mounting brackets, position the SmartGST-2402M in
the rack by lining up the holes in the brackets with the appropriate holes on the
rack. Secure the Switch to the rack with a screwdriver and the rack-mounting
screws.
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Figure 2-5. Mount the SmartGST-2402M in a standard 19-inch Rack

Note: For proper ventilation, allow about at least 4 inches ( 10 cm ) of clearance on the
front and 3.4 inches ( 8 cm ) on the back of the Switch. This is especially important
for enclosed rack installation.
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Power On

Connect the power cord to the power socket on the rear panel of the Switch. The
other side of power cord connects to the power outlet. The internal power supply in
the Switch works with AC in the voltage range 100-240VAC, frequency 50~60Hz.
Check the power indicator on the front panel to see if power is properly supplied.

Network Application

This section provides you a few samples of network topology in which the Switch is
used. The SmartGST-2402M is designed as a segment switch. With its large
address table (6000 MAC addresses) and high performance, it is ideal for
interconnecting networking segments.

You can use the SmartGST-2402M to interconnect PCs, workstations, and servers
to each other by connecting these devices directly to the Switch. The switch
automatically learns node addresses, which are subsequently used to filter and
forward all traffic based on the destination address.

By using the Uplink feature, the Switch can connect with another switch or hub to
interconnect each of your switched workgroups forming a larger switched network.
Also you can also use the expansion port to connect switches for great distances.
The distance between two switches via fiber cable can be up to 10 Kilometers
(Gigabit LX port with Single Mode fiber).

Small Workgroup

The SmartGST-2402M can be used to create a small workgroup by directly
connecting personal computers, servers, and printer servers.
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S Prinber server
Figure 3-1. Small Workgroup Application
Segment Bridge

In enterprise networks where large data broadcasts are constantly processed, this
switch is perfect for department users connecting to the corporate backbone.

In the illustration below, two Ethernet switches with PCs, a print server, and a local
server attached, are both connected to the SmartGST-2402M. Each device in this
network can communicate with the others through the SmartGST-2402M.
Connecting servers to the Switch allows other users to access the server’s data.

Liplek 1) Dackbare peiloh

L

Figure 3-2 Department Bridge Application
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Connecting to the Switch

The Console port is a male DB-9 connector that enables connection of a PC or
terminal for monitoring and configuring the Switch. Use the supplied RS-232 cable
to connect a terminal or PC to the Console port.

The Console configuration (out of band) allows you to set your Switch to enable a

user at a remote console terminal to communicate with the Switch as if the remote
terminal were directly connected to it.

Console Management

Login in the Console Interface

Once you have connected the cable to the switch and the PC, turn on the PC and
run a terminal emulation program or Hyper Terminal and configure its
communication parameters to match the following default characteristics of the

console port:
Baud Rate: 9600 bps ot Ppenis _____________EIE}
Data Bits: 8 J——
Parity: none
Stop Bit: 1
Control flow: None B par e -
Qolatin | =
Bewier | =
G e 1 =l
Fowcorinat | =
Figure 3-3. The settings of & —
communication parameters o o | |

After you have completed the parameter settings, press “OK*.

10
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Main Menu
Login
1. When the Login screen appears, press Enter

2. You can type user name and password to login. The default user name is “root”
and the default password is “root ”.

4-1 Main Menu
There are five options available:

Hain Menu

Switch Static Configuration
Protocol Related Configuration
Reboot Switch

Logout

Show the status of the switch.
[Arrow/TAB/BKSPC1:Move Itenm [Enter]:Select Itenm

Status and Counters: Shows the status of the switch.

Switch Static Configuration: Configure the switch.

Protocol Related Configuration: Configure the protocol function.

Reboot Switch: Restart the system or reset switch to default configuration.
Logout: Exit the menu line program.

<Control Key>

The control keys in all menus are as follows:
Tab: Move to the next item.

Backspace: Move to the previous item.

Enter: Select item.

Space: Toggle selected item to next configure.

4-2. Status and Counters

11
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FATH=2GE Intelligent Switch @ Status amnd Counters

Part Counfars
Syslen Intormalion

Hain Henu

IR IR 3
|Arrows THIECHRSEC ] Boue 1tam [Emtar| Salect 1tes

UNICOM

You can press the Tab or Backspace key to choose an item and then the Enter key to

select an item.

4-2-1. Port Status
This page displays the status of every port

2ETH=2GE Intelligent Ssitch : Port Status

lE=c ] Previous Menu

Blate S Bardd Hidth Sacuri fy
Fort Type Link Ragotintion Duwlex FC OBF  In Qut  Priosrite
Poret 01 188.TE Dosn Enable  Aute 188 Full O OFF 0FF OFF  Disable OFF
Porl B2 108.TH Down Ensble Aofle 180 Full O OFF OFF OFF Disable OFF
Port B3 180 IK Dosn Ensble  Hoto 198 Foll OF OFF  O6F  0OFF Uizable OFF
Port B 100 1K Deasn Ensble  Aoie 180 Foll O OFF 0OFF OFF  Disshle OFF
Fort B5 100, TE Dosn Eneble  Aete 180 Full O OFF 0OFF 0OFF Disahle OFF
Port B 100, TH Down Enable  Aute 180 Full O OFF 0FF OFF  Disable OFF
FPort 87 100.TE Down Ensble  Aote 188 Full ON OFF 0FF OFF  Disable OFF
Port B8 180. T Dosn Ensble Awte 108 Full O OFF OFF OFF Dizable OFF

Actions->

You can press the Tab or Backspace key to choose an item and the Enter key

to select an item.

<Quit>: Exit the port status page and return to previous menu.
<Previous Page>: Display previous page.

<Next page>: Display next page.

4-2-2. Port Counters

The following information provides a view of the current status of the unit.

12
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FETE20R Imfelligemi Swmilch ; Porl Comilers
Ix Gool LT Hu Hood  He Bad I Abarl Fackal
Part Tqza Fackal

i

. i

¢ i

. u

Part 05 1883 TH g
: ]

. i

Fackinl Fackal Pkl Packal Calli=ion

SHEHEHEE 5
[Lo=d =4 o= o= =4 =4 =4 =
[—3--3--d--d-—J-—-—4-—
L -
R |

Actions->

You can press the Tab or Backspace key to choose an item and then the Enter key to
select an item.

<Quit>: Exit the page of port status and return to previous menu.

<Refresh>: Set all counts to 0.

<Previous Page>: Display previous page.

<Next page>: Display next page.

4-2-3. System Information

System Description: Display the name of the device.

MAC Address: The unique hardware address assigned by manufacturer.
Firmware Version: Display the switch’s firmware version.

Hardware Version: Display the switch’s hardware version.

Module Information: Display type of Module.

HETH268 Intelligent Switch @ Svslem Informalion

Syzten Hame
Sysiem Location i
fustem Description ; 24 TH Port + 2 Giga Hodule Port Intelligent Sweitch

Firmware Version : w1.00

Eernel Version : o B2
Hardware Yersion @ #7.00
HFC Address o B RGEIIY9EE
Madule Tupe Dezcription

PFart 23 1GB.TH 16 TH Port MWodule
Fort 26 1GE.LX 16 FX Single Mode Port MWodule

13
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4-3. Switch Static Configuration

2elK-26E Intelligent Switch : Swifch Contiguration

Hdministration Configuration

Port Configuration

Trunk Configuration

Parl Mirroring Configuralion
VLAN Configuration

Priority Configuration

HAC Address Configuration
Mizc Configuration

Hain Menu

Configure the sysytm, IP. and

[Arrom/TAB/BKSPC] :Move Item  [Enter]:Select Item

You can press the Tab or Backspace key to choose an item and then the Enter key to
select an item.

4-3-1. Administration Configuration

A IH+26H Intelligent Swifch : Hdwinistration Configuration

IP Configuration

User Mame Configuralion
Passward Configuralion
Previous Henua

Configure the device information.

[Arrom/ THE/BESPC] : Hove Liem [Enter]:Select Ltem

14

Download from Www.Somanuals.com. All Manuals Search And Download.




UNICOM SmartGST-2402M

4-3-1-1. Device Information
This page provides configuration of the device information.

Actions->

<Edit>: Configure all items. When finished with configuration press Backspace to go

back to action menu line.
<Save>: Save all configured values.
<Quit>: Exit the device information page and return to previous menu.

SH2401H Managed Switch : Device Information

Name
Description : MiLAN HIL-SH2401M Intelligent Switch
Location

Contact

Actions—> [AEEE  <Save>  <Quit>
Select the action menu.
[Arrow/TAB/BKSPC1:Move Ttem [Enter]:Select Ttem [Escl:Previous Menu

ZETH=2GE Intelligent Switch : Device Information

Wi

Descraplion @ 26 TH Parl + 2 Giga Madule Porl Intelligent Seiteh

Lecation
Contacit
Actionz-» AIRE <Saver <luitr
Salect the action menu .
LArrowS TRE/BKSPED  Move | tom lEntar ] :5elact Liem lEsc) - Previous Menu
15
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4-3-1-2. IP Configuration

Configuration of the IP setting.

Actions->

<Edit>: Configure all items. When finished with configuration press ESC to go back to
action menu line.

<Save>: Save all configured values.

<Quit>: Exit the IP configuration page and return to previous menu.

PATH+2GE Intelligent Switch : IP Configuration

DHCF Client : Disable

IF Address @ 192.168.16.1
Submet Mask @ 255 25%5.255.0
Gateway N e i 1k S T

Actions-»

lect the action menu

|Areow TAE/BESPC ] : Howe 1 iem lEnter] :Select 1iem l[Esc ] :Previows Menu

Note: Always restart the device after finishing setup.

4-3-1-3. Change Username
Use this page to change Web Management user name.

FATR+208 Intelligent Switch : lker Mame Configuration

Uger Hame @ rool

I e aclion menu

LHrrom! | HESBESFL ] - Howe Llem [|:II|I.'F|:5-E|.E|:| liem lEsc ] :Previous Memu

16
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4-3-1-4. Change Password
Use this page to change Web Management user password.

2ATH+-MGE Intelligent Switch @ Password Configuration

Nld Passmord

Hew Password

Enter Haain

4-3-2. Port Configuration

This page can change all port statuses and configure the trunk group.
Press the TAB key to select an item to configure and press SPACE to make a change.

1.

2.
3.
4

State: Current port status. The port can be set to disable or enable mode. If the
port setting is disable then it will not receive or transmit any packets.
Negotiation: Current auto negotiation setting status of each port.

Speed/Duplex: User can set each port for link speed and duplex mode.

FC / BP: User can set flow control function to enable or disable. FC (Flow control
for full duplex link mode), BP (Backpressure for half duplex mode)

Bandwidth In/ Out: For per port packet transmission rate control. Per port level is
100Kbps. It supports individual control method of TX and RX.

Priority: Set port to high or low priority.

Security: Enable or disable port security function.

17
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24TH-2GE Intelligent Bmitch : Port Confroeration

Megotiation Speed Bard Hidth Security
Port T Slale [agn L en FC BF n ut  Priorily
Port. Bl 1008.TH Ensble Awte 180 Full OH O @ 1] Dizable OFF
Port . B2 100.TH Frsbla Awete 100 Full D8 O @ 1] Mizable 0OFF
FPort B0 1808, TH Ensble  Awte 100 Full 0N ON @ L} Dizable 0OFF
Port 05 100.TH Ensble Awte 100 Full 08 ON @ L] Dizalbsle OFF
Port 05 100.TH Ensble Awle 100 Full 4 OH @ L} Disable OFF
Port. B8 100.TH Ensble Awle 100 Full 8 O @ L} Dizable OFF
Port B¢ 108.TH Ensble HAwete 100 Full O OH @ 1] Dizable OFI
Port.B8 100.TH Ensble  Awete 180 Full D O @ 1] Mizakle 0OFF
Rt 1 ons— = (i iPravious Fagek iHowt Faged £l fx
[Areow, THEBESFLE ] : Hove Ttem [Enter]:Select Itew [Esc] :Previous Henu

Actions->

<Quit>: Exit the port configuration page and return to previous menu.

<Edit>: Configure all items. When finished with configuration press ESC to go back to
action menu line.

<Save>: Save all configured values. Before you leave this session, please execute
this command or you will lose all changes.

<Previous Page>: Return to previous page.

<Next page>: Go to next page.

4-3-3. Port Trunk Configuration
Use this page to configure trunk group.
Press TAB key to select item and SPACE key to make change.

PhTH+26B Tntelligent Switch @ Treunk Configueation
I:II-.I] 7 B3 Bh B BG @F BEH @9 I8 11 12 13 16 1% 16 1F 18 1% 20 20 22 23 246 75 26
T2
T4
T4 .
15 .
l& .
i .
Trunk 1: Dizable
Trmk &: Static
Trumk 3: LACP
Trumk &: Disable
Irenk : Ursable
Irumk 6&: Disahle
Trimk 7; Disahle

e lec] Lhe sclion menu,
|Hrrom/ |HASHESPLE] : Hove Lliem lEnter] :Select Lies lE=cl :Previous Heno
Actions->
<Quit>: Exit the port configuration page and return to previous menu.
18
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<Edit>: Configure all items. When finished with configuration press ESC to go back to
action menu line.

<Save>: Save all configured values. Before you leave this session, please execute
this command or you will lose all changes.

4-3-4. Port Mirroring Configuration

Port Mirroring is a method of monitoring traffic in switched networks. Traffic through
ports can be monitored by one specific port. All traffic going in or out of monitored ports
will be duplicated into monitoring port.

Press the Space key to change configuration of each item.

Mirroring state: Mirror mode for TX packet only, RX packet only, or both packets.
Analysis port: Set the destination port of the mirroring packet. All of the packets of
mirroring port will be duplicated and sent to Analysis port. Use the SPACE key to select.

S22 Intelligent Swmatch @ Port Mirroring

Hirroring State @ Both

Hnaly=1x Fart : Port. Wl

Port State Port State Port State Port State
Port .01 Fart B4 Port.1F Fart. &3
Port 87 = Part. 18 - Port, 1B - Fart. . -
Port 03 = Port. 11 - Port. 12 -

Port .04 = Port.12 Port. 20

Port .05 B Fart_ 13 Port .21

Port 0O - Part. 16 - Pord.22 -

Fort @7 - Port.15 - Port. 23 -

Port  BE Fart 16 Port. 24

Ht 1 pns-2 tEdit? ] e St

[Arrow/ THE/BESPE] :Move [iem |Space] : Togale [Ezc]:Previous Henu

Actions->

<Quit>: Exit the port configuration page and return to previous menu.

<Edit>: Configure all items. When finished with configuration press ESC to go back to
the action menu line.

<Save>: Save all configured values. Before you leave this session, please execute
this command or you will lose all changes.

<Previous Page>: Return to previous page.

<Next page>: Go to next page.

19
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4-3-5. VLAN Configuration

PATH=2G68 Imfelligent Switch : VAN Configuration

Create VLA Group
EditsDelate WLAN Group
Group Sorted Mode

Previows Henu

Confiowre VLAH meds and ingrass

| Areows THESBRSPLE] - Move 1lem [Enter] - Select III: E:.tl.f"rl:l.-'iuu:. Hesiu

This is where you can configure the VLAN mode as port-based VLAN, 802.1Q VLAN, or
disabled VLAN.

NOTE: After changing the VLAN mode, you must reset the switch before changes will take
effect.

4-3-5-1. VLAN Configure

VLAN Mode: There are three options available: Port based VLAN, IEEE802.1Q Tag
based VLAN, and VLAN disabled.

VLAN (Port VID: 1 ~ 255): Type the PVID.
Acceptable Frame type: It matches the Ingress Filtering Rule 1 on the Web. It
forwards only packets with VIDs matching this port°§configured VID. Press Space to

choose whether to forward or drop the frames that do not match the VID for this port°§]
configured VID.

Ingress Filter: It matches the Ingress Filtering Rule 2 on the web. It drops untagged
frames. Press Space to choose to drop and forward of untagged frames.

20
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FATE+A6E Tntelligent Switch @ VLAH Conf bgurs

VLS Mode : EEREIEN

Tnaress Aeccaptoshle
Par 1 VLAN T Filtesr Frame Twpes
Part.@l 1 Enahla All
Port. @2 1 Enahble ALl
Port. 83 1 Enabla All
Port. B 1 Enable All
Port.@h 1 Enable ALl
Port. 86 1 Enable HlI
Port. @} 1 Enable HLl
Port. g4 1 Enable Hll

P

4-3-4-2. Create a VLAN Group
_Create Port-Based VLAN

Create a port-based VLAN and add member/nonmember ports to it.

Select <Edit>.

VLAN Name: Type a name for the new VLAN.

Group ID: Type the VLAN group ID. The group ID range is 1 ~ 4096.
Member: Press Space key to choose VLAN member. There are two choices:
Member: The port is a member port.

NO: The port is NOT a member port.

Press “ESC” to go back to the action menu line.

Select <Save> to save all configured values.

NOTE: If a trunk group exists, you can see it (ex: TRK1, TRK.) after port 26 and configure it
whether it is a member of the VLAN or not.
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JETH=GE Intelligent Switch @ Create VLHH Broop

W.AN Hame Eromm I0 ;

Fort Heaber

Part B M

Pt 02 M

Fart . &3 M

Fart . B M

Fort . B My

Fart . Bh M

Part . B/ M

Part , B Mix

Actians-> CFdi k> £ Eaupd CPrauviaus Pages ‘Hawt Fage?
Soloct the Betiom menu
rrowd | HES B Bril

_Create 802.1Q VLAN

Create an 802.1Q VLAN and add tagged /untagged member ports to it.

1. Select <Edit>.
2.
3. VLAN ID: Type a VID (between 1~4096). The default is 1. There are 256 VLAN

VLAN Name: Type a name for the new VLAN.

groups available.
Protocol VLAN: Press the Space key to choose protocol type.
Member: Press the Space key to choose a VLAN member. There are three choices:
a. UnTagged: this port is a member port of this VLAN group and outgoing
frames are NO VLAN-Tagged frames.
b. Tagged: This port is a member port of this VLAN group and outgoing
frames are VLAN-Tagged frames.
c. No: The portis NOT a member of this VLAN group.
Press ESC to go back to the action menu line.
Select <Save> to save all changes.
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ZETH-268 Intelligent Switch @ Creale VPN Grouo

VLAN Home ; Tast VLAW T ; 1
Protocol VLAR : RS
Fort Meaber

FPoart .01 Hix

Poart , B2 Hix

[ W E Hix

Port . 0L Hix

Porl A5 Mo

Port . D6 Ho

FPord .07 Hix

Port , BR Hix

Bebions-> fEali 1> £ By {Previous Pager iMewl Pages LT
selec] Uhe Holion menw.
|Hrrow | HESBESFL ] - Howe Ttem ISpacel: loggle lEmcl :Freviows Menu

NOTE: If a trunk group exists, you can see it (ex: TRK1, TRK.) after port 26 and configure it
whether it is a member of the VLAN or not.

Actions->

<Quit>: Exit this page and return to previous menu.

<Edit>: Configure all items. When finished with configuration press ESC to go back to
the action menu line.

<Save>: Save all configured values.

<Previous Page>: Return to previous page.

<Next page>: Go to next page.

4-3-4-3. Edit / Delete a VLAN Group

This page allows users to edit or delete a VLAN group.

1. Press <Edit> or <Delete> item.

2. Choose the VLAN group that you want to edit or delete and then press Enter.

3. Users can modify the VLAN item protocol and mark the member ports as either
tagged or un-tagged. Member ports can also be removed from this VLAN group.

4. After editing or deleting VLAN, press <Save> to save all configured values.

NOTE: 1. The VLAN Name and VLAN ID cannot be modified.
2. The default VLAN cannot be deleted.
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Name VLAN ID Name YLAN 1D
DEFAULT 1

Actions—>  <Edit> <Delete> <Previous Page> <MNext Page> HUIik$

D .
[Arrow/TAB/BKSPC] :Hove Item [Enter]:Select Iten [Escl:Previous Menu

4-3-4-4. Groups Sorted Mode

In this page, users can select the VLAN groups sorting mode: (1) sorted by name or
(2) sorted by VID.

In the Edit/Delete a VLAN group, this page will be displayed.

NAME : UID: NAME : UID:
DEFAULT 1
Al 3
B4 4
2 2

In the Edit/Delete a VLAN Group page, the result of sorted by VID.

PRTH+2GE Imfelligent Swiich : Groop Sorted Hods

VLAH Growp Sorted by : Mase

Rl nis Meri
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4-3-5. Priority Configuration

There are 0~7 priority levels that can be set to high or low priority.

1.
2.
3.

4.
5.

SmartGST-2402M

Lewe]
Lesie]
Lewel
Laual
Lawa]
Lewe]
L]
Laual

o% Mode

- - L P =0

|Hrrowd |HE/BESPLE ] : Mo Liem

Sie Intel noent Smiteh

i Low
¢ Low
: Low
: Low
¢ High
¢ High
¢ High
: High

: A1l High Bafore Low

Priority Configuration

salacl this aclion menu.
LEnterl:Select Liom

lE=sc ] Proviows Menu

Select <Edit>.

Press the Space key to select the priority level mapping to high or low queue.
High/Low Queue Service Ration: User can select the ratio of high and low priority

packets.

Press “ESC” to go back to the action menu line.
Select <Save> to save all configured values.

4-3-6. MAC Address Configuration

Hir o I E5PL] tHous |1es

24TH+260 Intelligent Seitch : WAL Address Configuration

btk ic WHL Fladrass)
Filterirg WAL Address

Pravicus Mern

mier | -Salect [lan
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4-3-6-1. Static MAC Address

When you add a static MAC address, it remains in the switch's address table,
regardless of whether the device is physically connected to the switch or not. This saves
the switch from having to re-learn a device's MAC address when the disconnected or
powered-off device is active on the network again.

On this page, a user can add, modify, or delete a static MAC address.

ZATH+268 Intelligent Switch @ Static MAC Address

HHC Hddres=s Par i VLEM I HHL Hddress FFari WLHH LD

Flifel A F iy

Add static MAC address

1. Press <Add> --> <Edit> to add a static MAC address.

2. MAC Address: Enter the MAC address to and from which the port should
permanently forward traffic, regardless of the device’s network activity.

3. Port num: press <Space> to select the port number.

4. VLAN ID: If tag-based (802.1Q) VLAN is set up on the switch, static addresses are
associated with individual VLANs. Type the VID to associate a VLAN with a specific
MAC address.

5. Press ESC to go back to the action menu line and then select <Save> to save all
configured values.

Edit static MAC address

1. Press <Edit>.

2. Choose the MAC address that you want to modify and press Enter.

3. Press <Edit> to modify all the items.

4. Press ESC to go back to the action menu line and then select <Save> to save all
configured values.

Delete static MAC address
1. Press the <Delete>.

2. Choose the MAC address that you want to delete and then press Enter.
3. Pressing <Enter> once will complete deletion in delete mode.
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4-3-6-2. Filtering MAC Address

PUTH=2GE Intelligent Saitch : Filtering WAC Address

HIE Adide azs VLAN 1D HAC Meldres=  VLAW ID

Edit Filtering MAC address

Press <Edit> to modify a static Filtering address.

Choose the MAC address that you want to modify and then press Enter.

Press <Edit> key to modify all the items.

Press ESC to go back to the action menu line and then select <Save> to save all
configured values.

howN -~

Delete Filtering MAC address

1. Press <Delete> key to delete a Filtering MAC address.

2. Choose the MAC address that you want to delete and then press Enter.

3. After deleting a Filtering MAC address, press <Save> to complete the deleting
operation.

4-3-7. Misc. Configuration

MAC Address Aging Time: MAC address table refresh time setting.

Broadcast Storm Filter Mode: 5%, 10%, 15%, 20%, 25%, N/A. The port will be blocked
because the broadcast packet is over the percentage of traffic.

Max Bridge Transmit Delay Bound: On or Off

Low Queue Max Delay Time: 1 to 255

Collision Retry Forever: Disable or Enable

Hash Algorithm: Provide CRC or Direct Map

IFG compensation: Disable or Enable
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2ETH+2GE Intelligent Switch @ Wisc Configuration

ML Bddress Bgeing Time (B, 308, 765 - 388

Broadeast Storm Filter Hods - h¥

Hax Bridos Tramsmif Delow Boundd I.'II_:F

Low Duewe Delay Bound Dizable
Low Queue Hax Delay Time {1, 255] 295
Collisiomns Helry Forever - Emable
Ha=zh Hlgoriihm - LHT Hamh
[FE Campensation - Enable

4-3-7-1. MAC Address Aging Time

Type the number of seconds that an inactive MAC address remains in the switch’s
address table. The valid range is 0 or 300~765 seconds. Default is 300 seconds.
Actions->

<Edit>: Configure all items. When finished with configuration, press ESC to go back to
action menu line.

<Save>: Save all configured values.

<Quit>: Exit this page and return to previous menu.

4-3-7-2.Broadcast Storm Filter Mode

This page is for configuring broadcast storm control.
1. Press <Edit> to configure the broadcast storm filter mode.
2. Press Space key to choose the threshold value.
The valid threshold values are 5%, 10%, 15%, 20%, 25%, and N/A.

4-3-7-3. Max bridge transmit delay bound

1. Max bridge transmit delay bound: Limits the packet queuing time in the switch. If
enabled, any packets exceeding queue will be dropped. The valid values are 1 sec,
2 sec, 4 sec and off. The default is off.

2. Low Queue Delay Bound: Limits the low priority packet queuing time in switch. If
the low priority packets stay in the switch over the Low Queue Max Delay Time, they
will be automatically sent. Press Space key to enable or disable this function.

3. Low Queue Max Delay Time: Sets the time that low priority packets will be queued
in the switch. The valid range is 1~255 ms.

NOTE: To ensure proper performance, make sure Max bridge transit delay bound control is
enabled before enabling Low Queue Delay Bound.
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4-3-7-4. Collision Retry Forever

Collisions Retry Forever: Disable — In half duplex, collision will retry 48 times and
then drop frame.
Enable — In half duplex, collision will retry indefinitely.

4-3-7-5. Hash Algorithm
This Hash Algorithm is for hardware maintenance with MAC table calculations.

4-3-7-6. IFG Compensation

4-4. Protocol Related Configuration

MNTE2E Infzlligent Saiich ; Profecol Aelated ConFrgurskion

=T Canliguradion

SHP Confuguration

LBECP Canfaguralion
IGHPSRIRP Configuration
ERY 1= Comligerdalien

Previous Banu

| Hrwows IRU/EESPL L Hove 1 1aw Ibnfar | -Salect liaw

4-4-1.STP

HTH+2G0 Imtelligent Switch : STP Configuration

ST
Sustem Configuration
Par Port Satfing

Prouiors Mams

Iree Profoco]l Function, Confimes oecbem informad jo

nahle or dizahle Spanmprs
UArrcewd TRESHRSPE] :Howe THem lEnter] Select [ten
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4-4-1-1. STP Enable
This page enables or disables the Spanning Tree function. Press the Space key to
select enable or disable.

2aTH+26E Indelligant Switch : 5TP Satup

P MEaEE

Hotions-* £Fdifx LT T £ 0i t2

[ Areoms TREFEESPE ]  Hove [ies ISpace] : Toepale lEsc ]: Previous Memu

4-4-1-2. System Configuration

PETH=?GE Intelligant Seitch : STP Sestes Configuration

Root Brides InForsafion Canfigurs Spanning Tres Parassters

Priarity  dFTRE Priority [0-6550%) TR

Hoc Rddress o ARG FI0E

Roat Path Cost : @ Max Ros (G-L@) |

Root Port : Boot

Hax Fae | ] Hallo Time (1-14@) 2

Helle Time i

Forward Deloaw 15 Forsard Dolow Tiws [£-J0) 15
fictians-* Chavar ity

[ ferow/ TRE/BESPC] :Howe Tiew lEntar] Salect Ttem [E=c];Provicus Weni

1. You can view spanning tree information about the Root Bridge on the left.
2. On the right, new values for the STP parameter can be set.
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4-4-1-3. Perport Configuration

B

® N O

SmartGST-2402M

PFari

Par t
Pap

blocking.

Part.
Part,

Part.
Fart.
Fart.

Part.

2ATH+X6E Intelligent Switch

Slate

Farwarding
Farwording
Forsvarding
Forwarding
Foraarding
Forwardimg
Foraardimg

Select <Edit>.
PathCost: Specifies the path cost of the port that the switch uses to determine
which ports are the forwarding ports.
Priority: This means port priority. You can make it more or less likely to become the

root port.

Press ESC to go back to the action menu line.
Select <Save> to save all configure values.

Farwarding

1@
1@
18
10
10

10
10
18

STP Per Port Settindg

Fath Co=t

Prioraty

128
126
128
128
128
128
128

. State: Display spanning tree status for the switch: whether each port is forwarding or

On the action menu line you can press <Next Page> to configure port 9 ~ port 26

Press <Previous Page> to return to last page.
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4-4-2. SNMP

Use this page to define management stations as trap managers and to enter SNMP
community strings. User can also define a name, location, and contact person for the
switch.

FATH="GH Intelligent Swatch : SHEP Configeration

Comsunity Strinags

Trap Wanagers

Previous Memu

Configurate the sustes information

[Frows TAESEESPC] - Howe Them IEnter]: 5elect Item

4-4-2-1. SNMP System Options

HTE2GE Intelligent Swilch : SHEP Syslem Oplions
Home
Contact
Location
Heclions-»  HENE <Saver  CQual>

Bnloct the aciion mens
[ Arros/ TARSBESPE) -Mows Tiem [Entar] :S5alact Tiem [Esc]:Preowviaus Mana

Press <Edit>.

System Name: Type a name to be used for the switch.

System Contact: Type the name of the contact person or organization.
System Location: Type the location of the switch.

Press ESC to go back to the action menu line.

Press <Save> to save configured values.

Ok whN =
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4-4-2-2.Community Strings

Use this page to enter SNMP community strings.

1. Community Name: Type the name of the current strings.
2. Write Access: Enable privileges as read only or read/write.

SmartGST-2402M

a. Read only: Enables requests accompanied by this string to display MIB-object

information.

b. Read/write: Enables requests accompanied by this string to display MIB-object

information and to set MIB objects.

26TH=2G8 Intelligent Switch : SHMHEF Cosmonity Strings
Lommuni 1y Hame Hrole HBocess
pidh ] i Read Heite
OF it RBead Onlu
Bt ions—» £ Hidel = CEdifs tllz]eins £ Ouid 13
compunt ty sir
|Arrond |HE/ERSI'C] :Howe Licm lEnter ] :5elect Licm

1
[E=c]:Previous Menw

Actions->
<Add>: Create a community string.

<Edit>: Configure all items. When finished with the configuration, press ESC to go back

to the action menu line.

<Delete>: Delete a community string. After item is deleted, press <Save> to complete

the deletion operation.
<Save>: Save all configured values.
<Quit>: Exit this page and return to previous menu.

_Add Community Name

1. Press <Add> > <Edit> key.
2. Community Name: Type the community name.

3. Write Access: Press <Space> to select rights as restricted or unrestricted.

_Edit Community Name

1. Press <Edit> to choose the item that you want to modify and then press Enter.

2. Community Name: Type the new name.

3. Write Access: Press <Space> to select rights as restricted or unrestricted.
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FATE+A6E Intelligent Switeh @ Edit SHMP Commund e

Hrite Accass : Faad Wriie

P Moy | Rem pace ) : Togale SCliFreviaus Manu

Communi ty Howe - TS

_Delete Community Name

1. Press <Delete> key.

2. Choose the community name that you want to delete and then press Enter.

3. Pressing <Enter> once will complete deletion operation.

4-4-2-3.Trap Managers

A trap manager is a management station that receives traps, the system sends alerts
generated by the switch. If no trap manager is defined, no traps are issued. Create a
trap manager by entering the IP address of the station and a community string.

ZATR+XGE Intelligent Switch @ SMHP Trap Hanagers
TP Communi ty Hans
10 W= AN L= > ] > AT L

Alelele Tran mondgers

[ R ot THESBESPEG ) - Houe Trml lEnter] 5alect [tom . |Esc ] :Previous Hanu
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Actions->

<Add>: Create a trap manager.

<Edit>: Modify all items. Press ESC when finished with configuration to go back to the
action menu line.

<Delete>: Delete a trap manager. After deleting an item, press <Save> to complete the
operation.

<Save>: Save all configured values.

<Quit>: Exit this page and return to previous menu.

_Add the trap manager

Press <Add> - <Edit> to add the trap manager.

IP: Type the IP address.

Community Name: Type the community name.

Press ESC to go to actions line, press <Save> to save all configured values.

PO~

_Delete trap manager

1. Press < Delete >.
2. Choose the trap manager that you want to delete and then press Enter.
3. Pressing <Enter> once will complete deletion operation.

4-4-4 IGMP/GVRP

This page enables or disables the GVRP (GARP VLAN Registration
Protocol) support.
Press Space to choose Enabled / Disabled.

ZeTH=?CE Intalligant Switch [GHFYGVRF Configuration

1EHE Msable
Uuery Wods Pl
{WRP Digable

Aedions-* CFalifx ;B £lgi >
Salect the action menu
IRrronS TRE/BKEPL] . Hove Ttiom IEnter]:&alect Item [Escl:Previous Menu
Actions->

<Edit>: Configure all items. Press Space to choose Enable or Disable mode. When
finished, press ESC to go back to the action menu line.

<Save>: Save all configured values.

<Quit>: Exit this page and return to previous menu.
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4-4-3. LACP

ZATH+26E Intelligent Switch : LACP Configuration

Stafe Aclivity
Group Status

Frovious Heno

[leromd THESEESPET : Bove [1om [Enter] :Salect 1iem

This page can configure and view the LACP status.

4-4-3-1.Working Ports Setting

1.

2.

Group ID: There are seven configurable Trunking groups. Choose the “Group ID”
and click “Get”.

LACP: Press Space key to enable or disable LACP (Link Aggregation Control
Protocol) support. If enabled, the group is a LACP static trunking group. If disabled,
the group is a local static trunking group. All ports support LACP dynamic trunking
groups. If connecting to another device that also supports LACP, the LACP dynamic
trunking group will be automatically created.

Work Ports: This allows a maximum of four ports to be connected simultaneously.
In a LACP static trunking group, the excess ports are on standby and able to
aggregate if and when the work ports fail. In a local static trunking group, the number
must be the same as the group member ports.

NOTE: Before setting LACP support, you must set trunk group in Port / Trunk Configuration.
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2aTH=6E Infelligent Swifch : LACF Borking Ports
Lroup Hork Ports
Hotians—* £ 5 i Chyn 2
[lerrows THEABRSPE ]  Hove Tiem [Enter]: Select [tem [Ezc) :Previous Henu

Actions->

<Edit>: Configure all items. When finished with configuration, press ESC to go back to
action menu line.

<Save>: Save all configured values.

<Quit>: Exit this page and return to previous menu.

4-4-3-2. LACP State Activity

Active: The port automatically sends LACP protocol packets.
Passive: The port does not automatically send LACP protocol packets and responds
only if it receives LACP protocol packets from the opposite device.

2TH=2GE Intelligent Switch : LACP State Activity

Part State Activiiy Part State Activaiy
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Actions->

<Edit>: Configure all items. Finished configure press “ESC” to go back action menu
line.

<Save>: Save all configure value.
<Quit>: Exit this page and return to previous menu.

4-4-3-3.LACP Status

When you setting up a trunking group, you can see relationship information here.

2aTE+2GE Intal ligent Switch : LAY Group Stafoes

HIE GHIUF HETIVE

fctions-»*  <Previous Pager  dHexi Page>  SITTRE

Select fhe sclion somo.

[frrowd TAGAESPC]  Howe Tiem [Enter] :Salect Iiem [Esc]: Previous Henu

Actions->

<Quit>: Exit this page and return to previous menu.
<Previous Page>: Return to previous page to view.
<Next page>: Go to next page to view.

4-4-5. 802.1X

MTH+MGE Tntalligent Switch @ 852 1= Conf iguraiion

B xSl

Sysiem Confipuraiion
Per Perl Ssifirg
Misc Configuraiion

Prass o M

| Hrerosd T RESHBESPE D Howe | lem LEmler | -Seleacl [lem
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4-4-5-1. 802.1X Enable
Press “Space” to Enable/Disable

MTH+268 Imtelligent Seilch :© 802 1x Selup

Hetiams-» Chdits LT 10 £llrn t ¥

rram’ -Move Liem pate ]l logale sl Previous Mem

Actions->

<Quit>: Exit this page and return to previous menu.

<Previous Page>: Return to previous page to view.

<Next page>: Go to next page to view.

<Edit>: Configure all items. Press the Space key to choose Enable or Disabled mode.
When finished with configuration, press “ESC” to go back action menu line.
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4-4-5-1. System Configuration

FETH=2GE Infelligent Swifch ; 887, 1x Sustes Configuration

Radius Sarver TP ; 192 168 2271,72

Shared Koy s 1PAkSETE
HA%, ldemfitier @ WHS_LZ SHITCH
Sarver Pord HI E 1 s

Beoounting Port  : LHLE

When enabling the IEEE 802.1X function, all parameters can be configured.

1. Radius Server IP: Set the Radius Server IP address.

2. Shared Key: Set an encryption key to use during authentication sessions with the
specified radius server. This key must match the encryption key used on the Radius
Server.

3. NAS Identifier: Set the identifier for the radius client.

4. Server Port: Set the UDP destination port for authentication requests to the

specified Radius Server.
5. Accounting Port: Set the UDP destination port for accounting requests to the
specified Radius Server.
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4-4-5-2. Per Port Configuration

2ETH+268 Intelligpent Switch : BB2.1x Per Port Setting

Port State

Fort, @1 Dizahle
Port. @2 Dizable
Fort. @3 Dizable
Porf . 04 [Nizahle
Port. 05 Dizahle
Port @6 Dizable
Pord . ®©) Dimable
Porf, 08 Nizahle

[Arron/ TAB/OKSPC) :Move ltem  [(Enterl:Select ltem  LEsc):Previous Menu

State provides Disable, Accept, Reject and Authorize options. Press the Space key to
change state.

4-4-5-3. Miscellaneous Configuration

PATE-T0E Intelligent Smuleh : BE2 1w Mizc Configuralion

Muiiet Poericd [0, 65535, Default=6l) 1)
Te Poriod [@, 65505, Defaul t=20) B
Supplicant Timeout (1,300, Dafauli=3@) 0@
Sorvar Timsout (1. . 300, Defaslt=38) ]
Feauthorize Heaimum (1. 18, Defsul §=2) =i

Beauth Period (1..9999999, Default=3608) @ 3600

1. Quiet period: Set the period during which the port doesn’t try to acquire a
supplicant.

2. Tx period: Set the period the port waits to retransmit next EAPOL PDU during an
authentication session.

3. Supplicant timeout: Set the period of time the switch waits for a supplicant
response to an EAP request.

4. Server timeout: Sets the period of time the switch waits for a server response to an
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authentication request.

5. Reauthorize Maximum: Sets the number of authentication attempts that must time-
out before authentication fails and the authentication session ends.

6. Reauthorize period: Sets the period of time after which clients connected must be
re-authenticated.

4-5. Reboot Switch

4-5-1. Factory Default
Reset switch to default configuration.

Press “Y” and switch will load default setting. After you’re finished loading default
setting, switch will automatically reboot.

Default: Reset switch to default configuration.
Restart: Reboot the switch for software reset.

ZR1E+20E Intelligent Swifch : Swstem Heset ConfFiguration

Facfary Detault]
Susiem Fahonot

[FTF Configuration

FFresious Henu

lizs
LHrroms THESBESPLE ] - Howe 1

4-5-2. System Reboot

Reboot the switch for software reset.
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4-5-3. TFTP Update Firmware

This page provides the updating of firmware, restoration of the EEPROM value, or the
uploading of the current EEPROM value.

24TH+2GH Intelligent Ewitch - TFTF Confiourafion

Restore Configuration
Basckip Configuration

Previeus Meru

wdate system firm I
[Hrrows |BESBKSPC] : Bove Licm lEnfer] :Szlect liem

4-5-3-1. TFTP Update Firmware
How to update TFTP firmware.

Nooakwdh=

ShIH=2E Inlelligent Seilch @ TFIF Update Firemere

TFTP Server IP H L 1

Fjr.'-llrE FL]E HIJHE ' iHI]'\-_IE Illll

Hc i ponm=>» CEdu i LR aye g L2
the action men

Splect the o )
[Arrawd THESEEEPC] -Move Do lEnter]:Select [iom IEsc ] :Previous Menu

Start the TFTP server and copy firmware update version image file to TFTP server.
Press <Edit> on this page.

TFTP Server IP: Type the IP of the TFTP server.

Firmware File Name: Type the image file name.

Press “ESC” to go to the action line.

Press the <Save> key. The image file will start to download.

Once it is downloaded, you're finished.
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8. Restart switch.

4-5-3-2. Restore TFTP Configuration

This page shows how to restore the EEPROM value and save an image file from a
TFTP server.

A lE-2GE Intel ligent Seidch ; IFIP Hestore Donfigwration

TFTP Server IF ;19 166,163
Haztora File Home ; data. det

Bt ions-»

Hrrom

Start the TFTP server.

Press <Edit> on this page.

TFTP Server IP: Type the IP of TFTP server.

Restore File Name: Type the image file name.

Press “ESC” to go to the action line.

Press the <Save> key. The image file will start to download.
Restart switch.

Nooabkwd=
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4-5-3-3. TFTP Backup Configuration
Here you can save the current EEPROM value to an image file. Then go to the update
configuration page to restore the EEPROM value.

S ITH=2GE Indelligent Seiich @ VF1P Beckep Contrguralion

TFTF Sgruer [P ; 192,168, 16,2
Backip File Hame : datla.dat

Hedionis—2 CEaln b LR apnd 1T
. a i on wane

[frrow/ TRB/BRSPC] : Move Ttem '[Entér]:Se]ec1 ltem [Esc]:Previows Hemu

Start the TFTP server.

Press <Edit> on this page.

TFTP Server IP: Type the IP of TFTP server.

Backup File Name: Type the image file name.

Press “ESC” to go to action line.

Press the <Save> key. The image file will start to download.
Restart switch.

Nogakrwdh =

4-6. Xmodem Upgrade
1. Press the X key to start upgrading for Xmodem.
2. First, disconnect terminal and modify baud rate to 57,600bps, then reconnect.

$%% Swibch LOADER Checksum O.K '1

$%% Press K key to start ¥modem receiver:

$3%% Download IMAGE through console(lK Kmodem:baudrate=576088bps)
¥*% Start Emodem Hecelver:
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EFF Smilvol LeapEr Checksus 9.8 111
EFfF Frsas E kay o scerc Dmsdss reosiver: Ry = 50
EFF Downlzad THASE thoough conmals (1A Escedss: bsudcwcss]T Db
EF§F Smart Eneadem Becaiwar: m
® o s |
in.uuihﬁ! rI
H
1 E-&I:- rI
¢ Bl =
I
| ﬂ-lkll rI
m_lmﬁ rI
; |
e | Pemicrn it ||
1w wree bl it o ETT
(] | Carwni J i I

3. Select “send file" under the "transfer" menu from the menu bar.
4. Press the "browse" button to select the path.
5. Select "1K Xmodem" for protocol and press the "Send" button.

$4% Switch LOADER Checksum O.KE [Lll

5% Press I key to start Imodem receiver: Key = 58

$%% Download IMAGE through console(lK Xmodem;baudrate=57&00bpa)
$5% Btart Emodem Receiver:

2 Bend File “m

Foldes: D:\

Ellenarme:

[E:mage bin Buowse.. |

Protocat

| 1K modem =l
Send | Cose | Concel |

6. After successfully upgrading the new firmware, re-modify the baud rate to 9600bps.

5. Web-Based Management

This section introduces the configuration and functions of the Web-Based
management feature.

About Web-based Management

Inside the CPU board of the switch, there exists an embedded HTML web site
residing in flash memory. It offers advanced management features and allow users
to manage the switch from anywhere on the network through a standard browser
such as Microsoft Internet Explorer.
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The Web-Based Management supports Internet Explorer 6.0 for Windows. It is
based on Java Applets with an aim to reduce network bandwidth consumption,
enhance access speed, and presents easy navigation.

Note: By default, IE5.0 or later version does not allow Java Applets to open sockets. The
user has to explicitly modify the browser setting to enable Java Applets to use network
ports.

System Login

1. Start Internet Explorer.

2. Type “http:/I” plus the IP address of the Modular Switch in the Location or
Address field. Press Enter.

3. The Password screen appears.

4. Type user name and password. The default is “ root ” for User name and
“root” for Password.

5. Press “Enter” or Click "OK”. The Home Screen of the Web-based management
appears.

Web Management Function

1.

The default values for the switch are as follows:

If you need to change the IP address the first time you login, you can use the
Console Mode to modify it here.

IP Address: 192.168.16.1

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.16.254

User Name: root

Password: root

2. Type in http://192.168.16.1, and then enter the user name and password as above.
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Enter Network Password EHE

? Fleaze type vour user name and pazsward.

Site: 192165161
Realm indes. hitm
Uszer Mame |.|

Pazzwaord I

[T Save this pazsword in your password list

] Cancel

5-1. Web Management Overview

MERU

Puré Ciabss

urt Shmbetics Welcome to

fabrinisire lur
FIE Epdain Feeranas

Loy bgnaraiams Bl by

Sty Dt 24 TX Port + 2 Giga Module Port
Intelligent Switch

5-2. Port status
This page displays all port status.

1. State: Displays port status, disable or enable. Unlink will be treated as disabled.
2. Link Status: Down is “No Link”, UP is “Link”.
3. Auto Negotiation: Displays the auto negotiation mode: Auto-Force or Nway-force.
4. Speed status: Displays 1000Mbps, 100Mbps, or 10Mbps speed. Ports 1 - 24 are
10/100Mbps and Ports 25 - 26 are 10/100/1000Mbps.
5. Duplex status: Displays full-duplex or half-duplex mode.
6. Flow Control: Full: Displays flow control status as enabled or disabled in full mode.
Half: Displays backpressure as enabled or disabled in half mode.

7. Rate Control: Displays the rate control setting.

Ingr: Displays the effective port ingress rate of the user setting.

Egr: Displays the effective port egress rate of the user setting.
8. Priority: Displays whether port static priority status is High, Low, or disabled.
9. Port Security: Displays whether port security is enable or disabled.
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10. Config: Displays the state of the user setting.
11. Actual: Displays the negotiation result.
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User can see a single port counter as follows

/3 Port 3 Status - Network Ports Infor_.. [I[=] E3
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5-3. Port Statistics
The following information provides a view of the current status of the unit.
Press “Reset” button to clear all counts.

Pori Statistics
Port.01|Down|Enable a a 0 a a a
Port.02| Up |[Enable| 4432 a 3662 u] a u]
Port.03|Down|Enable 1] 1] 0 a 0 a
Port.04|Down|Enable 1] 1] 0 a 0 a
Port.05|Down|Enable 0 0 0 a 0 a
Port.06|Down|Enable 1] 0 0 a 1] a
Port.07|Down|Enable 1] 1] 0 a 0 a
Port.08|Down|Enable 0 0 0 a 0 a
Port.09|Down|Enable o o 0 0 o 0
Port. 10|Dawn|Enable u] a 0 a u] a
Port.11|Down|Enable a a 0 a a a
Port. 12|Down|Enable a u] 0 a a a
Port. 13|Down|Enable a a 0 a a a
Port. 14|Down|Enable a u] 7 a u] a

5-4. Administrator

There are many management functions available such as:

IP address

Switch settings
Console port information
Port controls

Trunking

Filter database

VLAN configuration
Spanning tree

Port Mirroring

SNMP

Security Manager
TFTP Update Firmware
Configuration Backup
Reset system

Reboot

5-4-1. IP Address
1. User can configure the IP Settings with a new value and then click Apply.
2. You must reset the switch for the changes to take effect.
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IP Configuration

DHCP C|ient:|Disahle '*|

[taz 168161

[255.255 2550

[192 166.16.254

el |

5-4-2. Switch Setting
5-4-2-1.Basic

Description: Displays the name of device type.

MAC Address: The unique hardware address assigned by the manufacturer (default)
Firmware Version: Displays the switch’s firmware version.

ASIC Version: Displays the switch’s Hardware version.

PCBA version: Displays the board number.

Serial number: Displays the serial number assigned by the manufacturer.

Switch Settings

Advanced rlisc Canfig

24 T Port = 2 Giga Module Port Intelligent Switch
¥1.00

w202

&7 .00

004062E05539

Type ||.'.l!"il'J'i[l‘t|l:II1 |
1GTE [1G T Port Madule
15F 85|15 FX Single Mode Port Module

5-4-2-2. Advanced and Miscellaneous Setting

MAC Address Entry Age-out Time: Type the number of seconds that an inactive MAC
address remains in the switch's address table. The valid range is 300~765 seconds.
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Default is 300 seconds.

Max bridge transmit delay bound control: Limits the packet queuing time in the
switch. If enabled, any packets exceeding queue will be dropped. The valid values are
1sec, 2 sec, 4 sec, and off.

Enable Low Queue Delay Bound: Limits the low priority packet queuing time in the
switch. If the low priority packets stay in the switch over the Max Delay Time, they will
automatically be sent. The valid range is 1~255 ms.

NOTE: Make sure that “Max bridge transit delay bound control” is enabled before enabling
“‘Delay Bound”.

Broadcast Storm Filter: To configure broadcast storm control, enable it and set the
upper threshold for individual ports. The threshold is the percentage of the port's total
bandwidth used by broadcast traffic. When broadcast traffic for a port rises above the
threshold you set, broadcast storm control becomes active. The valid threshold values
are 5%, 10%, 15%, 20%, 25% and off.

swiicn semngs 000

Advanced Misc Canfig

W ma Table Address Enfry
Bge-0ut Time : |3E-J seconds [300..765, must muliple of 3)

Max Bridge Transmit Delay Bound IE'FF "’l
I Enable Low Queus Delay Bound -—- Max Delay Time | |-555 [1.255, 2rmsiunit]

Broadcast Storm Fiter Mode : |5% =

Prioeity Queui Serdce
HTTFMA 1 800

802.1p Priority

" Fisrt Come First Service
= &)l High Before Low

" whesght Rourd Ratio Il 1 "'I

Quos Policy (Checked for High Priority) :

M Levald Crevell T Level2 T Levet2 FLevelds FLevels W Levele FLeval?

Priority Queue Service settings:

First Come First Service: The sequence of packets sent depends on their arrival
order.

All High before Low: All high priority packets are sent before low priority packets.
WRR (Weighted Round Ratio): Selects the preference given to packets in the switch's
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high-priority queue.

These options represent the number of high priority packets sent before one low priority
packet is sent. For example, 5 High: 2 Low means that the switch sends 5 high priority
packets before sending 2 low priority packets.

QoS Policy: High Priority Levels: 0~7 priority level can be assigned to the high or low
queues.

5-4-2-3 Miscellaneous Setting

switch Settings

Misc Config

Collisions Retry Forever : |Ef--5h|9 "|
Hash Algorithm : |'31H- Hash '|
IFG Compensation : | Enable "'|

B02. 1x Protocol : | Dissbls =

IGMP Query Mode ; |=- I 'I

.n.upr;-] Dafaul | He1p|

Collisions Retry Forever:
Disable —in case of collisions in half duplex, switch will retry 48 times and then drop
frame.
Enable — in case of collisions in half duplex, switch will retry indefinitely.
802.1x Protocol: Enable or disable 802.1x protocol.
Hash Algorithm: CRC Hash or Direct Map for MAC address learning algorithm
IFG Compensation: Internal Packet Gap time compensation configuration: Enable or
Disable.
IGMP Query Mode: Recognizes different queries from clients or servers to decide
which Query will be the first priority. The modes are:
a. Auto Mode: Chooses the switch that has the smallest IP address to be set
for the IGMP Query mode.
b. Enable Mode: Enables the switch to be the IGMP Querier.
c. Disable Mode: Disables all other switches from being the IGMP Querier.

IGMP Theory of Operation
The following three topologies detail how IGMP Query works and can be configured
within a network:

Auto Mode should be enabled when the router’s IP address is smaller than other
switches in the subnet.
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[GHF Query
= Aute Mode
192, 168, X, 10 5
192 168 X 20 YO
| IGHP Query
¥ = Auto Mode

Client
182, 1648, X. 30

[:|I IGMP Query
_ 9 = Auto Node
.

Client

IGMP should be enabled when the router's IP address is not smaller than other

switches in the subnet. This switch supports IGMP protocol but IGMP must be enabled
and the Router must be the Querier.

IGNP Query -
Dizable Mode

!’V oo

() Disable Hode

i 1
Client

152 184. 1L 10

182, 184, 1L 20

1%, 184, L 30

[GNP Query-
> Dizable Mode

Client

The following topology must be set when the IP address of the switch is not the smallest
in the subnet. The network will cause a multi-cast storm from the IGMP client report if it

is in Auto Mode. All switches must be in disable mode when the VOD server is
configured for IGMP Querier.
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IGMP Query=
Disable Mode
192.168.X. 10
E1
= Client
192. 168.X. 20
#8  IGMP Query-=
E Enable Mode
192. 168.X. 30 - A

IGMP Query-=
E_; Disable Mode

Client

Note: It is suggested that the VOD server switch have the smallest IP address.

5-4-3. Console Port Information
1. Console is a standard UART interface to communicate with the Serial Port.
User can use the Windows HyperTerminal program to link to the switch. Connect
To->Configure
Bits per seconds: 9600
Data bits: 8
Parity: none
Stop Bits: 1
Flow control: none

Console Port Information

5-4-4. Port Controls
This page changes each port’s status.

1. State: User can disable or enable this port control.

2. Negotiation: User can set auto negotiation mode to Auto or Nway (specify the
speed/duplex on this port and enable auto-negotiation) Force per port.

3. Speed: User can set 100Mbps or 10Mbps speed on Ports 1 ~ 24.

4. User can set 1000Mbps, 100Mbps or 10Mbps speed on Ports 25 ~ 26 (depends on
module card mode).

5. Duplex: User can set full-duplex or half-duplex mode per port.
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6. Flow Control: User can set flow control function to ON or OFF in Full Duplex mode.

7. Back Pressure: User can set backpressure to ON or OFF in Half Duplex mode.

8. Band Width: Ports 1 ~ 24 support per-port ingress and egress rate control. For
example, assume port 1 is 10Mbps, users can set its effective egress rate at 1Mbps
and ingress rate at 500Kbps. The SmartGST-2402M will perform flow control or
backpressure to confine the ingress rate to meet the specified rate.

9. In: Type the effective port ingress rate. The valid range is 0 ~ 1000. Units are 100K.
(0) Disable rate control, 1 ~ 1000: valid rate value

10.0ut: Type the effective port egress rate. The valid range is 0 ~ 1000. The unit is
100K. . (0) Disable rate control, 1 ~ 1000: valid rate value O: disable rate control.

11. Priority: The static priority is based on each port. If you set the port to high priority,
incoming frames from this port will always be high priority frames.

12.Security: A port in security mode will be “locked” without permission of address
learning. Only the incoming packets with SMAC already existing in the address table
can be forwarded normally. User can disable the port from learning any new MAC
addresses, then use the static MAC addresses screen to define a list of MAC
addresses that can use the secure port. Enter the settings and click Apply button to
make changes on this page.

Part Controls

1
ﬁ;::gj] Enabke =|fame =]  [1o0 =] [Fu jruu j!|-'.rrj ’u ’u [Diate =]| -
|

5-4-5. Trunking

The Link Aggregation Control Protocol (LACP) provides a standardized means for
exchanging information between Partner Systems on a link. LACP allows their Link
Aggregation Control instances to reach agreement on the identity of the Link
Aggregation Group to which the link belongs, moves the link to that Link Aggregation
Group, and enables its transmission and reception to function in an orderly manner.
Basically, Link aggregation lets you group up to eight consecutive ports into a single
dedicated connection. This feature can expand bandwidth to a device on the network.

LACP operation requires full-duplex mode. For more detailed information, refer to
the IEEE 802.3ad standard.
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5-4-5-1. Aggregator setting

Trunking

Aggregator Setting Aggregator information State Activity

Group ID | Group 7 [ setect |
Lacp iDisabIe
Work Ports | |

T

R

System Priority: A value used to identify the active LACP. The switch with the lowest
value has the highest priority and is selected as the active LACP.

1.

2.

5.

6.

Group ID: There are seven configurable trunk groups. Choose the "group id" and
click "Get".

LACP: If enabled, the group is a LACP static trunking group. If disabled, the group is
a local static trunking group. All ports support LACP dynamic trunking groups. If
connecting to a device that also supports LACP, the LACP dynamic trunking group
will be created automatically.

Work ports: A maximum of four ports can be aggregated at the same time. In a
LACP static trunking group, the excess ports are on standby and able to aggregate if
and when work ports fail. In a local static trunking group, the number must be the
same as the group member ports.

Selects which ports join the trunking group. A maximum of four ports can be
aggregated at the same time.

If LACP is enabled, you can configure LACP Active/Passive status for each port on
the State Activity page.

Click Apply.

5-4-5-2. Aggregator Information
This page facilitates the configuration of the LACP aggregator.

Trunking

Agaregator Setting Aggregator information State Activity

The following information provides a view of LACP current status.

NGO GROUP ACTIVE
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5-4-5-3. State Activity

Active (selection): The port automatically sends LACP protocol packets.
Passive (no selection): The port does not automatically send LACP protocol packets
and responds only if it receives LACP protocol packets from the opposite device.

1. Alink having either two active LACP ports or one active port can perform dynamic
LACP trunking. A link that has two passive LACP ports will not perform dynamic
LACP trunking because both ports are waiting for the LACP protocol packet from
the opposite device.

2. If LACP is active, when you select your trunking ports, they will automatically be set
to active status.

Trunking

Aqgaregator Setting Agareqgator information State Activity

1 i 2 A&
a3 1) 4 A&
5 i 6 RA
7 Mfa 8 Mfa
9 Mfa 10 Mfa
11 i 12 77
13 f 14 A2
135 /A 16 M/
17 i 18 A&
19 N/A 20 N/A
21 N/& 22 N/&
23 773 24 N7a
25 i 26 77

5-4-6. Forwarding and Filtering
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5-4-6-1. IGMP Snooping

Forwarding and Filtering

IGMP Snooping Static MAC Addresses MAC Filtering

IP Address WLAN ID Member Port

IGMP Protocol : Disable [

The SmartGST-2401 supports IP multicast. Users can enable IGMP protocol on the
Web Management’s Advanced page. It displays the IGMP snooping information where
you can view the difference between the multicast group VID and the member port. The
IP multicast addresses range from 224.0.0.0 through 239.255.255.255.

The Internet Group Management Protocol (IGMP) is an internal protocol of the Internet
Protocol (IP) suite.

IP manages multicast traffic by using switches, routers, and hosts that support IGMP.
Enabling IGMP allows the ports to detect IGMP queries, report packets, and manage IP
multicast traffic through the switch. IGMP has three fundamental types of message:

Message Description
A message sent from the querier (IGMP router or switch) asking for a

Query response from each host belonging to the multicast group.

Report A message sent by a host to the querier to indicate that the host wants
P to be or is a member of a given group indicated in the report message.

Leave A message sent by a host to the querier to indicate that the host has

Group ceased to be a member of a specific multicast group.

5-4-6-2. Static MAC Address

When you add a static MAC address, it remains in the switch's address table,
regardless of whether the device is physically connected to the switch or not. This saves
the switch from having to re-learn a device's MAC address when it is disconnected or
the powered-off device is active on the network again.
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Forwarding and Filtering

UNICOM

MAC Filtering

IGMP Snooping Static MAC Addresses

MAC Address Port

MAC Address

Port No. Port.01

YLAN ID RS

WLAM ID

1. From the main menu, click administrator > Filter Database—> Static MAC Address.
2. Inthe MAC address box, enter the MAC address to and from which the port should
permanently forward traffic, regardless of the device’s network activity.

3. In the Port Number box, enter a port number.

4. If tag-based (IEEE 802.1Q) VLANs are set up on the switch, static addresses are
associated with individual VLANs. Type the VID (tag-based VLANS) to associate

with the MAC address.
5. Click Add.
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5-4-6-3. MAC filtering

MAC address filtering allows the switch to drop unwanted traffic. Traffic is filtered based
on the destination addresses.

Forwarding and Filtering

IGMP Snooping Static MAC Addresses MAC Filtering

MAC Address VILAN ID

MAC Address
YLAN ID

In the MAC Address box, enter the MAC address that you want to filter.

2. Iftag-based (802.1Q) VLANSs are set up on the switch, in the VLAN ID box, type the
VID associate with the MAC address.

3. Click Add.

To delete a filter, choose the MAC address that you want to delete and then click
Delete.

5-4-7. VLAN configuration

AVirtual LAN (VLAN) is a logical network grouping that limits the broadcast domain. It
allows you to isolate network traffic so only members of the VLAN receive traffic from
the other members of the same VLAN group. Basically, creating a VLAN on a switch is
the equivalent of reconnecting a group of network devices to another Layer 2 switch.
However, all the network devices are still plugged into the same switch.

The SmartGST-
2402M supports port-
based, 802.1Q VLAN Coniiguration

(tagged-based), and
protocol-based VLAN
in the web
management page.

WILAN Operation Mode:

| Mo WLAN

Enable GYRP Protocol

VYLAMN NOT ENABLE
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In the default configuration, VLAN support is disabled.
NOTE: Restart the Switch after making changes to the VLAN mode.

Support Port-based VLAN

Packets are only passed among members of the same VLAN group. Note: All
unselected ports are treated as belonging to another single VLAN. If the port-based
VLAN is enabled, the VLAN-tagging is ignored.

VTE526
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Tag-based VLAN (IEEE 802.1Q VLAN) Support

Tagged-based VLAN is an IEEE 802.1Q specification standard. Therefore, it is possible
to create a VLAN across devices from different switch venders. IEEE 802.1Q VLAN
uses a technique to insert a “tag” into the Ethernet frames. Each tag contains a VLAN
Identifier (VID) that indicates the VLAN numbers.

Support Protocol-based VLAN

In order for an end station to send packets to different VLANSs, it must be capable of
either tagging the packets it sends with VLAN tags or be able to attach to a VLAN-aware
bridge that is capable of classifying and tagging the packets with different VIDs. These
IDs are based on not only default PVID but also on other information about the packet,
such as the protocol.

SmartGST-2402M supports protocol-based VLAN classification by means of built-in
knowledge of layer 2 packet formats used by selected popular protocols, such as Novell
IPX and AppleTalk’'s EtherTalk, and some degree of programmable protocol matching
capability.

VTa526
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5-4-7-1. Port Based VLAN

VLAN Operation Mode : IF'DrT Based 'I

" Enable GYRP Protocal

add| Edit| Delete |  Previous Page NextPage | Help |

Click Add to create a new VLAN group.

Enter the VLAN name, group ID and select the members for the new VLAN.
Click Apply.

If there are many groups that exceed the limit of a single page, you can click the
“‘NextPage” to view other VLAN groups.

PO~

NOTE: If the trunk groups exist, you can see it (ex: TRK1, TRK2, etc.) in the menu of ports.
You can configure it whether it's a member of the VLAN or not.
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5-4-7-2. 802.1Q (802.1Q VLAN)

In this page, users can create Tag-based VLAN and enable or disable GVRP protocol.
There are 256 VLAN groups to available. If 802.1Q VLAN is enabled, all ports on the
switch belong to the default VLAN, called VID # 1. The default VLAN can’t be deleted.

WLAN Operation Mode | IBUEJQ "|

" Enable GWRP Protocal

Basic Port ¥LAN ID

DEFAULT 1

Addl Editl Deletel Previous Fage | Mext Page | Helpl

GVRP (GARP [Generic Attribute Registration Protocol] VLAN Registration
Protocol)

GVRP allows automatic VLAN configuration between the switch and nodes. If the switch
is connected to a device with GVRP enabled, you can send a GVRP request using the
VID of a VLAN defined on the switch. The switch will automatically add that device to
the existing VLAN.
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_Basic
Create a VLAN and add tagged member ports to it.

1. [From the main menu, click administrator - VLAN configuration, click Add as below.

wLaN Operation Mode : |B02110 o

I Enable GVRP Protocal

Group Mame ]Tc:l:

WLAMN 1D '|1

Protocal VLAN  [MOKNE =]

Sor 02 J-I

For03

o 04

For0s

=or b F.l:ll:ll
FofoT

=“or g

For0g Remoe |
A0

P 11

P01l

Ford13 =]

(] i ]

Type a name for the new VLAN.

Type a VLAN ID (between 2-4094). The default is 1.

Choose the protocol type. Default is NONE.

From the Available ports box, select ports to add to the switch and click “Add >>". If
the trunk groups exist, you can see it in here (ex TRK1,TRK2...) and you can
configure it whether it is a member of the VLAN or not.

ahwN

6. Click Next.
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WLaM Operation Mode : IEUNG 'I

[T Enable GWRP Protocol

UNICOM

| test

Port.18 IUntag 'I Port,.20 IUntag 'I

Apply |

7. Use this page to set the outgoing frames as VLAN-Tagged frames. Click Apply.

Tag: outgoing frames are VLAN-Tagged.
Untag: outgoing frames are not VLAN-Tagged.

_Port VID
Configure port VID settings

From the main 802.1Q VLAN page, click Port VLAN ID for Settings.

VLAN Configuration
VLAN Operation Mode .

[1Enable GWRP Protocol

Port ¥LAN ID

Port D1
e E | | Enable

Port.0s &

All

[Apply] [ Default ] [Help]

o e s SRS
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VLAN ID

Set the port VLAN ID that will be assigned to untagged traffic on a given port. This
feature is useful for accommodating devices that you want to include in the VLAN but
don’t support tagging. The switch allows users to set one VLAN ID for each port. The
range is 1~255; default VLAN ID is 1. The VLAN ID must be the same as the VLAN ID of
the VLAN group that the port belongs to or the untagged traffic will be dropped.

Ingress Filtering

Ingress filtering lets frames belonging to a specific VLAN to be forwarded to a port within
the same VLAN.

Enable: Forward only packets with VID matching this port's configured VID.

Disable: Disable Ingress filter function

Acceptable Frame type
ALL: Accept all Packets
Tag Only: Only packets with matching VLAN ID are permitted to go through the port.

5-4-8. Spanning Tree

The Spanning-Tree Protocol (STP) is a standardized method (IEEE 802.1D ) for
avoiding loops in switched networks. When STP is enabled, this method ensures that
only one path at a time is active between any two nodes on the network.

You can enable Spanning-Tree Protocol in the Web Management’s advanced page.
Select enable Spanning-Tree protocol. We recommend you enable STP on all switches
to ensure a single active path on the network.

Spanning Tree

System Configuration Per Port Configuration

32768

120
E
l1s

Root Bridge Information

32768
004063809988
a

a

20

2

15
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You can view spanning tree information about the Root Bridge.

1.
2. You can view spanning tree status about the switch.
3. You can set the new value for the STP parameter. Click Apply to modify.

Spanning Tree

System Configuration Per Port Configuration

|Portoz =
|Porto3 | 10 1128
lportos | 28]
|Portos &

STP Port Status

Port.01 10 128 Forwarding
Port.02 10 128 Forwarding
Port.03 10 128 Forwarding
Port.04 10 128 Forwarding
Port.05 10 128 Forwarding
Port.06 10 128 Forwarding
Port.07 10 128 Forwarding
Port.0g 10 128 Forwarding
Onr N3 in 120 Frorw ardinm

4. The following parameter can be configured on each port. Click Apply to modify.

5-4-9. Port Mirroring

Port mirroring is a method of monitoring traffic in switched networks. Traffic through
ports can be monitored by one specific port. All traffic going in or out of monitored ports
will be duplicated into the mirror port.

1. Port Mirroring State: Set mirror mode: Disable\Rx\Tx\Both.
Analysis Port: Mirror port can be used to see all port traffic. You can connect
mirror port to a LAN Analyzer or Netxray.

3. Monitor Port: The ports you want to monitor. All monitor port traffic will be copied
to monitor port. You can select up to 25 monitor ports in the switch. Users can
choose which port they want monitored in only one mirror mode.

To disable the function, select monitor port as none.
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Port Mirroring

Port Mirroring State : | Disable [
Analysis Port : | Mone

Port.0l
Port.02
Port.03
Port.04
Port.05
Port.06
Port.07
Port.0g
Port.09
Port.10
Port.11
Port.12
Port.13
Port.14

5-4-10. SNMP

Any Network Management Program running the Simple Network Management Protocol
(SNMP) can manage this switch, provided the Management Information Base (MIB) is
installed correctly on the management station. The SNMP is a Protocol that governs the
transfer of information between management and agent. The switch supports SNMP
V1.

1. Use this page to define management stations as trap managers and to enter SNMP
community strings. User can also define a name, location, and a contact person for
the switch. Fill in the system options data, then click Apply to update the changes on
this page

Name: Enter a name to be used for the switch.
Location: Enter the location of the switch.
Contact: Enter the name of a person or organization.
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SNMP Management

System Options

Mame :
Location :
Contact :
Apply
Community Strings
Current Strings : New Community String :
public__RO Add String :
private_ R
®ro Orw
Trap Managers
Current Managers : Mew Manager :
{hone) Add IP Address :

Community :

2. Community strings serve as passwords and can be entered as one of the following:
RO: Read only. Enables requests accompanied by this string to display MIB-object
information.

RW: Read write. Enables requests accompanied by this string to display MIB-object
information and to set MIB objects.

3. TRAP MANAGER

A trap manager is a management station that receives traps, system alerts
generated by the switch. If no trap manager is defined, no traps are issued. Create
a trap manager by entering the IP address of the station and a community string.

5-4-11.Security Manager
Using this page, user can change web management user name and password.

User name: Type the new user name. The default is “root”
Password: Type the new password. The default is “root”

1
2
3. Reconfirm password: Retype the new password.
4. Click Apply.
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sSecurity Manager

User Mame : root
Mew Password :

Confirm Password :

ol

Apply

5-4-12. 802.1X
When enabling the IEEE 802.1X function, you can configure the parameters of this
function.

5-4-12-1. System Configuration

System Configuration Poer Port Configuration misc Configuration

Radius Server IP: Sets the Radius Server IP address.

2. Server Port: Sets the UDP destination port for authentication requests to the
specified Radius Server.

3. Accounting Port: Sets the UDP destination port for accounting requests to the
specified Radius Server.

4. Shared Key: Set an encryption key for use during authentication sessions with the
specified radius server. This key must match the encryption key used on the Radius
Server.

5. NAS Identifier: Set the identifier for the radius client.

—
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5-4-12-2. Per port Configuration
There are four configuration states for each port:

System Configuration Per Port Configuration Misc Confiquration

Disable |

Reject
Accept
Authorize

Appaly | Help

Port Authorization
Pt [ state |
Port.01 Disable
Part.02 Disable
Port.03 Disable
Port.04 Dizable
Port.05 Disable
Port.06 Disable
Part.07 Disable
Port.0g Dizable
Port.09 Dizable
Port. 10 Disable
Port. 11 Disable
Port,12 Disable
Port. 13 Disable
Port, 14 Disable

Reject: The specified port is required to be held in the Unauthorized state.

Accept: The specified port is required to be held in the Authorized state.
Authorized: The specified port is set to the Authorized or Unauthorized state in
accordance with the outcome of an authentication exchange between the Supplicant
and the authentication server.

Disable: The specified port is required to be held in the Authorized state.
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5-4-12-3. Miscellaneous Configuration

802.1x Configuration

System Configuration Per Port Configuration Misc Configuration

Configure 802.1x Misc Configuration

0

Lo ||| k| wo || oo || oo
(=7 =" ==
=
=

B Quiet period: Sets the period during which the port doesn’t try to acquire a
supplicant.

B Tx period: Sets the period the port waits to retransmit next EAPOL PDU during an
authentication session.

B Supplicant timeout: Sets the period of time the switch waits for a supplicant
response to an EAP request.

m Server timeout: Sets the period of time the switch waits for a server response to an
authentication request.

B Max requests: Sets the number of authentications that must time-out before
authentication fails and the authentication session ends.

B Reauth period: Sets the period of time after which clients connected must be re-
authenticated.

5-4-13. TFTP Update Firmware
The following menu options provide system control functions that allow a user to update
firmware and remotely boot the switch system:
* Install TFTP Turbo98 and execute.
* Copy firmware update version image.bin to TFTP Turbo98 directory.
* In Web Management, select administrator—TFTP update firmware.
m Download new image.bin file then press <update firmware>.in Web Management
m “After update is finished, press <reboot> to restart switch.

5-4-13. Configuration Backup

5-4-13-1. TFTP Restore Configuration

Use this page to set the TFTP server address. You can restore EEPROM values from
here, but you must put back an image in the TFTP server. Switch will download flash
image.
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TFTP Update Firmware

192168.1.78
image.hin

5-4-13-2. TFTP Backup Configuration
Use this page to set TFTP server IP address. You can save the current EEPROM value
here and then go to the TFTP restore configuration page to restore the EEPROM value.

Configuration Backup

TFTP Restore Configuration TETP Backup Configuration

192168178 |
data.dat |

5-4-14. Factory Default
Reset Switch to default configuration.

Default IP address: 192.168.16.1

Default Gateway: 192.168.16.254

Subnet mask: 255.255.255.0

The other setting value is either Disable or None.

Factory Default

Please click [Default] button to restore factory default setting.

Ciefault |

5-4-15. Reboot
Reboot the Switch in software reset.

74

Download from Www.Somanuals.com. All Manuals Search And Download.



UNICOM SmartGST-2402M

System Rehoot

Please click [Reboot] button to restart switch device.,

Feboot |

Console -- 1K Xmodem Firmware Update

We provide the ability to update the 1k Xmodem firmware through the console. 1K
Xmodem only works in 57,600bps mode so in order to download the firmware update,
you must change the baud rate to 57,600bps.

There are two scenarios in which you would use the 1k Xmodem firmware update.

a. User enters "1K Xmodem receiver mode" by pressing any key within 5 seconds after
the system powers on.

b. System automatically enters "1K Xmodem receiver mode" if it detects the firmware
checksum failed while booting.

1.Press disconnect button when you start 1K Xmodem modes.
Press File -> Properties, change baud rate to 57,600bps, then press OK.

* 9600 - HyperT erminal 95““ Properties COM1 Properties EHE

File  Edit “iew Call Transfer CDnnBCtTﬂlSettingsl

Part Settings |

Bitz per zecond: [{ag(u]
Country code: IUnited
; Diata biks: |8 j
Enter the area cade with
Area code: |2 Paity: INone j
Phone number: I
Stap hits: |1 =
Connect uzing: W I J
Cc Flow contral: INone j
!!! Bwitch LOADER (

[ | (= county code &

%55 Press any key t _
$5%% Loading Emodem I=| Bedial ar busy Advanced... | Restare Defaults |
0K I Cancel | Al | =

$%% Download IMAGE
$5% Start Xmodem Re

[«

|Disc0nnected |Aut0 d
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2. Once connected, you will see “CCCC..."displayed on the console.
Select Transfer-> Send File.

“29600 - HyperT erminal
File Edit ‘iew Call| Transfer Help

0 ||-':~| @l g | ﬁenlede..:
=  ReceiveFile...
—  LCapture Text.. ﬂ
Send Test File.. Static Configuration
Capture to Prirtter ol Related Configuration

Statuz and Counters

TFTF Update Firmuare

Logout

Rezstart the

tem.
Switch LOADER Checksum O.K **fous Item Enter=Select Item

%5 Press any key to start Emodem peceiver:

$%% Loading Emodem Driver.. ... ...c.iiooiiciincaiacancccaa i aa i aaaa -

"i£% Download IMACE through console<i¥ ¥moden;baudrate=5768@hps)

$%% Start Xmodem Receiver: GCCCCCCCCCGCCCC_ j
| /

3. Select 1K Xmodem in the Protocol item and denote a destination for the image file
folder. Press Send button.

! Send File K E
Falder: C:3wINDOWSADeskiop

Filenamne:

| d:46526v25. bin Browse... |
Protocal:

Send I Cloge | Cancel |
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4. Start download image file.

1K ¥modem file send for 9600

Sending: Id:‘xEEEE’M"EE.BIN

Packet: 138 Ermar checking: IEHE

Retries: ID Total retries: IEI

Last eror: I

File: ||||||||||| I13Ekof5‘|2K

Elapzed: I 00 00:31 Remaining: I 00:01:25 Throughput: |4492 cpz
cpz/bpz |

5. Once download is complete, the switch system will update the firmware
automatically.

6. Once updated, the switch will reboot automatically. Remember to reset the baud rate
back to 9600bps.

#9600 - HyperTerminal

File Edit “iew Call Tranzfer Help

Logout

Restart the system.

Switch LOADER Checksum O.K *!'fous Item Enter=Select Item
555 Press any key to start Xmodem receiver:
$%% Loading Emodem Driver... ... ... cioiicucacacccaaccoacaaccaaaasmaaaacaaaannn

545 Download IMAGE through console(1K Xmodem;haudrate=57688bhps>
ggg Start Emodem Receiver: . ?E:CCCCCCCCCCCCCCCCCCCCCCCCC
4% .-

Download IMAGE ....0.K
Update FiPMuare ....cccuciccacaccncacasscsaasasaansasasnsnsansassassnsnannnsnsnss
585 pdate firmuare ....0.K 11¢
%% Mote: conzole baudrate of new image iz 968Bhps. .
X OUOCOOOCOOCECODEONOEOOOeCt oo _ j
-
Connected 0:03:51 Auto detect A7R00 8-M-1 |SCHDLL |CAF'S |NUM |Capture |F'rint echo 4
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Troubleshooting

This section is intended to help you solve the most common problems on the
SmartGST-2402M.

Incorrect connections

Courtesy of Auto MDI/MDIX, The SmartGST-2402M can automatically detect
straight or crossover cables when you link to another Ethernet device. Use a
Category 5e greater UTP RJ-45 patch cord for 10/100Mbps Fast Ethernet and
1000T Gigabit. For a fiber connection, please note that the mode of both the fiber
cable and fiber module should match.

Faulty or loose cables
Look for loose or obviously faulty connections. If they appear to be OK, make sure
the connections are snug. If that does not correct the problem, try a different cable.

Non-standard cables

Non-standard and miswired cables may cause numerous network collisions and
other network problems that can seriously impair network performance. A category 5
cable tester is a recommended tool for every 100Base-T network installation.

Improper Network Topologies

It is important to make sure that you have a valid network topology. Common
topology faults include excessive cable length and too many repeaters ( hubs )
between end nodes. In addition, you should make sure that your network topology
contains no data path loops. Between any two ends nodes, there should be only one
active cabling path at any time. Data path loops will cause broadcast storms that will
severely impact your network performance.

Diagnosing LED Indicators

The Switch can be easily monitored through panel indicators to assist in identifying
problems. The list below describes common problems you may encounter and
where you can find possible solutions.

If the power indicator does turn on when the power cord is plugged in, you may
have a problem with power outlet or power cord. However, if the Switch powers off
after running for a while, check for loose power connections, power losses, or
surges at the power outlet. If you still cannot resolve the problem, contact your local
dealer for assistance.

m Cabling

A. RJ-45 ports: Use Unshielded Twisted-Pair (UTP) or Shielded Twisted-Pair (
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STP ) cable for RJ-45 connections: Category 5e cable for 10/100Mbps
connections. Also be sure that the length of any twisted-pair connection does
not exceed 100 meters ( 328 feet ).

Gigabit ports should use Category 5e or 6 cable for 1000Mbps connections. The
length should not exceed 100 meters.
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Specifications

Technical Specification

This section below provides the specifications of the SmartGST-2402M.

UNICOM

Standard

IEEE802.3 10BASE-T

IEEE802.3u 100BASE-TX/100BASE-FX
IEEE802.3z Gigabit SX/LX

IEE802.3ab Gigabit 1000T

IEEE802.3x Flow Control and Back pressure
IEEE802.3ad Port Trunk

IEEE802.1d Spanning Tree Protocol
IEEE802.1p Class of service

IEEE802.1Q VLAN Tagging ANSI/IEEE 802.3 N-Way

Auto-negotiation

LED Indicators

Per Unit: Power

Per UTP Link/Active, Full-duplex/Collision

Per Gigabit Fiber: Link/ Activity

Per Gigabit Copper: Link/Activity, Full Duplex,
100Mbps, 1000Mbps

Per 100FX module: Link/Activity, Full Duplex

Connector 10/100TX: RJ-45
100FX(Multi /Single Mode fiber) module: SC
2 port Gigabit SX/LX module: SC
2 port Gigabit 1000T module: RJ-45
Switch Store and Forward, Back-plane 8.8 Gbps

architecture

MAC address

6K Mac with Auto Learning

Memory

3Mbits for packet buffer

Dimensions

440mm(W) x 225mm(D) x 44.5mm(H)

Storage Temp. -40°C to 70°C ( -40°F to 158°F)
Operational 0°C to 45°C ( 32°F to 113°F)
Temp.

Operational 10% to 90% (Non-condensing)
Humidity
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Power Supply  100-240V AC, 50-60Hz

EMI FCC Class A, CE Mark

Safety UL, cUL
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