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Introduction

Motorola WS 2000 with AP 300

Polycom’s Voice Interoperability for Enterprise Wireless (VIEW)
Certification Program is designed to ensure interoperability and high
performance between SpectraLink Wireless Telephones and WLAN
infrastructure products.

The products listed below have been thoroughly tested in Polycom’s
lab using the VIEW Certification Test Plan. This document details
how to configure the WS 2000 Wireless Switch and the AP 300 access
point (AP) with SpectraLink Wireless Telephones.

Certified Product Summary

Manufacturer:

Motorola:

http://support.symbol.com/support/product/manuals.do

Approved products:

Wireless Switch

Access Point

WS 2000

AP 300"

RF technology:

802.11b/g

Radio frequency:

2.4 -2.484 GHz

Quality of service:

SpectraLink Voice Priority (SVP)

Security:

WPA-TKIP (PSK), WPA2-CCMP (PSK)

Wireless Switch firmware version certified: | 2.2.1.0-018R

SpectraLink handset models certified: ** €340/h340/i640 8020/8030
SpectralLink handset software certified: 89.134 122.010 or greater
SpectraLink radio mode: 802.11b 802.11b 802.11g 802.11a
Maximum telephone calls per AP: 8 8 Not certified

Recommended network topology:

Switched Ethernet

t Denotes products directly used in VIEW Certification testing

** SpectraLink handset models 8020/8030, e340/h340/1640 and their OEM derivates are VIEW Certified
with the WLAN hardware and software identified in the table. Throughout the remainder of this
document they will be referred to collectively as “SpectraLink Wireless Telephones”.

Service Information

If you encounter difficulties or have questions regarding the

configuration process, please contact Motorola technical support at
(800) 653-5350, or at
http:/ /www.symbol.com/services/contactsupport.

PN: 1725-36066-001_D.doc
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Known Limitations

Voice quality may be impaired in an environment with heavy
wireless TCP traffic, such as FTP data transfers.

Access Point Capacity and Positioning

Please refer to the Polycom Deploying Enterprise-Grade Wi-Fi Telephony
white paper. This document covers the security, coverage, capacity
and QoS considerations necessary for ensuring excellent voice quality
with enterprise Wi-Fi networks.

For more detailed information on wireless LAN layout, network
infrastructure, QoS, security and subnets, please see the Best Practices
Guide for Deploying SpectraLink 8020/8030 Wireless Telephones. This
document identifies issues and solutions based on Polycom’s
extensive experience in enterprise-class Wi-Fi telephony, and
provides recommendations for ensuring that a network environment
is adequately optimized for use with SpectraLink 8020/8030 Wireless
Telephones.
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Motorola WS2000 with AP 300

Network Topology

The following topology was used during VIEW Certification testing.
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Configuration Settings

Installing a new image

The VIEW Certified firmware release can be obtained from Motorola
‘Dev Zone’. Upgrading the WS 2000 Wireless Switch to the new
firmware can be done through the Web interface or through the
command line interface (CLI). Place the image on the FTP server,
TFTP server or through Compact Flash card, depending on the file
transfer mechanism chosen.

Installing firmware through the CLI

1. Enter your username and password to log into the CLI. The
defaults are user: admin password: symbol. The serial interface
parameters are 19200,8,n,1,n.

2. Connect the FTP/TFTP server to subnet 1.

a. For TFTP, issue the following commands.
admin>
admin>system
admin(system)>config
admin(system.config)>set server 192.168.0.100

admin(system.config)>set fw file
mf_02010100009R.bin

admin(system.config)>update tftp sl

b. For FIP, issue the following commands.
admin>
admin>system
admin(system)>config
admin(system.config)>set server 192.168.0.100

admin(system.config)>set fw file
mf_02010100009R.b1in

admin(system.config)>set fw path /home/<user>
admin(system.config)>set user <username>
admin(system.config)>set passwd <password>
admin(system.config)>update ftp sl

3. The WS 2000 Wireless Switch will reboot and load the firmware.

6 PN: 1725-36066-001_D.doc



Motorola WS2000 with AP 300

Installing firmware through the Web interface

1. Open the WS 2000 applet by entering the IP address of the
wireless switch: http://192.168.0.1

2. In the navigation pane, click Firmware Update. The Firmware Update
page will appear.

3. Under Filename, enter the firmware file name from the TFTP
server.

Click the TFTP Server on Subnet option.

At IP Address, enter the TFTP server IP address.
Click the Apply button.

Click the Perform Update button.

The WS 2000 Wireless Switch will reboot and load the firmware
from the location specified.

® N @ e

WS 2000 e swien

e 85 [Network Configuration]

: Firmware Update
<}<@ [Systerm Configuration]
=5 System Settings Update Firmware -
o= 5] [Certificate Mgmt]
B-r_i [User Authentication] WS 2000 Version:  2.1.1.0-009R
—Q Redundancy
- () [CfalFirmware Mot] Filename mf_02010100009R.hin |
|- 8 DHCP Options (Sys U : :
[— ¥ Firrmweare Update Filepath{optional) |_
L&Y Config ImportExport
-1 Logoing Configuration Get Firmwware file from:
D= B2t SHMP Access I
_g NTP Servers O FTP Serveron  |Wial = |
&= (&) [Status & Statistics]

i® TFTP Server on |Subnet1 -

IF Address | 192]. 168 . 0 . 100

) CF Card | Display OF
Ferform Update

Status

> “Apply'” Undao Changes | | Help | | Logout|

(e
System Mame: WS2000
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Configuring the Wireless Switch from
the Default Configuration

;)g Radio settings: The SpectraLink Wireless Telephones use an
& 802.11b radio; therefore VIEW Certification testing was done with
the 802.11b mode only and not the b/g mode.
Commands Default Settings VIEW Tested Settings
Beacon-interval 100 100 *
DTIM-period 10 3*
BG mode B and G B only *
Power level 20 dBm 20 dBm
Channel 1 1
Rates 1,2,55,11 1,2,55,11
Short preamble Disabled Disabled *
* Denotes settings that are required for operation with SpectraLink Wireless
Telephones
Configuring radio settings through the CLI
To configure radio settings for the wireless switch, use the following
commands.
admin>
admin>network
admin(network)>ap
admin(network.ap)>
admin(network.ap)>set beacon intvl 1 100
admin(network.ap)>set dtim 1 3
admin(network.ap)>set rate 1 1,2,5.5,11 1,2,5.5,11
Setting the channel
;}g Regulatory parameter values depend on country of operation and
L radio type. Refer to documentation for regulatory product
information.

8 PN: 1725-36066-001_D.doc
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User selection

You can specify the desired channel manually by using the following
command.

admin(network.ap)>set reg 1 in 11 20 \

set

reg <access port index> <indoor/outdoor>

Configuring radio settings through the Web interface

1.
2.

5.

In the WS 2000 applet navigation pane, select AP1<index> [BG].

In the AP1 page, go to 802.11 b/g mode, and select B Only from the
dropdown list.

Rates will be set automatically to 1, 2, 5.5, 11.

From the Channel and Power Level dropdown lists, select the desired
settings. Please consult your facility site survey to determine
power and channel settings.
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In the WS 2000 applet navigation pane, select AP<index> [BG].

In the AP1 page, click the Beacon Settings button.

In the Beacon Settings dialog box, set the DTIM Period to 3 Beacons.
Click the OK button.
Click the Apply button.
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Motorola WS2000 with AP 300

Voice Prioritization Setting

1. Inthe WS 2000 Wireless Switch, voice prioritization on a WLAN is
enabled by default.

2. Multicast Address 1 should be set to 01:00:5E:00:01:74 for
SpectraLink multicast traffic.

3. Click the Apply button

WS 2000 viciess swicr

~8 l;ftwow Configuration]  |*/ | Wireless QoS Configuration
= LAN =
L @ VLA fvLANS fo.00 =
@ WaN fWLANG 0.00
— & Wireless fvLANT o.00
g WLAN1T ﬁﬁ ;ilﬂ 1 fl]_.l]l]
1) Wireless QoS
W|P3 Voice Prioritization and Multicast Address Settings
e [Access Ports] -
& Rogue AP Detection WLAN Name  Use Voice Prioritization Multicast Address 1 Multicast Address 2
R - =
-“:‘["wltls'”“ | v | ] [[01:00:5E:00:01:74] [09:00:08:00:00:00
= Irewa
I @ Port Config J fwLANZ [01:00:56:00:00:00] [09:00:0€:
B s @ [oroossmonsn:o0] [eszansoesooic
= iltering
- & [system Configuration] fLANS vl [01:00:56:00:00:00] [09:00:0E:00:00:00 =
St WLANS % [01:00:5E:00:00:00] [09:00:06:00:00:00]
= ertimcate Mamt.
h[i [User Authentication] ﬁmﬁ |Di :00:5E:00:00:00] |I]9 :00:0E:00:00:00
'g;"fz“;’_’“““ i FVLANT v [01:00:5E:00:00:00] [09:00:06:00:00:00]
P15 Irrmweare Mat.
- {# Logging Configuration |WLAN3 |D1 :00:5E:00:00:00 | |l]9 :00:0E:00:00:00
~ % SNMP Access ~]
L € NTP Servers = 7
L A irietia 0 crasiasian - | es)) Help || Logout
[ System Name: W52000
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Configuring SSID settings through the CLI

Commands Default Settings VIEW Tested settings

ESSID 101 spectralink
* Denotes settings that are required for operation with SpectraLink Wireless
Telephones
Configure the SSID settings of the wireless switch using the following
commands.
admin>

admin>network

admin(network)>wlan
admin(network.wlan)>set ess 1 spectralink

Configuring SSID settings through the Web interface

1. Inthe WS 2000 applet navigation pane, under Wireless, select

WILANT.

2. Configure the ESSID (e.g. spectralink).

3. Click the Apply button.

PN: 1725-36066-001_D.doc
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Security Settings

Enable WPA /WPA2 security mode.

Configuring WPA/WPA2 TKIP through the CLI
(when Spectralink Wireless Telephones are configured for WPA-
PSK)

To configure WPA-TKIP (PSK) as security option, use the following
commands

admin>network

admin(network)>wlan

admin(network.wlan)>set enc 1 tkip
admin(network.wlan)>set tkip phrase 1 12345678
admin(network.wlan)>save

14 PN: 1725-36066-001_D.doc



Motorola WS2000 with AP 300

Configuring WPA/WPA2 TKIP through the Web

interface
(when Spectralink Wireless Telephones are configured for
WPA-PSK)

1. Inthe WS 2000 applet navigation pane, double-click WLAN1, and
then click WLANT Security.

2. Click the WPA/WPA2-TKIP option, and click the WPA/WPA2-TKIP
Settings button. The WPA/WPA2-TKIP Settings dialog box will appear.

e The WS 2000 Wireless Switch supports mixed-mode operation of
s WPA-TKIP and WPA2-TKIP. The steps below enable WPA-TKIP by
default. WPA-TKIP was used for VIEW Certification testing.

WS 2000 v o

f}@ [Metwork Configuration] WLAN1 Security

o= 8l LA
L. @ WLAN Authentication Methods - Encryption Methods
o= 8 VAN
2= & Wireless ) B02.1% EAP ) WEP 64 ( 40 hit key )
[&= T wiaNT ] - 2 _

T WLANT Security () YWEP 128 (104 hit key )
—{Q wiireless Qo5 ) KeyGuard | Evaliard Satinas
?—@ [Access Pors] ) Ketbieros et _ e it

@ 802.11a Defaults 2 &) WPAMPAZ-TKIP| I WPAMPAZ-TKIP Se..

¥ 802,11k Defaults

1 802.11b/y Defau ' 0 WPAZ-COMP (8021100
D 802.1x% Port Auth e

& 471 [B0) ® ho Authentication @ hn R e

EAP2 8]

% [Detector Access [ Mohile Unit Access Control-

Unadopted
;.@ %g[ue AP [p)ete]ction Allowe ™ | access for all Mohile Units, except:
— & [Hotspot Start MAC [ End MAC
o= @il Firewall =
— =L Router
2~ &% [Systarn Configuration]
& System Settings il

& [Certificate Marmt)] =
[i [User Authentication]

Q Redundancy Add M

{51 [CafFirmaare Mot]

1

DHCP Optizfons (eiv;sl_ IAppIyl [Undo Changes | [ Help | | Logout]

B -
System Name; WS2000
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In the WPA/WPA2-TKIP Settings page, under Key Settings, click the
ASCII passphrase option to enter the ASCII passphrase.

A warning dialog box will appear while you are trying to enter
the key. Click Yes.

Enter the ASCII passphrase. This will configure the WPA-TKIP
(PSK) mode. Click the OK button.

Click the Apply button.

WPANM/PAZ-TKIP Settings

B [Network Configul
D= Al LAN
g8 AN

D= 8 VAR

5 T wireless

Q- i WLAN1
L v am
0 wireless d
<?—% [Access P

-

- 63 [HotSpot]

WRAZ Configuration

rFast Roaming (802.1x anly)
OF

[ oppar ey Caching

[ Use wPaz

~Key Rotation Settings

[C] Broadeast Key Rotation

Upidate hroads

“Key Setting

@ ASCI Passphrase

[12345678
Enter 8-63 ASCIl characters

) 256-hit Key
i

o= il Firewall
— EL Router

L | I (e — |

Java Applet Window

o= ] [Certificate Mot

%[i [User Authentication]

&% Redundancy

5 (5 [CgFirmware hgt]

@ DHCP Options ( Sys| |
rrrrr | >|

||App|y||| Unda Changes| M | Logout|
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Configuring WPA2-CCMP through the CLI
(when Spectralink Wireless Telephones are configured for WPA2-

PSK)

To configure WPA2-CCMP as a security option, use the following
commands.

admin>network

admin(network)>wlan

admin(network.wlan)>set enc 1 ccmp
admin(network.wlan)>set ccmp phrase 1 12345678
admin(network.wlan)>save

Configuring WPA2-CCMP through the Web interface
(when Spectralink Wireless Telephones are configured for
WPA2-PSK)

1. Inthe WS 2000 applet navigation pane, double-click WLAN1, and
then click WLANT Security. The WLANT Security page will appear.

2. In the WLANT Security page, click the WPA2-CCMP (802.11i) option,
and click the WPA2-CCMP Settings button.

P—@ [Metwork Configuration] “ | WLAN1 Security

O @ LAN
— g8 YLAN
e (8] AN
5 Tl wirsless
[y Wil
z
{3 wireless QoS
f?—& [Access Ports]
£2802.11a Defaults
5 802.11h Defaults)
0 802,11 iy Defaul
£ 8021 Port Authe
£ AP1 [BG] :
D APZ [ ;
& [Detector Access|
£ Unadopted] |
o= Rogue AP Detection |
& [HotSpof] :
o= [l Firewall
— &L Router
Lo Q [Systern Configuration]
&2 Systern Settings
S [Certificats Mgrnt] =
[User Authentication]

g Redundancy Add %
{5} [CgiFirmware Mot] L

| @ DHCP optians { Sys

-Authentication Methods - Encryption Methods

) B02.1% EAP (2 WWEP B4 { 40 hit key )

2 WEP 128 (104 hit key)

) KeyGuard

) Kerberas
. 0 WP AMPAZ-THIP

) WPAZ-CCMP (__8_02:11i_);| | | wPA2-COMP Settings |

@ No Authentication 73 Mo Encryption

~Mobile Linit Access Control

Allow ™ | access for all Mobile Units, except:

Start MAC | End MAC

[4]

| IAppIy'” Undo Changes | | Help | | Logout|

4|
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3. In the WPA2-CCMP Settings dialog box, under Key Settings, click the
ASCII passphrase option to enter the ASCII passphrase.

4. A warning dialog box will appear. Click Yes.
5. Enter the ASCII passphrase. Click the OK button.
6. Click the Apply button.

>- @ LAN
- g8l VLAN
@= 3 AN
ol wireless -
& () WLAN Update broadeast keys
~Key Settings

~key Rotation Setting
| f:Elroadcast Key Rotation|

@ ASCH Passphrase
[
Enter 8-63 ASCI| characters
() 266-hit Key

SWPAZ-CCMP Mixed Mode 1 Fast Roaming (802.1x anly)

[ Allow WPAWPAZ-TKIP clients

§ Caching

o= il Firewall
— = Router

& €¥ [3ystem Confi|
bm ¢ System Sl 3vaApplet Window

=]

QRedundancy
i [CfgIFlrmware hdgt]

@ D Optons (SYS = ||App|y|| Undo Changes| Help | Logout|

Systern Mame: YWS2000
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