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No part of this documentation may be reproduced in any means, electronic or mechanical, for any purpose, except as expressed in the
Software License Agreement. Toshiba shall not be liable for technical or editorial errors or omissions contained herein. The information in
this document is subject to change without notice.

THE INFORMATION IN THIS PUBLICATION IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND. THE ENTIRE RISK ARISING
OUT OF THE USE OF THIS INFORMATION REMAINS WITH RECIPIENT. IN NO EVENT SHALL TOSHIBA BE LIABLE FOR ANY
DIRECT, CONSEQUENTIAL, INCIDENTAL, SPECIAL, PUNITIVE, OR OTHER DAMAGES WHATSOEVER (INCLUDING WITHOUT
LIMITATION, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION OR LOSS OF BUSINESS INFORMATION),
EVEN IF TOSHIBA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES AND WHETHER IN AN ACTION OR CONTRACT
OR TORT, INCLUDING NEGLIGENCE.

This software and documentation are copyrighted. All other rights, including ownership of the software, are reserved to DVR Support Center.
TOSHIBA, and Surveillix are registered trademarks of TOSHIBA CORPORATION in the United States and elsewhere; Windows, and
Windows 2000 are registered trademarks of Microsoft Corporation. All other brand and product names are trademarks or registered
trademarks of the respective owners.

The following words and symbols mark special messages throughout this guide:

WARNING: Text set off in this manner indicates that failure to follow
directions could result in bodily harm or loss of life.

CAUTION: Text set off in this manner indicates that failure to follow
directions could result in damage to equipment or loss of information.




LIMITED WARRANTY
NETWORK VIDEO RECORDER

The Imaging Systems Division of Toshiba America Information Systems, Inc. ("ISD") makes the following limited warranties. These
limited warranties extend to the Original End-User ("You[r]").

Limited Two (2) Year Warranty of Labor and Parts

The Imaging Systems Division of Toshiba America Information Systems warrants this product and parts against defects in material or
workmanship for a period of two years from the date of original retail purchase by the end-user. During this period, ISD will repair or
replace a defective product or part with a new or refurbished item. The user must deliver the entire product to the Surveillix DVR Repair
Facility. The user is responsible for all transportation and insurance charges for the product to the DVR Repair Facility. ISD reserves the
right to substitute Factory Refurbished Parts and / or Factory Refurbished Product in place of those in need of repair.

Step-by-step Procedures - How to Obtain Warranty Service
[1] Verify operation of the unit by checking the instruction manual and web site for the latest updates at

www.toshiba.com/taisisd

[2] If there is a defect in material or workmanship, contact the Surveillix DVR Support Center at (877) 855-1349 [877-1-FIX] to speak to a
technical support representative and schedule service.

[3] Arrange for delivery of the product to the Surveillix DVR Repair Facility. Products must be insured and securely packed, preferably in the
original shipping carton. A letter explaining the defect and a copy of the bill of sale or other proof of purchase must be enclosed with a
complete return street address and daytime telephone number. The Tracking Number should also be indicated on your documents. Charges
for transportation and insurance must be prepaid by the end-user.

Critical Use Disclaimer

The product is not designed for any “critical applications.” “Critical applications” means life support systems, exhaust or smoke extraction
applications, medical applications, commercial aviation, mass transit applications, military applications, homeland security applications,
nuclear facilities or systems or any other applications where product failure could lead to injury to persons or loss of life or catastrophic
property damage. Accordingly, Toshiba disclaims any and all liability arising out of the use of the product in any critical applications.

Your Responsibilities

The above warranty is subject to the following conditions:

[1] You must retain the bill of sale or provide other proof of purchase.

[2] You must schedule service within thirty days after you discover a defective product or part.

[3] All warranty servicing of this product must be made by the Surveillix DVR Repair Facility.

[4] The warranty extends to defects in material or workmanship as limited above, and not to any products or parts that have been lost or
discarded by user. The warranty does not cover damage caused by misuse, accident, improper installation, improper maintenance, or use in
violation of instructions furnished by ISD. The warranty does not extend to units which have been altered or modified without authorization of
ISD, or to damage to products or parts thereof which have had the serial number removed, altered defaced or rendered illegible.

ALL WARRANTIES IMPLIED BY STATE LAW, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE, ARE EXPRESSLY LIMITED TO THE DURATION OF THE LIMITED WARRANTIES SET FORTH ABOVE.
Some states do not allow limitations on how long an implied warranty lasts, so the above limitation may not apply. WITH THE
EXCEPTION OF ANY WARRANTIES IMPLIED BY STATE LAW AS HEREBY LIMITED, THE FOREGOING EXPRESS WARRANTY IS
EXCLUSIVE AND IN LIEU OF ALL OTHER WITH RESPECT TO THE REPAIR OR REPLACEMENT OF ANY PRODUCTS OR PARTS. IN
NO EVENT SHALL ISD BE LIABLE FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES. Some states do not allow the exclusion or
limitation of incidental or consequential damages so the above limitation may not apply.

No person, agent, distributor, dealer, service station or company is authorized to change, modify or extend the terms of these
warranties in any manner whatsoever. The time within which an action must be commenced to enforce any obligation of ISD
arising under this warranty or under any statute, or law of the United States or any state thereof, is hereby limited to one year from
the date you discover or should have discovered, the defect. This limitation does not apply to implied warranties arising under
state law. Some states do not permit limitation of the time within which you may bring an action beyond the limits provided by
state law so the above provision may not apply to user. This warranty gives the user specific legal rights, and user may also have
other rights, which may vary from state to state.

TOSHIBA AMERICA INFORMATION SYSTEMS, INC.
Imaging Systems Division

Copyright © 2007 Toshiba America Information Systems, Inc. All rights reserved. TOSHIBA
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Read Owner’s Manual — After unpacking this product, read the owner's manual carefully, and follow all the operating and other
instruction

Power Sources - This product should be operated only from the type of power source indicated on the label. If not sure of the
type of power supply to your home or business, consult product dealer or local power company

Ventilation — Slots and openings in the cabinet are provided for ventilation and to ensure reliable operation of the product and to
protect it from overheating, and these openings must not be blocked or covered. The product should not be placed in a built-in
installation such as a bookcase or rack unless proper ventilation is provided or the manufacturer’s instructions have been adhered
to.

Heat — The product should be situated away from heat sources such as radiators, heat registers, stoves, or other products that
produce heat.

Water and Moisture — Do not use this product near water. Do not exceed the humidity specifications for the product as detailed in
the Appendix section in this manual

Cleaning - Unplug this product from the wall outlet before cleaning. Do not use liquid cleaners or aerosol cleaners. Use a damp
cloth for cleaning.

Power Cord Protection — Power-supply cords should be routed so that they are not likely to be walked on or pinched by items
placed against them, paying particular attention to cords at plugs, convenience receptacles, and the point where they exit from the
product.

Overloading — Do not overload wall outlets, extension cords, or integral convenience receptacles as this can result in a risk of fire
or electrical shock.

Lightning — For added protection for this product during storm, or when it is left unattended and unused for long periods, unplug it
from the wall outlet. This will prevent damage to the product due to lightning and power line surges.

Object and Liquid Entry Points — Never insert foreign objects into the IPR unit, other than the media types approved by Toshiba,
as they may touch dangerous voltage points or short-out parts that could result in a fire or electrical shock. Never spill liquid of any
kind on the product.

Accessories — Do not place this product on an unstable cart, stand, tripod, bracket, or table. The product may fall, causing serious
personal injury and serious damage to the product.

Disc Tray — Keep fingers well clear of the disc tray as it is closing. Neglecting to do so may cause serious personal injury.

Burden - Do not place a heavy object on or step on the product. The object may fall, causing serious personal injury and serious
damage to the product.

Disc — Do not use a cracked, deformed, or repaired disc. These discs are easily broken and may cause serious personal injury
and product malfunction.



IMPORTANT SAFEGUARDS, continued
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Damage Requiring Service — Unplug the unit from the outlet and refer servicing to qualified service personnel under the following
conditions:

When the power-supply cord or plug is damaged.
If liquid has been spilled, or objects have fallen into the unit.
If the unit has been exposed to rain or water.

If the unit does not operate normally by following the operating instructions. Adjust only those controls that are covered by the
operating instructions as an improper adjustment of other controls may result in damage and will often require extensive work by a
qualified technician to restore the unit to its normal operation.

If the unit has been dropped or the enclosure has been damaged.

When the unit exhibits a distinct change in performance - this indicates a need for service.

Servicing — Do not attempt to service this product as opening or removing covers may expose the user to dangerous voltage or
other hazards. Refer all servicing to qualified personnel.

Replacement Parts — When replacement parts are required, be sure the service technician has used replacement parts specified
by the manufacturer or have the same characteristics as the original part. Unauthorized substitutions may result in fire, electric
shock or other hazards.

Safety Check — Upon completion of any service or repairs to this unit, ask the service technician to perform safety checks to
determine that the unit is in proper operating condition.

NOTES ON HANDLING

Please retain the original shipping carton and/or packing materials supplied with this product. To ensure the integrity of this product when
shipping or moving, repackage the unit as it was originally received from the manufacturer.

Do not use volatile liquids, such as aerosol spray, near this product. Do not leave rubber or plastic objects in contact with this product for
extended periods of time. Rubber or plastic objects left in contact with this product for extended periods of time will leave marks on the

finish.

The top and rear panels of the unit may become warm after long periods of use. This is not a malfunction.

NOTES ON LOCATING

Place this unit on a level surface. Do not use it on a shaky or unstable surface such as a wobbling table or inclined stand.

If this unit is placed next to a TV, radio, or VCR, the playback picture may become poor and the sound may be distorted. If this happens,
place the IPR unit away from the TV, radio, or VCR.
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NOTES ON CLEANING

Use a soft dry cloth for cleaning.

For stubborn dirt, soak the cloth in a weak detergent solution, wring well and wipe. Use a dry cloth to wipe it dry. Do not use any type of
solvent, such as thinner and benzene, as they may damage the surface of the IPR unit.

If using a chemical saturated cloth to clean the unit, follow that product’s instructions.

NOTES ON MAINTENANCE

This IPR unit is designed to last for long periods of time. To keep the IPR unit always operational we recommend regular inspection
maintenance (cleaning parts or replacement). For details, contact the nearest dealer.

NOTES ON MOISTURE CONDENSATION

Moisture condensation damages the IPR unit. Read the following information carefully.
Moisture condensation occurs during the following cases:

When this product is brought directly from a cool location to a warm location.

When this product is moved to a hot and humid location from a cool location.

When this product is moved to a cool and humid location from a warm location.

When this product is used in a room where the temperature fluctuates.

When this product is used near an air-conditioning unit vent

When this product is used in a humid location.

Do not use the IPR unit when moisture condensation may occur.

If the IPR unit is used in such a situation, it may damage discs and internal parts. Remove any DVD discs, connect the power cord of the
IPR unit to the wall outlet, turn on the IPR unit, and leave it for two to three hours. After two to three hours, the IPR unit will warm up and
evaporate any moisture. Keep the IPR unit connected to the wall and moisture will seldom occur.



WARNING

TO REDUCE THE RISK OF ELECTRICAL SHOCK, DO NOT EXPOSE THIS APPLIANCE TO RAIN OR MOISTURE.
DANGEROUS HIGH VOLTAGES ARE PRESENT INSIDE THE ENCLOSURE.

DO NOT OPEN THE CABINET.

REFER SERVICING TO QUALIFIED PERSONNEL ONLY.

CAUTION

RISK OF ELECTRIC SHOCK
DO NOT OPEN

CAUTION: TO REDUCE THE RISK OF ELECTRIC SHOCK,
DO NOT REMOVE COVER (OR BACK).
NO USER-SERVICEABLE PARTS INSIDE.
REFER SERVICING TO QUALIFIED SERVICE PERSONNEL.

EXPLANATION OF GRAPHICAL SYMBOLS

The lightning flash with arrowhead symbol, within an equilateral triangle, is intended to
alert the user to the presence of un-insulated “dangerous voltage” within the product’s

enclosure that may be of sufficient magnitude to constitute a risk of electric shock to
persons.

presence of important operating and maintenance (servicing) instruction in the
literature accompanying the product.

é The exclamation point within an equilateral triangle is intended to alert the user to the

vii
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RACK MOUNT INSTRUCTIONS

Elevated Operating Ambient — If installed in a closed or multi-unit rack assembly, the operating ambient temperature of the rack
environment may be greater than room ambient. Therefore, consideration should be given to installing the equipment in an environment
compatible with the maximum ambient temperature (Tma) specified by the manufacturer.

Reduced Air Flow - Installation of the equipment in a rack should be such that the amount of airflow required for safe operation of the
equipment is not compromised.

Mechanical Loading — Mounting of the equipment in the rack should be such that a hazardous condition is not achieved due to uneven
mechanical loading.

Circuit Overloading — Consideration should be given to the connection of the equipment to the supply circuit and the effect that
overloading of the circuits might have on over current protection and supply wiring. Appropriate consideration of equipment nameplate
ratings should be used when addressing this concern.

Grounding - Grounding of rack-mounted equipment should be maintained. Particular attention should be given to supply connections
other than direct connections to the branch circuit (e.g. use of power strips).

FCC STATEMENT

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance with the
instruction manual, may cause harmful interference to radio communications. Operation of this equipment in a residential area is likely to
cause harmful interference in which case the user will be required to correct the interference at his own expense.

UL NOTICE

Underwriters Laboratories Inc. has not tested the performance or reliability of the security or signaling aspects of this product. UL has only
tested for fire, shock and casualty hazards as outlined in UL's Standard for Safety UL 60950-1. UL Certification does not cover the
performance or reliability of the security or signaling aspects if this product. UL MAKES NO REPRESENTATIONS, WARRANTIES OR
CERTIFICATIONS WHATSOEVER REGARDING THE PERFORMANCE OR RELIABILITY OF ANY SECURITY OR SIGNALING
RELATED FUNCTIONS OF THIS PRODUCT.




Table of Contents

[ Y Y O R RRRRRRRRRRRRRRRNE 13
About this Guide .13
TECINICIAN NOTES ...uuuiiuuititiiiitii et aaare e ——ae e eae e e e eaeaesaaeaaaessasasasssassssssessssssssssssssssssses s s sess s s sesesesasssesnsnsnsnsnsnsnsnssrnsnnnns 13

INTRODIUGCTION ...ttt ettt e e e oo ookttt et e e e e e e e sae e e et e e e e e aannsee et e e e e e e e mnta e et eeee e e e nbeee e e e e nbbeeeeaaees e nbabneeeaeesaannnnnnneaaean 15
Product Description .15
AU S .. e 16

CONTROLS AND CONNEGCTIONS ...ttt ettt e e e ettt e e e e e et a ettt et e e e e e e s s at b e et eaeeaaantbeeeaaaeeeaanbeeeaaeeaannsseeeaaesaannnnneens 17
YV (LS o= Toa 1 1 ox= 14T ] K-S PRRROP 18
Front Panel CONTrolS @NA LEDS .......ocuuiiiiiieeiiiiitiee ettt e e e e ettt e e e e e e et et e e e e e e s s s tbaeeeaaeeeaanseeeeaesaansbtseeeaeesaasnebeeeaeeens 18
YT L oo Vg =T I @fo] o T o T=Tox (o ] £ TP UPT T OPTPPPPPP 19

GETTING STARTED ...ttt ettt e o4ttt e e 4o h e ettt e o424 s b e ettt e e e e e aan b ettt e a4 e s s bbb e et e e e e e e snb b e et e e e e e e nnntnnnes 21
Identifying INCluded COMPONENTS ... .. it e oottt e e e e e et b et e e e e e e e e atbeeeeeaeaaaansbeeaaesaannbeseeeaeasaannnnneaaaaaaan 22
[N e T T o IS T=) U | o F TP UPT T RTOPPTPPP
(o VST =] AU o OO TTOPOPPTRRR
[ (oY TR (oY g ST = (U o U U
P O B S U oo a e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaas

Turning On the IPR
Turning Off the IPR
IPR BASICS ..otttk h oo a btk e e h e R e a e eh e e e Rt h e e b e R e R R e e e e e a Rt et et et e e n e e e n e
{1 S R LT T 1] 4 = A T ] o USRI
Locating the System ID .........
Obtaining an Unlock Code
UNIOcKing @ NEW NETWOIK DEVICE .......oeeiiiiiiiiiiiie ettt ettt e et e st e e e b et e e st e e st e e e anb et e e nnr e e e s nneee s 29
Exporting IPR Settings
Importing IPR settings

[DESY o] b= 1S Tod =TT o T OO UPT T RTOPPTPPP
Live Camera Options

(0= T g [T = BT TSRO
[Ry=Too] (o [1aTo IS c= LU 3 [ To [To%= 1 o] TSP ETRTR R 32

SCIEEN DIVISTON IMEINU ....eeiiiiii ittt ettt e et e ettt oo b et e e ek b et e e ek et e e ok b et e oo s b et e ea b et e e aab e e e e e nb b e e e e anbb e e e nnn e e e s nnneee s 33

SETUP OPTIONS. ...ttt ettt ettt bt okt e bt e 4kt £ 22 b et okt e e ab et £ ket e b et e eb et e b bt £ ek e e Re e e b e e e be e e ke e e be e e ke eebe e e nbeeenne et 35

Yy U] IO V7= AV =1 SO PRTR PP 36

(02 1o g [T & BT = (U] o OO UPRT PR PPPP 37
UNIOCKING @ NEW NEIWOIK CBIMEIA. ... eeiiiieeiiititiee e e ettt e e e e ettt e e e e e e s s aabbeeeeeee e e e e saebeeeeaeeeaansbeeeeaaeeeaaasnnsseeaaaesaannnees 38
(o] o L=Tor il o B W N =3 Yo O Ty 1 [=] = LSO PURR PR 38

[ (oY To] RS T=3 U | o U PRI
Creating a Motion Area .....

Removing a Motion Area
Activating an Alarm on a Motion Event

Regular Interval Recording....
S To] T=To TN | T ST ] (U o IR
[Ry=Too) (o [T 0T JSTed g 1= To (U] 1= TSP EERTR R
SENSOT SCNEUUIE ...ttt ettt s e bt e et e e s a bt e et e e s et e e e sab e e e be e san e s e beeene s e nbeeenenan
Create @ RECOIAING SCREAUIE .........oiiiiiii et e et e s e e e b bt e bt e e s ea e e e et e e e e bne e e e nnnes
Create @ SENSON SCNEAUIE ... et e e oottt e e e e e o e h b ettt e e eaabb b e e e e e e e e e anbb e et e e e e e e anntbeeeas

SChedUIING AIAITN EVENTS ...ttt oottt e e oo ettt e e e e e e s a bbbttt e e e e e e abbb et e e e e aabnbb e et e e e e aaannbbeeeeaeeaaannnns
EMeEergency AQENt SCREAUIE ............ueiiiiiiiie ettt e e e e et b et e e e e e e e bbbt e e e s aaabbb b e e e e e e e e anbneneeeas



SPECIAI DAY SCNEAUIE ...ttt oottt e e oo oot e et e e e e e abb ettt e s e bbb b e et e e e e e e aanbb e et e e e e e e annbbenes 44
Creating/Editing a ‘Special Day’ Schedule

Deleting a ‘Special Day’ Schedule .44
System Restart Setup .........cooevvveviiiiinnnnns ....45
Create System ReSIArt SCREAUIE ...........o i ettt e e e e e s et e e e e e e e e et e e eaeeaaanrbeeeaaaeeaanees 45
1=t YT = TS =] U] o SRR 46
Vo TTot Y= T4 o 1T T TSP SPPPTRRP 46
VIOEO LOSS ALGITI ..ttt ettt a ettt et e b e e ettt e b e e e b e e ek bt bt e b e e e b et e b e e e b e e e be e e e e e bt 47
HYDIIO SENSOI SEUUPD ...ttt ettt e e et e 4kt e e aa b et e o b et o4k b et e e an e e e eab e e e e s ek b et e e anb e e e nnre e e e nsneee s 47
V0] 101 4T OO PP PPT S PPPPPPRP 47

F U Lo [T TP T T P O PO PO O TR P PP PR PR 48
[=TaF=To] g To I NN o oI S {=ToTo] (o |1 oo [P TP P PP PP PP PPPPRPP 48
ENADING LIVE AUGIO.....c.eeiiiiiiiit ettt ettt st e st e st bt e sb e e se e san e e nan e e s an e e s e e sareenene s 48

Y0 (o RS T=To [01=] ool o T IEST= 1] o F T O PPPT S PPPPPPPP 49
(01T (N O T S (o] g I T [ (o IS T=Te (=T o (o] PO TP 49
N o] 4 TG 1= AU | o O OO UTT T RTOPPTPPP 50
[[a] o] g4y F= ] o H T T T O T T O P T T TP O PO P PP OP PP PPROTRTPPRPTRN 51
Yo L g LT TR A = LAV SIS Y= (U o IR P TP 52

Disk Management
User Management

AT B INEW USEI ...ttt e bt e bt e et e bt e b et e ke e bt e e s b et e et e s e bt e eee e e ne bt e s an e e s et e sane e s 53
USEE RANK ..ttt ettt ettt h e Rt e R et a e ettt 54
Changing the AdMINIStratOr PASSWOIT ..........ooi ittt e e ettt e e e e e ettt e e e e e e s annnee e e e e eaannebeeeaeeeeannsseeeas 54
Default Administrator Password .54
(I To (Y = g F= To =T 0 g T=T o | ST SPPU PP PPI 54
Setup LOg ManagemENTt OPLIONS .........uueeiiie ittt ee e e ettt e e e e e e ettt et e e e e e e aaaaeteeeeaaeaaaamsbeeeeaaeaeaaasbeeaaesaaansaeeeaaeeaaannee 54

Status Check / Email..........

Storage Check..................
Recording Data Check
SMART Information.........
SMART Alert.................
F =g T =T 0| ORI

INSTANT RECORDING.......cuttiteieiiteeiitteee s sttt e e stteeessateeeasstaeeeaaseeeeasssaeaeatseeeaassateesssseaeaassseeeasssaesssseeeeassseeeanseesssseeeessseeeennns
Activate Instant Recording ....
Searching ‘Instant Recorded’ Video

ST 2 1 USSR

Search Overview

[ Fo YA O] 11 (0] =SOSR

Adjust the BrightneSs Of GN IMAQJE. .....cceiii it e oot e e e e e e e ettt e e e e e e e atbe e e e e e e e e aansbseeeaaeeesaannnneeeean
ZOOMING 1N ON GN IMAGE ... ettt e ettt ettt e e e e et bttt e e e e e oo e bbb et et e e e e aan bbbt e et e e e e aan bbb e ee e e e e aanbbe e e e e e e e e sanbbnneeaeeeennnn
Zooming in 0N @ POrtion Of &N IMEAGE ......viiiiiiii ettt et e e s e e et e e sbe e e s nnre e e e anbreeenae 61
(@] o1=T o IVATo [eTo R 1] 0 IR T- V=T I o Tox= 1110 ] o TP PRTR R 61
B I8 =TS [P PUPPPRPPTN: 61
(G111 =T [ T P PP PPPPPPPPON 61
(D F= Y 1To L RS- VAT o Lo B T 4= PSP TOPPRP 62
SAVE 10 JPG OF AV L.ttt ettt oo oottt e e e e e et e e e e e e et e e e e e e e e e e e e e e e e a e e n e e e e e e e es 62
ST LYo | O 1] o I == Tod (U T o BT PP PRTR PRI 63
e T aN e aTo =T T o = Vo [ O PURR ORI 63
Performing @ BASIC SEAICH .....cooii oottt et e e oo oottt e e e e e e bbb et e e e e e e abeeeeeaa e e aannbeneeeaeeeaanneaeaeaeean 64
[aLo (o) QR Y= T of o D TP UPT T RTOPPPPPP 64
Performing an INAEX SEAICI .......c.iii ittt e et e e e e e e ettt e e e e e e bt b e et eeeeeatbsaeeeeeessassntbaeeaeeeeasssraeees 64



Index Search Results Display
Preview Search .........cccccciiiii,
Performing a Preview Search

(T =T o] TR ST =T (o] o O O PP PP UP PP POPRRPPP
Performing a Graphic Search
(0] 1=Ton ST =T 1o o I PRSPPI
Performing an Object Search
ST=T T (o] o T B N = T PO PRTPT PP
YU To Lo T o F- Y/ o X- U] PP
L A I | 74 @ 10 1 T T T T PO U PRSP UPRRPPROP
Pan [ Tilt / ZOOIM OVEIVIBW .....eeeiiiieiiiiiiiiee ettt ettt et e e oo e e a ettt et e e e e e e et bb e et e e e e e e a b b be et e e e ea bbb e e e e e e e e an bbb b e e e e e e e sansntbeeeeeeens
SEIHING UP 8 PTZ CABMEBIA c.iiiee ittt e et e e skt e e e b et e ek et e e oa b et e e e bt e e eab et e e ek e e e aanbn e e e nnnne e e s nnneee s
AACNING the PTZ AGAPIEL ...ttt ekt e e a e e e e e e ekt e e e st e e s e e e ek et e e anbn e e e snn e e e s naneee s
ENADIE the PTZ SEUNGS .. ..ttt ettt e oottt e e e e e e bbb ettt e e e e e e ab b ettt e e e n b bbbt e e e e e e aanbbbbe et e e e e e e nnntbeeeas
Advanced PTZ Setup
Creating and Viewing Preset Positions

(01T (] Lo = B o (TS T TP UUPPPRPRN:
A A2 Lo = W d (=2 SRR

L A N (o (ST SIS T =T 11 oo [ PO PUTRPP
accessing ptz menus...........
Controlling a ptz camera

UsSIiNg the GraphiCal PTZ CONIOIET........couieie ittt st e et e e et et e e s b e e e s b e e e anne e e s nanes
USING the ON-SCIEEN COMIPASS ...t uttteteeaeeeaaitteeeeaaaa e et aaeeeeeeaaaaaaastaeeeeaaaaaaaasseseeaaaaeaaanstseeaaaeeaaaaseeaaeasaasnsseeeaaesaannssneens
(ULl L= Sy = Lo Lo [T gL IR do TV | £ PP UP PP RPUPRROPP
L 1A 0T 0TS Y] =T [ PO EEUT PR
Create PTZ TOUIN SCREAUIR ...ttt oottt et e e e e e et et e e e e e e e e e nbeeeeeeeeeantbeeeaaeeaaanneneeeaaaeaaannes
10T o] o o] g €=To B adfo) (oo o] [T T PP PP PR UPP PRI
BACKING UP VIDEO DATA ..ottt ettt ettt e ettt e e ettt e e e s 2ttt e e an e bt e e e aste e e e aabeeee e s be e e e ante e e e amneeeeasbeeeaanteeeesmnseeeentbeeeeanteeeennnees
o= (o3 (BT o 0NV L= V7T USSP RTPR PP
NERO® EXPRESS ......ouvtevuieaetassstsesssessessessessssssssss s s ssssses s sesssssesssssessssse s s s s e s e s s s e s e s s s e s s e ssen s s s s st n s
BACKUP CONTEI OVEIVIBW .....iieiie ettt e ettt et e e oo 4o bt ettt e e a4 ok bt bttt e e e e e e hh bbb et e e e e e ebbee e e e e e e e aabbb s e e e e e e e aantntneeeeeeaan
GENETAI BACKUD SCIEEN ...ttt ettt ettt e e e e ettt e e e e e e st b et e eae e e e s st b ae e e eae e e s atbbaeeeeeassssbe et eaeeeasantbantaeeeeessnsbanees
Performing a General Backup

(O[T o I =T Yot (B IS 1ol (1= o I PP PUTPTTPPP

Performing @ ClP BaACKUPD .......cooiiee ettt ettt e e e e et b ettt e e e e e atb e e e e e e s aaabbe b e e e e e e e aannnnneeeas
Scheduled Backup Screen..........ccccc.......

Performing a Scheduled Backup ............
Specifying Scheduled Backup Drives

LAN / ISDN / PSTN CONNECTIONS ......ooitiiitteitieatte sttt sttt e s bt e aaee e 1s bt e aab e e ah bt e ea st e eh bt e sabeab b e e sabeesbbeeamneenbbeeanneenareas
LAN OVEBIVIBW ..ttt ettt e et e e ekttt e s n e e ook et e e e s et e a4k bt e e e es R ee e bR e e e e sen et e e as b e e e nnn et e s sene e e e anrreeenan
Connecting to a LAN Using TCP/IP

COoNFIGUIING TCP/IP SEHINGS ...veeeeiitieieiiiii ettt ettt ekt e st e e sttt e ek et e e eh e e e e aa ke e e st et e e eab e e e e et b e e e s nnn e e e nanees 84

WWEB VIEWER ...ttt ettt ettt etk b ekt e b e ek e e e e b bt e e e bt e ekt s s ee e be e e b bt e e b e e e nb bt e ebe e e ekt e ebn e e ne e nen e e e s 85

WED VIBW T OVEIVIBW ...eiiiitiie ettt ettt ettt e ettt e ettt e e e sttt e ekt e 4 oh et e e 42k bt e e 2R e et e e 1h R e e e 44k b et oo s b et e e 1A bbb e e e s b et e e nn e e e e b e e e anne e e e nnnns 86
Configuring the Server for REMOtE CONNECHION........oiii ettt e e e ettt e e e e e e st e e ee e e nntbeeeaaeeeannnseeeas 87
Connecting to an IPR USING WED VIBWET ........ .ttt e e e e e st e e e e e anereeeas 87
ClOSING the WED VIBWET ...ttt ettt e e e e ettt e ekt e e e a et e e e bt e e e ab et e e nab e e e e et b e e e e antn e e e nann s 87

INCLUDED SOFTWARE SETUP ...ttt ettt et h e eat a1 s e sab e e 1 et e ea e e s st e eab et e s ab e e nb bt e s an e e neb e e naneenare s 89

EMEIrgENCY AGENT OVEIVIEW ..ttt ittt ettt et e bttt okt e e aa ket e e b et e e 4o h b et e e asE b e e e e st et e e ahe e e e e bbb eennbn e e e nanneeeabneeenans 90
CONFIGUING TNE TPR ...ttt e ettt e ot e e ek b et e e aa bt e e e b e e e o bbb e e e st et e e s b e e e e ek b e e e e antne e e nanees 90
(o] g1 1To 18] qTaTo It [=R @1 1= o] = O TP PPPUTPTTPPI 90
[ pa L= (o [T ooy VA Ao [T 01 Ak YAV T3 o o 1A PO EPURRR 91



Y= (0T o IR T To (o O UPRUP S UPPUPRTRTN:
Filter Event List.......cccoovvvvviiieeeeeiiiinnn,
Add Items to Alarm Confirm List

SEArCh AlAM WINGOW .. ...

ViIEW RECOIUEA VILEBO .....evvveieieieieierereierereteterererersrerarersrersraressreressserssessssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssnssrnrens
o q 1o A Y/ o [T o TSP

REMOLE SOTIWEAIE OVEIVIEW .....eiiiiiiiiitieeiee ettt e e oo e ettt e e e e e s b bbbttt e e e e e e e aa b bt et e e e e e e aneeeeee e e e e sbbbbeeeeeesaanbbeneeaeeeans
Remote Client Minimum Requirements
Remote Client Recommended Requirements
REMOLE SOTIWAIE SEEUD ...ttt oottt e e oottt e e e e e e s bbbttt e e e e e e s a b b e et e e ean bbb et e e e e e e eanbbbbe et aeeenannnebeeeas

INSEAllING REMOLE SOMWAIE......ei ittt e e e ettt e e e e e et b b et e e e e e e et bt e e e e e e e bbb b e e e e e e e aannneneeeas
Create a New Remote Connection
Configuring the IPR ...
Configuring the Server for Remote Connection
Access Remote Connection

Digital Verifier Overview...........ccccceovveeenne
Installing the Digital Verifier
Using the Digital Verifier

Backup Viewer Overview.....
Installing Backup Viewer
Loading Video from DVD OF HAIA DIV .......ooueiiiiiiieeei ittt e e ettt e e e e e s bbb et e e s e bbbt e e e e e s e nnnneeeeas 100
SOFTWARE UPGRADES ... .ottt b et e a1ttt ettt o2 b et o ket e ke 4o ket e b et e ke eabe e e ke e eabeeenbeeanbeeanbeeannee e 101
SCS OVEIVIBW ...ttt ettt ettt oo oottt e e e oo 4o et bttt e e e a2 4o sk bt ettt e e a4 2 s R b e b e et e e a4 24 amR b b e et e e e e e ek bt et e e e e e e e n bbb b et e e e e e aannbbneeeeeeeeannnns 102
Purchasing SCS SOftWare UPGIade .........ceceiiiiiiiiiiee ettt e e e e ettt e e e e e s s tb et e e e e e e ssstbbaaeesaasaataeeaeeesansanseeeeas 102
Configuring the Server for REMOE CONNECTION. .......ccuiiiiiiiiee ittt st e s e e et bt ebb e e s b e e e s snnreenanee 102
CONNECHING 10 AN PR .ottt oottt et e e oo ek bbbttt e e e e 4o s bbb e et e e e e e o e bbb be e e s e e nbbb e e e e e e e e aannbbeeeeaeeeannnnes 102

Xii



PREFACE

ABOUT THIS GUIDE

This manual is a setup and maintenance guide that can be used for reference when setting up the IPR unit and for troubleshooting
when a problem occurs. Only authorized personnel should attempt to repair this unit.

Toshiba reserves the right to make changes to the IPR units represented by this manual without notice.

The following text and symbols mark special messages throughout this guide:

NOTE: Text set off in this manner indicates topics of interests that can help the user understand the product better.

TIP: Text set off in this manner indicates topics and points of interests that can be helpful when using or settings up the IPR unit.

TECHNICIAN NOTES

AN

WARNING: Only authorized technicians trained by Toshiba should attempt to repair this IPR unit. All troubleshooting and
repair procedures that may be shown are for reference and minor repair only. Because of the complexity of the individual
components and subassemblies, no one should attempt to make repairs at the component level or to make modifications
to any printed wiring board. Improper repairs can create a safety hazard. And any indications of component replacement
or printed wiring board modifications may void any warranty.

WARNING: To reduce the risk of electrical shock or damage to the equipment:
e Do not disable the power grounding plug. The grounding plug is an important safety feature.
e  Plug the power cord into a grounded (earthed) electrical outlet that is easily accessible at all times.

e  Disconnect the power from the computer by unplugging the power cord either from the electrical outlet or the
computer.

CAUTION: To properly ventilate your system, you must provide at least 3 inches (7.6 cm) of clearance at the front and
back of the IPR unit.
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INTRODUCTION

PRODUCT DESCRIPTION

To s H I BA DIGIAL VIDEO RECORDER

A Surveillix IPR is simply a server that performs as a High Definition Digital Recorder. By utilizing the many features of a computer,

including processing power, storage capacity, graphics compression, and security features, the IPR unit is more powerful than the
analog recorders of the past.

The Surveillix IPR server software comes pre-configured for fast and seamless integration within your existing IT infrastructure.
Designed around Microsoft® Windows® XP Embedded, the server software offers unparalleled stability, security, and ease of use.
Accordingly, your security investment has never been easier to maintain. Multiple users may simultaneously connect through any
network connection for instantaneous live viewing, digital search, and off site video storage. Users can also connect remotely through
DSL, Cable Modems, ISDN, or 56K dial-up. This powerful software enables users to establish recording schedules, create motion
detection zones, use PTZ controls, and configure alarm inputs and outputs for each of the system's cameras. With the latest
advancements in the IPR Server Software, searching and indexing your video archive has never been easier. Video can now be found,
viewed, and exported in a number of file formats with just a few clicks.

The Surveillix IPR is high performance security product ready to meet today's security demands.
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FEATURES

16

Toshiba’s Surveillix IPRs include the following new features:
Optimized and Designed for Microsoft® Windows XP Embedded®
Up to 16 Network Based Video Inputs

Remote System Operation & Configuration

Supports Multiple Simultaneous Remote Connections

PAN / TILT / ZOOM Controls via IP Protocols

Simultaneous Video Search, Playback and Backup

Video Indexes for Easy Searching

Multiple Levels of Security Access

Up to 1 Channel of Audio Recording

Up to 1 Terabyte Internal Storage

High Performance, Durable, Rack mount Case

Output the Video to a NTSC/PAL Display

Digital Signature Support

Continuous, Motion Detection, Alarm, Pre-Alarm, and Scheduled Recording Modes

Records at the encoding resolution of the network camera

Multi-Site Management Software Support (optional upgrade)



CONTROLS AND CONNECTIONS

This chapter includes the following information:

e  Input/ Output Connector Locations
e  Front Panel Controls and LEDs
e  Rear Panel Connectors

17



SYSTEM SPECIFICATIONS

Surveillix™ state-of-the-art Network Video Recorders are housed in a high performance and versatile 3U Rack-Mount case allowing
easy storage of multiple IPRs for enterprise applications. Every Surveillix IPR unit comes equipped with the latest technology:

Intel® Pentium® IV Processor

100/1000 Gigabit Ethernet

512 MB (8 Channel) / 1 GB (16 Channel) of System Memory
128 MB Video Card

DVD RW Recorder

250 GB Video Storage Drive (minimum)

FRONT PANEL CONTROLS AND LEDS

The front panel of the IPR unit contains the devices that will be commonly used for data removal, retrieval, and backup replacement.
The most common components and buttons are shown below:

Hard Drive Activity LED— —Power LED

To s H I BA DIGITAL VIDEO RECORDER

|——%

DVD+RW DriveJ USB Ports |—(:ooling Fan Intakes

18



REAR PANEL CONNECTORS

The rear panel of the IPR unit contains the connectors used to attach cameras, sensors, and relays to the IPR. Below are diagrams
that outline the location and description of each connector:

r—RJ-45 Network Jack

—IEEE AC Power Connector S-Video Out rCooIing Fan

®

®
== o— @

e ® g L e (g e
— ®
PS/2 Mouse InputJ DB-14 SVGA Monitor Output —Power Switch
PS/2 Keyboard Input— L L—Audio
DB-9 Serial Input 1— L USBPorts e Line In-line level
LPT Parallel Printer Port— SVGA Output * Speaker Out

e Microphone In - not used
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GETTING STARTED

This chapter includes the following information:

e Included Components
e  Setting Up the IPR Hardware
e  Optional Components
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IDENTIFYING INCLUDED COMPONENTS

Surveillix™ IPRs come with a mouse, keyboard and selected software and cables. Identify the following components to make sure
everything has been properly included with the new IPR unit. If any of the following items are missing, contact the dealer to arrange a
replacement.

IPR Unit Mouse Keyboard

/TOSHIBA TOSHIBA

Repair Disc Software Disc Power Cable

surveillix

IPR
Digital Video Recorder

TosHiBA

R I T TTY T AT

Audio Adapter Rack Mount Attachments with IPR Manual
Screws
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KEYBOARD SETUP

To attach the keyboard to the IPR unit, plug the
end of the Keyboard into the keyboard PS/2 Port
located on the back of the machine.

The keyboard PS/2 Port can be identified by the
purple color.

Refer to the Rear Panel Connectors diagram for
more information.

MOUSE SETUP

To attach the mouse to the IPR unit, plug the end of the mouse into the mouse PS/2 Port located on the back of the machine. The
mouse PS/2 Port can be identified by the green color.

The mouse uses a cursor called a pointer. Pointers come in many different shapes but are most commonly shaped like an arrow.

The mouse has two buttons: a left button and a right button. Quickly pressing and releasing one of these buttons is called clicking.
Sometimes you will need to double-click — or click the same button twice quickly.

In this manual:

Click means to position the mouse cursor over an item and to single click the left button.

Right click means to position the mouse cursor over an item and to single click the right button.

Double-click means to position the mouse cursor over an item and to click the left button twice.

Select means to position the mouse cursor over a radio button, checkbox, or list item and click on it.

The scroll wheel in between the two buttons is used for added navigation functionality. By moving the wheel with index finger

(scrolling), quickly move through multiple pages, lines, or windows. The wheel may also function as a third button allowing the user to
quickly click or double-click an icon or a selected item.

Scroll Button / Third Button

Right Button

Left Button
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MONITOR SETUP

The IPR may have one or both of the following connections available for monitors which can be used individually or in tandem.

SVGA Output* To VGA Monitor.

* Use the SVGA Output on the Video Card labeled as the DB-14 SVGA Monitor
Output on the Rear Panel Connectors diagram.

S-Video Output To TVIVCR.

Attach the monitor or monitors to the rear of the IPR unit using the cable supplied by the monitor manufacturer. Refer to the monitor
manual for detailed information on how to setup and use it.

NOTE: The monitor must be capable of having a screen resolution of 1024 x 768 and display colors of at least 32 Bit.

POWER SETUP

24

WARNING:
To reduce the risk of electrical shock or damage to the equipment:

Do not disable the power grounding plug.
The grounding plug is an important safety feature.

If the electrical plug you are using does not have a ground plug receptacle contact a licensed
electrician to have it replaced with a grounded electrical outlet.

Plug the power cord into a grounded (earthed) electrical outlet that is easily accessible at all times.

Disconnect the power from the computer by unplugging the power cord either from the electrical
outlet or the computer.




TURNING ON THE IPR

1. Turn on the monitor and any external peripherals (ex. Printers, External Storage Devices, etc.) connected to the IPR unit.

2. Turn on the Power Switch located in the rear of the IPR unit.

3. The IPR will run a series of self-tests. After two or three minutes, a series of messages may be displayed as the various hardware
and software subsystems are activated. Under normal circumstances, users should not be asked to respond to these messages.
If asked to respond to the messages (adding a Printer, Monitor, etc for the first time) follow the instructions carefully.

4.  Startup is complete when the Surveillix™ IPR software is finished loading and displays the main menu screen.

TURNING OFF THE IPR

1. Click the Exit Button on the main menu screen of the IPR software.

2. Select Power Off from the drop down menu, which appears in the Power Off prompt, and click OK.

The IPR unit may take several minutes to shut down completely.

CAUTION: Always be sure to follow the proper procedures when turning off the power to the IPR unit. NEVER disconnect the power
to the IPR unit while it is still running or in the process of shutting down. Doing so can cause data loss, file corruption, system instability
and hardware failure.
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IPR BASICS

This chapter includes the following information:

e  Registration and Upgrade

e Tuming the IPR on and off

e  Becoming familiar with the Display screen
e Defining Screen Divisions

27



IPR REGISTRATION

Important Information

Have the following information on hand before registering the IPR upgrade:

IPR Software Serial Number: The Product Serial Number is the unique number that Toshiba provided with the software.

System ID: The System ID is a number generated by the IPR Software. This is a unique code generated using the MAC address
of the computer running the software. The following steps illustrate how to obtain the unique System ID.

Locating the System ID

Enter Setup.
. The Fiegistensd Senal Key
Click Camera Setup. Seitin [Tow Tued Tree |

Click the Registration Button.

> w o

In the Network Device Authentication Window, the System
ID is located in the “Add a new Serial Key" section.

avvalshilty / iotal 00

Add & rew Senial Ky

Syatem 1D FUBRDRUSESE

e i bt
i Add 8 saiisl rubes

oK

Obtaining an Unlock Code

The following steps are provided to assist in registering the IPR upgrade.

1. Open an Internet browser and to http://register.surveillixdvrsupport.com
2. Enter the Product Serial Number provided by Toshiba.

3. Enter the System ID generated by the IPR Software.

4. Click Submit.

Product Serial Humber

System ID

Submit

28



5. Verify the information.

6.  Click Next if the information provided is correct.

Product Hame 01 Channel IP Camera Unlock
Product Serial Number i =
System 1D g

DVR Serial Number:

Please verify the information and press NEXT to proceed.

[iﬁack] [Next>]

7. Once the information is validated, the unlock code will be generated.
8.  Print the page and save for later reference.

The following is your unlock code. Keep this number in a safe place as you will need it if you
ever reinstall the software.

Unlack Code ¥ o e g e i
Product 1 Channel IP Camera Unlock
Product SN e e
DVR SN Y T

NOTE:  This unlock code cannot be transferred to a different computer.

Print this Page

Unlocking a New Network Device

After obtaining your unlock code from the Toshiba Surveillix Registration Site, follow theses steps to unlock your new upgrades on your
Surveillix IPR.

1. Start the Surveillix IPR.
The Fegintensd Sensl Key
2. Entel’ Setup Sed N | Tosl Used | Fiem |
3. Enter Camera Setup.
4. Click the Registration Button.
5. Enter the Unlock Code generated by the Surveillix R -
Registration Site into the “new serial number” field.
Add & new Senal Koy
6. Click Add a Serial Number. Speald  [DEDEEEE
7. Once the new serial number has been added to the list, r——— At i
click OK.
(114
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EXPORTING IPR SETTINGS

Exporting IPR settings can help configure multiple IPRs quickly or reconfigure a unit that has failed. Some things must be kept in mind
when using this feature.

You cannot use this function on:
e |PRs that are different models.

e  When upgrading from certain software versions. You cannot use this feature when upgrading from
v1.xtov2.x

1. Exit to Windows by clicking the Exit Button on the Main Display Screen and selecting Restart in Windows Mode. (See the Display
Screen section later in this chapter)

2. Click Start > Programs > Surveillix > VFormat
3. Click the Export Button in the System Settings tool section.
£ DYR Utility X

Wideo Setting Time zane setting

MTSC - = Set Date and Time

w33 -
Comb ’ﬁ
Fiter- ON [Default)

Swstem Setting toal

Impart | Ex=part |

-

¥ TV out Setting

TV ot
CPU: |P4 /478 Celeron ~ Se e f3zeH - Set

Live
Srale: |5M Scale - Set Log View
[only for 548 Owerlay] Log Yiew

[~ CD R/RW Format Util Meed For Schedule Backup

e kb

| Confirm Wwindows System password |

AGLC Mode
AGCMode: |aUTO - et
OK | Cancel |

4. Select a location to save the settings file and click Save. The DVR Utility will export the IPR settings and automatically close.
5. Click the OK Button to close the VFormat Utility.

IMPORTING IPR SETTINGS

1. Exit to Windows by clicking the Exit Button on the Main Display Screen and selecting Restart in Windows Mode. (See the Display
Screen section later in this chapter.)

Click Start > Programs > Surveillix > VFormat.
Click the Import Button in the System Settings Tool section.
Select the location of the settings file to import and click Open.

Click Yes to import the data file.

o o~ w D

Click the OK Button to close the VFormat Utility.
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DISPLAY SCREEN

Each time the IPR is started, the program defaults to the Display screen. The following diagram outlines the buttons and features used
on the Display screen. You should become familiar with these options as this is the screen that will be displayed the majority of the

time.

@ SEARCH

L'.";': BACKUP

(Tﬁ'- PTZ

;i SETUR
&) osmour

— Screen Division buttons [j e

AT Vs

IR CORNECTION STATUE:

Current  Date
Time

8 o oo i e = =3 )

Open TV Out Options

Live Camera Options
Right-click a live camera to display these options:
e  Full Screen
e Instant Recording
e  SearchInLive

Opens:

e Search Display
e Backup Center
e PTZ Controller

Opens Setup Display

@ SEARCH
BACKUP

PTZ

SETUP
LOG IN/OUT

EXIT
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CAMERA VIEW

The Camera status for each camera is displayed next to the Camera number (or name) on the Video Display Area.

Recording Status

Special Recording Type—\

Recording Status Indicator

The camera status for each camera is displayed in the upper right corner on the Video Display Area. The following are the different
states for each camera:

& Recording Displayed when the camera is currently being recorded to the IPR unit.
1] Motion Detection Displayed when a camera (set up for motion detection) detects motion.
O Display Displayed when the camera is currently not being recorded to the IPR unit.

There are two types of IPR Special Recording. Text is displayed on the camera indicating what type of Special Recording is activated.

SENSOR  Sensor is displayed when a sensor, associated with a given camera, is activated.

INSTANT Instant Recording is a manual activation of the recording for the selected camera. Regardless of the recording method,
Instant Recording will start the camera recording and also flag the video for future searches using the Index Search
feature. INSTANT is displayed when a user activates the instant recording option. Double Right-Click the video display
to activate and deactivate the Instant Recording option.
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SCREEN DIVISION MENU

The Screen Division Menu allows you to view cameras in groups such as two by two, three by three and four by four. The button
options are shown below.

1st Four Cameras View — Displays cameras 1-4 in the Video Display Area. To return to a different Multi-Camera View,
select a different Screen Division option from the Screen Division Menu.

2nd Four Cameras View — Displays cameras 5-8 in the Video Display Area. To return to a different Multi-Camera
View, select a different Screen Division option from the Screen Division Menu.

3rd Four Cameras View — Displays cameras 9-12 in the Video Display Area. To return to a different Multi-Camera
View, select a different Screen Division option from the Screen Division Menu.

4th Four Cameras View — Displays cameras 13-16 in the Video Display Area. To return to a different Multi-Camera
View, select a different Screen Division option from the Screen Division Menu.

1st Nine Cameras View — Displays cameras 1-9 in the Video Display Area. To return to a different Multi-Camera View,
select a different Screen Division option from the Screen Division Menu.

2nd Nine Camera View — Displays cameras 8-16 in the Video Display Area. To return to a different Multi-Camera
View, select a different Screen Division option from the Screen Division Menu.

Multi-Camera View — Displays a group of cameras within the Video Display Area.

All Camera View — Displays all 16 cameras within the Video Display Area.

Multi-Camera View — Displays a group of cameras within the Video Display Area.

Multi-Camera View — Displays a group of cameras within the Video Display Area.

Full Screen — The Full Screen Option allows you to view the Video Display Area using the entire viewable area on the
monitor. When this is selected, no menu options are visible. You can activate the Full Screen Option by clicking on
the Full Screen Button within the Screen Division Menu. You can deactivate Full Screen mode by right clicking on the
screen.

Auto Sequence - Sequences through the Screen Divisions sets. For example, selecting the 1A and then the Loop
Button will sequence through 1A, 2A, 3A, 4A and then repeat. This option is not available for the 7, 10 and 13 screen
divisions.
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SETUP OPTIONS

This chapter includes the following information:

e  Setup Overview
e  Add Network Recording Device

e  Channels

e  Color

e Schedule

e  Speed

e Motion Detect
e  Password

e  Pan/Tilt

e  Audio
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SETUP OVERVIEW

The Setup options allow you to optimize the IPR unit by adjusting things like camera names,
reboot schedules, recording schedules and more. It is extremely important that you setup the
IPR correctly for several reasons.

e  Recording Schedules - By optimizing the recording schedule you can increase the
amount of pertinent recorded video that is saved on the IPR and keep it longer. You
can optimize the type of recording done by adding motion detection to this as well,
again increasing the amount of useful video.

e IPR Access - By setting up the access passwords you can tightly control the types of =
access an individual may have. This ensures the security and integrity of the IPR unit. e

SETUP OPTIONS

e  Camera Naming - By naming each camera you can easily identify the location and
any other pertinent information that may be helpful simply by viewing it on the Video

Display Area.
e  Adjusting Camera Color - By adjusting each camera’s color settings you can SeiESULE
optimize the clarity and detail that is recorded.

Q GEMERAL
NETWORK

E__'t‘ INFORMATION

@ ADMIMNISTRATIVE
D
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CAMERA SETUP

SelectCamera [Channel1 MR I~ Use Metwork Device
r Redistration
Selected Camera_ Camera Heme Driine Registiation
Dlsplay \ Position]
Sensor Connection
R~ 1 ra a3 ra
s I ) rz s
J ksl ™10 rn 1z
13 RV 16 ==

Define Camera Name

Select Camera

Selects the camera to be edited.

Selected Camera Display

Displays the live camera feed from the camera selected.

Sensor Connection

Specify which sensors are currently in use.

Enable Network Device PTZ

Enables setup and use of Network Camera and PTZ Functionality.

Setup Network Device

Opens the Network Device Setup menu.

Registration

Opens the Registration menu for entering Unlock Codes to activate the software.

Online Registration

Opens the Online Registration menu for activating pre-registered software.

Camera Name

Specify a name for each camera.
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Unlocking a New Network Camera

a > w N

Start the Surveillix IPR.
Enter Setup.

Enter Camera Setup.

Click the Registration button.

Enter the Unlock Code generated by the Toshiba
Registration Site into the “new serial number” box.

Click Add a serial number.

Once the new serial number has been added to the list,
click OK.

Connecting a Network Camera

38

1.

2
3.
4

10.
11.

Open Camera Setup. Setup > Camera Setup.
Select the camera channel to add a Network Device to.
Check the Use Network Device Box.

If the Network Device supports PTZ check the Enable Network
Device PTZ Box.

Click Setup Network Device and the Network Device Properties
window will appear.

Click Setup to add a Network Device.

Select the Manufacturer (Class) and Model of camera being added
then click Next.

Enter the IP Address, Port, ID, and Password of the Network Device
and click Finish.

Click OK when returned to the main Network Device Properties
window.

Click Apply and then click OK to exit the main setup window.
The Network Device has been added.

Network Device Authentication

The Registered Seral Key

Serial No.

System ID

avalabilty / total

Add & new Serial Key

Total Used Free

4438F 75340 7R08

new serial number

Add a serial number

General ] Ludio I

IF address :
Port :
Camera :

Name :

0K Cancel

NETWORK DEVICE SETUP.

STEP 1 - Specifying the camera class
and camera model

Class <TOSHIBAS -
Model: IKWEDT S
Net > Cancel

NETWORK DEVICE SETUP

STEP 2 - IP Camera setup

IP Address |
Comnection Port : [0

D
Password

cBack | Cancel | Fiin |




MOTION SETUP

The IPR allows the user to adjust several different Motion Settings and create motion detection regions.

NOTE: Motion grids configured using the SCS software will be advanced motion grids.

Select Camera | Channel 1 =] 4]

Display full screen video

pop up on motion event_\
Full Screen Pop up on Motion

Beep on motion event:

™ Beepon detect

I Full Screen Pop up on Sensar

Display full screen video
pop up on sensor event

Regular Interval Recording

Regular interval recording

Alam Dutput
I Alarm Output

Contol NO |1 ~

Dustion 10 (Secands)

) —

,77

totion R egions

Move the slider bars left to increase motion sensitivity and to

eliminate mare noise

Clear [V Detect detail mation area

Full Motion Area

Apply to all Channels

Acvanced Motion Area

Mation Sensitivity

High Low
Noise Filker
High = Low
Pre Alarm 0 [Seconds)

Post Alaim (MOTION) 10 [Seconds]

Post Alam [SENSOR) 10 [Seconds)

I

Schedule recording at a regular specified interval

Creating a Motion Area
Click the Motion button in Setup.

Click Clear.
Click Advanced Motion Area Setup.

N o g &~ w N

Drag the mouse over the camera image.

Select a camera from the Select Camera list.

Click a Motion Detection Area shape button.

Reduces Analog Signal Noise from Motion Detection™—

Select the Detect Detail Motion Area check box.

TIP: To create a polygon shape, click the mouse at each point and

double-click to close the shape.

8.  Click OK.

9. Move the sliders to adjust motion sensitivity and the noise filter.

10. Define the pre-alarm and post-alarm recording time for a motion

event.

Pre Alarm — 0 > 50 Seconds [The number of seconds the IPR

records before motion is detected]

Post Alarm (MOTION) — 0 > 50 Seconds [The number of seconds

the IPR records after motion is detected]

Q| e &8 ~

©

=
=)
i

&7

Select Existing Motion Shapes

Draw Square Motion Detection Area
Draw Polygon Mation Detection Area

Draw Circle Motion D etection Area

Draw Square Nor-Motion Detection Area
Draw Polwgon Man-Mation Detection Area

Draw Circle Mor-hotion Detection Area

Select All Motion Detection areas

Delete All Motion Detection aieas

Cancel
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Removing a Motion Area
To remove the motion areas, in the Motion Regions area, click Clear.

Activating an Alarm on a Motion Event

In the Motion Setup window, select a camera to edit from the list.
Create a motion area.

Select the Alarm Output check box.

Select a Control Output to activate for the selected camera.

Select the duration to activate the Alarm when a motion event occurs.

Regular Interval Recording

40

Regular Interval Recording allows users to record a single frame every few minutes or hours when there is no motion. This option is

only available when Motion recording or Sensor recording is setup.

To enable Regular Interval Recording:

1.
2.

Select the Regular Interval Recording check box.

— Alarrn O ukpuk
™ alam Dutput

Contral MO I 1 "l

Dratiol 10 [Seconds)

-

Specify how often to take an image when no motion is occurring. Users can go as little as one image per second.




SCHEDULE SETUP

Recording Schedule

The Recording Schedule window allows the user to create different recording schedules based on the day, time, and type of recording
desired. In addition, this window contains the System Restart options that allow the user to perform basic system maintenance by
automatically scheduling the IPR to restart periodically.

—— Recording Schedule Window

Single Day Selection /
Multi Day Selection

Open Restart
Setup Window

' Recording " Sensor

— Day of week

[ suN [T MON B TLE

T weD [T TH

U [T FRI [T sar Single Day Selection |

Riestart setup |

— Recording schedul

ALL

3 | 4 [ =

6 [ 7 [ 8 | o [ 10 [ 11 | 12 |

0 iz ]
camol
CAMoZ
CaMo3
CAMD4
CAMOS
CAMOE
CaMO7
CAME
CAMDY
CAMIO
CamMLL
CaMIZ
CAMLD
CAML4
CAMIS
CAMLE

| i

41
Mo recording

Event :

Continuous |

(&) Alarm E vent | [R) Central Station | [E) Emergency Agenll

Delete Alarm |

= SpeciEday

Create Special Day
Recording Schedules

Momal Day Mode I
B

I B/28/2005 vl

Savespecia| day |

[Delete saesal day

Emergency IP: P | Use

| P

1 [

0 [l

0.0.0.0

A.1.n.n

ﬁl Emergency Time [zec | |5 j %
=

Recording Mode Options

l—Emergency IP Setup
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Sensor Schedule

The sensors will supersede all other types of recording modes (Motion, Continuous, No Recording). Regardless of the recording
schedule of a particular camera, if a sensor event occurs the associated cameras will begin recording as a Sensor Event. Sensor
Recordings will be flagged and searchable using the Index Search Mode. Cameras are associated to sensors in the Camera Setup

Menu.

" Recarding

——Sensor Schedule Window

Single Day Selection /
Multi Day Selection

& Sensor

— Day of week

™ 5UN

V WON [~ TUE

CwWED [T THU [ FRI T SaT Single Day Gelection |

Open Restart
Setup Window

Restart setup |

i~ Recording scheduls

ALL 0
SEMO1
SEMDZ
SEMD3
SEMOD4
SEMODS
SEMDS
SEMD7
SEMDS
SEMDY
SEM10
SEM11
SEN1Z
SEM13
SEM14
SEM1S
SEM1&

4

-I Event:

[&] Alarm Event | [R] Central Station | [E]EmergencyAgentl

Disable |

Delete Alarm | |

= Special day

Create Special Day
Sensor Schedules

Mormal Day Mode |
—_— 1

I 442842008 vl

Saye spenial day |

[DElete speniEliday

Emergency IP:

P [ use | 1P

RS 0.0.0.0

w2 = nnnn

3 Emergency Time [sec.]: |5 Vl %
[

Alarm Options
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Create a Recording Schedule

1. Select a day to begin creating the schedule for -or- Select the Day Selection Mode button, enabling
Multi Day Selection, to create the same schedule for multiple days.

2. Highlight the Time-Blocks within the Recording Schedule window for the camera(s) selected to schedule. Once the desired
Time-Blocks are highlighted, click a Recording Mode button. The Time-Blocks should now appear Blue for Motion, Yellow for
Continuous and White for No Recording

NOTE: Leave cameras recording with Sensor Detection set to No Recording for the specified time block(s).

Create a Sensor Schedule

1. Select the Schedule Menu option and select the Sensor Radio button. Select a single day or click the Day Selection Mode
button to include multiple days in the schedule.

2. Highlight the Time-Blocks within the Recording Schedule window for the sensor(s) to enable and schedule. Once the time
blocks are highlighted click the Enable button. The time block will now appear red.

Scheduling Alarm Events
There are three types of Alarm Events:
ALARM EVENT: This option logs the Alarm Events on the local server.

CENTRAL STATION: This option sends the Alarm Events to Central Station software.

EMERGENCY AGENT: This option sends the Alarm Event to the Emergency Agent software.

Motion can be designated as an Alarm event. Often motion does not need to be treated as an Alarm event. Ex: During work hours
motion that occurs is expected and should not be treated as an Alarm. However, after business hours are over, any motion that
occurs should be treated as an Alarm.

1. Select the Schedule Menu - Select either Recording or Sensor

2. Highlight time blocks in the schedule that have been set to Motion (or Sensor) and click the desired Event buttons (Alarm Event,
Central Station, Emergency Agent). A corresponding letter will display in the selected time blocks

Emergency Agent Schedule
Video recording triggered by motion or sensor events can be sent to the Emergency Agent software.

1. Enable the Emergency Agent Event (see Scheduling Alarm Events above)

2. Enterthe IP Address of a PC running the Emergency Agent software in the IP Address

3. Select the box next to the IP Address to enable it. Only one IP Address is supported at a time.
4.  Enter the recording duration (in seconds) in the Emergency Time box.
5.

See the Emergency Agent chapter for detailed information on setting up the Emergency Agent software.
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Special Day Schedule

The user can create days that have a unique recording schedule. If necessary create these on days that are ‘not typical’ such as
Holidays, Special Events, etc.

~ Special day

ISDECiaI b —Special Day Mode / Normal Day Mode
Date B ,| £/28/2005 v[
ate Bar———1

\——Configured Special Days List

Save special day

Delete special day

i

Creating/Editing a ‘Special Day’ Schedule

1.
2.
3.

Click the Normal Day Mode button to enable the Special Day Mode.
Select a day by typing the date or clicking the arrow to the right of the Date Bar.

Highlight the time-blocks within the Recording Schedule window for the camera(s) selected to schedule. Once the desired Time-
Blocks are highlighted, click a Recording Mode button.

When finished creating the schedule click the Save Special Day button. The special day should now appear as a date in the
Special Day Schedule.

Deleting a ‘Special Day’ Schedule

1.
2.
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Select a Special Day from the Special Day Schedules
Click the Delete Special Day button.



System Restart Setup
System Restart Setup allows the user to define a schedule wherein the IPR automatically restarts according to specified parameters.

System restart setup Pg|
System Restart Time
Manday Friday
[~ Enable Time: [on «| (o0 + [~ Erable Time: [on «| (o0 -
* Restart " Off * PRestart " O
Tuesday Saturday
[~ Enable Time: |00 ~| |00 [~ Enable Time: |00 | |00 =
* Restart " Off % Restart " Off
Wednesday Sunday
I Enable Time: |00 ~| |00 [~ Enable Time: |00 v | |00
* Restart " 0Off * Restart " 0Off
Thurzday
[~ Enable Time: ,El ,El
+ Restart " Off
aK | Cancel

Create System Restart Schedule
1. Open the Schedule Setup Display

2. Click the System Restart button

3. Select the day(s) of the week to schedule an automatic system restart and select the box to enable shut down
NOTE: This step alone does not trigger the IPR to restart, only to shut down.

4. Specify the time of day to schedule the system restart

5. Select the Restart Radio button

NOTE: If the Off Radio button is selected the IPR will shut down at the specified time but not restart.



GENERAL SETUP

Voice Waming Video Loss Alam
I Vides loss alaim beep

- j @_- I~ Metion Evert I~ SensorEvent T E—

I Vides loss alaim Log

Display Function

[V Display Motion Detection Area Box. e B
¥ Display Sensor Status BAR I Live Afterina .

ge Filter Ad

_—Adjust / Mute Volume
Wolume:
[ Motion detect on Continuous recording T e
03D FentSie=:[12 o |od et Audio \ Sequence Seting \
[~ Hide network connectivity
Enable Audio Recording

Beep on Login Fail Enables the IPR to beep continuously in response to a failed login attempt. Only an authorized login will stop
the beeping.

Sequence Setting Allows the video out picture to automatically cycle through channels at a set speed. Ex: .Cycle through
channels 1-6 at 4 second intervals.

Voice Warning

The IPR allows users to play a sound file when either a Motion event or Sensor event occur. This file can be a custom created sound
file that is unique to the application. The selected WAV file is played through speakers attached to the IPR.

Open Sound File Test
Woice Warhing '7
4 &

b= [~ Motion Event [~ Sensor Event

1. Click the Open Sound File icon to browse for a WAV file. The selected file will display in the box on the left.
2. Click the Test icon to verify the audio file.

3. Select Motion Event and/or Sensor Event to trigger the audio file.
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Video Loss Alarm

The IPR Software supports a Video Loss Alarm function, which allows an Alarm Event to log when a camera loses its signal. The lost
signal can be due to Power failure to the network device, the network device cable being cut or unplugged, or the network device
being damaged in some way.

Video Loss Alarm Beep When Video Loss occurs the speaker attached to the IPR will sound an alarm.

Video Loss Alarm Log Records the Video Loss Alarm Events to the log files.

Hybrid Sensor Setup

This interface is used to link Hard Contact Sensor Inputs from supported Network Devices to the IPR Software.

Network Device Sensor Setup El

Network, Device Sensor Setup

* Network Device List [ Select a device. |

Address(Part] todel[Type] Sengor Count Fielay Count
10.0.0.4(7000) 4 ChannellvideoServer] 4 4

*Senzor / Relay list
Sensor DWR Sensor Mo, Relay DR Relay Mo.

Apply Cloge

Volume
The volume control allows fine tuning of the volume settings on the IPR.

Volume Options: i Yolume Control E@l@

e  Slider Controls — Used to adjust the literal volume for the Options  Help
respective devices listed.

e  Mute Checkbox — Check the mute box to mute volume on
Balance: Balance:

any of the device columns or check the Mute All checkbox to b 4B 4

mute all volume on the IPR.

‘Wolume Control W ave Input Monitor

Valure: Valure: Wolure:

[ Mute al [ Mute tute

SigmaTel Audio




Audio
The Surveillix IPR is capable of recording one channe of audio.
AUDIO FEATURES:
e 8000 Hz playback in Live Mode
e  Upto 48000 Hz playback in search mode
e Mono Sampling

DATA SIZE (Per channel)

e 1 Second: 1625 bytes

e 1 Minute: 97,500 bytes

e 10 Minute: 975,000 bytes
e 1Hour 5,850,000 bytes

e 1Day: 140,400,000 bytes (Approx 140MB)

Click the Audio Capture Channel Boxes to enable recording and adjust the
Gain to the desired level.

Capture Select each channel to enable audio recording.

Gain Adjust the gain for individual audio channels.

Live Select each channel to enable for live audio selection.

Audio Live | Select a live audio channel to hear. Only enabled channels
are available.

Volume Adjust the volume sliders for each live audio channel.

Enabling Audio Recording
1. Click the Audio button on the General setup display.

2. Select an audio channel under Capture.
3. Click OK.

Enabling Live Audio
1. Click the Audio button on the General setup display.

2. Select an audio channel under Live.
3. Click OK.

TIP: Select the audio channel you want to listen to by clicking the Audio Live button and selecting it in Audio Setup. Live audio

Audio setup

Capture

[ CH1

3 ain

3

Live Audio Live

[ CH1
100

channels can also be selected from the Main Screen; only audio channels enabled under Live will be available.
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Auto Sequencing Setting

Auto Sequencing is used either in the main screen when Auto Sequencing has been enabled or when a Spot-Monitor Out signal is
used to display video on a spot monitor. Auto Sequencing conveniently displays video channels and at specified intervals, sequences
through each selected channel.

rScreen Division Options
¥ Auto b N\ E’i
g ’ 1. 4 Drvswors | 4,16 Division | 7, 10, 13 Division |
[ 1 Dirvision
Enable Sequencing—\ D 3 J D 3 j UJ |i|
9 Jd @ d & & dd
o [0 [ ]z o el el el
4 Dirvision
N—
I oan v | . ¥ 4c ke an
Enable All Cameras— "™ ‘:l:l ‘:lﬂ jj
Select interval between ) |7 =] imenatez)
switching cameras [0 ] cwea
Channel Selection Click each channel to include in Auto Sequencing.
Custom Mode Enable to create non-standard screen divisions
Skip 0 FPS Channel Sequence skips cameras with no video signal.

Create Custom Auto Sequence
1. Open General Setup and click the Sequence Setting button.

Click individual cameras in the left pane or click the Select All button to include all cameras in the sequence.
Select an interval time (in seconds) to display each screen in the sequence.

Select Screen Division options for appropriate cameras.

Click the OK button.

o ~ wn
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NETWORK SETUP

Network Setup allows the user to adjust settings such as ports, setup emergency PPP information for use with the Emergency Agent

and enable Remote Access.

Use with Remote

Settings for Video Sent
to Remote Client

Use with
Connections o Emergency Agent
A EIRILELIES
FEhmre i mbers
Enable RS-232
Keyboards (PTZ)
Transport Rate A bandwidth throttle based on percentage of free network.
Web Viewer (iDVR) Enables/Disables access to the IPR using the Web Viewer interface.




INFORMATION

The Site Information Window allows users to define the site code necessary for connecting to remote software, save comments
relative to the IPR and store tech support and contact number information.

Current Server.

Total HDD /Available HDD Space Software Version

Site Information

DVR Version 35.0

Dirive Infarmatio

Site Code :

C: Drive:
Total Space ; 20196 ME
Free Space : 17806 ME

Board Serial #

D Drrive:
Total Space : 219160 ME
Free Space : 219014 ME

System Serial # :

Decoder :

“ideo Format :

Motes

Enter comments

E: Dive
CD Drive
Telephone Mumber
| | User-Defined
pontac e Contact Numbers
Tech. Suppart : | |

=

Apply

Site Code

A user-specified unique identification name that is used by other IPR software to connect
to the IPR. (Remote, Emergency Agent, SCS, Digital Signature Verifier)
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ADMINISTRATIVE SETUP

The Log Viewer displays detailed information about the IPR, including Shut Down and Restart information, User Logins and Recording
problems and failures. This can be a valuable tool to Administrators.

Storage Management Other Management

Pragram M anagementETC) ‘ Uszer Management
Disk M anagement I Status Check/Emai File Information ‘
Log Select Export
Select Date— .
& Spstemn Log Choose 1-week period to expart
N 1 4 5 5 7 g8 3 " EventLog Start Date £/19/2007 -~
m 11 12 13 14 15 16 e
7 BEEl D 2 2 2 Al EndDate: | 6/15/2007 =
24 25 26 27 28 29 30 " Drive Check Log
Lag Expart
“ oA Today b Log Management
an Date & Time | Log Contents ‘ Log Value | LUser |
1 E/19/2007 1:06:50...  Start Site Werl3.5.0 [Build : 11]) - Lib(3.1.1.4] Default
2 BA19/2007 1:06:50...  First Start Site Default
3 BA9/2007 1:06:80.. Curent'Work drive [ Drive Drefault
Log Data Display——\

Export Log Data (1 to 7 days)—

Disk Management
The Disk Management window is a native Windows function. This window displays the partition scheme and health status of the Hard

Disk Drives in the IPR. This window is often used to troubleshoot an IPR, or verify the amount of Hard Drive storage installed. For
more information about Disk Management, consult a Windows XP manual.

== Disk Management E]@ @

File Action Wiew Help
=% XE &
Volume [ Layout | Type | File System [ Status | caparity Free Spacs | % Fr
=k Partition Basic FaT32 Healthy (5.  19.72 GB 17.0388  86%
Partition Basic NTFS Healthy 214,02 GB 2099168 98%
< | b
_ —
-~
EDisk 0 Y |
Basic BACKUP {C:) DYR {D:)
233,76 GB 19.73 GB FAT32 214,02 GB NTFS
Online Healthy (System) Healthy
lcp-roM 0
CD-ROM (E:)
Mo Media @
W Fiimany partition il Extended partiion [l Logical diive )




User Management

The User Management Console allows the administrator to create, edit, and delete user accounts. Each user account can be assigned
different privileges to limit the usage of the IPR system. Users can be given administrator privileges by enabling all rights, however
only the true administrator account can log into the User Management Console.

Select User Add User
‘ﬁ ﬁ ﬁ\ ‘ﬁ Update User
Adrinstrator Drefault tanagers Security

Delete User

I

E it

zer Auto log off
Enable Auto Log Off———_ ™ At log off li Mintels]

|~Log Off User after x Minute(s) of Inactivity*
*Auto Log Off affects all users

CAUTION: The Delete User button immediately deletes the user.

CAUTION: Auto log off will log off the user after the specified time of inactivity — even during playback or backup operations.

Add a New User

1. Open the Administrative Setup display. User X
2. Click the User Management button. 'j ':fﬂ'“‘a“ﬂ"
ser Mame ©
3. Click Add User to open the User Management window. Password -
Onfirm Fassword |
4. Enter a user name and password. Fonfm Fessnor:
Permissian
5. Enable appropriate Permissions. Pemission ~
. . Search
6.  Select cameras and audio channels to hide from the user. ESetUD
Pan/Tilt
H O Backy
7. Assign a User Rank. Do . L
8.  Click the OK button to save changes and close the window. -
Camera Audio A

Hidden || Camerai |[  Auodiot
Hdden |[~ Cameraz [ Audinz
Hidden |[ Camera3 [ Audio
Hidden [T Camera4 [ Audio4
Hidden |[~ Cameras

idder (T men 2

User Rark
10 -

] Carce
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User Rank

The User Ranking structure allows the option to assign a privilege system (1-10 where one has the most rights) to users of the IPR
Software. For example: Since only one user is allowed to use the PTZ controls at any one time, an administrator with a higher rank
can kick another user out and take control of the PTZ.

The User Rank option affects:

SETUP ACCESS - Only one user can access Setup at any one time. A user with a higher rank will kick another user out and then
open Setup.

PTZ CONTROL - The IPR Software can only have 1 user using the PTZ controls at any given time. A user with a higher rank will kick
another user out and then open the PTZ controls.

Enter Setup.
Click the Administrative button.
Click the User Management button.

1

2

3

4. Enter the Administrator password and click OK.

5. Select a user from the Select User box and click the Update User button.
6

Set the user’s rank using the User Rank list and press the OK button to save changes.

Changing the Administrator Password
1. Inside Administrative Setup, click the User Management button. When the prompt appears, click the Change Password button.

2. Enter the new password in the prompt that appears and click OK.

Default Administrator Password
The default administrator login is:

User: Administrator

Password: <none>

Log Management
The Log Management window provides the user the options to overwrite log files or schedule log deletion.

Setup Log Management Options

1. From the Administrative Setup Display click the Log Management button & Log file management

2. Select the box to enable the Log File Overwrite Option I Log file averite option

Set Log Overwrite logfiesze | 50— KB

a.  Select Overwrite and define the size of the log file cache :

SetLog Cache Size DeleteLogfiediderthan | 0= dayls).
a.  Select Do Not Overwrite and define the number of days to maintain log files. Sefect g

Manually Delete Log Files I Systemlog e
a.  Select the type(s) of log file to delete. System Log, Event Log, Alarm Log [ Ewentlog

b.  Click the Delete All button B Al

(] 8 | Cancel

3. Click the OK button to save the settings and close the window
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Status Check / Email

General
1. Click the Setup button on the Main Display.
2. Click the Administrative button.
3. Click Status Check/Email.
4. Select the Enable Email Alarm check box.
5. Enter a From Name and e-mail Address.

NOTE: This name and address will appear in the From line of the email alert
message.

6. Enter the SMTP information for the “from” email account. Contact the
email administrator for this information if necessary.

7. Ifusing a secondary email account select the Use Secondary SMTP
Box and complete the SMTP information.

8.  Click the Test button to check settings.
9.  Click Apply when finished.

Users
1. Setup the General tab.

Click the Users tab.

Select the type of event to send email on.

Enter the User Name and Email Address of an email recipient.
Click the Add button.

o g~ w N

Repeat for additional recipients and types of events.

NOTE: A separate email notification for each type of event must be
set up for a single recipient to receive notifications for each type of event.

7. Click Apply when finished.

SMART Alett |
Storage Check |

SMART Information |
General ] Users |

I™ Enable E-mail Alarm
Send User

Alam Event
Recording Diata Check

|
|

From Mame
From Address
Frimary SMTP Setting I Use Secondary SMTP
Host Address Host Address
User name User name
Password Password
Port ,725 Port
[~ Use Login Test r
=
Close:

SMART Information |

General Users |

SMART Blatt |
Storage Check |

Alarrn Evert |
Recording Data Check |

Event

Name | E-Mail address

& HDD Check Alam Event

>

" Recording Data Check
" Event Alam
" SMART Alam

Registration
Ussr

—

E-mail Address

.

&= |

Close
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Storage Check

1.

o ~ w N

Setup the General and Users tabs first.
(see above)

Select the Use Storage Check check box.

Define the number of minutes.

Select an Alert Option, Beep or Popup Message, if desired.

Click Apply.

Recording Data Check

56

1.

a > w DN

Setup the General and Users tabs first.
(see above)

Select the Recording Data Check check box.

Define the number of hours between data checks.

Select the Action Method.
Click Apply.

SMART Information | SMART Alert | Alarm E vert |
General | Users Storage Check | RecordingData Check |
I Use Storage Check
=
-
r
— e
Close
& Email Alarm 3
SMART Irformation | SHART Alert | Alaim Event |
General | Users | Storage Check Revording Data Check.
I~ Recording data check
=
r
r
r
s
Close




SMART Information

The SMART Information tab displays Hard Drive information.

SMART Alert

1.

N o g~ wN

Setup the General and Users tabs first.
(see above)

Select the Enable SMART Alarm.
Define the number hours between SMART checks.

Select the type of SMART event to trigger an action.

Define the maximum HDD temperature.
Select an action method.

Click Apply.

Alarm Event

1.

o g~ w N

Setup the General and Users tabs first.
(see above)

Select the Use Email Alarm check box.

Define the number of minutes between recording data checks.

Select Motion and/or Sensor to send and alert on that type of event.

Click Apply.

Click Close to return to the Administration tab.

& Email Alarm E‘
General | Uses | StoragsCheck | RecordingDataCheck |
SMART Information SMART Alert | Alaim Event |

HODD Information

SMART Information

Attribute Marne Walue worst Thresh | RawVal | Wh &

Read Ermor Rate 200 200 51 0 -

Spin Up Time 253 235 21 1933

Start/Stop Caunt 100 100 1] 107

Reallocated Sectors C... 200 200 140 0 —

Seek Enor Rate 200 200 51 1}

Pawer On Hours[POH) 98 38 0 1467

Spin Retry Count 100 100 51 0

Recalibration Retries 100 100 51 0

Mauirae Poimss Curls ™ 1 1 n 17 L

< | @
Close

General } Users ] Starage Check I Recording Data Check ]
SMART Information SMART At | AlamEvent |
I~ {Enable SMART Alam
=
=
-
-
In In
r
=
Close
& Email Alarm 3
Genedl | Uses | StoagsCheck | Recoding DataCheck |
SMART Information | SMART Alert Alarm Event
=]
-
-
-
i =
=
Clase
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INSTANT RECORDING

The Instant Recording feature allows users to manually initiate recording on a specific camera, overriding the current schedule. When
Instant Recording is activated the IPR flags the clip as an event so Instant Recording instances can be found using the Index Search

Instant Recording can be used, for example, when a suspicious object or person is detected and the user wants to flag that section of
video for easy retrieval at a later date.

Activate Instant Recording

1. From the Live View screen, double right-click the camera on which to enable instant recording. An INSTANT label will be placed

on the upper right corner of the video.

2. Toturn the Instant Recording option off, double right-click the video a second time.

Searching ‘Instant Recorded’ Video

Enter the Search Mode, click the Index Search button, and then select the Instant Recording Option. See the Search chapter for more
information.



SEARCH

This chapter includes the following information:

e  Search Overview
e  Play Controls

e Index Search

e  Preview Search
e  Object Search

e  Graphic Search
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SEARCH OVERVIEW

The IPR unit has several options that allow the user to easily search through, and find, a particular section of video. From
Motion/Sensor indexing to calendar views highlighting days with recorded video; the IPR unit is equipped to help the user quickly find
a specific video or event.

The following chapter describes in detail how to use the IPR Search features.

—Screen Division buttons Hour/Minute Control Bar—

(T sevecr oare |
ol
BEEHE)

Audlo Channels ARVANCER tuIllUll.
Playback Date/Time

Current Date/Time

=2
98 08 . % /) 10320, Qesnne

(58 e e |

@O200066 g

Ll R T S —

Camera Select buttons
Play Controls
Sto Back Frame Moves video back one frame.
Revind- p_\ [Play Rewind Rewinds video.
4 | m| p Stop Stops video playback
[ 2| Play Plays video.
Back Frame—/ \—Forward Frame Forward Frame Moves video forward one frame.
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Adjust the Brightness of an Image
1. Select an image to adjust by double-clicking on the desired image. Multiple images cannot be adjusted at one time.

2. Move the Bright slide bar to the right or left to adjust the brightness.

3. Reset the Brightness by moving the slider back to the center of the bar.

Zooming In On an Image
1. Select an image to adjust by double-clicking on the desired image. Multiple images cannot be adjusted at one time.

2. Move the Zoom slide bar to the right or left to zoom in or out of an image.

3. Reset the Zoom by moving the slider back to its original position on the bar.

Zooming in on a Portion of an Image
1. Using the mouse pointer, point to the area of interest on the image and click the right mouse button.

2. Keep clicking the right mouse button to zoom in further.

3. Continue clicking the right mouse button and the image zoom will cycle back to the original size.

Open Video from Saved Location
1. Previously saved video clips or backup files can be searched for content. Find file by date and time or by name.

2. Click the Open Button to search for the saved file.
3. Select afile from the list of saved clips and backup files or search by start hour.
4

Click OK to open the saved file.

Time Sync

The Time Sync option synchronizes a single channel of video to playback in real time. Ordinarily the video may playback slower or
faster depending on several factors, including how many PPS recorded and number of cameras playing at the same time.

1. Select a single image to synchronize by double-clicking on an image.

2. Click the Time Sync Button. The video will now playback in real time.

Clean Image

The IPR unit is capable of recording video using one of three different resolutions. When using the 720 x 480 resolution, two fields are
mixed. Because of the timing gap between the two fields, according to the standardized image rules, after image might occur to high
speed moving images. The Surveillix IPR unit allows the user to remove this by clicking the Clean Image Button.
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DAYLIGHT SAVING TIME

The IPR automatically adjusts for Daylight Saving Time changes. When the hour “jumps forward” no video is lost because an hour is
skipped. However when the hour “falls back” there is a duplicated hour that under normal circumstances would be recorded over. The
Surveillix IPR actually records both hours and allows the user to select which hour to play if the need arises.

To access the ‘lost hour':

) Movember 2007 |
1.  From the Search screen, click the Calendar button.
2. Select the date when Daylight Saving time ‘lost” an hour. The Daylight Saving 12 3
option appears. 5 E 7 &8 9 10
. . . 1 12 13 14 15 16 17
3. To play back the ‘lost hour', select the Daylight Savings option. 19 13 20 71 2 23 o4
4. Click OK to confirm the date and begin playing the video using standard search I T L
features.
"o Taday [ 1

v Daplight saving |02 00 —
0k | Cancel |

SAVE TO JPG OR AVI

The IPR can export single images in the Image file formats and save video clips in an .AVI format. Both .JPG and .AVI file formats are
the most commonly used graphical formats today. Virtually every computer offers some type of support for these file formats which
make them the most ideal formats to use.

JPG  Optimized for compressing full-color or grayscale photographic images, .JPG images are 24-bit (16.7 million color) graphics.
Use .JPG to export a single image or frame.

AVl AVl image data can be stored uncompressed, but it is typically compressed using a Windows-supplied or third party
compression and decompression module called a codec. .AVI is used to export a video clip.

1. From the Search screen, click the Save button. & Save / Clip Backup X
2. Select the Export Type: Image File (JPG) or AVI File Save | Clip Backup
NOTE: Different image format types provide different file-sizes, quality Export type
and compatibility ® ImageFie AW File
Image File e =
a. Select Quality - 50>100. When size is not an issue, set the
quality to 100.
AVI File | =
a.  Enter the duration (seconds) to record. Although 100 is the Qualiy setup
longest time displayed, a longer recording may be entered Quality (50 - 100] : T
manually.

b.  Select a Compression Codec. Each codec provides different
levels of quality, compatibility and file-size.

c. Select Quality - 50>100. When size is not an issue, set quality to
100.

Unplug or Eject Hardware Cancel

3. Click the Export button to save file. The Cancel button exits the
window without exporting file.
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SINGLE CLIP BACKUP

Along with the Save option, a single camera backup option is also included with the Surveillix software. The single Camera or Clip
Backup allows the user to backup a single camera without having to backup multiple cameras at a given time. The Clip Backup option
gives the users the ability to choose a backup time frame, choose a specific camera, add memos, and even make a copy of the
Backup Viewer if needed.

1.
2.

6.
7.

From the Search screen, click the Save button.

Select the drive from the file tree to save data to. (Hard disk drive,
removable drive, CD/DVD drive)

Select one camera from the list of
Define the Start and End time of the backup clip

Select the Include Viewer to include a copy of the proprietary Backup
Viewer Software to view the clip on virtually any windows machine

Click the Add Memo button to include additional information

Click the Backup button to start backup

NOTE: If backing up to a removable USB device click the Unplug or Eject
Hardware button after backup is complete to safely remove the device.

PRINTING AN IMAGE

Save | Clip Backup

Drive :

= g MY Compter
“e D: [Backup 14038 ME Free]
b E:[OMB Free]
2% 0: [DepartmentData 123722 ME Free]
S# [ 3985 MB Free]
Z# 7. [DeparmentData 123722 MB Fiee]

channel backup start
Channel | Name [~ [coEo7osiezsos =
Cam1  hat tick

backup end

Ocam2  Pasition2 2008:07-05 16:25(06) =
Ocam3  Position3
DCam 4 Positiond I~ Include iewer

Ocams  Positions

[W]cam 6 | Positions %
Ocam7  Position?

Ocamg  Positiond

Ocam9  Positiond

CICam 10 Positior10 v
Unplug o Eject Hardware: Cancel

1.

Using the Search screen to locate the desired frame. Double-click the image.

NOTE: Only one camera can be selected at a time for this function to work.

2.

3.

Click the Print button. A Print Options window appears. Depending on the printer being used, there may be several printing

options available. Refer to the printer manual for more information.

Click the Print button to print the selected images.

NOTE: The message “NO DEFAULT PRINTERS INSTALLED" will display if no printer is installed.
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PERFORMING A BASIC SEARCH

There are several different types of searches that can be performed on the IPR. The most basic involves selecting the date, the time,
the camera, and clicking play.

1. Click the Calendar button to select a date.

2. Select a time by adjusting the hour and minute slide bars.
3. Select one or more cameras.
4

Click Play. Video can be played forwards, backwards, or frame-by-frame.

INDEX SEARCH

Using the Index Search can greatly decrease the amount of time spent searching through saved video. The Index Search allows a user
to perform a search based on criterion such as Sensor, Motion and Instant Record events

Performing an Index Search
1. Click the Calendar button on the Search Screen to select the date to search.

2. Click the Index Search button. [ _Comna | Name T Sensar | Secorrane
II: Camera 2 East Hallway ’[ Sengor2 Sensor2
B B Camera 3 Loading Dock Sensor 3 Sensor 3
3. Select the cameras and sensors to include in the search I Camera . Souh Entance [ Semsor 4 Senor &
F Eamarag E‘alk\‘né L‘nt ’!: gensnrg ;‘vensmg
4. Select the Select Time check box to define a specific period. [ Camera? Fiont Dffce " Senser 7 Sermor7
P Eamerag \é\/astt haﬂllway ; gansnrg gensmg
5. Select an event type to search (sensor, motion, instant record) or select the ] Canera 0P [ Sencor 10 Semr 10
All Event option. o o reeionts - Sanean13 Sanear 13
. ) ) I CameraNF’Ds\tiunN I Sensor 14 Sensor 14
6. Click OK. There may be a delay while results are returned. Results will be - Lamera 15Fostiont S - Gensar 18 Serwar 15
displayed in a column on the left side of the screen — Each line represents a < 5 g 5
segment of video. If no results are found, “NO IMAGE FOUND" will appear
in the column. [~ Select Time Select sot option
,7_ * Sensor
7. Once the results are displayed, double-click any one to play the associated e ) Motien detestion
Vldeo p y y p y " Instant Record
8. Once the desired image is found, apply it to the Main Search by selecting
the Close button at the bottom of the results column. e Al event
Cancel

Index Search Results Display

Event Recorded on Camera Event Type:
Time Event Occurred—| M — Motion
S - Sensor

Time Camera Top &
‘DB:E#:E COl[Back R E
08:35:34 COl[Back A E
083617 CO[Back A
[8:36:38 CO1[Back R
083717 COl[Back R

[=]
[]
[ra]
08:33:43 COM[Back R E
[ra]
[ra]
[4]

| - Instant Record

08:33.31 COM[Back A
08:40:31 COM[Back R
08:4212 COM[Back R
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PREVIEW SEARCH

Preview Search can be used in a number of circumstances to quickly find an exact moment where an event, such as a theft, occurred.
The Preview Search gives a 24 Hour visual overview of a single camera by separating a 24 hour period (1 day) into 24 images, one
image for each hour of the day. The search can then be further narrowed down into ten minute increments and one minute increments
by selecting one of the images displayed.

These example images show how the Preview Search functions.

The first screen that appears has 24 images displayed. Each image represents the first second of each hour. If there is no image
recorded during that period then nothing will be displayed.

When an hour is selected (by double clicking on the image), a new screen appears with 6 images. Each of these images represents a
10 minute segment of video within the selected hour.

Once a 10 minute segment is selected (by double-clicking on the image) the final screen appears which breaks down that 10 minute
segment into 1 minute increments (10 images).

1 Day (24 Hours) Total
1 Hour Increments

m
1 2 | 3] 4

6] 78] o ‘ i*"i*?ﬁ-‘-?]ﬂ'
11112 |13 ] 14| 18 lﬂﬁﬂ?ﬂﬂiﬂguﬂ

16 | 17 | 18
211 22 | 73

1 Hour Displayed
10 Minute Increments

10 Minutes Displayed
1 Minute Increments



Performing a Preview Search

1.
2.

Select a single camera by either turning off all cameras but one or double-clicking a displayed image.

Select the Preview Search button. 24 images display. If there is no recorded video during a portion of the day, “No Image” will
be displayed where the image should be.

Refine the search by double-clicking on an image to select it. 6 images display. If needed, return to the previous 24-image view
by right-clicking on an image.

Refine the search by double-clicking on an image to select it. 10 images display. If needed, return to the previous 6-image view
by right-clicking on an image.

Double-click an image to select the 1-minute segment of video to play. A single image displays. If needed, return to the previous
10-image view by right-clicking on an image.

Use the Play controls to play the video of the selected segment.

To exit out of the Preview search with the current image still selected, deselect the Preview Search button.

GRAPHIC SEARCH

The Graphic Search option displays video in graph format.

;Hours 0-23 (24 hours)
o 1 2 2 4 = & T il 9 0 11 12 132 14 15 16 17 iz 19 20 21 22 23

1 1] f’
I% \ -

|—Cameras \—

Recording Block

Performing a Graphic Search

66

1.

o A~ LN

Select the Graphic Search button on Search Screen Display

Click the calendar icon to select a day

Click an area of the blue recording block. Only one camera can be displayed at a time.
Recorded video from the corresponding camera and time block will display above

Use the mouse or arrow buttons to move through recording blocks and view video



OBJECT SEARCH

Object Search is a powerful search utility used to search a region on the video for any motion changes. Results are neatly displayed

and can be viewed quickly.

Object Search

Progress Status
Progress

Time: 6/13/2007 211:07 PM

Found: 30

Camera Nurber: | 2
(105, 48] - (273, 236, widih = [168], height = [188]

Search Area

Checked frames 34 J

Cam#t  Time info.

02 6/19/2007 2:04:31 P —
02 6/19/2007 2:04:37 PM
02 B/19/2007 2:04:37 PM
02 6/19/2007 2:04:38 PM
02 6/13/2007 2:04:33 P
02 6/19/2007 2:04:33 PM
02 6/19/2007 2:04:40 PM
02 6/19/2007 2:04:41 P
02 6/19/2007 2:06:03 PM
02 B/19/2007 2:06:37 P
02 6/19/2007 2:07:44 PM
02 B138/2007 2:07:47 P
02 6/19/2007 20748 PM
02 B6/19/2007 2:07:43 PM
02 B/19/2007 20749 P
02 6/19/2007 2:07:50 PM
02 B/19/2007 2:07:50 P
02 6/19/2007 2:07:50 PM
02 B/13/2007 2:07:51 P
02 6/19/2007 207:53 PM
02 6/19/2007 2:07:54 PM
02 B/19/2007 2:07:57 P
02 6/19/2007 2:08:00 PM
02 B/19/2007 2:08:12 P
02 6/19/2007 2:08:25 PM
02 §/19/2007 2:08.59PM —
02 6/19/2007 209:32 PM
02 6M9/2007 00 P

Operation

ssage

3204240
Area (105,48) - (273,236]
Stat [5/13/2007 2.04:01 PH]
End [6/19/2007 304:01 PM]
30] Motion found

Start search

Clear selection J

Stop Fleload first frame:

| Cancel |

Apply to Main Search

Performing an Object Search

1. Perform a Basic Search to determine the start time of the object search.

Select a single camera, either by turning off all cameras but one or by double-clicking a displayed image.

2
3. Click the Object Search button on the Search Screen Display
4

Click and drag the mouse on the video display to define a motion region box. Resize by pulling on the small square boxes

located on the perimeter of the box.

5. Click the Start Search button, the Object Search Filter
window will open

6.  Selectan end date/time. One hour is the default setting.
7. Adjust the sensitivity if necessary.

NOTE: If you select Key frame search the IPR only search key
frames for motion in the selected area, and if you select Show
detected image, the IPR will show each frame as it is searched,;
this will slow the search process significantly.

8.  Click the OK button

9. Select a motion event from the search results list displayed
on the right

10. Click the Apply to Main Search button to display the
selected image in the main Search Screen and to use play
controls

Object search filter information

Start End

Date: | BA19/2007 -
=] Time: | 24338 PM =

Filter option
Sensitivity .
Inzensitive > Cahcel

W Eey frame search [Faster)

[ Show detected image [Slower)

11. To start a new object search using the original image click the Reload First Frame button

12.  To exit Object Search without selecting an image, click the Cancel button
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SEARCH IN LIVE

The Search in Live feature allows users to review events immediately while monitoring live video. Pause, rewind, and resume live
video within seconds of an alarm event or suspicious activity.

3 SEARCH

BACKUP
s

LOG IN/OUT
@ o

CURRENT USER:

USER CONNECTION STATUS:

SENSOR 8) (o) (10) (M) (12) [13) (14) (15) (16

RELAY 8) (%) (1o) (M) (12) (13) (14 [15) (16

1. Move the mouse cursor over the desired live video display on the Live Display Screen.
2. Press the Scroll button on the mouse.

3. The Search in Live Controls will display at the bottom of the
image.

EARNENENCIRNEY

4. Use the controls to pause, rewind, move frame-by-frame or
resume playing as desired.

AUDIO PLAYBACK

Audio is played back at 48,000Hz. To play audio with the video:

1. Select a single camera by turning off all cameras but one using the Camera Select buttons. The audio buttons will be displayed.
2. Select asingle audio channel to play. When an audio channel is selected, the Time Sync button will be automatically selected.
3. Click Play.
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PAN/TILT / ZOOM

This chapter includes the following information:

e  Overview

e  Setting up the PTZ

e  (Creating and Viewing a Preset Position
e  Creating and Viewing a Preset Pattern
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PAN /TILT / ZOOM OVERVIEW

The PTZ controls within the IPR allow for powerful control over the cameras. This can be extremely beneficial by increasing the
usefulness of the recorded video. Using the PTZ controls you can create custom preset configurations that can continuously sweep
across large areas.

SETTING UP A PTZ CAMERA

Setting up a PTZ Camera is simple. The IPR comes preassembled with an internal PTZ adapter. The cabling may be run up to 2,000 ft
using 22 Gauge Twisted Pair.

It is important to understand how the PTZ connects to the IPR. The IPR outputs an RS-232 signal and converts in to an RS-422/485
signal which is then sent to the PTZ camera.

Attaching the PTZ Adapter

Refer to the Connections section of this manual for information on connecting the PTZ camera to the IPR

Enable the PTZ Settings

1.
2.
3.

Inside the IPR PTZ Setup, select the PTZ camera using the Camera Channel list.
Enable the PTZ functions of the camera by placing a check in the Enable Pan/Tilt check box.

Select the appropriate Protocol and set the PTZ Driver Address and Serial Port Settings (See Advanced PTZ Setup in the
chapter).

NOTE:  The majority of major PTZ manufacture protocols are included in this software. Refer to the Supported PTZ Protocols list in

this manual.

4. Click Apply and Exit Setup.

5. From the Main Display Screen select the PTZ button (See the chapter on IPR Basics) The PTZ Controller will open.

6.  Select the PTZ camera to control by clicking on its video on the main display screen. The camera number will appear inside the
PTZ controls.

7. Using the PTZ controls, move the PTZ around.
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ADVANCED PTZ SETUP

Charne!: | [Channel 01]: Pasitiond ERIE N [~ On soreen compass
~ RSdEs O R2R =

Preset & Tour
Protocal : | J

Travel Speed :
Diweell Time| sec] : J_‘

Setting
= o
Open PTZ Controller ‘
Tour Schedule |
Camera Detail Menu
Preset
Speed Address Setting iz e
Adjust Speed Settings\

R Address 2
Tilk -

FT Driver Addiess : ‘
Zoom :‘ Frevious [0 :

Sequence
Focus : Mew D :

C t S tt Serial Port Setting
onnection Settings T BaudRate [9600bps w|  Paity[NONE »|  DataBits |8 «| StopBis [1 =]

Pan: [ =] 4]¢] FiX Addicss 1 R S I ] J:‘
Fe [/ [= T Tw
| |

NOTE: Preset and Tour options may vary depending on the camera

Creating and Viewing Preset Positions

A Preset Position is a user-defined location where the camera can be pointed, zoomed in, and focused. Preset positions can be
defined and labeled if the camera supports this.

Creating a Preset

Inside Setup, select the PTZ setup option and select the camera wish to edit.
If the camera is already selected click the Open PTZ Controller button

Move the selected camera to the desired position using the Pan/Tilt/Zoom/Focus controls.

> w o

In the Preset & Tour Detail section choose a Preset # (1-10) using
the list or the Right and Left Arrow buttons and click Select. Freszet : 1 - | 1 | 3 | Select

NOTE: Preset positions can also be created using the advanced buttons on the PTZ graphical controller.
Viewing a Preset

1. From the Main Display Screen select the PTZ camera by clicking on it.

2. Using the keyboard click the number keys corresponding with the Preset Positions. The Camera will move to the saved Preset.
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PTZ Address Settings

Some protocols support software address settings.

The RX Addresses and ID settings are compatible with a particular
line of receivers that support 2 ID addresses

The PT Driver Address is associated with the PTZ ID address set on
the camera. The addresses must match for the IPR to communicate
with the proper PTZ camera. This is especially important when a large
number of PTZ cameras are connected to the IPR.

NOTE: To select a PT Driver Address of 129-254, manually enter the
ID in the box.

ACCESSING PTZ MENUS

Addresz Setting
R Addreszs 1

R Address 2
PT Driver Address :

CE
EE
-

Previous |0 :

Mew D :

— e |
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Some protocols support the ability to access the
Internal PTZ Onscreen Menu

Since every PTZ camera is different, the functions of
these options can vary slightly.

The Surveillix IPR provides an easy way to access
the cameras options. For explanations of what those
options are please refer to the manual that came with
the camera

NOTE: Use the arrow buttons on the PTZ controller
move through the PTZ Menu options and/or highlight
options.

ZOOM Focus

O®0O®
0®

PTZ CONTROLS on/off

@ wirer ([ LiGHT
@ Tour

PTZ PRESETS

203 )04 )5
T8
ADVANGED

CAMERA MENU

(@ menu (3 seLECT () CLOSE

(@ ser (D pELETE () MOVE

Arrow buttons

Select ltem on Menu

Close PTZ Camera Menu



CONTROLLING A PTZ CAMERA

The Surveillix IPRs provide control for a PAN/TILT camera in two different ways.

e  The first method is to use the Graphical PTZ Controller that appears when the PTZ button is clicked on the main screen.

e The second method is to use the mouse to control the camera directly from the live video display.

Using the Graphical PTZ Controller

e  Use the Arrow buttons to control the direction of
the PTZ camera

e  Toselect a new camera, click the video display of
a different camera on the Main Screen Display.

NOTE: Eight directions are available only for select
protocols. Only four of the PTZ Control buttons work for
all protocols (UP, DOWN, LEFT, RIGHT).

Displays Current Arrow buttons

Camera

ZDOM FOCUS

O®0O0®
O®

PTZ CONTROLS on/off

(@ wieer () uGHT
[3 TOUR

PTZ PRESETS

Activate Corresponding
Preset Position

ADVANCED
CAMERA MENU

(@ menu (@ seLECT (@) CLOSE
—— PRESET CONTROLS

I D c.inr
SN I NI

6 T B 9 ]

(@ sev (I DELETE (T MOVE
Using the On-Screen Compass
1. Click the Setup button on the main screen.

2. Click PTZ Setup.

w

Select the On Screen Compass check box to enable the
feature.

Click Apply.
Click the Exit button to return to the main screen.

Click the PTZ button.

N o g &

Control the PTZ by dragging the mouse on the screen in the
desired direction. A green line will appear to show the direction
the PTZ will move. The shorter the line the less the PTZ will
move. The longer the line the more the PTZ will travel in the
specified direction.
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UNDERSTANDING TOURS

T4

Preset & Tour

Travel Speed - 30 SR
Diwell Time[ sec ] : m 1 »

Setting - Start Posg | End Poz |
{* Pan Swing £ Tilt Swing
Run ‘ Stop |

Travel Speed

The speed between one Preset position to the next

Dwell Time

The length of time (in seconds) that a PTZ Tour displays a Preset Position.

Setting: Start Pos / End Pos

Define a Mimic Tour. The Start Position button begins the ‘recording’ process. The Stop Position
button ends it.

Pan Swing / Tilt Swing

This option enables the Horizontal (Pan) or Vertical (Tilt) ‘Guard Tours’.

Run / Stop

Runs the selected Pan or Tilt Tour.




PTZ Tour Schedule

¢ PTZ Tour schedule b__(|
Day of week
" Sun [ Mon W Tue I Wed [ Thu [T Fi [ Sat Single Select Mode
Hours 0-23 (24 hours
Tour scm \ ( )

r7l o Jo 1 [z[s[4[s[6]7[a]o[w|ulz]1a]ia]15]16][15in

Cameras—

| £

Select Clear |

oK | Cancel

Create PTZ Tour Schedule
1. Click the Setup button on the Main Screen.

2. Click the PTZ Setup button.
3. Click the Tour Schedule button to open the PTZ Tour Schedule window.
4

In Single Select Mode select one day of the week to create a schedule for or toggle to Multi Select Mode to select multiple days
with the same schedule.

o

Click and drag the mouse cursor to select blocks of time (hours 0-24) and corresponding cameras.
6.  Click the Select button.

7. When finished click the OK button to save changes and close the window.



SUPPORTED PROTOCOLS
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Protocols are added frequently. The Surveillix Server software may support new protocols that are not listed here.

The current supported protocols are:

ADEMCO RAPID DOME
AMERICAN DYNAMICS
BOSCH AUTODOME

CBC (GANZ)

C-BEL

CELBO SPEED DOME
CHIPER CPT (VOKR SERIES)
CNB-AN102

CNB-PTZ100

COMPUTAR

COVI EVQ-1000

DENNARD RS485
DMP23-H2

DONG YANG DSC-230/240
DONG YANG SPEEDDOME
DONG YANG UNITECH (DRX-502A)
DONGYANG (255RXC)
DVRX-1000

DYNACOLOR

ERAESEEDS (CRX-1401)
ERNITEC

EVERFOCUS EPTZ1000
FASTRAX Il

FASTRAX IIE

FILLTECH (DSC-230/PT-201)
FINE SYSTEM (CRR-1600)
FOCVISION (KD1602)
GANZ ZC - PT SERIES
HMC-250

HSCP

HONEYWELL (GC-655P)
HONEYWELL (HSD-250)
HONEYWELL (HSD-251)
HONEYWELL (KDEC-300)
HONEYWELL HD6
INTER-M (VSD-640)
INTER-M(VRX-2101)
JAVELIN (ORBITOR)

JVC TK-C676/C55
KALATEL (CYBER DOME)
KDC

KODITEC

LG (LPT-AL00L)

LG (LVC-A70X'S)

LG (LVC-M300/310)

LG MULTIX

LG SPEED DOME
MERCER

MERIT LI-LIN

MERIT LI-LIN V6

MIC1-300

MOLYNX

NICECAM

NIKO

WSD-7425

ORX-1000 (KRE-303)
PANASONIC

PANASONIC V2

PELCO (P PROTOCOL 4800BPS)
PELCO DRD08/DRD14 SERIES
PHILIPS (TC8560 & TC700)
SAE

SAMSUNG (DRX-502A)
SAMSUNG (MRX-1000)
SAMSUNG (SCC-641)
SAMSUNG (SCC-C6407)
SAMSUNG (SPD-3300P)
SANTACHI
SENSORMATIC SPEEDDOME-AD DELTADOME
SONY BRC-300
SPD-2500P

SUNGJIN (SJ2819RX)
SUNGJIN (SJ3000RX)

T TIAT TRX-100

T TIAT TTR-100

TAMRON

TELEEYE DOME
TOSHIBA (P PROTOCOL 4800BPS)
ULTRAK (KD6)

VCL

VCL- LEGACY

VICON

VICON SURVEYOR 2000
VIDEOALARM
VIDEOTREC

VISION TECH

WONWOO

WSD-7425D



BACKING UP VIDEO DATA

This chapter includes the following information:

e Overview

e  Saving Video to a DVD-R

e Saving Video from a single camera
e  Scheduling Regular Video Backup
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BACKUP OVERVIEW

The IPR can easily backup important video data to an internal or external media location. The most commonly used forms of this are
CD-R/RWs, External USB or FireWire Hard Drives, and Network Drives. Every IPR comes standard equipped with a DVD+RW drive,
USB port, and Network Adapter.

The IPR is capable of performing a backup to multiple DVDs when the file sizes exceed the capacity of a single disk. You may also
specify multiple locations for backup as well as the order they are recorded to.

The IPR backs up video data using a proprietary compression format that can only be read by the IPR Backup Viewer Software. This
ensures the integrity of the data.

Throughout the backup process the IPR will continue recording without interruption. This is the result of the tremendous multiplexing
power of the IPR which allows it to perform virtually all functions without disrupting the recording process.

NERO® EXPRESS

The IPR uses Windows® XP® Embedded running Nero Express 7 to write data to the DVD+RW Drive. This solution allows the IPR
software to read and write data to the DVD-ROM Drive without the requirement of formatting the disk first.

CAUTION: Although many features are available within Nero, it is highly recommended that you do NOT
use any features other than those necessary for the standard backup of video data as outlined in this
section, loss of information or software instability may result.

BACKUP CENTER OVERVIEW
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The Backup Center allows you to back up recorded video data from multiple dates and times to one or more locations including the
DVD-ROM drive, Network Storage Locations, and External Hard Drives.

NOTE: USB performance is reduced during backup to preserve resources for recording.



General Backup Screen

The General Backup window is used for performing bulk backup of video recorded by all cameras for a selected period or periods to a
specified storage location.

Calendar—

& Backup Center rz|
Ulieneial)| schedule | Cip |
Hour
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o
10 [ | |
17 s 21 2 2 2| 20 .
24 25 2 27 2\ 21 A e .
40 .
" oA Taday L S0 .
Backup Status Select Backup Media Drescription
Backup Size : 0 MB
Maecéh:giz:?ﬂ it Me... | Type FreeSpa... | BackupSpacel... | Mumber of Me... D NoData
OE: CO-ROMd. OMBF.. O Fecorded Tine
Mo Backup tem Selected Time
< | (> Eject CD
I~ Fized HDD . | Start Backup
/IU Inohuds Viewer Bac;up Order | Nethk\Dnva | Brnwsel | Cancdl

Display all Hard Drives

J j l—Select Additional Drive/Folder
ty

Define Drive Priori Select Remote Network Location

Hour / Minutes Recording data displays in hourly (24 horizontal columns) and 10 minute (6 vertical cells) segments.

Green cells indicate time with recorded video. Red cells indicate time selected for backup.

Backup Status Displays the size of all video currently selected for backup, the available size of the media currently

selected for backup to, and the dates and times of video currently selected for backup.

Performing a General Backup

1.
2.
3.

Click the Backup button on the Main Display Screen.
Select the date or dates to back up video from using the calendar. Dates highlighted in blue contain recorded data.

Select the blocks of time to back up using the Hour/Minute Menu. Blocks of time with recorded video are highlighted in green.
Blocks of time selected for backup are highlighted in red.

Select the drive or drives to save the backup video to using the Select Backup Media Menu, Network Drive button, or Browse
button. When selecting the DVD£RW Drive you must specify the number of CD/DVDs to use for backup.

Set the backup order using the Backup Order button.
Select the Include Viewer check box to include the Backup Viewer Application.

Click the Start Backup button to begin the backup process. A progress bar will be displayed in the lower right corner of the main
screen.
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Clip Backup Screen

The Clip Screen is used for backing up video recorded by individual cameras for a selected period of time to a specified storage
location

& Backup Center PZ|
General | Schedue Clip ]

Channel Selection Degcription Backup Drive
Channel « Clip Information ‘
Cam1  Positionl ’7 oS
Cam2  Position2 = Q E.D\mpuu:::; F
Cam3  Posiion? worker adminiztratar @ Al 1ee]
Camd  Pasitiond

Cam5 PosiionS
CamB  Posiiont
Cam?  Poasiion?
Cam& Posiiond
Cam3 Posiiond
Cam 10 Paosition...

Cam11 Position... Time Setup

E"‘m E EDS!:P” - Start Time : EA15/2007 21651 PM —
arm oEhon...

Cam14 Position... -

Cam 15 Pasition End Time : B/18/2007 21656 PM ——

Cam 16 Position...

I Include Viewsr

Odd Even

All Clear | Reverse

Performing a Clip Backup
1. Click the Backup button on the Main Display Screen.

Click the Clip Backup Tab at the top of the Backup Center Screen.

Set the Backup Time and End Time of the video to backup in the Time Setup Box.
Select the Cameras to back up in the Channel Selection Box.

Select the Backup Drive to save the backup video to.

Check the Include Viewer check box to include the Backup Viewer Application.

Enter pertinent clip information into the Clip Information section in the Description Box.

© N o g b~ w D

Click the Start Backup button to begin the backup process. A progress bar will be displayed in the lower right corner of the main
screen.
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Scheduled Backup Screen

The Scheduled Screen is used for backing up video recorded by all cameras at a regular interval.
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~
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Performing a Scheduled Backup

1.

o w >

o

Click the Backup button on the Main Display Screen.
Click the Schedule Tab at the top of the Backup Center Screen.
Set the Backup Time to perform the backup.

Set the Repeat Backup Time to specify the number of hours between backup procedures (between 1 and 24 hours).

Select the Backup Drive to save the backup video to using the Select Backup Media Menu or the Network Drive button. To save

to a local drive or partition you must first rename the location “Backup”

Check the Overwrite on Disk Full checkbox to overwrite previous scheduled backups when the disk becomes full.

Click the Save Backup Setting button to save the current backup setting and return to the Main Display Screen.

Specifying Scheduled Backup Drives

In order to use the Scheduled Backup feature, one or more storage drives or partitions connected to the IPR must be labeled as a
backup drive.

1.
2.

Exit and restart in Windows mode.

Double-click the My Computer icon on the IPRs desktop. A file menu will be
displayed.

Right-click the drive to specify as a backup drive for Scheduled Backup and
select the Rename option. Rename the drive ‘Backup’. Repeat this process
for all drives to use for Scheduled Backup. To remove a drive from use for
Scheduled Backup, change its name to something besides ‘Backup’.

Restart the application and return to the Schedule Tab in the Backup Center
window.
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81



82



LAN /ISDN /PSTN CONNECTIONS

This chapter includes the following information:

e Overview
e  Configuring TCP/IP Settings
e  Connecting to a LAN
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LAN OVERVIEW

The IPR unit can easily be connected to a Local Area Network (LAN) and uses Microsoft's® powerful and secure Windows® XP
Embedded operating system. This allows for easy and well-documented instructions on setting up LAN connections no matter what
type of LAN you want to use.

A LAN is a group of computers and other devices dispersed over a relatively limited area and connected by a communications link that
allows one device to interact with any other on the network.

Examples of LAN connections include Ethernet, Token Ring, cable modems, DSL, FDDI, IP over ATM, IrDA (Infrared), wireless, and
ATM-emulated LANs. Emulated LANs are based on virtual adapter drivers such as the LAN Emulation Protocol.

There are many reasons why using Microsoft® Windows® XP Embedded is superior to other platforms when running on a LAN. The
number one reason is security. Windows XP Embedded is based on NT technology, which, historically has boasted the most reliable
and secure Operating System in the world. Running the IPR on a secure network is important to prevent unwanted users from gaining
access to confidential information. Unwanted users can compromise the integrity of the confidential data being stored and viewed, and
in extreme circumstances can cause irreparable damage to the network.

Since connecting the IPR unit to a network can be extremely complex (depending on the network), this Surveillix IPR manual will
cover only the basics. It is suggested that the administrator consult a Vendor or IT Administrator before attempting to create or
connect to a LAN.

CONNECTING TO A LAN USING TCP/IP

The networking options of the IPR unit can create and edit all Network settings available on Windows XP Embedded. The IPR unit
comes equipped with a 100/1000 Gigabit NIC. This card uses a standard RJ-45 connector.

The IPR unit comes preconfigured to retrieve an IP Address from a DHCP Server. These settings will work for many users. If these IP
settings are sufficient then re-configuring TCP/IP will not be necessary.

Configuring TCP/IP Settings
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1. Click the Exit Button and Select Restart in Windows Mode.

2. Right-click on the My Network Places icon located on the desktop and select Properties. The Network Connections window
opens.

3. Right-click Local Area Connections and select Properties. The Local Area Connection Properties window opens.

4. Select the Internet Protocol (TCP/IP) by clicking on it once. Once it is highlighted, select the Properties Button. The Internet
Protocol (TCP/IP) Properties window opens.

5. Select Use the Following IP Address option. Enter the IP Address and Subnet mask appropriate for the network. Itis
recommended to contact the Network Administrator for appropriate IP settings.

Example: a. Common IP addresses are 10.0.0.25
b. Common Subnet masks are 255.255.255.0

NOTE: In order to connect to the IPR unit through a remote LAN connection, a static IP address must be assigned. If the network
assigns the IP address automatically (DHCP), contact the Network Administrator for help assigning a static IP address.

6. If the network requires you to specify the DNS information, enter it now by selecting the appropriate DNS options.

7. When finished configuring the TCP/IP settings close the Internet Protocol (TCP/IP) Properties window by clicking the OK Button.
8.  Close the Local Area Connection Properties window by clicking the OK Button.
9

It may be required to restart Windows for the changes to take effect. Restart windows by selecting START on the desktop and
selecting Restart.



WEB VIEWER

This chapter includes the following information:

e Overview
e  Configuring the Web Viewer
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WEB VIEWER OVERVIEW

The IPR allows you to access video using Microsoft® Internet Explorer® 7.

Highlights:
View Live Video from most computers
Username and Password protected

Easy to use graphical interface

Basics:

75 users can access the Web DVR simultaneously. The Web Viewer is an easy, secure way to view live video from virtually any
computer with an internet connection using Microsoft Internet Explorer.

In order to log in to the IPR server, a user account must be made for the user. This ensures that only authorized personnel are
allowed to log in. In addition, each user can be assigned different privileges that allow them or deny them access to different
functions. For example, a user can be granted access to only view cameras 4, 8 and 16.

Screen Division buttonsT

CAMERA fTesascTeonNANRMAG®E

\ Activate Commands
Enable/Disable Camera Display
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Configuring the Server for Remote Connection
1. Enter Setup on the IPR.

2. Click the Network Setup button.

3. Clear the Disable Remote Control option. You should now be allowed to adjust port settings if necessary.

NOTE: If you are using a Firewall, it may be necessary to adjust the port settings on both the IPR and the Firewall. Contact the
Network Administrator for more information.

4.  Select the Web Viewer (iDVR) check box.

Click Apply.
6. Make sure a User account is created. Without a user account, the Administrator account must be used.
7. The IPR server is now ready to receive incoming connections.

Connecting to an IPR Using Web Viewer

1. Open Microsoft Internet Explorer.
2. Enter the IP address of the IPR into the Address Bar.

3. When attempting this for the first time on a Computer a window will open and you will be asked to accept an Active X installation.
Select Yes to this.

NOTE: If you receive a message saying Internet Explorer® security settings do not allow you to download Active X components then
you will need to adjust the browser security settings. One way to do this is to add the IP address of the IPR to the trusted sites list
inside Internet Explorer® settings. Contact the System administrator for additional help with adjusting Internet Explorer® settings.

4. When the Web Viewer finishes loading, select one or more cameras (or select a screen division button).

Click GO!
6.  Alogin window will appear. Enter the Username and Password of an authorized user.
7. The cameras will display.

Closing the Web Viewer

To exit the Web Viewer close Internet Explorer.
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NOTES:
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INCLUDED SOFTWARE SETUP

This chapter includes the following information:

e  Emergency Agent Overview

e  Remote Software Overview

o  Digital Verifier

e Backup Viewer

e  SCS Multi Site Software Overview
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EMERGENCY AGENT OVERVIEW

The Emergency Agent software is a utility that streams video across a Local Area Network to a Client PC when an alarm is detected
on the IPR. The video that streams across can be stopped, played forwards and backwards, in slow motion or real speed.

The utility is loaded at startup and placed in the taskbar. It constantly monitors for a signal from the IPR. When an alarm signal is
detected the Emergency Agent Image Viewer window opens and starts playing the video from the camera associated to the alarm.

CAUTION: SCS and Emergency Agent are not compatible to run on the same PC. If you have SCS installed you do not need
Emergency Agent. SCS will perform the same alarm notification as Emergency Agent.

Configuring the IPR

To enable the Emergency Agent on the IPR follow these steps:

1. Enter Setup and confirm you are in the Camera Setup Menu.

2. Select a camera and then associate sensor(s) to that camera using the Sensor Connection Boxes.
3. Click the Network Setup button and make sure that Disable Remote Control is not checked.

NOTE: The Emergency Agent uses one port to transfer the data through (the Emergency Port). The port can be adjusted inside the
Network Setting Menu if necessary. It is recommended that the default setting should be used unless the port must be changed.

4.  Click the Schedule Setup button.

Emergency IF: i) | LUse P |~

_ IP 1 0.0.0.0 —
6. Enter the IP Address of the computer running the Emergency agent .'_ bl

software.

5. Select the Sensor option to open the sensor schedule window.

7. Click the box next to the IP Address to enable it.
8. Create a schedule for the appropriate sensor.

9. Highlight the sensor schedule blocks and click the [E] Emergency Agent
button.

NOTE: The IPR will not send alarm events to the Client PC if the sensor
schedule does not have the Emergency Agent Alarm Option enabled.

10.  Click Apply.

Configuring the Client PC
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All configurations takes place in the Emergency Agent window on the Client PC. For descriptions and locations of the buttons and
features of the Emergency Agent window refer to the Emergency Agent window section later in this chapter.

1. Open the Emergency Agent window on the Client PC - Start >All Programs > Surveillix > Emergency Agent > Emergency Agent

2. Right-click in the DVR List and select New. Enter the DVR Code,
DVR Name, and IP Address of the IPR to connect to in the Site Edit

DYR identification

window that opens. Click OK DVR Code |
3. From the Options menu, click Setup. DVR Name |
4.  Confirm that the Network Port in the Setup window is set to the same P Add

. . ress |

number as the Emergency Port in Network Settings on the IPR. If the

numbers are different adjust the Network Port on the client PC to

match the IPR. oK | Cancel
5. Click OK.

6. Restart the Client PC.



Emergency Agent Window
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is saved to.

Configuration settings for activating an
audible indicator or popup window when the
Emergency Agent receives an event.

Alarm Confirmation List

Filter Event List
1. Select a DVR from the DVR List in the Filter Options section.

Select the type
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Select the event levels (Review, Dismiss, Critical, Default).
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Add Items to Alarm Confirm List

1. From the Option menu, click Setup.
2. Type the desired text in the box below the Alarm Confirmation List.

< Alarm Confirmation List >

Dreliveny Truck,
Suspected Theft

NOTE: The items in the Alarm Confirmation List will be available on a list under Status Setting in main Emergency Agent screen.

Status Setting
Level [] Default * LConfirmed | [Select Type]

Raccoons
Drelivery Truck
Suzpected Theft

3. Click Add.

4.  Click OK to save changes and close the window.
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Search Alarm Window

Export Option
AV File

ighature: Ewpart

Video Display— —\

© -
[ =

Alarm Setting

Play Controls— —\

E E E [~ Continue Playing
L oo Canee Go to Next Event

Specd  —— Up Dawn

Alarm Event Information— III Frame :

Go to Previous Event

Server :
Hame :

15:54:21 Time : 15 Apply Close

Export Quality It may be necessary to reduce the overall size of an .AVI file; for example, to email to someone.
AV file sizes can be reduced by reducing the image quality. However, reducing the image quality
causes the .AVI video to appear more pixilated. When size is not an issue, setting quality to 100 is
highly recommended.

Digital Signature Adds a digital signature to the exported .JPG image for use with the Digital Signature Verifier to
verify integrity of exported images and prevent tampering.

View Recorded Video
Double-click an event listing to open the Search Alarm window.

Use the play controls to locate the desired video.
Select the Continue Playing Box to watch all recorded events. When not selected, playback stops at the end of the alarm event.

Select the Same Camera Box to watch all events recorded by a single camera.

S

Click the Apply button after making any changes.

Export Video

1. Double-click an event listing to open the Search Alarm window.

2. Use the play controls to locate the desired video.

3. Click the Rewind button to return to the beginning or desired spot in the video.
4. Click the Stop button.

5. Select the Export Type — JPG or AVI.

Save JPG:

a.  Select the Digital Signature Box to embed a digital signature in a JPG file.
b.  Click the Export button.

Save AVI

a.  Reduce Export Quality only if necessary to reduce the size of the file.

b.  Click the Export button.
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REMOTE SOFTWARE OVERVIEW

94

The IPR was specifically designed to be fully operated and maintained remotely. It connects using the standard TCP/IP protocol
thorough connection types such as DSL, Cable Mode, T1, ISDN, 56K Modem, LAN, and more. The Surveillix Remote software allows
you to view live video, search through archived video, export images and video clips and have virtually full Setup control.

Highlights:

Search archived video

View live video

Export images and video clips
Control relay outputs

Setup administration

Basics:

The IPR can have up to 5 simultaneous remote connections. Each user can perform functions on the IPR and will not affect the other
users. The only exceptions to this are accessing Setup and controlling a PTZ camera. Only one user is allowed to access setup or
control a PTZ camera at any given time. The pictures per second passed to the Remote Client vary greatly depending on the
connection type and speed.

In order to log in to the IPR server, a user account must be made for the user. This ensures that only authorized personnel are
allowed to log in. In addition, each user can be assigned different privileges that allow them or deny them access to different
functions. For example, a user can be denied Searching and Setup privileges and only granted access to view cameras 4, 8 and 16.

It is highly recommended that users not be granted Setup privileges since this can pose a security risk.
Only properly authorized Administrators should have access to Setup.

The Remote software operates virtually the same way as the IPR itself. The appearance of it matches the IPR almost identically;
however, there are a few minor differences. Some search features are not available (such as the Index and Object Searches) as well
as some Setup options.



Remote Client Minimum Requirements
Intel® Pentium® IV 1.4 Ghz or equivalent

512MB System Memory

DirectX 9 or higher

32 MB Video Card

Internet or LAN Connection (56K, DSL, Cable Modem, T1, ISDN, etc.)
TCP/IP installed

Microsoft® Windows® 2000 or XP Operating System

1024 x 768 display resolution

16 Bit color depth or better

Remote Client Recommended Requirements
Intel® Pentium® IV 2.4+ or equivalent

512MB System Memory

DirectX 9 or higher

Compatible video card (ATI Preferable)

Internet or LAN Connection (DSL, Cable Modem, T1, ISDN, etc.)
TCP/IP installed

Microsoft® Windows® 2000 or XP Operating System

1024 x 768 display resolution

32 Bit color depth or better

Remote Software Setup

Installing Remote Software
1. Onthe client computer, insert the Surveillix Software CD into the CD-ROM. The CD should play automatically.

2. When prompted, select the Install Remote Software option. Follow the installation instructions carefully.

3. When the software finishes installing, close any open installation windows.



Create a New Remote Connection

Local Setup.

Site List | Configuration | POS Setup |
DVA List

Find DVA [

DVR Site List—.—"

New | Modify |

Import/Export saved configurations]

Delete Delete Al |

oot |t |

FThformation

. . SiteT,
Selected Site Information e
IP &ddress

User Mame I~ Save ID/Password
Password

D

Comeet | [T

i
QK Cancel

1. Select Start > Programs > Surveillix > Remote > Surveillix Remote Center. The Surveillix Remote Software opens and the Local

Connection window opens.

2. Click New to open the Site Info window.

> identify the server.

4.  Enterthe IP Address of the IPR server. By default the IPR is set to connect using DHCP.

5. Enterthe Center Port. This setting is specified on the server.

6. Click OK.

7. Click the newly created connection and enter the login username and password. (case sensitive)
8.  Click Connect.

96

Select the Site Type and enter a Site Name. The Site Name will be the name displayed inside the connection box to help




Configuring the IPR

In order to access the IPR remotely, the IPR Server must be setup to allow remote connections.

Time Out Value

Specifies a value (in seconds) to wait for a signal
from the Surveillix Remote Client. If a signal is not
received by that time, the connection is dropped.

Center Port

Used to transfer the connection data.

Image Port

Used to transfer the image data.

Search Port

Used to transfer the search data.

Configuring the Server for Remote Connection

1. Enter Setup on the IPR.

2. Click the Network Setup button to open the Network Menu.

[ Dizable Remote Control

Transport Setup

Quality : MORMAL -

Resolution : 3607240 hd

MNetwork Setup

TimeOut Value: Bl
Emergency Port: 2001

[1024 - 5O00)

Center Port : 2000

[1024 - 5000

Image Port : 2002

[1024 - 5000

Search Port : 2003

[1024 - 5000)

3. Clear the Disable Remote Control option. You should now be allowed to adjust port settings if necessary.

NOTE: If you are using a Firewall, it may be necessary to adjust the port settings on both the IPR and the Firewall. Contact the
Network Administrator for more information.

4. Click OK.

5. Make sure a User account is created. Without a user account, the Administrator account must be used.

6. The IPR server is now ready to receive incoming connections.

Access Remote Connection
1. Open the Remote Software.

2. Click the icon of the server as defined previously.

3. Enter the user name and password of an authorized remote user as defined in Network > Client Setup > User Account on the E-

Series system.

NOTE: User Name and Password are both case sensitive.

4.  Click the Connect button.
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DIGITAL VERIFIER OVERVIEW

JPG images and .AVI video files that are exported from the Digital Video Recorder are automatically embedded with a digital
signature. Digital Signatures are a way to verify the authenticity of the images to ensure that they have not been tampered with or
edited in any way. Included on the Software Installation DVD supplied with the IPR is the Digital Signature Verification program. This
program can be installed on any computer and loads an image in question.

Installing the Digital Verifier
1. Insert the Software Installation CD into the CD-ROM. (Do not install on the IPR.)

2. Select the Digital Verifier option to begin installation. When the Welcome screen appears, click Next.

3. When the Setup Complete window appears click Finish. Installation is complete.

Using the Digital Verifier

1. Open the Digital Verification program by selecting Start > Programs > Surveillix > Digital Verifier > Digital Signature Verifier.

2. Click the Browse button to load the .JPG image. Digital Signature Verifier
3. Enter the Site Code of the IPR that the image was originally I =1
extracted from. (The Site Code is specified in the Site Site Code | Verly | i |

Information Setup Menu)

Message  Choose a file to verify.
4. Click the Verify button to continue or Close to close the
window without verifying.

If the image has not been tampered with, a blue square will | If the image has been tampered with, a red square will appear
appear around the image with the message “Original image file.” | around the image with the message “Entire image changed or

wrong SITE CODE.”
Digital Signature ¥erifier Digital Signature Yerifier
|c:\ 01_200401 071 40201_MARK.jpg =3
Site Code [100-000 Site Cods [100-000 Verify | Close |
Message  [Driginal image file ! Message |Entire image changed or wrong SITE-CODE 1l
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BACKUP VIEWER OVERVIEW

The Backup Viewer allows you to play back the exported video in its proprietary format.

difficult to tamper with and therefore is the ideal solution when law enforcement and the legal department are involved.
This video cannot be read by any other viewer.

The Backup Viewer operates essentially like the Search portion of the IPR software.
For detailed explanations of these functions, refer to the chapter on Search Options in this manual.

BackupViewernVersion,3.5.0. = X
surveillix

21 -
23 -

SELECT DATE |

ADVANCED CONTROLS

sLow FAST

@&—BO
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FHEHEHEHEHEHEHPHERE S % o o o () cwmamce |

@T"ESTNCH
CAMERA SELECT

ClElllelv ] Ce) NOHOOOONOOOOHEMO® ® p—
TO MAIN

umgm Pwm |||uex m#n.c SAVE PRINT OPEN POS 17) (18] (19) (20) (21) (22) (23) (24) (25) (26) (27) (28 (29) (30) (31) (32

Installing Backup Viewer

1.

Insert the Software Installation DVD into the DVD-ROM.
(Do not install on the IPR.)

Select the Backup Viewer option to begin installation.
When the Welcome screen opens, click Next.

Read the License Agreement and select the appropriate radio button to accept the terms of the license agreement.

Click Next.

Select Yes to install the POS component or Select No for a basic install.
Click Next.

NOTE: The POS component is only necessary when connecting to a server running the POS Upgrade.

5.

When the Choose Destination Location window opens click Next.
This will install Backup Viewer in the default destination folder.

Select the shortcuts to install, or clear all boxes for no shortcuts.
Click Next.

When the InstallShield Wizard Complete window appears click Finish.
Setup is now complete.

Video saved in this format is extremely
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Loading Video from DVD or Hard Drive
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1.

Open the Backup Viewer program: Start > Programs >
Surveillix > Backup Viewer > Backup Viewer.

Click the Open button. The Total Backup Search window
will open.

For Clip backup files, expand Clip and select the desired
drive.

For Backup files, expand Backup and select the desired
drive.

Click the desired backup file or clip.

Click OK.
The video will load into the Backup Viewer.

Total Backup Search @

Total Backup Search l Choose time to search ] Clip Search]

=i Clip
Eag@ )
+ u Backup

Refresh

oK | Cancel |




SOFTWARE UPGRADES

This chapter includes the following information:

e  SCS Multi-Site Management Software Upgrade
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SCS OVERVIEW

SCS software is Network DVR Management Software; a powerful utility that allows 100 or more DVR units to be controlled using one
computer. This software allows you to view live video, search saved video, edit and configure setup on each DVR, and import maps
of buildings and other locations.

The SCS software was specifically designed as an enterprise software solution.
Highlights:

View Live Video from most computers

Username and Password protected

Easy to use graphical interface

Basics:

In order to log in to the IPR server, a user account must be made for each user. This ensures that only authorized personnel are
allowed to log in. In addition, each user can be assigned different privileges that allow them or deny them access to different
functions.

Purchasing SCS Software Upgrade
Contact your Toshiba Sales Representative: Part Number SCS-OPT.

Configuring the Server for Remote Connection

1. Enter Setup on the IPR unit.
2. Click the Network Setup Button.

3. Uncheck the Disable Remote Control option. You should now be allowed to adjust port settings if necessary.

NOTE: If you are using a Firewall, it may be necessary to adjust the port settings on both the IPR and the Firewall. Contact the
Network Administrator for more information.

4.  Click OK.
5. Make sure a user account is created. Without a user account, the Administrator account must be used.

6. The IPR server is now ready to receive incoming connections.
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Refer to the Setup section of the SCS Manual for information on using the SCS Software.
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