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Abstract

Acer Altos NAS 700 is a Solution based on Acer Storage Center (ASC) Software Version 4.0.
ASC provides vital storage services—virtualization, mirroring, capacity expansion, scalability,
TimeMark/TimeView, and more--through a software-optimized solution that runs on existing
industry standard hardware.
The Acer Altos NAS 700 appliance offers:

NAS capability for file sharing with quota management.

SAN/IP connection for database/application servers

Storage Virtualization

Capacity consolidation & scalability

Mirroring

TimeMark/TimeView

Centralized Backup.
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INTRODUCTION This solution guide discusses the installation, configuration, management
troubleshooting and the benefits provided by the Acer Altos NAS 700 appliance.
The Altos NAS 700 appliance is a highly flexible and scalable Network Attached
Storage solution.
It improves storage utilization compared to D.A.S (direct attached storage).
It offers storage centralized management and reduces the Total cost of
Ownership.

Who should read this Guide

This configuration guide is intended for:

e Acer field site engineers who are installing and configuring Altos NAS 700
Appliances.

e Acer resellers who are providing technical solutions to customers.

e Customers who are implementing these storage systems in their
environment.

Contents of this Guide
This guide’s chapters contain the following information:

1. ACER ASC Express Basics — presents an overview of ASC Software suite.

2. System Specification—presents the detailed specification of Altos
NAS700 as well as Qlogic 23xx Fibre Channel HBA controller.

3. Installation and Configuration—presents step-by-step installation and
configuration instructions for Altos NAS700 including the basic Linux
7.3 installation, the ASC software suite including the ASC server, the
Management console and the ASC SAN clients.

4. Configure ASC SAN resources —presents the procedures to create,
expand, delete and assign the different resources to be used by your
SAN/IP clients.

5. Manage ASC SAN clients—presents the procedures for adding,
installing and managing ASC SAN clients on Microsoft Windows, Red
Hat Linux and Novell NetWare O.S.

6. Manage the ASC Server—presents the procedures to start, stop and log
into the ASC Server.

7. Configure ASC NAS resources present the procedures to create and
assign the different resources to be used by your SAN/IP clients.

8. Troubleshooting—presents the procedures to help you through some
common issues you may encounter when you set up and run the ASC
storage network.

Acer Altos® NAS 700 Solution Guide
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Course Goals

Enable engineers and partners to fully implement an ACER Altos NAS 700
Appliance.

Prerequisites

Learners should meet the following prerequisites before installing a NAS 700
appliance (or equivalent experience):

e Acer Server Product Training (or knowledge about the current Acer
Server product range and technology)

e Acer RAID Workshop (or work experience with Server RAID Adapter
and RAID technology)

e Fibre Channel technology basics

e Linux basic knowledge or experience (Installation and configuration)

Overview of the ACER Altos NAS 700 Appliance

The ACER Altos NAS 700 Appliance is based on the Altos G710 server which
comes with two 36Gb U320 SCSI hard drives. ACER recommends that you
configure a RAID1 in order to offer redundancy for the Operating System.
Final users can use up to 6 additional internal hard disks for their data when
using the second SCSI cage, without requiring external enclosure. So this
configuration can offer a RAID 5 volume up to 730 GB of internal storage.

ACER Altos NAS 700 Appliance prevents soft-errors by using it's snapshot and
TimeMark features. It increases storage utilization and provides both file and
block level access. It also offers 2 different backup solutions 1. standard Tape
backup and 2. High performing Disk to Disk (D2D) backup for your NAS shares
and SANDisks.

Acer Altos® NAS 700 Solution Guide
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ACER
ASC EXPRESS BASICS

What is ACER ASC Express ?

The explosion of data in today’s networked computing environments stresses
the abilities of many Information Technology groups while the demand to
store and access data doubles each year.

Since information, and the storage infrastructure that holds it, are critical to a
company'’s success, the management of the storage becomes a serious issue,
where reliability, availability and improved disaster recovery are all key factors.
Documents, databases, web pages, and other sorts of media each have their
own rules for accessibility, retention and backup. Estimates of the cost to
manage storage range from 5 to 10 times the actual cost of the storage
hardware itself.

The Storage Area Network (SAN) is a dedicated network devoted to data
storage and is a solution that meets the storage requirements of many
businesses today. SANs address many of the reliability and availability issues for
data storage. Essentially, SANs apply networking methodologies to the
problems of storage, expanding the management possibilities for storage

ASC (Acer Storage Centre) is the award-winning storage networking
infrastructure software suite that simplifies storage management by delivering
SAN and NAS and enterprise class storage services under a unified management
umbrella across Fibre Channel and IP.

Developed by a team of world-class network and storage management experts,
ASC provides vital storage services through a software-only solution that runs
on top of the ALTOS NAS 700 Appliance.

ASC is a software suite that virtualizes the ‘disk’ hardware into a storage pool,
no matter if they are SCSI, Fibre Channel or iSCSI. ASC provides companies with
immediate total freedom of choice in connectivity and storage hardware
platform.

You can add physical or logical drives or even entire enclosures in this storage
pool. Then ASC allocates storage capacity from this pool by creating arbitrary
virtual drives. These ‘virtual drives’ appear exactly like a real SCSI drive, each
having their own SCSI ID or world-wide-name. The size can be anything you
want and the actual storage space can span across different physical disks. For
example you can create a 100GB virtual drive, with 50GB from an ACER S300
SCSI enclosure, another 25GB from an ACER S205F Fibre Channel enclosure and
the rest from an X SCSI enclosure.

With this sophisticated storage farm, the provision of the storage back to our
servers is done through SAN/IP protocol or iSCSI/IP target mode.

Target Mode is used when a SCSI initiator requests operations to be performed
by a HBA target device.

At the same time, we also offer CIFS and NFS protocols.

This is how ASC achieves both Block (SAN) level and File (NAS) level connectivity
all under a single infrastructure.

Acer Altos® NAS 700 Solution Guide
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ASC offers enterprises an easy way to purchase, implement, and support new
or existing enterprise SANs, while containing the costs associated with the
ownership and management of storage solutions. Building an ASC storage
network puts enterprise class storage services at your fingertips, allowing you
to do more with less.

Provides total freedom in storage connectivity: Fibre Channel, IP/iSCSI, SCSI,
JBOD, RAID, and tape/library. Because ASC scales easily and encompasses all
protocols and standards (current and upcoming), it is not just a tool, but an
entire future-proof system.

e Reduces management costs by leveraging existing IT infrastructures.

e Cuts capital investment by consolidating storage resources for
maximized utilization and efficiency.

e Dramatically lowers storage administration overhead through
centralized, simplified storage management.

e Eliminates requirement for multiple software licenses and individual
management of storage software for each server.

e Maximizes performance for high bandwidth applications.

e Provides total storage security with key-based authentication.

These benefits are all integrated into the ASC Server, an intelligent storage
processor capable of supporting high performance storage I/0 in a complex
data management environment. The ASC solution delivers cost-effective, easy-
to-use, flexible, rapidly deployable solutions for storing, managing, and
migrating data.

ASC also enables service provider businesses, including Internet Service
Providers (ISPs,) Application Service Providers (ASPs,) and Storage Service
Providers (SSPs), to grow and manage their storage resources more easily.

Acer Altos® NAS 700 Solution Guide
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What is an ASC Network

The ASC Storage Network can be either a dedicated storage network, just like
traditional Fibre Channel SANs, or it can be embedded into the existing LAN for
small or low impact applications. Acer recommends that a separate network
segment be dedicated to the Storage Network; this flexibility allows the
building and testing of different topologies, the scaling of the Storage
Network, and the sharing of networking resources to suit the varied
requirements of different computing environment.

-.—éil 5’]__!—&]__!—&1] PC Clients
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Database/Messaging Application Servers

Ethernet Switch for Storage Network

Altos NAS 700

m Altos Storage Sub—system

ASC uses in-Band design.

In-Band is using a group of dedicated appliance boxes located between the
Storage and the Host servers to manage the storage. It uses at least 2 Ports —
One as “"Target” to Hosts, and One as Initiator to Arrays. When setting up ASC
ports, Hosts are mapped to Target Ports and Arrays are mapped to Initiator
Ports.

ASC utilizes SCSI, the standard for server class storage devices. ASC supports all
types of SCSI devices, including those running the fastest Ultra 320 SCSI
specification.

SCSI is the standard for server class storage because it is fast, intelligent
(operations can occur independently of activity on the bus,) and expandable

Acer Altos® NAS 700 Solution Guide
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(depending upon specific configurations, typically up to 16 devices per bus).

For maximum throughput, ASC supports multiple SCSI busses and/or adapters.

For SAN/IP Clients (non-Fibre Channel Clients), ASC packages the storage
requests into IP packets using Acer’s SAN/IP™ protocol. Requests made to the
client’s virtual adapters are converted to SAN/IP packets. The ASC Server
receives the SAN/IP packets and converts them to SCSI commands. The ASC
Server then responds with the storage data, again packaged as SAN/IP packets.

Acer’s SAN/IP handles the entire process with minimal overhead so that the SCSI
devices are operating at maximum throughput, even over the storage network.

An advantage of packaging the storage data into SAN/IP packets is that the
data can be carried over trunked adapters, effectively multiplying the potential
throughput for single and multiple device accesses. This is not possible on bus-
based interfaces because all of the data must be transmitted on the same bus;
data cannot be split over multiple busses.

Acer Altos® NAS 700 Solution Guide
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ASC Components

The primary components of the ASC Storage Network are the ASC Server,
ASC Console, ASC SAN Clients and the ASC NAS Clients.
These components all sit on the same network segment, the storage network.

ASC Server

The ASC Server is a dedicated network storage server. The ASC Server is
attached to the physical SCSI and/or Fibre Channel storage devices on one or
more SCSI or Fibre Channel busses.

The job of the ASC Server is to communicate data requests between the clients
and the logical (SAN and NAS) resources (logically mapped storage devices on
the storage network) via Fibre Channel or IP.

ASC Management Console

The ASC Management Console is the administration tool for the ASC storage
network. It is a Java application that can be used on a variety of platforms and
allows ASC administrators to create, configure, manage, and monitor the
storage resources and services on the ASC storage network.

ASC SAN Clients

ASC SAN Clients are the actual file and application servers. Acer calls them ASC
SAN Clients because they utilize the storage resources via the ASC Server.
There are two types of SAN Clients, SAN/IP and iSCSI and you can have both on
your storage network.

These SAN Clients access their storage resources via software-emulated virtual
adapters for SAN/IP. The storage resources appear as locally attached devices
to the SAN Clients’ operating systems (Windows NT, Windows 2000, Linux, etc.)
even though the SCSI devices are actually located at the ASC Server.

ASC NAS Clients

NAS Clients are the Windows/Unix users and groups that access data and
storage (if authorized) on the storage network via standard operating system
network mapping protocols.

Warning:
Do not confuse ASC NAS clients with a NAS server.
NAS Clients are Users and Groups and not physical server or NAS appliances!

Acer Altos® NAS 700 Solution Guide
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SYSTEM SPECIFICATION In this part, it will cover the detailed specification summary of all important
components that make up the Acer Altos NAS 700 Appliance.

ACER Altos NAS700 Appliance Features

High density computing in a competitive world calls for a server that can keep
up and still stay cool in a rack. It's your life in the business fast lane that insists
on reliability, performance, and space to move.

The Altos NAS 700 appliance is based on the ACER ALTOS G710 server that
offers excellent storage scalability with its 8 slots. For applications needing high
performance and high availability, the Altos NAS 700 Appliance uses an Intel
Xeon processor. High capacity and high-speed network enabled, this is an
appliance to be reckoned with. With the two on board Gigabit LAN adapters it
is also the perfect choice as a network file server.

e Provides high level of business continuity through a set of high availability
and fault tolerance. The Altos NAS 700 snapshot copy and TimeMark®
protects where data from “soft-errors” such as accidental deletion, file
corruptions, and virus attacks. The Altos NAS 700 snapshot copy creates
scheduled or on-demand point-in-time snapshot copies of data volumes-
“TimeMark®”. TimeMarks contain only data changes and therefore do not
take up a significant amount of disk storage space. Up to 4 TimeMarks can
be maintained and used for fast backup and data recovery.

e Reduced storage TCO (total cost of ownership) through increased
server/storage resources utilization and simplified storage management.
Through providing simultaneous access to both file and block-level
applications, Acer Altos NAS 700 enables a consolidated storage platform
that can serve storage to any application servers from database, messaging
applications (Microsoft® Exchange, Oracle ®, Lotus® Notes, Sybase® IBM®
DB2, SQL servers to web servers and file servers under a central console. As
storage is consolidated and centralized, the capacity can easily be shared
and reallocated among applications servers, minimizing the amount of
unused capacity and the management of the storage resources is greatly
simplified.

e Lower TCO simplified and accelerates backups.

Altos NAS allows existing 3 party backup software to backup remote
server’s disk over IP or FC at speeds up to 2 gigabits per second. Application
servers' performance is increased through the elimination of overhead
associated with backup/restore operation and any additional processor
load on the application server because all data movements and backup
command are controlled by the Acer Altos NAS with no impact on the
application servers. Furthermore, since only one copy of backup software is

Acer Altos® NAS 700 Solution Guide
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necessary, at the Altos NAS, this centralizes and therefore simplifies the
backup management. It is also cost-effective as there is no need for backup
agent on each application server.

e Tower or 5HE rackable chassis to slip into a rack.

e 8x DIMM slots offer up to 16 GB of registered ECC DDR333 RAM.

e Uptotwo Intel® 2.8 GHz Xeon™ Processors at 533 MHz FSB with Hyper-
Threading technology for blistering processing power.

e 1+1 redundant, hot-swappable 550 Watts power supplies.

e 2x PCl-Express x4 slots.

e  3x 64-bit PCI-X 100 MHz + 1 PCl 32 bits PCl slots.

e 3 external 5.25 bays.

e Integrated dual U320 Channel LSI1030 controllers.

e LSI MegaRAID 320-1 U320 PCI RAID controller (add on card)
e Dual-channel gigabit-LAN for high-speed connectivity.

e Altos EasyDiagnostic LEDs indicate that you can trust your Altos to keep on
going.

e OS Supports: Red Hat Linux 7.3 with 2.4.21-ipstor kernel.

e Warranty Services: 3 years on-site services next business day response time.

Altos NAS 700 Appliance

Acer Altos® NAS 700 Solution Guide
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ACER ASC Express Features

e Up to 730 GB internal storage / Up to 2 TB with external storage enclosure.

e Mirroring: Protects against device/cabinet/frame level failure for any Acer
Altos NAS 700 managed disk

e Snapshot/Timemark: Max 4 times of incremental backup scheduled through
the day that provide easy data restoration without having to access tape,
with limited utilization of time and space .

e NAS: Provides storage via CIFS and NFS to Microsoft Windows, Linux, UNIX
and Mac* clients, allowing folders and files to be shared by users regardless
of the operating system.

e 5 SAN/IP clients max.
e Max 15 Virtual Resources / 4 TimeMarks per Acer Altos NAS 700 Appliance.
e Snapshot Copy and Synchronous Mirroring capability.

e iSCSI capabilities: Storage for database and messaging application (such as
SQL, Exchange, Oracle) can also be created from a common storage pool
via a common network such as Ethernet.

e Supported platforms for the iSCSI clients are:
Windows XP SP1,
Windows 2000 SP3 and higher,
Windows 2003 Standard & Enterprise.

e Storage Management: Centralized storage services at a single console,
including storage configuration, capacity management, storage
provisioning, reporting and diagnostics.

e Quota Management:
Manages the capacity usage, allows the administrator to set the capacity
limit of each share folder.
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Qlogic 2340 (Optional Fibre Channel HBA Controller)

The Qlogic QLA234x controllers bring the latest in Fibre Channel 2 (FC2)
technology, doubling speeds from 1Gbps to 2Gbps.

The Controller provides multipath and failover capability (when using QLA
2340 or two QLA 2342 Controllers). Each Controller provides an LC cable
connector to easily connect to Fibre channel Switches or directly to the Altos
S700F or S205F Storage.

¢ Single-integrated Fibre Channel controller (LC connector) for added
reliability and optimum performance
e Auto negotiation of Fibre Channel speed bit rate (1 Gbps or 2 Gbps).
e 200 Mbps at half-duplex / 400 Mbps at full-duplex.
¢ 1 multimode short wave laser LC port.
e Automatic topology detection.
e Concurrent support for SCSI and IP protocols
e Simultaneous initiator and target mode support
e  64bits/133MHz PCI-X specification. (3,3V and 5V bus supported).
e HBA and LUN level failover
e Persistent binding
e LUN Masking
e Local and remote Management
e Load balancing for optimized performance
e Supports Microsoft Cluster Service.
e OS supports:
Windows Server 2003 (32-bit and 64-bit),
Windows NT,
Windows 2000,
Windows XP,
Solaris SPARC,
Linux (32-bit and 64-bit),
Novell NetWare.

QLA2340

Acer Altos® NAS 700 Solution Guide
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INSTALLATION AND General Installation Sequence
CONFIGURATION 1) Install the HBA in your ALTOS NAS 700 appliance
2) Connect your ASC NAS 700 appliance to your storage network
3) Linux 7.3 installation through a:
a. Recovery image
b. Manual installation
4) ASC Server installation
5) ASC Management Console installation
6) ASC SAN Client installation
7) Configure ASC SAN Resources

8) Assign a SAN Resource to one or more client.

Installing HBA into the Altos NAS 700

Before you can start with setting up the ASC Software you may need to add
additional Controllers into your Altos NAS 700. If you are using a Qlogic Fibre
Channel HBA you need to add, open the housing and add the Controller. Also
make sure that your LSI RAID Controller 320-1 is installed correct and the SCSI
Cable from the backplane board is connected to this Controller. There should
be up to 2 x 36GB and 6 x 146 GB Hot Swap Hard Disk installed and the
Backplane is connected to the LSI 320-1 RAID controller.

Setting up RAID Array and LUNs

On the first start of the Altos Server G710 press Ctrl-M to get into the
MegaRAID set up utility and create a new Array.

1. Select Configure -> New Configuration (Note: Choosing “New
Configuration” will erase any former configuration, do not select this
option if you simply want to add a new Array group to an existing
configuration)

2. You will see a list of Drives available for your RAID Array, use the arrow
keys to move between them

3. You must select 2 disks with the spacebar key to create one Array and a
logical drive with 8000MB for operating system.

4. Press Enter when you are done with the selection.

5. Finish your physical Array selection and press F10 to create a Logical

Acer Altos® NAS 700 Solution Guide
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Drive.

6. Choose the RAID Level (in this case RAID 1) and select the size of your
first LUN. We recommend to create a LUN with the size of 8000 MB.
You can also select the full size for your O.S mirror.

Confirm the Logical Drive by using the Enter key

7. Please select now the remaining disk and create a RAID5 logical drive
for your ACER altos NAS 700 Data storage.

8. After you are done do not forget to initialise the Logical Drives. If you
select the Initialise option in the Controller menu it will destroy any
existing data on the Array. This is wanted on the first installation, but
be careful with this on already installed systems.

Acer Altos® NAS 700 Solution Guide
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A) Red Hat Linux 7.3 installation using the Recovery Image

Introduction

ACER provides on the ASC 4.0 Express cdrom, a Norton Ghost image to restore

the Linux 7.3 operating systems necessary to install later ASC 4.0 server on the

ACER Altos NAS 700 Appliance. ACER recommends our solution partners to use
this image to install the Linux Operating system.

The file can be found in the IMAGE folder of the cdrom and is called:
"linux.GHO".

Supported platform

Altos Server G710 (with LSI MegaRAID 320-1/320-2 SCSI RAID Controller)
ACER Recommends to use two 36GB hard drives as a RAID-1
Monitor supporting a resolution of 1024*768

How to restore the image

Create a LUN (size is 8000 MB) under MegaRAID BIOS with the initialization
done.

Boot from ASC 4.0 CD.

Type “cd image”

Type “ghostro.exe" to launch the ACER Backup Tool.
Select "Local", "Disk", "From Image",

Then select the file "LINUX.GHO".

In the Destination Drive Details, make sure the New Size for Part 1 & 2 should
be the same as those in Old Size (Part 3 could be different).

Then press "Yes" to proceed with disk restore.

Important Notes:

When you reboot the server Linux starts the Hardware Configuration Utility
called KUDZU. It will detect the Hardware configuration of your server and will
install the correct drivers for them. You might see messages where it says that a
device is being removed etc but this is because of a change in the configuration
between the ALTOS G710 server used to create the image and your
configuration.

Acer Altos® NAS 700 Solution Guide
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So just click on the REMOVE CONFIGURATION button to remove a device.

Hardware Discovery Utility 8.99.52 (C) ZAA1 Red Hat, Inc.
Hardware Remowed |

The following SCSI controller has been removed from
your system:
Symbiosi53c1838

You can choose to:

1) Remowve any existing configuration for the device.
2) Keep the existing configuration. You will not be
prompted again if the device seems to be missing.

3) Do nothing. The configuration will not be removed,
but if the device is found missing on subsequent
reboots, you will be prompted again.

Keep Configuration Do Nothing

«FZ2> Configure ~» Unconfigure All i <F3> Ignore - Keep All | <F4> Cancel

Then click on the CONFIGURE button to add a newly detected device.

Hardware Discovery Utility 8.99.52 (C) ZAA1 Red Hat, Inc.
| Hardware fAdded |

The following SCSI controller has been added to your system:
Symbiosi53c1838

You can choose to:

1) Configure the device.

2) Ignore the device. No configuration will be added, but you
will not be prompted if the device is detected on subsequent
reboots.

3) Do nothing. Mo configuration will be added, and the device
will show up as new if it is detected on subsequent reboots.

<F2> Configure ~ Unconfigure All 1§ <F3> Ignore - Keep All | <F4> Cancel

Acer Altos® NAS 700 Solution Guide

Download from Www.Somanuals.com. All Manuals Search And Download.



There're some specific tasks to do when you add the ATI Rage XL (graphics
adapter):

e Select your Monitor specs (automatic if your monitor is Plug and Play)
e Select the Video Memory: the ATl Rage XL has 8 MB

e Select “No clockchip settings (recommended)”

e Click OK to test your Graphics configuration under X Window.

e If you see a message displayed on screen, just click YES.

Then, select the automatic startup of X Window when asked by the system.

The default password for Linux 7.3 account "root" is "000000" (six zeros).
Please change it with the proper one according to your requirement later.

The Time Zone is default set to Taipei. After restoring, please change to the
proper “Time Zone" with the correct “Zone".
To do that, on the G.U.], click Program / System then Date/Time Properties.
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B) Red Hat Linux 7.3 manual installation

This section is for information only

1. Boot from the RedHat Linux CD and hit <Enter> to begin the installation.

2. On the welcome screen, click NEXT to go to the next step.

= Red Hat Linux

Oniing Help Welcome

Welcome to Red
Hat Linux

e! This installation process
etad in the Red Mot
tion Guide available
from Red Hat, Inc.. Please read
through the entire manal before
you hegin this installatian process

HTML and PDF copies of the
manual are available online ot
hitpefararer redhat com. There is
also an HTML copy cnthe Red
Hat Linux CD set.

1f pou hawe purchased the Officisl
Red Hat Linuoe boxed set, be sure
o register your product through
our website

(v redhat comysnpa/activatel).

Throughaus thig installstion, you
il be abile ta use pour mause to

thoose different options. You tan
ales navizate the installadon using

¥ Hide Help T Raloats Numl

=]

3. Select the installation language and click NEXT.

On this page, select your keyboard language and click NEXT.

5.  Select your mouse configuration and click NEXT

Select CUSTOM as installation Type and click NEXT.

= Red Hat Linux

Crifing Help Instaliation Type

8]
2

Inssal

‘8

Install Options

Choose whether you would Bre to
perform o ful instaletion or an

upgrade. Workstaon
A tull wstallation wil destroy any
previsusly saved information on the - Srvr
selected partitions,
Anupgrade wil preserve existig -8 .
ed Hot Linux system data. ‘*' =5
1 pou wrast tn perferm o ful

Custom

imstallation, you must choose the
cless {or type) of the installation.

‘Your optiors (Weekstation, Server,
Laptep, or Custorm) are discussed

briely below.

A weckstation istalation wil
create 8 system for your home or
deskiop use. A fraphical,
‘Windews-like environment will be
stalled.

&
C ®\ Upgrade Existing System
8

18 you veank your system to function x|

T Hase Help 7 Releass NGDMI

Y

< Back I prka
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7.  Disk Partitioning Setup: Select “Have the installer automatically partition

for you” and click NEXT.

= Red Hat Linux

Oriing Help

Choosing Your
Partitioning
Strategy

Ot of the lnrgest shatacles for a
v user daring & Linux installation
s parttioning, Red Hot Linus
makes this process much simgler
by providing a0 option for
sutnmenic partitnning,

By selesting sutamasis paritianing,
o willngt have 1o use pastoning
toals bo sesign mount paints, create
partitions, ar allocate space for
our installatin.

To partition mesuslly, choose
eher the Diisk Dl o fdik
{recommended far experts anly)
partitianing taol.

Use the Back button to choose a

dfferent installation, or choose
Mext if you wont ta proceed with

F Huade Halp T Rlaaso Mows
8.  Disk Setup.

Disk Paritoning Setp

Awsomatic Partiioning sets up your pasttioning based on your
Insaation type, Vou a0 Can CUstme the esuting panauns 1 meel
o roeds.

The manusd disk parttioning tool, Disk Dnud, allows you %o 58 up your
FIAAONS In 40 InBeractive envirarment You can sot the Alesysten
Lypes, mount peints, size snd mere in s eaty 1o use, powerkl
interface.

Tdisk 14 T radtional, dd-based pamiioning 100l ofered by Aod Hal
Athough 11 is R4 95 €45y 10 ue, MWD are CasUE where Ndisk i5
prefen

@ Have the instaler automatically parition for you

 Manually partition with Disk: Dnad

" Manually partition with fllsk [mperts anly]

k
< Back = BE |

Verify that the swap partition is smaller than 2000 MB. (Max size for Linux
2.4 kernel). If it's larger than 2000MB, Select the Swap partition, press
"EDIT” to reduce the value and then click NEXT.

= Red Hat Linux

Orling Help

Partitions
Choose where you would like Red
Hat Lo to be installed.

1t you do ot know how to partition
your system, please read the
SECHicn on partiiceing tn the Ked
Hur Lings Inseallarion Gatde.

1t pra ased autematic pastifiening,
5 Ca0 ether BCCEPt the Current
pertition settings (click Next), o
enodify the setup using Disk Druid,
the manisel partitioeing tosl

1t o Just tinéshed partitioning viith
fikisk, ou must define wmouns
pednts tar yoar pastiens. Use the
Edit baton, once you have chosen
# partition, to define its meust point.

1t pra sere mamually pastianing

our system (usig Disk Druid),

o vl se o current hard
9 drivex) and partitions displaped

s VLo, o el bk

? H.mmlpl 7 Aolbase Noths
Use GRUB as the boot loader (default setting) and click NEXT to continue.

DHsk Satup
Detva evisdn | Gesm: 15ERZSSHT) {Model: Vidwars, Yiwars Weiual 51.0 )
s I.m
Vi e
1 | Edit | Dt Roset Make RAID |

a7 wid Mmoot e
NAT wtd s
1020 rwap Yes

fuwisgal 16
fdowisda2 7 1436
fdeviydad 1437 1566

®

[ome ]

=]

< Batk
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= Red Hat Linux

Cnling Help

Boot Loader
Installation

Choese which boot loader you
wrant te ingtall. 1f pou weuld rather
uge the legacy bast loader, LILG,
make sure it is selected instead af
GRUE. Il you choose not to install
abastleader, make sure you
create aboot disk ar have angther
way to boet your Red Har Limuoe
Iystem.

Teinstall a bact loader, select
where you want to ingtall i, [f your
aystern will uge ondy Red Hat Limee
you should choose the Master Hoot
Recard (MER). For systems an
which Winf 570 and Red Hat
Linnux will regide on a single hard
drive, you should slse ingtell the
beat loader to the MBR.

Ifyou have Windews NT (and you
want 8 boet loader to be installed)
weu shavld chanse tn install i an

¥ IhdeHeIpI T Release Motes

10.

=]

Bonk Loader Configuration

Phsavstr selicd thie baot lnader fheal S computer will wse. GRUB is B
difusll bual kader Howswi, if you do ol wish i ovenils your
clament boot Ioaer, select "Do nat install a boot lnaer.”

® Use GRUE as the boot loader

€ Use LILD a5 e boot ader

€ Do not install 3 boot kader

Ingtall Boot Loader record an.
% jdewisda Master Boot Record (MEBR)

1 fdew/sdal First sector of Doot parmsan

Kamal Faramaters; |hoc=ide-scsl

[~ Force use of LBA3Z (not nomally required)

Parifion; /dev/sda2
7 Difoull ook image

Type:extd

Bool label: [Red Haf Linux

Pation type | Boet label

Fad Hat Lins:

<] Dack, @

The GRUB password is not mandatory. Leave the field blank if you don't

want to protect the access to your boot loader. Click NEXT to continue

the installation.

11.
network cards.

On this page you can configure the TCPIP parameters for your 2 built-in

ACER recommends to configure and activate on boot only the first
network card called ethO.
You can select to manually enter a static IP address or you can choose to
use a dynamic IP addressing scheme if you already have a DHCP server

installed and running on your network.

s Red Hat Linux

Cnling Hetp

Network
Configuration

Chanse your network card snd
whether pouvesuld ke ts
canfigure using DHCP, If you have
multiple Ethernet devices, each
device will have its own
configiaration sereen You can
switch between device screens,
(for example ethD and ethl); the
informaticn you give will be
speciic 1o each screen, [f yeu
select Aetivate un hoot, your
netwark card will be started when
youboet.

1t you do not have DHCP client
access or are unsure as bo what
this information i, please centact
yeur Netwerks Administrater.

Nesxt enter, where appleable, the
1P Address, Nemnask, Nemwark,
and Broadcast addresses. [ you

are fmdaire shonit iz of thees

7 Huge Help

12. Firewall Configuration.

=

7 Releais Notes I

Matwork Configueation
3 am |
[~ Configure wting DHEP
[ Actvate en boot

IP Address: |1 B6.10.58
Higmask 7]
Hetwork: £8.10.0
Broadeast  [19216810.255
Hostname: ASC-RTO0N
Gabiwiy.

Primary DNS: 192.168.10.0
Secondary DNS:

Tersary DNS:

<l @ack | %‘
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On this page, select No Firewall and click NEXT.

S Red Hat Linux

Oniing. Hitlp: Fingwall Confguraion,
j] Pliase choose Your security el

U A fewwall ik

Firewall
Configuration

Red Hat Linu alss offers you
firewsl protection for erhanced nested de
syetem gecusity, A Erevsl £ite
between your computer and the
network, and determines which
TeSOUrCES On your Computer
remote users an the network are
shle to access. A properdy
eenfigared firevwal can grestly
increase the out-of-the-box
security of your fystem.

(o

ool 0d

0oao

Choose the sppeopriate security
lewel for your system.

High Security - By chossing High
Security, your systesn wil nat
BCCERS COMNECTONS hat are 1ot
explicily defined by you By
dedauik, anly the following
connections are allowed:

= DNE reglies G| L3

7 Huse Help 7 Relezse Nm;l < Back = ﬁ

13. Additional Language Support Selection.
Here you can select an additional language support for your Linux
Graphical interface.
ACER recommends to use only English. Click NEXT to continue.

14. Time Zone Selection: select the proper location (instead of UTC offset).

S Red Hat Linux

:);mo Halp Tima Zorh Seiscnon
- Le:nnnnlu‘lt Oltafl

Time Zone Viow. Europe :| [ System clock uses UTC @

Selection

You can st your dme zene elther
by selecting your comguter's
physical lacation, or by pour time
zone's offset from Universal
Coardinated Time (slso known s
uTe).

Notice the twao tabs ot the top of
the sereen, The first tab offers pou
the ability to cenfigare by location.
With this opticn, you cen choose

your view. In cheosing View, your EuwmnpeMalt a
options are: Warld, Narth America, EwropeMinst.
Sewth America, Pacific Rim, Ewrope/Monaco
Europe, Alries, and Asie EuopaMotcow  Modcows00 - weit Rutsla
Eunpiidsio

Fram the Eiteractive map, you con

click en a specific oy, a3 mdicated Eurpe/Pragus
by the yelow dots, and ared Xwill FumpeRiga |
appear a1 your selection Eusnptomn

Euupe/3amara Muscowsdl - Caspian Sea
You can alse scroll through the city EwropesSan_Manng A, |
st vour G|

7 Hade Help 7 Releass Nm;l <l Eack

15. Account Configuration.
Setup the root password on this page and you can also add other users.

16. Authentication Configuration.
Just leave the default settings and click NEXT to continue.

17. The 8 following packages (total installed size: 1028 MB) are mandatory to
run an ASC Server.
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X Windows system

GNOME

Network Support

NFS File Server

Anonymous FTP Server

Web Server

Networked Managed Workstation
Utilities

S Red Hat Linux

Onling Hitp Package Group Selection

r 6 Frining Support
Selecting Package
Groups 7 Classic X Window Systen

Select the package (applicaton)
groups thet you went to nstall To

select s package grovp, cick an v xh X Window Systim (k3
the cherk by beside it

To select individual packages, o

check the Select Indiviteal = Eb- Laptop Suppon

Packages box ot the bottom of the

seresn.
F % GHOME

L ':..k: KDE

- ‘B Sound and Mulimedia Support

=4 Network Support o

[ Selact individus packages Total inital size: 1,110M &

7 Huse Help 7 Relezse Nms;l < Back [ roet

Check the “Select individual packages” icon and then click NEXT.
Select Flat view to have a look at the full listing of packages that will be
installed on your server.
In this listing, please verify that the following packages are selected:
Netscape-common
Netscape-communicator
Netscape-navigator

18. In the Video Configuration page, select ATl Rage XL and click NEXT.

S Red Hat Linux

Onling Hitp Graghical inaeace (%) Configuration

AL I mest cases pour vides Rardware ¢an be probed 1o aulomancally

dotoming tho st softings far your display

i It e probed seltings do not malch your hardware, select the conmect
Video ) hardwgen sptings Boiows z
Configuration ATI Ragson VE |
ATI Rage 120
Although, the installatisn pregram ATI Rage 128 (genenc)
probes o determine the best vides AT Rage 128 Mobity
card for your systerm, you can ATI Rage Fury AGP
chonse anther vides card if ATI Rage Fury Fro AGR
needed. ATI Rager LT
ATI Rage LT PRO
Once you have selected your video ATI Rage Mokility
card, chease the smount of videa ATI Rage Mobility M 4GP
RAM present on your card, ATI R Mobility B
1t you decide that the valoes you ATl Rage XL AGP J
have selected are incorrect, use ATI Utira Flug
the Restore original valoes ATI Vidon 041
hutton te retum to the suggested AT Video Charger
peobed settings. ATI Video Kpression
‘You can alys choose to Skip X
Configuration # you weuld rather
cenfigare X after the installation or finTuwbo ol
el = Video card RaM (1] 2| Restor original values|

o) [ Stip ¥ Configuraticn

7 Huse Help 7 Relezse Nms;l < Back = [au:(

19. Press NEXT to start the installation.
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20. On this screen, you can see the installation of the different packages on

your system.

The installer will ask you to insert the second and third CD of your Linux
Red Hat distribution.

= Red Hat Linux

Jlmn! Help Installing Packages

Packagi man-pages-148-2

Sl 4,832 KByles

Installing Packages Summisry: Man (minual) pages fom thi Lne: Documentsion Projict

We have galhered all the

s s Package Progress: 1
infarmation needed fo install Re
Total Progress:
Hat Linwe on jour gystem, [tmay 9 L]
teke o while to istal everything, Stas | Packages| size Time
depending en how many packages TR ey T T
need to be installed. o bl ao
Completed 4 17IM ooy
Rarmixining 487 8R4 M o4t

Did You Know?

“Would you buy a car with the hood welded shut?”

"y i

&

I T Release Motes =] Dack [ toent

21. On the “Boot Disk Creation” mark the Skip boot creation box and click
NEXT to continue the installation.

S Red Hat Linux

Onling Hip Bt Disk Croation

Boot Disk

The ook disk: allows you 3 Boot your Fod Ha

Creation Linue: systers from 3 floppy disketie
" Please remove any diskettes rom the foppy drive
St et S and inyerl & bianik, diskete. All dala will b
into your Soppy drive, and click ERASED during creation of e Bool disk.
Next to contine.

[ Sxip boot disk craatan

7 Huse Help 7 Relezse Nmssl < Eack > roet

22. Select your monitor in the manufacturer list or select “Unprobeb

Monitor” if not found. Then click Next.
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23. Custom X configuration.
On this screen, configure a standard graphic resolution such as
1024*768 * 16 bits (65536) colors. Click NEXT.

Red Hat Linux

Onling Hitp Customizs Graphics Configuration

Custom X
Configuration

Choose the correct ool depth and
resobution for your X configuration.
Click Test Sebting 1o by oul this
canfiguration, [ yeu do net Bee
what you are presented with while _
testing, click Mo to chease snather
resobution. Color Dapth Sereon Resolution

[ m - T |
Color Depth i the number of [rah Color (16 B = [10z4x7em |
distinet colors that can he =
represented by a piece of i Tast Sating

hardware or software.

Sereen Resululion is the the Wer d0sk8ap envinanment 15
nuambser of dats (pixels) on the
exfire sereen. GNOME

1t you installed both GNOME and
EDE, you can choose which ane

you weuld Hie ta be yeur default
O —— Plaa1a chonss your lagin ype x
it el ol shove G % Graphical | Text =

a2 the deskton defadt, =

7 Huse Help 7 Relezse Nms;l < Back [ roet

24. Congratulations Screen.
When you reach this screen, the Linux installation is finished.
Click on EXIT to reboot your Server and start Linux 7.3

s Red Hat Linux

Congratulations

Congraulabions, your Fid Hat Lirs installason
i complata

Remave any floppy dizkeBes you used during
she installaion process and priss <Erders fo
THBOOE YOUF Sy£itm

¥ you created a boed disk to wie 1o boot your
Fied Hat Linie system, inserl i before you
press «Enfors 1o rebool

Far infomation on arata (updates and bug
feas), visit hitpAwy rechal comierrata.

formation on using and configuring your
Systam 15 avallable in the Rod Hat Linwgs
manuald 38 KA redhat comidocs

i Halp 7 Releasa ates | _ S | &I
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ASC Server installation

1. After the Linux installation, you must enter into the BIOS by pressing
F2 and check that your boot order is configured as shown in the
picture below:

1st Boot Device [Hard Drivel

We recommend to have the Hard Drive selected as 1* Boot Device on your
Altos NAS 700.

2. Select “Red Hat Linux (2.4.18-3smp)"” to boot Linux.
GRUB wversion 8.91 (628K lower » 184748BK upper menory)

Red Hat Linux (2.4.18-3snp)
Red Hat Linux-—up (2.4.18-3)

3. Enter your login and password for your ROOT account

Please Note: If login with the ROOT account, you'll receive a warning
message telling you it's risky to log onto an X environment with the full
administrative privileges. Just click on the OK button.
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4. Close the START HERE window. Right-click on the desktop and select
NEW TERMINAL.

5. In this Terminal window, please type the following command to mount
your ASC cdrom:

[root@ASC root J# mount Adev/cdrom fmnt/cdron

A Nautilus window appears listing the content of the ASC 4.0 CD. Just close
it.

6. Inthe terminal window, type the following command to run the script
that will perform the required updates to your Linux operating system
and launch the ASC 4.0 installer:

The script will modify the following information:
2.4.18 kernel will be updated by the 2.4.21 —ipstor kernel.
Intel onboard NIC drivers will be installed.
Network configuration.
HBA Drivers installation.

7. When you see the first installation page, Press Y to continue the
installation.

lation log file and an =-ray
lirectory,

Would you like to continue (¥ or HO7 )
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8. The script checks to see if ASC is already installed on your machine.
Press Y to continue the ASC installation.

11-
3.
4.
5+
G,

Would you like to continue (Y or

Huestion: 1

the name of the company?

i

10. Enter the server name eg. NAS700 and press <ENTER>

ascinstall v4.1 Question: 2

Current hostname is localhost.localdomain

Press to keep the current hostname or enter a
a new hostname and press

Enter new hostname:NAS7BH_

11. ACER recommends to install the ASC Management Console on the ASC
server. Type Y and press <ENTER>

Huestion: 3

Do you want to install the ASC Console on this appliance (Y or MDY
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12. On this page, the cards located in the ASC Server must be selected to
run the installation of the drivers.

ascinstall wv4.1 Question: 4

Select all the cards that are in the ASC appliance.

Select one item at a time by entering its number

fin '*’ will appear next to the item(s) that are selected.

Selecting an item multiple times will toggle the selection on and off.

«« RAID Controllers »»
1) Compayg SmartArray 648x,64x,5i,5388 Controller(s)
Z) MegaRAID Controller(s)
«« 3C31 Cards =»»
3) Adaptec Ultra 168 SCSI card(s)
4) Adaptec Ultra 328 SCSI card(s)
«« FC HBA Cards ==
5) L3I HBa(s)
6) Qlogic HBA(s)
«« Network Cards =»
Broadcom BCMS?788 series Ethernet Adapter(s)
Intel PRO-186B8 Etherwnet Adapter(s)

Select a card (use to finish): f_

Select 2, 6 and 7.
When the selection is finished, press the F key to continue the installation.

13. If Qlogic HBA is selected on the prvious step, please press 2 and F to
continue the installation.
If not, press 6 and F to continue the installation.

B

at a tine

HF' 10 Hlogi

ode support
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14. Linux supports multiple LUNs on the same SCSI ID. In this menu, select
the number of LUNs you want to use.
The default value is 32.

15. Now, you can setup the maximum number of disks you want to scan.
Acer recommends to use the default settings and press <ENTER>

belo |_._|I

e

optiaor

Pres to accept the recommended walue or enter a new value and p

New Value:ll
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16. The installer offers you the possibility to install several network services
such as Telnet, FTP and NTP.
These components are all enabled by default.
Please deselect “NTP (Network Time Protocol)” by typing 3 and F. Then
press <ENTER>

Ernab

5 =
1) Telnet (S5H is enabled by default)
2) FIP (File Transfer Protocol)
HTP {r tuwork Time Protoc

17. The next screen shows a summary of the configuration that has been
selected before.
Press Y to accept the current configuration.

ascinstall wi.1 Configuration Summary

NAS788
Server Installation Type: New Install Console:

Hardware selected
MegaRAlD Controller(s)
Qlogic HBA(=)
Broadcom BCHM5788 series Ethermet Adapter(s)

llogic Target Mode HBA Support: QLogic 2388 series HBA
options scsi_mod max_scsi_luns=32
options scsi_mod max_scsi_disks_fs=1

Enable - Disable Network Services
Telnet: Enable FTP: Enable NTP: Di=zable
Time Server Specified: nra

Enter 'Y’ to accept configuration or enter 'MN° to change configuration:
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18. A message appears asking the user to wait for a moment during the
automatic installation. No user interaction is required now until
installation is complete.

Al
H

19. When the script has finished updating the Linux kernel, it reboots your
ASC server and a new boot option is added in your GRUB boot loader.

BERUES verstont BESIE  (G3ERN lover - 522176 upper: memoryy)

Reds Hatte liames (2. 4. 16=3smnp)

Reds Hats anue—up) (2. 4. 18=30

RS (Z0dh Z1=ipstor)l DEBUG HODE

ASC Linux (2.4.21-ipstor) 8Sepdd 11:41:45 AM

ses thet s and P keys tol select uhichrentry isshighlighted s
Press enter: to) boot the selected 05, et o edit the
conmands before! bovting, a to nodifyl thel kernel argunents
betore busting, or o & conmani=1ine:

W

Thes hnghilsghted SentrysuilIN besbuoted Santonatical IosinS i secon s,
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20. When the server boots, the Hardware discovery utility named KUDZU
starts. Press <ENTER> to go to the next screen.

21. KUDZU has detected new installed devices in your ASC server and asks
if you want to configure the new devices or simply ignore them. Here
we can see it has detected a Broadcom BCM5700 network card.

Click on the “CONFIGURE" button.

Hardware Discovery Utility B.99.52 (C) ZAA1 Red Hat, Inc.
| Harduware Added |

The following SCSI controller has been added to your system:
Symbio=si53clB38

You can choose to:

1) Configure the device.

2) Ignore the device. No configuration will be added, but you
will not be prompted if the device is detected on subsequent

reboots.

3) Do nothing. Ho configuration will be added, and the device
will show up as new if it is detected on subsequent reboots.

<FZ2> Configure ~ Unconfigure All 1| <F3> Ignore ~» Keep All | <F4> Cancel

22. On the next screen, click on "YES" to configure the first network card.

Note: Configure and setup the first network adapter called ETHO.
Configure the second network adapter ETH1 but do not setup it at this
moment. This configuration works for teaming and non teaming solution.
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23. On this page, you must enter the TCPIP information for the new

detected network card. You can select between a dynamic (if you
already have a DHCP server running on your network) and a static IP
configuration. For the latter case, you must manually enter all the
information such as :

e |P address of the ASC server,
e Subnet Mask of the ASC server,
e Network Default Gateway,

e [P address of the DNS server

. 1P address:
Netmask:

|

B [

24. After this last configuration step, the script automatically finishes

configuring your machine and starts all the ASC services.

arkus Franz Xaver Johannes Oberhumer
<markus.oberhumerl jk.uni-linz.ac.at>
http:/~www.oberhumer .com-/opensource~lzo/
ompleted.

Checking A3SC Startup completed.
Creating auton3C file completed.

Creating 3tartup Links (599aA5C) for
susrslocalsasc/binsautoASC file

in completed.

in ; completed.

Creating Shutdown Links (KBBasc) for
~susr-local-sascsbinsantoAsC file

in : completed.

in completed.

Taking FPost-install X-Ray completed.

Deleting temporary files completed.

Continuing RedHat boot process
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Note: Please make sure you have the CD still in the CD-ROM Drive at this time
to allow the setup process to complete.

Congratulations.

You have successfully completed the installation of ASC Server. You can now
install the ASC Management Console on your Workstation to manage and
configure the ASC server remotely. Please refer to the User Guide chapter 2 for
the installation instructions for the ASC Console.
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ASC Management Console installation

The ASC Management Console is the administrative tool that allows ASC
administrators to create, configure, manage, and monitor the storage resources
on the ASC storage network.

The ASC Management Console is a Java application that can be run on many
Windows, Linux, and Solaris platforms that support the Java 2 Runtime
Environment (JRE).

Pre-Requisite.

The computer that runs the Console needs connectivity to the Storage Network
segment. This is because it communicates directly with the server and clients to
administer and monitor their behavior. The Console may be installed on any
number of machines, including the clients themselves, provided that they have
a Graphical User Interface.

Installation on Microsoft Windows NT, 2000, XP and 2003.

The installation CD includes a setup program for installation on Windows
computers. On Windows NT and 2000, you must be a Power User or
Administrator to install the Console.

e Insert the ASC installation CD into your CD-ROM drive.
e Select /nstall Products --> Install ASC Console.

e If the CD Browser does not launch, navigate to the \Console\Windows
directory and run ISinstall.exe to launch the ASC Management Console
install program.

e To launch the Console, select Start--> Programs --> Acer ASC--> ASC
Console.
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Installation on Linux.
For Linux, you will need to manually install the ASC Console.
To install the Console software, log into your system as the root user.

Mount the ASC installation CD to an available or newly created directory and
copy the files from the /Console/Linux directory on the CD to a temporary
directory.

Type the following command to install the Console software:
[root@ASC rootl# rpm -i asconsole-4.88-8.883.i300.rpm

The Console will be installed in the following location: /user/local/ascconsole

[root@PASC locall#t cd ~susr~-local~-ascconsole
[rootPASC ascconsolellt .-rascconsole_
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ASC SAN Client installation

ASC SAN Clients access their storage resources via software-emulated virtual
adapters (for SAN/IP). The storage resources appear as locally attached devices
to the SAN Clients’ operating systems (Windows NT, Windows 2000, Linux, etc.)
even though the SCSI devices are actually located at the ASC Server.

There're 3 types of SAN clients:

e SAN/IP SAN Client
e iSCSI SAN Client

e Fibre Channel SAN Client (not supported by ACER ASC Express version)

SAN/IP protocol definition

SAN/IP is a protocol specially developed for ASC in order to access SAN Storage
over IP.

iSCSI protocol definition

ACER recommends to use the SAN/IP protocol instead of iSCSI. It's an industry
evolving standard storage protocol, recently ratified by the Internet
Engineering Task Force (IETF) that is designed to transport block-level storage
traffic over IP networks.

iSCSI employs Ethernet as the transport for data from servers to storage devices
or SANs. The protocol takes standard SCSI commands into TCP and sends them
over standard Ethernet, a venerable technology familiar to most IT shops. To
create an iSCSl-based SAN, network designers bring together servers equipped
with an iSCSI host bus adapter (HBA) or network interface card (NIC), disk
arrays and tape libraries.

It's not widely used today due to a limited number of supported platforms
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Pre-installation checklist

ASC provides client software for many platforms and protocols. Please check
the following lists for the versions and the patch levels (if applicable) that are
currently supported. While this information is accurate as of the date of its
release, you should check the certification matrix on the Acer website for any
updates.

Notes:

e The ASC Client should not be installed onto a networked drive.

e Client software requires network connectivity to the ASC Server,
preferably on a separate, ASC-only network. This means that normal
LAN traffic does not occur on the adapter(s) dedicated to the ASC
storage network.

The ASC Server grants storage access to the client. In order for a client to be
able to access storage, you must establish a trusted relationship between the
client and server. This prevents other computers from masquerading as the
client and accessing storage that it does not have rights to. In order to establish
a trusted relationship, you must do two things:

e Add the client in the Console and assign storage resources to the client.

e Add the server to the client from the Client Monitor.
For more information, refer to ‘Add/configure an ASC SAN Client’ in the
“Manage ASC SAN Clients” chapter.
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ASC SAN Clients Supported Platform

SAN/IP Client

The following platforms are supported for SAN/IP clients:

Platform Supported version

Windows NT | 4.0 Enterprise Edition with Service Pack 6a.

Windows 2003 | Standard Server and Enterprise Server

Windows 2000 | - Professional, Server, Advanced Server, and Datacenter,
including Service Pack 2, 3, or 4.

- Supports Windows 2000 Clustering

Red Hat Linux | - Kernel 2.4.9-e.9smp
Advanced

- Kernel 2.4.9-e.12smp
Server v2.1

- Kernel 2.4.9-e.16smp
- Kernel 2.4.9-e.25smp

Red Hat Linux | - Kernel version 2.4.18-5

v7.3 - Kernel version 2.4.18-5smp

Red Hat Linux | - Kernel version 2.4.7-10
v7.2 - Kernel version 2.4.7-10smp

- Kernel version 2.4.7-10enterprise
- Kernel version 2.4.9-31

- Kernel version 2.4.9-31smp

- Kernel version 2.4.9-31enterprise

Red Hat Linux | - Kernel version 2.4.2-2

v7.1 - Kernel version 2.4.2-2smp

- Kernel version 2.4.2-2enterprise
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NetWare NetWare 5.1 with Service Pack 6. Make sure NSS is
running.

NetWare 6.0 with Service Pack 3. Make sure NSS is
running.

You must have a separate Ethernet adapter for storage
that is placed on a dedicated subnet. Although it is OK
to use a 10/100 NIC, it is preferable to use a gigabit NIC.

iSCSI client

The following platforms are supported for SAN/IP clients:

Platform Supported version
Windows 2003 Standard Server and Enterprise Server.
Windows XP With Service Pack 1 or higher.

Windows 2000 With Service Pack 3 or higher.

You should not install any ASC client software on an iSCSI client because it
requires the Microsoft iSCSI initiator which can be downloaded from
Microsoft's website
(http:/www.microsoft.com/windowsserversystem/storage/iscsi.mspx).

The Microsoft iSCSI Software Initiator package includes both the Microsoft iSCSI
Initiator service and the Microsoft iSCSI Initiator software driver.
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SAN/IP Client installation on Windows NT, 2000 and 2003.

You must be an administrator or have administrator privileges in order to
install the client.

e Insert the ASC installation CD into your CD-ROM drive.
e Select /nstall Products --> Install ASC SAN Client.

e If the CD browser does not launch, navigate to the \Client\Windows
directory and run /Sinstall.exe to launch the client install program.

e Note: During the installation, the Microsoft “Digital Signature Warning”
window will appear to indicate that the software has not been certified by
Microsoft. Click YESto continue the installation process.

e After accepting the license agreement, indicate the type of client you are
installing, Fibre Channel or SAN/IP.

e When done, click Finish.

Note: The client installs a device driver. Therefore a Windows NT computer
must be rebooted before the client can use storage resources. (It is not
necessary to reboot a Windows 2000 computer.)

SAN/IP Client installation on Linux

Note: You should not install the Linux client on an ASC Server machine. The
ASC Server installation includes a local Linux Client to service NAS Resources. If
the Linux Client were to be installed on an existing ASC Server, all access to
NAS Resources would be lost.

Prior to installing the ASC SAN Client for Linux, assign SAN Resources to the
client machine. To do this, use the Assign a SAN Resource Wizard in the
Console. When you are asked to select the SAN Client, click the Add button
and type in the name of the Linux machine.

The name must match the output of “uname —-n” from the client machine.

For more information, refer to ‘Assign a SAN Resource to one or more clients’.

e To install the client software, log into your system as the root user.

e Mount the ASC installation CD and copy the files from the CD to a
temporary directory on the machine.

e The software packages are located in the /client/linux/ directory off the CD.
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Type the following command to install the client software:

rpem -i /mnt/cdrom/Client/Linux/sanclient-4.00-0.883.i386.rpm

The client will be installed to the following location: /usr/local/sanclient

Log into the client machine as the root user again so that the changes in
the user profile will take effect.

Add the ASC Servers that this client will connect to for storage resources by
typing the following command from /usr/local/sanclient/bin:

[root@ASC/1H# . sanclient monitor
Indicate what type of client this is, Fibre Channel or SAN/IP.

Select Add an ASC Serverfrom the menu and enter the ASC Server name,
login ID and password.

After this server is added, you can continue adding additional servers.

To start the Linux client, type the following command from the
/usr/local/sanclient/bin directory:

[rootPASC ~1# .- sanclient start

SAN/IP Client installation on NetWare.

Installation of the ASC’'s NetWare client is done on a Windows NT 4.0 or
Windows 2000 machine running Novell's client for NetWare.

Before you install the SAN client on the NetWare server, you must log in to the
server and map a drive to SYS:\SYSTEM.

Run setup.exe to launch the client install program.
Indicate the type of client you are installing, Fibre Channel or SAN/IP.
When done, click Finish.

To authenticate the NetWare client to the ASC Server, type SANON on the
NetWare console screen.

Run the command below to add the ASC Server to the ASC Client.

e ISCMD AddServer server=server/PAddress

When prompted, enter your username and password.

After using the ASC Management Console to assign devices to the client,
you can start the client by typing the following command from the
NetWare console screen:
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e ISCMD Start Server=server/PAddress

e When prompted, enter your username and password.

e Type the following to scan and discover the ASC disk:

[rootPASC ~1#f list devices

e If you have not done so before, use NWCONFIG (NetWare 5.1), ConsoleOne
or web portal (NetWare 6.0) to create a NetWare volume on the ASC
SAN/IP device.

e If you have already created a NetWare volume, type the following to
mount the volume:

[root@ASC ~1# mount all
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ASC
MANAGEMENT CONSOLE

The ASC Console is the administration tool for the ASC storage network. Itis a
Java application that can be used on a variety of platforms and allows ASC
administrators to create, configure, manage, and monitor the storage resources
and services on the ASC storage network as well as run/view reports, enter
licensing information, and add/delete ASC administrators.

Start the ASC Management Console
On Windows, select Start--> Programs --> Acer ASC--> ASC Console.

On Linux and other UNIX environments, execute the following:

[rootPASC locall# cd ~usr-local-ascconsole
[rootPASC ascconsolel# .- ascconsole_

Discover all ASC servers on your storage subnet by selecting Tools --> Discover
ASC Servers.

You can connect to an existing ASC Server, by right-clicking on it and selecting
Connect..

If you want to connect to a server that is not listed, right-click on the ASC
Servers object and select Add] enter the name of the server, the root user’s ID
and password.

When you connect to a server, you may see a dialog box notifying you of new
devices attached to the server. Here, you will see all devices that are either
unassigned or reserved devices. At this point you can either prepare the device
(reserve it for a virtual, direct, or service enabled device) and/or create a logical
resource.

Note: Multiple administrators can access a server at the same time. Changes to
the server’s configuration are saved on a first-come, first-served basis.

The ASC Management Console remembers the ASC Servers to which the
Console has successfully connected. If you close and restart the Console, the
ASC Servers will still be displayed in the tree but you will not be connected to
them.

If this is the first time you are using the ASC Management Console after
installation, you should add at least one administrator account.

Right-click on the server name and select Administratorsto add ASC
administrators.
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ASC Management Console User interface

The ASC Management Console displays the configuration for the ASC Servers
on your storage network. The information is organized in a familiar Explorer-
like tree view.

. Acer ASC Console S 3 =10] =
File Edit Wiew Tools Help
A
Generali Evant Loﬁl Slat\sncsl i)
Name Value
o Physical Resources Server Name throgsneck
G---ﬁ AdaptecSCS| Adapter.0 Login Machine Mame  [10.1.4.191
D..@ Logical Resaurces Login User Mame root
o a SAM Resources ServerVersion Acer ASC ServervY4.00-(Build 833)
) Q.5 Version Red Hat Linux release 7.3 (Guinness)
o 9 BANDIsk-D0002 Kernel Wersion Linux 2.2.16-22 #1 Tue Aug 22 16:49:06 EDT 2000 686
9 SANDisk-00003 Processor Pentiurn Ill (Copperrine) 564 MHz
48 sanDisk 10004 Mermory 123 MB
48 sanDisk 10008 Swan 258 MB
Metwork Intetface ethd - mtu 1500 inet10.1.4.191 mac 0h0:d0111:bd
=B MAS Resources
: . Pratacal(s) SAMNAP
* B nasoisicooous Adrmin Moge Readirite
@ @ NASDisk-00010 Server Status online
f‘:} a Replica Resources
lf} w\% Snapshot Groups
@ w\% SAM Clients
= i s o
- 3 MAS Clients
&% windows Clients
@ 2 NFS Clients
L s
o fz Repors »
051742002 15:26:40 [hrogsneck] Logged in | [sererthrogsneck [4:39 FM

The tree allows you to navigate the various ASC Servers and their configuration
objects. You can expand or collapse the display to show only the information
that you wish to view.

e
e To expand an item that is collapsed, you can click on the symbol.
.D.
e To collapse an item, click on the symbol next to the item. Double-
clicking on the item will also toggle the expanded/collapsed view of
the item.

You need to connect to a server before you can expand it.

When you highlight any object in the tree, the right-hand pane contains
detailed information about the object. You can select one of the tabs for more
information.

The Console log located at the bottom of the window displays information
about the local version of the Console. The log features a drop-down box that
allows you to see activity from this Console session.

ASC Management Console information displays each object on the ASC
Console’s configuration tree has a corresponding informational display. These
displays show the current configuration of the object and can also show health
and performance statistics.
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ASC Server

# Acer ASC Console
File Edit ¥iew Tools Help

[=

[=

Lt
jS ASC Servers
& N m

Physical Resources

o P AvantecsCsl Adapter
=& Logical Resources

=& SAMN Resources

48 SANDIsk-00002
@) 3ANDIsk-00003
@) 3ANDIsk-00004
48 SANDIsk-00005

2@ MNAS Resources

K3 NASDIsk-00008
©-£8) NASDIsk-0001D

{Generall EventLog) Statistics] €9

Hame Value
Server Mame throgsneck
Login Machine Mame 10.1.4.191
Login User Name root

Serer Yarsion

Acer ASC Server V4.00-(Build 883)

0.8 Version

Red Hat Linux release 7.3 (Guinness)

kemel Yersion

Linux 2.216-22 #1 Tue Aug 22 16:49:06 EDT 2000 636

Processar Pentium Il {Coppermine) 564 MHz

Memary 123 MB

Swap 258 MB

Metwork Interface ethl- miu 1500 inet10.1.4.191 mac 0h0dD: 111 hd
Protocol(s) SANIP

Admin Made Readfrite

Senver Status Online

=101

(=2 % Replica Resources

[+ & Snapshot Groups
}-'S& SAN Clients
Qj NAS Clients

Q Windows Clients
2 MNFS Clients

B QZ Reports )
|DSI1 72002 15:26:40 [throgsheck] Logged in

o

L”Server:throgsneck 4:38 P

This display shows the configuration and status of the ASC Server.
Configuration information includes the version of the ASC Server software and
base operating system, the type and number of processors, amount of physical
and swappable memory, supported protocols, and network adapter
information.

Discovery ASC Servers

ASC can automatically discover all ASC Servers on your storage subnet.
e Select Tools --> Discover ASC
e Servers.

e Enter your network criteria.

W Discover ASC Server x|

SubnetFilter | 1 . 1 . 1 . 255
SubnetMask | 255 . 255 . 255 . O

0] 4 Cancel |
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Server statistics

To display memory and CPU usage for a server, select the Statistics tab.

eneral ]‘EventLog ]‘Statistics‘[ Failoverlnformatiun‘[ i

o
i

A4k

1%

|
I AN

You can turn the statistics on/off by right-clicking on the server and selecting
either Statistics --> Start or Stop.

e Open Tools

e Select prompted.
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Save & Restore an ASC Server configuration

ASC provides a convenient way to protect your ASC configuration. This is
useful for disaster recovery purposes, such as when an ASC Server is down but
you have the storage disks and want to use them to build a new ASC Server.

In this case, after importing all disks from the original server, you would restore
your ASC configuration, including SAN and NAS client information and the
names of your resources.

Save configuration

You should save the configuration any time you change your configuration
from the Console, including any time you add/change/delete a client or
resource, assign a client, or make any changes to your mirroring configuration.
If you add a server to a client from the Client Monitor (or via command line for
Unix clients), you should also re-save your configuration.

To do this:
e Highlight an ASC Server in the tree.
e Select File menu --> Save Configuration.

e Select a filename and location.
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Restore configuration

You can restore an ASC Server configuration from a file that was created using
the Save Configuration option. This is for disaster recovery purposes and should
not be used in day-to-day operation of the server. Changes made since the

configuration was last saved will not be included in this restored configuration.

Warning: Restoring a configuration will overwrite existing virtual device and
client configurations for that server. ASC partition information will not be
restored. This feature should only be used if your configuration is lost or
corrupted, as lost virtual devices can result in lost data for the clients using
those virtual devices.

To restore the configuration:

e Import the disk(s) that were recovered from the damaged ASC Server
to your new ASC Server.

e Refer to Import a disk for more information.

e Highlight the new ASC Server in the tree.
Note: Do not make any changes to the server before restoring the
configuration. For example, do not enable NAS before restoring, even
if this server previously used NAS.

e Select File menu --> Restore Configuration.
e Confirm and locate the file that was saved.

e The ASC Server will be restarted.
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Licensing

When you first install ASC, you are given a 45-day live trial period. After that
period, you must purchase ASC and its options to continue using the product.
To license ASC:

e Obtain your ASC keycode(s) from Acer or its representatives.

¢ In the Console, right-click on the server and select License.

Vendor:

= | jcense Information ; i{

Serial Number: 9040002

Lnknawr

License Summary I

01131067

05560384

22688616

34481553

35544348
37545108

Unlimited C

Keycode Client Hosts Product Mame J

4 | icense Information = 5]

Serial Number: 9040002
Vendor: Unknown

Keveodes Detall © 521

Product Mame Client Hosts License Options | .
ABC Server Linuk Class o B,R S, M MH

B: Base Server, : Replication, 5: Snapshot Copy, T: TimeMark, K: Serverless Backup Enabler,
Iz Zero-Impact Backup Enabler, M: Symchronous Mirroring, N: HAS Option, H: Active-Active Failover,
SED: Storage Service Enabler, SANAP: SANAP Protocol, FC: Fibre Channel Protocol, ISCSI: iSCSI

Protocol
oK

e The License Summary window is informational only and displays a list
of the options supported for this server. You can enter keycodes for
your purchased options on the Keycode Detai/ window.

e Press the Add button on the Keycodes Detail window to enter each
keycode.
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Set Server Properties

To set properties for a specific server:

e Right-click on the server and select Properties.

& Server Properties] throgsneck?z ] ﬂ
SHMP Maintenance | iS5l | Ferformance
Semer P Addresses Activity Database Maintenance

Alternate Server IP Addresses far SAN Client Connections

10.1.1.63 il

Delete |

5] .8 Zancel

The tabs you see will depend upon your ASC configuration.

e If you have multiple NICs (network interface cards) in your server, enter
the IP addresses using the Server /P Addresses tab. If the first IP address
stops responding, the ASC clients will attempt to communicate with
the server using the other IP addresses you have entered in the order

they are listed.

Notes:
- In order for the clients to successfully use an alternate IP address, your subnet
must be set properly so that the subnet itself can redirect traffic to the proper

alternate adapter.

You cannot assign two or more NICs within the same subnet.
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- The client becomes aware of the multiple IP addresses when it initially
connects to the server. Therefore, if you add additional IP addresses in the
Console while the client is running, you must rescan devices (Windows clients)

or restart the client (Linux/Unix clients) to make the client aware of these IP
addresses.

e On the Activity Database Maintenance tab, indicate how often the SAN
data should be purged.

& Server Properties] throgsneck?z ] x|
SHMP Maintenance | iS5l | Ferformance
Server IP Addresses Activity Database Maintenance
Maximurn activity data file size (MB) 4| me
FHumhber of days of activities to keep SD'ﬁ
[a]’s Zancel

The Activity Log is a database that tracks all system activity, including all data
read, data written, number of read commands, write commands, number of
errors etc. This information is used to generate SAN information for the ASC
reports.

To set limits for NAS information, right-click on Windows Clients and select
Properties.
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e Onthe SNMP Maintenance tab, indicate which types of messages
should be sent as traps to your SNMP manager

#Server Properties[ throgsneckz ] il
Semer IP Addresses | Activity Database Maintenance
SHMP Maintenance | iSCEl | Ferfarmance

Trap Level |N|:|ne "I

Inforrmational

(8] Cancel

Five levels are available:
o0 None - (Default) No messages will be sent.

o Critical - Only critical errors that stop the system from
operating properly will be sent.

o Error - Errors (failure such as a resource is not available or an
operation has failed) and critical errors will be sent.

0o Warning — Warnings (something occurred that may require
maintenance or corrective action), errors, and critical errors will
be sent.

o Informational — Informational messages, errors, warnings, and
critical error messages will be sent.
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e On the /5CS/tab, iSCSI users can change the port number.

& Server Properties] throgsneck?z ] ﬂ
Server IP Addresses | Activity Databhase Maintenance
SNMP Maintenance | iscsi Perfarmance
During Mirror Synchronization

Use | B4 outstanding commands of [64 ~| kB

During Replication
Ilze a maximum transport window size of SDE'ﬁ Facketis)

Timeout replication in Eﬂ'ﬁ seconds

[ Enable Microscan

Microscan will analze each replication hlock an-the-fly during replication and
transmit only the changed sectors in the block. This will be heneficial if the
network transport speed is slow, and the client makes small random updates to
the disk.

5] .8 Zancel

The settings on this tab affect system performance during mirror
resynchronization and replication. The defaults should be optimal for most
configurations. You should only need to change the settings for special
situations, such as if your mirror is remotely located.

During mirror resynchronization: Use [2] outstanding commands of [64] KB -
The number of commands being processed at one time and the I/O size. This
must be a multiple of the sector size.

Use a maximum transport window size of [ 300] packets - Maximum transport
window size.

Timeout replication in [60] seconds — indicates when timeout occurs.

Enable Microscan - Microscan analyzes each replication block on-the-fly during
replication and transmits only the changed sectors in the block. This is
beneficial if the network transport speed is slow and the client makes small
random updates to the disk.

Note: replication is not supported under ASC 4.0 Express.
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Manage Administrators accounts & Password

Manage accounts
To set properties for a specific server:

e Only the root user can add or delete an ASC administrator or change
an administrator’s password.

e Right-click on the server and select Administrators.

= ASC User/Administrator Managemenk . El
You can addidelete ASC usersfadministrators or reset a passwiord. E'fg
UsersfAdministrators
MHame Group |
{root ASC Administrator
dohin ASC Administrator
|ellen ASC Client
|Bok ASC Read-Only User
Add [De(ete Feset Passward Cloze

There are several types of administrators:
- ASC Administrators are authorized for ASC client authentication and Console
access.

- ASC Clients are authorized for ASC client authentication only. They do not
have Console access. For ASC client authentication, the Administrator Name
field must match the host name of the client. For example, if the client’s
hostname is ABC, the Administrator Name field must be ABC.

- ASC Read-Only Users are only permitted to view information in the Console.
They are not authorized to make changes and they are not authorized for ASC
client authentication.

- ASC i5CS/ Users are used for iSCSI protocol login authentication (from iSCSI
initiator machines). They do not have Console access.
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Select the appropriate option.

When you add an administrator, the name must adhere to the naming
convention of the operating system running on your ASC Server. Refer to your
operating system’s documentation for naming restrictions.

You cannot delete the root user or change the root user’s password from this
screen. Use the Change Password option below.

Change your administrator password

This option lets you change your own ASC password if you are currently
connected to a server.

e Right-click on the server and select Change Password

e Enter your old password, the new one, and then re-enter it to confirm.

@ Change ASC Login Administrator Passw - |
Old Password: FEEEE

|
e Fasswiord: |****H
|

Caonfirm Password, F%Fw#+

% Cancel
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System Maintenance

The ASC Management Console gives you a convenient way to perform system
maintenance for your ASC Server.

Note: The system maintenance options are hardware-dependent. Refer to your
hardware documentation for specific information.

Deactivate system partition

Right-click on a server and select System Maintenance --> Deactivate System
Partition to deactivate the system partition. You might want to do this if your
existing partition is too small and you want to recreate it. After deactivating
the system partition, the server will be restarted.

Network configuration

e Right-click on a server and select System Maintenance --> Network
Configuration.

= Metwork Configuration x|

Diomain name: localdomain

[ Append suffixto DNS lookup

~DRE {up to twad

_

Add | Editl Delete |

Diefault gateway: | m .1 A

G IethEl 'I Config

¥l Enahle Telnet [+ Enahle FTP

[T allaw roat ta login in telnet sessian.

DK | Cancel |
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Domain name - Internal domain name.

Append suffix to DNS lookup - If a domain name is entered, it will be
appended to the machine name for name resolution.

DNS - IP address of your DNS server.

Default gateway - IP address of your default gateway.

NIC- List of Ethernet cards in the server.

Enable Telnet - Enable/disable the ability to Telnet into the server.
Enable FTP- Enable/disable the ability to FTP into the server.

Allow root to log in to telnet session - Log in to your telnet session using root.

Click Configto configure each Ethernet card.

#=[eth0] IP Address Configuration El

= DHCE " Static

~interfaces (up to five)

Marre | IP address Subnet mask

Add | | Edit | || Delete

MTLE 1500

[8]:8 | Cancel |

If you select Static, you must add addresses and net masks. Acer recommends
using the Static IP address setting for NAS 700.

MTU - Set the maximum transfer unit of each IP packet. If your card supports
it, set this value to 9000 for jumbo frames.
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Jumbo Frame Definition

In 1998, Alteon Networks, Inc. promoted an initiative to increase the maximum
size of the MAC Client Data field from 1500-bytes to 9000-bytes.

Larger frames would provide a more efficient use of the network bandwidth
while reducing the number of frames that have to be processed.

Software update

Right-click on a server and select System Maintenance --> Software Update to
locate a software package that you can update. This option is only valid for
ASC embedded appliances.

Set hostname

Right-click on a server and select System Maintenance --> Set Hostname to
change your hostname. You must restart the server if you change the
hostname.

Restart ASC

Right-click on a server and select System Maintenance --> Restart ASCto restart
the Server processes.

Restart network

Right-click on a server and select System Maintenance --> Restart Network to
restart your local network configuration.

Reboot

Right-click on a server and select System Maintenance --> Reboot to reboot
your server.

Halt

Right-click on a server and select System Maintenance --> Halt to turn off the
server without restarting it.

Acer Altos® NAS 700 Solution Guide
58

Download from Www.Somanuals.com. All Manuals Search And Download.



Physical resource

#  Acer ASC Console % |0l =|
File Edit Wiew Tools Help
OSSP acer
@ A y
T ASC Seners - Generall EventLogl Statistics |
TE tH Name Value
i, Physical Resources Server Mame throgsneck
Gf AdaptecSCS1 Adapter.0 Login Machine Mame 10.1.4.181
::--% Logical Resources Login User Name raot
n% SAN Resourees ServerVersion Acer ASC Server V4.00-{Build 883)
) 05 Version Red Hat Linux release 7.3 (Guinness)
9 BANDIsk-00002 Kernel Version Linux 2.2.168-22 #1 Tue Aug 22 16:49:06 EDT 2000 i636
9 SANDIsk-00003 Processor Pentium Il {Coppermine) 564 MHz
48 5ANDisk-00004 Mermory 123 MB
48 5ANDisk-00005 Swan 258 MB
Metwork Interface ethl - mtu 1500 inet10.1.4191 mac Thod01£1hd
=B MAS Resources
: . Fratacal(s) SARNP
G@ HASDisk-00009 Adrmin Moge Readirite
ﬂ'@ NASDisk-00010 Server Status Online
t‘.}@ Replica Resources
G& Snapshot Groups
o 8 5aN Clients
- )
mq! NAS Clients
{}Q Windows Clisnts
@2 NFS Clients
-
[+ f}z Repors »
051742002 15:26:40 [hrogsneck] Logged in | [serverthrogsneck |4:33 PM

When you highlight Physical Resources, the right-hand pane displays the SCSI
addresses (comprised of adapter number, channel number, SCSI ID, LUN) of
your devices. The SCS/ adapterstab displays the adapters attached to this server
and the 5CS/ Devices tab displays the actual SCSI devices attached to this server.
These devices can include hard disks, tape drives, device libraries, JBOD and
RAID cabinets.

Note that some multi-channel SCSI adapters may appear as multiple adapters.
In addition, depending upon how many paths there are to a device, it is
possible to see the same device listed multiple times before it is virtualized.
Once the device is virtualized, ASC will discover the aliases and will display the
device only once.

When you highlight a physical device, the Category field in the right-hand
pane describes how the device is being used. Possible values are:

Reserved for virtual device - A hard disk that has not yet been assigned to a
SAN/NAS Resource or Snapshot area.

Used by virtual device(s) - A hard disk that is being used by one or more
SAN/NAS Resources or Snapshot areas.
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Reserved for direct device - A SCSI device, such as a hard disk, tape drive or
library that has not yet been assigned as a SAN Resource.

Used in direct device - A directly mapped SCSI device, such as a hard disk, tape
drive or library, that is being used as a direct device SAN Resource.

Reserved for service enabled device - A hard disk with existing data that has
not yet been assigned to a SAN/NAS Resource.

Used by service enabled device - A hard disk with existing data that has been
assigned to a SAN/NAS Resource.

Unassigned - A physical resource that has not been reserved yet.

Not available for ASC - A miscellaneous SCSI device that is not used by ASC
(such as a scanner or CD-ROM).

System - A hard disk where system partitions exist and are mounted (i.e. swap
file, file system installed, etc.).

Reserved for Striped Set - Used in a disk striping configuration.

Prepare devices to become logical resources

You can use one of ASC's disk preparation options to change the category of a
device. This is important to do if you want to create a logical resource using a
device that is currently unassigned.

The ASC Server detects new devices when you connect to it. When they are
detected you will see a dialog box notifying you of the new devices. At this
point you can highlight a device and press the Prepare Disk button to prepare
it.

At any time, you can prepare a single unassigned device by doing the
following: Highlight the device, right-click, select Properties and select the
device category. (You can find all unassigned devices under the Physical
Resources/Adapters node of the tree view.)

For multiple unassigned devices, highlight Physical Resources, right-click and
select Prepare Disks. This launches a wizard that allows you to virtualize,
unassign, or import multiple devices at the same time.
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SCSI aliasing

With ASC, you can eliminate a potential point of failure in your storage
network by providing multiple paths to your storage devices using multiple
Fibre Channel switches and/or multiple adapters and/or storage devices with
multiple controllers. In a multiple path configuration, ASC automatically
detects all paths to the storage devices. If one path fails, ASC automatically
switches to another.

If you have multiple paths to your Fibre Channel hardware, you can use the
Alias feature to select the primary path and the order for using the other
paths. This can be useful for load balancing purposes as well.

Right-click on a physical device and select A/ias.

The device must be virtualized and you must have rescanned physical devices at
some point to discover the aliases.

Use the up and down arrows to put the devices in the order you want to use
them.

The secondary paths will only be used in the event of a storage path failure.

Rename a SCSI device

You can rename a SCSI device, by right-clicking on the device and selecting
Rename.

mﬁ Physical Resources
: mrlﬁ AdaptecSCEl Adapter.0
""" [% QLAMTUM ATLAS W 9 WS

Type the new name and press £nter.
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Rescan adapters

To rescan all adapters and search for new devices, right-click on Physical
Resources and select Rescan.

# ASC Console x|

Specify the range of SCS1 D5 and LUMNS you wish to scan

5C31 1D | B o] 15
LUN: | 0 o] 0

[ Discover Mew Devices

[ Sequential

[8]:4 | Cancel |

(Linux only) If you only want to scan a specific adapter, right-click on that
adapter and select Rescan.

Set the range of SCSI IDs and LUNs that you want to scan.

For Linux, the Sequentia/ option works in conjunction with the LUN range. You
should only use it if all of your devices are numbered sequentially, because
scanning will stop once the last sequential device is found. If you do not select
Sequential, ASC will continue scanning to the ending LUN number specified.

Determine if you want to discover new devices.

If you want ASC to discover new devices as well as rescan existing devices, be
sure to select the Discover New Devices option. If selected, you should enter a
SCSI ID range. It is not needed if you are only rescanning existing devices.
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Import a disk

You can import a ‘foreign’ disk into an ASC Server. A foreign disk is a
virtualized physical device containing ASC logical resources previously set up on
a different ASC server. You might need to do this if an ASC Server is damaged
and you want to import the server’s disks to another ASC Server.

When you right-click on a disk that ASC recognizes as ‘foreign’ and select the
Import option, ASC scans the disk’s partition table. ASC then tries to
reconstruct the virtual drive out of all of the segments.

If the virtual drive was constructed from multiple disks, you can highlight
Physical Resources, right-click and select Prepare Disks. This launches a wizard
that allows you to import multiple disks at the same time.

As each drive is imported, ASC marks the drive ‘offline’ because it has not yet
found all of the segments. Once all of the disks that were part of the virtual
drive have been imported, ASC re-constructs the virtual drive and marks it
‘online’.

Importing a disk preserves the data that was on the disk but does not preserve
the client assignments. Therefore, after importing, you must either reassign
clients to the resource or use the Restore configuration option.

Note: The GUID (Global Unique Identifier) is the permanent identifier for each
virtual device. When you import a disk, the virtual ID, such as SAND/sk-00002,
may be different from the original server. Therefore, you should use the GUID
to identify the disk.

SCSI device throughput

To check the throughput for a SCSI device:
Right-click on the device (under Physical Resources).
Select 7est from the menu.

The system will test the device and then display the throughput results on the
screen.
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Logical Resources

# Acer ASC Console w : =|O) =|
File Edit ¥iew Tools Help
LSOSP acer
[, ASC Seners (General| EventLog| Siatistics] €9
= ] :' Name Value
=T, Phvsical Resources Server Name throgsneck
f AdaptecSCEl Adapter.0 Login Machine Marme | 10.1.4.191
::--& Logical Resources Login User Mame root
n& SAN ReSOUrCES ServerWersion Acer ASC Server W4 00-{Build 883)
9 ) 0.5 Version Red Hat Linux release 7.3 (Guinness)
SANDisk-00002 Kernel Yersion Linux 2.2.16-22 #1 Tue Aug 22 16:49:06 EDT 2000 {636
9 SANDisk-00003 Processor Fentium NIl {Coppermine) 564 MHz
8 sANDisk-00004 Memary 123 1B
....... 9 SANDisk-00005 Swap 258 MB
::---@ MAS Resourees Metwork Interface ethl - mtu 1500 inet10.1.4191 mac Thldd1f1hd
: @ ) Protocal(s) SANAP
& L4 NASDisk-00009 Admin Mode Readfirite
Q@ NASDisk-00010 Server Status Online
(}% Replica Resources
GW\% Snapshot Groups
o & 5aN Clients
= § s i
- 2 MNAS Clients
-4 Windows Clients
@ B NFS Clients
e
[+ 8 QZ Reports )
0511772002 15:26:40 [throgsneck] Logged in _~|[semerthrogsneck 439 PM

Logical resources are all of the resources defined on the ASC Server, including
SAN Resources, NAS Resources, Replica Resources, and Snapshot Groups.

SAN and NAS logical resources consist of sets of storage blocks from one or
more physical hard disk drives. This allows the creation of logical resources that
contain a portion of a larger physical disk device or an aggregation of multiple
physical disk devices.

Clients do not gain access to physical resources; they only have access to logical
resources. This means that an administrator must configure each physical
resource to one or more logical resources so that they can be assigned to the
clients.

When you highlight a SAN or NAS Resource, you will see a small icon next to
each device that is being used by the resource.

rzﬁ Physical Resources
gﬁ AdaptecSCSl Adapter 0

QUANTUR:ATLAS_V__t
r:---a Logical Resources
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In addition, when you highlight a SAN or NAS Resource, you will see a GU/ID
field in the right-hand pane.

EJ @ Logical Resources Status Online
' @ SAN Resources Vit D e ————
<BUID 15823224-2096-0048-d647-00eckTDealia ]
i icmlnlad e ——
Wiite CatRET——— =

The GUID (Global Unique Identifier) is the permanent identifier for this virtual
device. The virtual ID, SAND/isk-00002, is not. You should make note of the
GUID, because, in the event of a disaster, this identifier will be important if you
need to rebuild your system and import this disk.

Replica Resources are replica disks that are being used by a remote server.

Snapshot groups are groups of drives (virtual drives and service enabled drives)
that will be grouped together for snapshot synchronization purposes. When
one drive in the group is to be replicated or backed up, the entire group will be
snapped together to maintain a consistent image.

Write caching

You can leverage a third party disk subsystem's built-in caching mechanism to
improve I/0 performance. Write caching allows the third party disk subsystem
to utilize its internal cache to accelerate I/O.

To write cache a resource, right-click on it and select Write Cache --> Enable.
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ASC SAN Clients

F“" Acer ASC Console
File Edit Yiew Tools Help

OG99 Acer Storage Centre
mlﬁ&l throgsneck @

: General |SAM Clients 2
m--ﬁ Physical Resources -—-——f 1-9—

Client Name Client ID

10|

:‘;--ﬁ AdaptecSCEl Adaptar.
. ellenh 2

= Q Logical Resources valiant 3
l‘:a AN Resources Brooklyn 4
; 9 SANDisk-00002 Mewlersey 5

@) sanpisk-00003
@) sanpisk-00004
88 sANDIsk 00008
5 @ MNAS RESOUMCES
& £ NaSDisk-00008
& £33 NagDisk-00010
u@ Replica Resources
::a % Snapshot Groups

ients
3 Brooklyn
& B ellenn

$ MNewersey

B valiant

-~
ug‘@ NAS Clients

»

|0511 712002 158:40:15 [throgsneck] Added SAN client (Mewlersey) successfully L”Benrer:throgsneck 4:51 PM

ASC SAN Clients are the actual file and application servers that utilize the
storage resources via the ASC Server.

These SAN Clients access their storage resources via software-emulated virtual
adapters (for SAN/IP) . The storage resources appear as locally attached devices
to the SAN Clients’ operating systems (Windows NT, Windows 2000, Linux,
Solaris, etc.) even though the SCSI devices are actually located at the ASC
Server.

When you highlight a specific SAN client, the right-hand pane displays the
Client ID, type, and authentication status, as well as information about the
client machine.

Note: From the Console you can add SAN clients so you can start allocating
resources to the clients. This is called the authorization process. However, for
SAN/IP clients, even when the clients are added, you still need to go to the
client host to install the client software and authenticate to the server, using
the proper username/password. That establishes the authentication credential
for all subsequent operation. Until that is done, the console will show that the
client is not authenticated. To authenticate, you must add the server to the
client. For Windows clients, you can use the Add Server option in the SAN
Client Monitor. For Linux, Solaris, AlX, and HP-UX clients, you can execute
Jsanclient monitor from /usr/local/sanclient/bin.
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The Resourcestab displays a list of SAN Resources that are allocated to this

client. The adapter, SCSI ID and LUN are relative to this ASC SAN client only;
other clients that may have access to the SAN Resource may have different

adapter SCSI ID and LUN information.

Change the ACSL

You can change the ACSL (adapter, channel, SCSI, LUN) for a SAN Resource
assigned to a SAN client if the device is not currently attached to the client. To
change, right-click on the SAN Resource under the SAN Client object (you
cannot do this from the SAN Resources object) and select Properties. You can
enter a new adapter, SCSI ID, or LUN.

Notes for Windows clients:

One SAN Resource for each Windows SAN client must have a LUN of 0.
Otherwise, the operating system will not see the devices assigned to the SAN
client.

If you reassign a different device with the same LUN, you must restart the SAN
Client Monitor in order to access the newly assigned device.
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ASC NAS Clients
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ASC NAS Clients are the users and groups that access NAS resources via the ASC
Server. There are two types of NAS clients you will see:

e Windows clients - These clients use the Common Internet File System
(CIFS) protocol to work together and share documents. Because many
operating systems support CIFS, it is possible to have clients using other
operating systems listed as Windows clients.

e NFS clients - These clients are usually Unix clients using the Network
File System (NFS) protocol.

You will only see Usersand Groups under Windows Clientsif the NAS
authentication mode is Server or Domain. If the authentication mode is Share,
you will not see any users listed because there is no authentication server and
any Windows client can access a share (provided he/she knows the password).

If the authentication mode is Server, you will only see groups if the

authentication server is a Primary Domain Controller (PDC)/Domain Controller.

To update the list of users/groups, right-click on the Windows Clients object
and select Refresh Windows Clients.
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Information on the Connection(s), Share(s), and Locked File(s) tabs is updated
every few seconds. You can set the interval by right-clicking on the Windows
Clients object and selecting Start Connection Status Refresh.

Refer to ‘NAS Configuration’ for more information about NAS and
authentication modes for Windows clients.
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Console Options

To set options for the Console:

Select 7ools --> Console Options.

- ASC Console x|

Console Options

[v| Remember password for session

Autormatically time out servers after 208 minute(s)
pdate statistics every 1'ﬂ second(s)
[ sutomatically refresh the event log every 1':[ second(s)

Console Lag Options

" Cwarwrite log file
" Append ta log file

Mot write to log file

Ok cancel

Make any necessary changes.

Remember password for session - If the Console is already connected to a
server, when you attempt to open a second, third, or subsequent server, the
Console will use the credentials that were used for the last successful
connection. If this option is unchecked, you will be prompted to enter a
password for every server you try to open.

Automatically time out servers after nn minute(s) - The Console will collapse a
server that has been idle for the number of minutes you specify. If you need to
access the server again, you will have to reconnect to it. The default is 10
minutes.

Update statistics every nn second(s) - The Console will update statistics by the
frequency you specify.

Automatically refresh the event log every nn second(s) - The Console will
update the event log by the frequency you specify, only when you are viewing
it.

Console Log Options - The Console log (ipstorconsole.log) is kept on the local
machine and stores information about the local version of the Console. The
Console log is displayed at the very bottom of the Console screen.
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U R:epnrts 1

051772002 15:40:15 [throgsneck] Added SAM client (Mewlersey) successully ;I Sernerthrogsneck |5:02 PM
05712002 15:40:15 [throgsneck] Added SAM client (Mewlersey successiully |
051772002 15:40:09 [throgsneck] Added SAM client (Brooklyn) successtully
051 T/2002 15:40:02 [throgsneck] Added SAM client (Valiant) successfully
051 7I2002 15:26:40 [throgsneck] Logged in

051 7/2003 15:26:34 [throgsneck] Logged out hd

The options affect how information for each Console session will be
maintained:

Overwrite log file - Overwrite the information from the last Console session
when you start a new session.

Append to log file - Keep all session information.

Do not write to log file - Do not maintain a Console log.

Create custom menu

You can create a menu in the ASC Management Console from which you can
launch external applications. This can add to the convenience of ASC's
centralized management paradigm by allowing your administrators to start all
of their applications from a single place. The Custom menu will appear in your
Console along with the normal menu (between 7oo/s and Help).

To create a custom menu:
Select 7ools --> Set up Custom Menu.

# Setup Custom Menu Item il

s_.], Please add the new menu item or select the menu item to edit.

Lahel Command Argument lcon I

| Add | | | | Cancel I

Click Add and enter the information needed to launch this application.
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# Custom Menu Item x|

Edit Custom Menu ltem

Menu Lakel: |Internet Explaorer

Command: |C:1.F'r|:|gram Filesunternet ExplorentlEXPLE

Cammand Ardument: |-ﬁ;'-fuw acer.com

Menu lcon: |

lcon Previewy: LInable To Display lcan

0 | Cancel |

Menu Label- The application title that will be displayed in the Custom menu.

Command - The file (usually an.exe) that launches this application.

Command Argument - An argument that will be passed to the application. If
you are launching an Internet browser, this could be a URL.

Menu Icon - The graphics file that contains the icon for this application. This
will be displayed in the Custom menu.

Acer Altos® NAS 700 Solution Guide
72

Download from Www.Somanuals.com. All Manuals Search And Download.



CONFIGURE ASC SAN
RESOURCES

Once you have physically attached your physical SCSI/Fibre Channel devices to
your ASC Server you are ready to create SAN Resources to be used by your ASC
SAN Clients. This configuration can be done entirely from the ASC Console.

Understanding how to create and manage SAN Resources is critical to a
successful ASC storage network. Please read this section carefully before
creating and assigning SAN Resources.

SAN Resources

SAN Resources are logically mapped devices on the ASC Server. They are
comprised of physical storage devices, known as Physical Resourcesin ASC.
Physical resources are the actual SCSI and/or Fibre Channel devices attached to
the server. These devices can be hard disks, tape drives, device libraries, JBODs
and RAID cabinets.

Clients do not have access to physical resources; they have access only to SAN
Resources. This means that physical resources must be defined as SAN (or NAS)
Resources first, and then assigned to the clients so they can access them

When a SAN Resource is assigned to a client, a virtual adapter is defined for
that client. The SAN Resource is assigned a virtual SCSI ID on the virtual
adapter. This mimics the configuration of actual SCSI storage devices and
adapters, allowing the operating system and applications to treat them like any
other SCSI device.

There are three types of SAN Resources: virtual devices, direct devices, and
service enabled devices.

Virtual Devices

ASC has the ability to aggregate multiple physical storage devices (such as
JBODs and RAIDs) of various interface protocols (such as SCSI or Fibre Channel)
into logical storage pools. From these storage pools, virtual devices can be
created and provisioned to application servers and end users. This is called
storage virtualization.

Virtual devices are defined as sets of storage blocks from one or more physical
hard disk drives. This allows the creation of virtual devices that can be a portion
of a larger physical disk drive, or an aggregation of multiple physical disk
drives.

Virtual devices offer the added capability of disk expansion. Additional storage
blocks can be appended to the end of existing virtual devices without erasing
the data on the disk.

Virtual devices can only be assembled from hard disk storage. It does not work
for CD-ROM, tape, libraries, or removable media.
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When a virtual device is allocated to an application server, the server thinks
that an actual SCSI storage device has been physically plugged into it.

Virtual devices are assigned to virtual adapter 0 (zero) when mapped to a
client. If there are more than 15 virtual devices, a new adapter will be defined.

Note: We do not recommend storing system files, page files, swap files, etc. on
ASC virtual devices.

SAN Resources virtualization examples

The following diagrams show how physical disks can be mapped into virtual
devices.

SAN Physical
Resources Disks
f_,_-'—'—'_‘—‘—u\H .""'-'_'_'_\_\_\-""‘-
e e
Adapter= 1
SCEl D=3
sectars 0-
Virtual Device: Adapter=10 =58
SCSIID = any. SCslID =1
Adapter number does not zectors O- : F—_
need to match. [
19839 -
Sectors are mapped, Adapter= 1
combining sectors from multiple SCSI D=4
physical disks. sectars O-
jui=.mle]
—_ —

This diagram shows a virtual device being created out of two physical disks.
This allows you to create very large virtual devices for application servers with
large storage requirements. Also, if the storage device needs to grow,
additional physical disks may be added to increase the size of a virtual device.
Note that this will require that the client application server resize the partition
and file system on the virtual device.
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This example shows a single physical disk split into two virtual devices. This is
useful when a single large device exists, such as a RAID, which could be shared
among multiple client application servers.

Virtual devices can be created using various combining and splitting methods,
although you will probably not create them in this manner in the beginning.
You may end up with devices like this after growing virtual devices over time.

Direct devices

Direct devices are directly mapped SCSI devices. Direct devices can be created
from hard disks, tape drives, device libraries, JBODs, and RAID cabinets.

Because they are not virtualized, direct devices cannot take advantage of ASC's
advanced storage management options, such as mirroring or snapshot copy.

Direct devices, such as tape drives, device libraries, JBODs, and RAID cabinets,
can be used to back up data on your storage network.

A characteristic of some application software, such as backup tools and devices,
require that they address the SCSI ID directly. This is true for library devices and
the drives within the library; the software uses the SCSI IDs to address the
library and drives. For this reason, direct devices use fixed SCSI IDs that cannot
be changed.

Designating a hard drive as a direct device can be useful for data migration
into ASC. Data on an existing disk can be brought into ASC as a direct device.
The data can then be copied using Linux’s dd command to a virtualized disk
that does not contain any data or have any clients attached so that it can take
advantage of ASC's virtualization and advanced storage management options.
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Service enabled devices

Service enabled devices are hard drives with existing data that can be accessed
by ASC to make use of all key ASC storage services (mirroring, snapshot, etc.),
without any migration/copying, without any modification of data, and with
minimal downtime. Service enabled devices are used to migrate existing drives
into the SAN.

Because service enabled devices are preserved intact, and existing data is not
moved, the devices are not virtualized and cannot be expanded. Service
enabled devices are all maintained in a one-to-one mapping relationship (one
physical disk equals one logical device). Unlike virtual devices, they cannot be
combined or split into multiple logical devices.

Acer Altos® NAS 700 Solution Guide
76

Download from Www.Somanuals.com. All Manuals Search And Download.



Procedure to create SAN resources

SAN Resources are created in the ASC Console.

Note: After you make any configuration changes, you must restart the client in
order for the changes to take effect. For Windows clients, if you add or delete
SAN Resources you can use the Rescan option in the SAN Client Monitor
instead. For other changes, you will still need to restart the client. After you
create a new virtual device, assign it to a client, and restart the client (or
rescan), you will need to write a signature, create a partition, and format the
drive so that the client can use it.

Prepare devices to become SAN Resources

The ASC Server detects new devices when you connect to it. (You can also
detect new devices by executing the Rescan command.)

You can use one of ASC's disk preparation options to change the category of a
device. This is important to do if you want to create a logical resource using a
device that is currently unassigned.

e The ASC Server detects new devices when you connect to it (or when
you execute the Rescan command). When they are detected you will
see a dialog box notifying you of the new devices. At this point you
can highlight a device and press the Prepare Disk button to prepare it.

e At any time, you can prepare a single unassigned device by doing the
following: Highlight the device, right-click, select Properties and select
the device category. (You can find all unassigned devices under the
Physical Resources/Adapters node of the tree view.)

e For multiple unassigned devices, highlight Physical Resources, right-
click and select Prepare Disks. This launches a wizard that allows you to
virtualize, unassign, or import multiple devices at the same time.

Acer Altos® NAS 700 Solution Guide
77

Download from Www.Somanuals.com. All Manuals Search And Download.



Create a virtual device SAN Resources

Note: Each ASC Server supports a maximum of 1024 SAN Resources.

Right-click on SAN Resources and select New.

Select Virtual Device.

Create SAN Resource Wizard - [ throgsneck?2 ]

Selectthe SAM Resource Type
What type of AN Resource do you want to create?

Selectthe type of SAN Resource you want to create.

= Virtual Device

AMirtual Device is a SAN Resource consisting of ane or mare hard disk segments. It can he
expanded as needed and the mirraring feature is supported.

" Direct Device

A Direct Device is a SAN Resource mapped directly ta a physical device, including hard disks, tape
drives, and libraries.

[v| Reserve physical device inguiry string.

A Service Enabled Device is a SAN Resaurce consisting of one non-vinualized disk and a virtual
device header an anather physical device. It cannot be expanded, but the mirraring feature is
supparted.

Click =Mext= to continue.

Back Mext Cancel
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Select how you want to create this virtual device.

Select a Creation Method
Do you wart the system to create the SAN Resource for you?

Select your creation method.

¥ Custom
The Custom method allows you to select the hard disk segment(s) you want for the SAR
Resource.

" Express

The systermn will create the SARN Resource from the available hard disk segments based
on the size specified below.

Size to Allacate: 13386 WB Total Available Size: 13386 MB

" Batch

The Batch method allows you to select the hard disks to be used to create the specified
number of resources in the specified size.

Click =Mext= to continue.

Back et cancel

Custom lets you select which physical device(s) to use and lets you designate
how much space to allocate from each.

Express lets you designate how much space to allocate and then automatically
creates a virtual device using all available devices.

Batch lets you create multiple SAN Resources at one time. These SAN Resources
will all be the same size.
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If you select Custom, you will see the following windows:

Click =Add Mare= to add more physical devices. Click <Mext= to continue

Back

Create SAN Resource Wizard - [ throgsneck ] ﬂ
Select a Physical Device
Which physical device do you wart to use for this S&N Resource? Select either an entirely unallocated or
partially unallocated device.
Selecta physical device frorm the following list to create the SAN Resource .
Only one device can be selected at a
Device Narme SCSIAddress | First Sector | Last Sector | SizedMB) I time from this dialog. To create a virtual
&P SEAGATE!ST30204LC 0:0:4:0 2121408 14,716,608 6,150 device SAN Resource from multiple
P SEAOGATE ST309204LC 0:0:4:0 16,817,857 17,921,834 540 physical devices, you will need to add
P QUANTUMATLAS v_. 0:0:8:0 16,065 8,412,064 4,100 the devices one ata time. After
selecting the parameters for the first
@ QUANTUMATLAS V.. 0:0:8:00 12,611,265 17,930,693 2,598 . . .
device, you will have the option to add
more devices.
x|
Specify the Disk Size
Click] Hovy much space on this disk do you wart to allocate?
Selectthe allocation option for this disk.
SEAGATE:ST39204LC, Adapter 0, Channel 0, SCSIID 4, LUN 0
Total Disk Capacity: 8,744 MB, Sectors: 16,065 - 17,921,834 Indicate how much space to
Header (Size: 2 MB, sectors: 2,121,408 - 2,125 604) allocate from this device.
" Entire Segment { Size: 6,148 MB, Sectors: 2,125,505 - 14,716,608 )
= Partial Segment
Size to Allocate:
Create SAM Resource rd - [ throgsneck ] 1[
Clic|
Configure the SAN Resource
Do you want to add more physical devices to this SAN Resource?
Physical device(s) selected for the SAN Resource.
Device Mame SCEl Address | First Sector | Last Sector I Gize(MB) I Click Add More if you
‘@ SEAGATE.ST38204LC 0:0:4:0 2,125,508 6,319,808 2,048 want to add another

physical device to this
SAN Resource.

If you select to add
more devices, you
will go back to the
physical device
selection screen
where you can select
another device.

Lancel
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If you select Batch, you will see the following window:

Create SAN Resource Wizard - [ throgsneck ] ZI
Select Physical Devices
Select physical devices to be used to create resources in batch
Total Available Space: 13,387 MB (27,415,407 sectars)
Total Selected Space: 13,387 MB (27,415,407 sectars) ) .
Select either an entirely unallocated or
J Device Mame SCSl Address) Size{MB) Sectars Sector 5 | partially unallocated device.
V|48 SEAGATE:ST2920.. [0:0:4:0 6,690 13,699,178 512
V| |88 QUANTUMATLAS_ . |0:0:8:0 6,603 13,716,229 512
Create SAN Resource Wizard - [ throgsneck ] il )
Indicate how to name each
Specify Batch Mode Information resource. The SAN Resource
P Prefix is combined with the
9 starting number to form the name
E Enter the information required to create the resources in batch mode. of each SAN Resource. You can
SAN Resource Prefix: |SANDisk—maiIseNers uncheck the Use default ID for
Invalid characters for the Resource Name: = =" & § 11" Starting Number option to restart
Resource Size: 2048 MB numbering from one.
Starting Number: 16 Number of Resources: ]
Total Selected Space: 13,387 MB (27,416,407 sectors) In the Resource Size field,
indicate how much space to
Device Mame SCSl Address Size(MB) Sectors Sectar Slze|
allocate for each resource.
SEAGATE:ST39204...(0:0:4:0 6,690 13,699,178 512
@ QUANTUM-ATLAS_ (D0 8 0 6,608 13,716,229 512 Indicate how many SAN
Resources to create in the
Number of Resources field.
| Use default I for Starting Mumber.
Click =sMext= to continue
Back Next Cancel

(Express and Custom only) Enter a name for the new SAN Resource.

Create SAN Resource Wizard - [ throgsneck ] |

Enter the SAM Resource Mame
Enter the mame of the SAN Resource you want to create.

Physical device(s) selected for the SAN Resource.

SAN Resource Mame: |8ANDisk—EIDIZI1 G
Invalid characters for the Resource Mame: = =" & § i’

Device Narme | SCSl Address | First Sector LastSectDrl Size(MB) |
|@ SEAGATE:ST38204LC 0:0:4:0 2125505  B,319,808 2043

Click =Mext=ta continue.

Back Mext Cancel

The name is not case sensitive.
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Confirm that all information is correct and then click Finish to create the virtual
device SAN Resource.

(Express and Custom only) Indicate if you would like to assign the new SAN
Resource to a client.

w Acer ASC Console x|

@ You have successfully created a SARN Resource. Do you wantto assign clients to it?
o |

If you select Yes, the Assign a SAN Resource Wizard will be launched.

Note: After you assign the SAN Resource to a client, you will need to restart the
client (for Windows clients, you can rescan devices from the SAN Client Monitor
instead). You will also need to write a signature, create a partition, and format
the drive so that the client can use it.

Create a direct device or service enabled device SAN Resources

Simply follow the instructions on the screen and the second Node should join
the Cluster without any further difficulties.

Right-click on SAN Resources and select New.

Select Direct Device or Service Enabled Device.

Create SAN Resource Wizard - [ throgsneck2 ] 5[

Selectthe SAN Resource Type
What type of SAN Resource do you vwant to create?

Selectthe type of SAMN Resource you want to create.

" Virtual Device

Avirtual Device is a SAM Resource cangisting of ane ar mare hard disk segments. It can be
expanded as needed and the mirroring feature is supported.

" Direct Device

A Direct Device is a SAN Resource mapped directly to a physical device, including hard disks, tape
drives, and libraries.

' Kervice Enabled Device

[v Reserve physical device inquiry string.

A Service Enabled Device is a SAN Resource consisting of one non-virtualized disk and a virtual
dewice header an another physical device, [t cannot be expanded, butthe mirraring faature is
suppored.

Click =Mext= to continue.

Back Mext Cancel

If you are creating a Service Enabled Device, determine if you want to preserve
the physical device’s inquiry string. Preserving it treats the physical device as
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the original physical disk instead of treating it as a Acer device. This can be
useful for vendors who only recognize their own storage devices.

Select how you want to create this device.

Custom lets you select one physical device(s) to use.

Batch lets you create multiple SAN Resources at one time.

Select the device that you want to make into a direct/service enabled device.

A list of the physical resources that have been reserved for this purpose are
displayed. For direct devices, both hard disk and non-hard disk devices are
shown.

Create SAN Resource Wizard - [ throgsneck ] I il

Selecl a Physical Device
Wihich phrysical device do vou want fo use for this SAN Resource?

Select a physical device from the following listto create the SAN Resource.

Device Mame | scsiaddress | First Sector | LastSector | Sweve) |
|@ QUANTUMATLAS V. 0:0:8:0 0 17,930,633 8,756

Click =Mext= to continue.

Back P Mewt i Cancel

(Service enabled devices only) Select the physical device for the service enabled
device’s virtual header.
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Create SAMN Resource Wizard - [ throgsneck ] ﬂ
Select a Physical Device for the Virtual Device Header
hich praesical device do you want 1o use far the virtual device hesder?
Selact a physical device from the followang list to create the vidual device header,
Device Name 5C8l Address | FirstSector | LastSector | SizequB) |
&P SEAGATESTIOI0ALE | D:0:1:0] 14339777 17,921,834 1,750
o4& SEAGATE:ST30204LC | 0:0:2:0 16,065 2,068,160 1,002
QS_E__EG#.IE'_ST?&EUA_LC | 0:0:2:0] 4838457 5353152 202
QEEﬁGHTEZSTSEE[I-lLC | 0:0:2:00 13088449 17921534 2,361
£ SEAGATE!ST39204LC | 0:0:4:0| 14339777 16,391 872 1,002
£ SEAGATE:ST39204LC | 0:0:4:0] 17827521 17921834 47
Click =Mext= o continue,
Back | New ||  cancel

Even though service enabled devices are used as is, a virtual header is created
on another physical device to allow ASC's storage services to be supported.

Enter a name for the new SAN Resource.

Create SAN Resource Wizard - [ throgsneck ]

Enlerthe SAN Resource Mame
Enter the name of the S4N Resouwrce you want to create,
Physical device(s) selected for the SAN Resource,

SAN Resource Name: §
Inwalid characters for the Resource Name: = =" & §11'

Device Name | sceiaddress | First Sector | LastSector | Sizequs; |

Click =Mext= to confinue.

Hack et

|@ QUANTUMATLAS_ Y ... 0:0:8:0 0 17930593

8,756

Cancel

Note: The name is not case sensitive.
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Confirm that all of the information is correct and then click Finish to create the
SAN Resource.

Indicate if you would like to assign the new SAN Resource to a client.

@ Acer ASC Console x|

@ You have successfully created a SAM Resource. Do you want to assian clients to it?
Mo |

If you select Yes, the Assign a SAN Resource Wizard will be launched.

Assign resources to one or more clients

Notes:

The wizard can also be launched from the Create SAN Resource wizard.

If this server has multiple protocols enabled, select the type of client to which
you will be assigning this SAN Resource.
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Assign & SAN Resource Wizard - [ throgsneck2 ] E - x|

Select a Protocol
Which protacol do you want 10 choosa T

Select a Supporting Protecol,

F SANMP

Thiz option allows you to agsian SAM Clients using the SAMIP protocal to the SAN Resource.
" Fire Channel

Thig oplion allows you bo assign SAM Clients that suppors the Fibra Channel profocal 1o the SAN
Resaurce. You have 1o add the initiator WhYPRS bo the Fibre Channel client through client "properties®
before the SAN resource can be assignad.

" iscsl

Thi= aption allows vau to assign SAN Clients that suppors the iSCS1 protocol to the 34N Resource,
You have to add ISCS| Target to iISCE| client through client "Creale Target' or*A=sign® before the SAN
resgurce can be assigned.

Click <Mext= to continue.

Select the SAN Resource to be assigned.

Read/Write - Only one client can access this SAN Resource at a time. All others
(including Read Only) will be denied access. This is the default.

Read/Write Non-Exclusive - Two clients can connect at the same time with both
read and write access. You should be careful with this option because if you
have multiple clients writing to a device at the same time, you have the
potential to corrupt data. This option should only be used by clustered servers,

because the cluster itself prevents multiple clients from writing at the same
time.

Read Only - This client will have read only access to the SAN Resource. This
option is useful for a read-only disk.

Note: Fibre Channel SAN client is not supported under ASC 4.0 Express.
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For SAN/IP clients, you will see the following screen:

Assign a SAN Resource Wizard - [ throgsneck ] EI
Select BAM Client(s)
Select the 54N Clients that you wart to assign to the SAN Resource.
Select the SAMN Client(s) that support(s) the SANAP protocol
SAN Resource Hame: % SANDisk-00016
= Client Mame ACCeSS |
v |Brooklyn Readirite |
| [ELLEMH Readirite =
T Mewdersey Readifrite =]
1 [waliant Readirite [~
Select Al De-Select All Add
This SAH Besource is already as=signed to other client(s).
# This SAH Besource has not been assigned to any other client yet.
Click =Mext= to continue.
Back et cancel

If the SAN/IP client that you want to assign to the SAN Resource does not
appear on the list, click the Add button.

You can add any application server, even if it is currently offline or has not yet
had ASC Client software installed. However, in order for the server to use the
ASC storage resources, you must install the ASC SAN Client software on the
server and “authorize” the client’s access to the ASC SAN resources.

Note: You must enter the client’s name, not an IP address.
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For iSCSI clients, you will see the following screen:

Assign a SAN Resource Wizard - [ throgsneck? ]

SelectiSCSl Target(s)
Select the iSCS| Targets that you want to azsign to the SAN Resource.

Selectthe iISCEl Target(s) for assignment
SAN Resource Hame: @ SANDisk-00024

* ISCS| Target Mame Access

[; iISCSI-Target-1 Readirite
I_ ISCEl-Target-2 Readtrite

Select All me-Eelect Al

This SAH Rezource is already assigned to other client{s).
i This S5AH Resource has not been agsigned to any other client yet.
Click =Mext= to continue.

[ et Cancel
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Assign a client to one or more SAN Resources
Notes:

Right-click on a SAN Client and select Assign.

Select the SAN Resource to be assigned.

Assign a Client Wizard - [ explorer95 ] 5'

Select SAM Resourceis)
Select the SAN Resources you want to assign to the SAN Client.

Selectthe SAN Resource to be assigned to the SAN Client.
Client Hame:  whitestar

*| SAMN Resource Mame Type SizedWB) Access |
] Copy Manager Copy Manager 0|Readiyrite ;I
| | Direct-00014 Diract, AN 234 485 |ReadMirite ;I
| | SANDisk-00007 Yirtual, SAM 234 489 |ReadMrite |
| | SANDisk-00012 Yirtual, SAM 2 000|Readnfirite |
| | SANDIsk-00013 Yirtual, SAM 2 0048 |Readnfirite |

Select All Die-Select All

This Logical Resource iz already assigned to other client(s).
#® This Logical Resource has not been assigned to any other client yet.
Click =Mext= to continue.

Back et cancel

Read/Write - Only one client can access this SAN Resource at a time. All others
(including Read Only) will be denied access by default.

Read/Write Non-Exclusive - Two clients can connect at the same time with both
read and write access. You should be careful with this option because if you
have multiple clients writing to a device at the same time, you have the
potential to corrupt data. This option should only be used by clustered servers,
because the cluster itself prevents multiple clients from writing at the same
time.

Read Only - This client will have read only access to the SAN Resource. This
option is useful for a read-only disk.
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Expand a virtual device

Once owner and fail back timing.

Since virtual devices do not represent actual physical resources, they can be
expanded as more storage is needed. The virtual device can be increased in size
by adding more blocks of storage from any unallocated space from the same
server.

Note that you will still need to repartition the virtual devices and
adjust/create/resize any file-systems on the partition after the virtual device is
expanded. Since partition and file-system formats are specific to the operating
system that the client is running, the administrator must perform these tasks
directly from the client. You can use tools like:

e Partition Magic,
e Windows 2000 Dynamic Disk,
e or Veritas Volume Manager

to add more drives to expand existing volume on-the-fly in real time (without
application down time).

Notes:

We do not recommend expanding a virtual device (SAN or NAS) while clients
are accessing the drives. However, when expanding an XFS resource, NAS
clients can remain connected.
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Right-click on a virtual device (SAN or NAS) and select Expand.

Select how you want to expand the virtual device.

Expand SAN Resource Wizard

Select an Expansion method
D you weart the system to expand the SAN Resource for you’?

Selectyour expansion method.

¥ Custom
The Custom method allows you to select the hard disk segmentis) you want to use
to expand the SAN Resource.

" Express
The system will expand the SAN Resource with the specified size helow fram the
available hard dizk segments.

Size to Allocate: 3248 mMB Total Available Size: 5328 MB

Click =Mext= to continue.

et Cancel

Custom lets you select which physical device(s) to use and lets you designate
how much space to allocate from each.

Express lets you designate how much space to allocate and then automatically
creates a virtual device using all available devices.

The Size to Allocate is the maximum space available on all available devices. If
this drive is mirrored, this number will be half the full amount because the

mirrored drive will need an equal amount of space.
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If you select Custom, you will see the following windows:

Euprand SAN Resource Wizard

Belecl a Physical Device
Whach plwical deice @0 you want 10 s 1 the SAN Resolrce

Select a physical device fo add to the S5N Resource YitusiDisk-2

Dievice Name | 5CEI Address | First Sector | Last Sector | Sizemey |
P SEAGATESTI9204LC 0:0:1:0[ 17,227,457 17,931,834 340
P SEAGATEISTIOZ04LE 0:0:7:0] 10505871| 17,971,834 3622
P SEAGATESTIONONLC | 0:00410] 4314465 17,921,834 B,634

Select either an entirely unallocated or
partialty unallecated device.

Only one device can be selected at a
time from this dialog. To expand a virtual
device from muttiple phyzical devices,
you will need to add the devices one at
a time. After selecting the parameters
for the first device, you will have the
option to add more devices.

E

an msource Wizard

Click =Mex

Specifythe Disk Size
Hivte? fIACh S0 O g G54 00 w0u Wwan 10 socate?

Select fhe aliacation optan ror this disk
SEAGATE.STIO204LC, Adapter 0 Channel 0, SCSIID 4, LUN O
Todal Disk Capacity: B.744 MB, Sectors: 16,065 - 17,921,834

& Partial Segment

swenaiocate | 10z ME

Click =}

Enpand SAN Resource Wizard

Bdd reore lo the SaM Resource

Phyzical device(s) selected for the SAM Reasouna.

" Enftire Segment { Sizo: 6,694 MB, Sectors: 4,214,465 - 17,921,834

Doy i el b0 B Mo DR Sical evila s 10 lhis SAN Resouroe®

Indicate how much space to
allocate frem thiz device.

Note: If this drive iz mirrored,
you can only select up to half of
the available total =pace (from
all available devices). This iz
because the mirrorad drive wil
need an equal amount of
space.

x|

Dravice Name

SCE| Address | First Sector | Last Sector | Sizeea) |

Click Add More if you

Add More I Back

}QSEADATE:STGB?DA’.LC Doldach 42144685

Click =Add More= to add mare physical devices. Click <Med> to continug.

5,411,615 1,024

want to select space
from another physical
device.

Confirm that all information is correct and then click Finish to expand the

virtual device.
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Windows 2000 Dynamic disks

Expansion of dynamic disks using the Expand SAN Resource Wizard is not
supported for clients using either SAN/IP. Due to the nature of dynamic disks,
it is not safe to alter the size of the virtual device. However, dynamic disks do
provide an alternative method to extend the dynamic volume.

To extend a dynamic volume using SAN Resources, use the following steps:

e Create a new SAN Resource and assign it to the ASC Client. This will
become an additional disk which will be used to extend the dynamic
volume.

e Use Disk Manager to write the disk signature and upgrade the disk to
"Dynamic”.
e Use Disk Manager to extend the dynamic volume.

e The new SAN Resource should be available in the list box of the
Dynamic Disk expansion dialog.

AlX clients

Expanding an ASC virtual disk will not change the size of the existing AIX
volume group. To expand the volume group, a new disk has to be assigned and
the extendvg command should be used to enlarge the size of the volume
group.
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Delete a SAN Resource

If the ASC device is removed while logical volumes exist, you will not be able to
remove the logical volumes and the system will display error messages.

e Detach the SAN Resource from any client that is using it.

e For Windows clients, launch the ASC SAN Client Monitor and click the
Stop Client button.

e For other clients, type ./sanclient stop from /usr/local/sanclient/bin.

e Inthe Console, highlight the SAN Resource, right-click and select
Delete.
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MANAGE ASC SAN
CLIENTS

ASC SAN Clients are the file and application servers that access ASC SAN
Resources. Since SAN Resources appear as locally attached SCSI devices, the
applications, such as file services, databases, web and email servers, do not
need to be modified to utilize the storage.

On the other hand, since the storage is not locally attached, there is some
configuration needed to locate and mount the required storage.

Add & configure an ASC client

The ASC Server grants storage access to the Client. But, in order for a Client to
be able to access storage, you must establish a trusted relationship between
the Client and Server. This prevents other computers from masquerading as the
Client and accessing storage that it does not have rights to. In order to
establish a trusted relationship, you must:

Add the Client in the Console and assign storage resources to the Client.

Refer to the section ‘Assign a SAN Resource to one or more clients’ for more
information.

Add the Server to the Client.

For Windows Clients, you can use the Add Server option in the SAN Client
Monitor program. For Linux or Solaris Clients, you can execute ./sanclient
monitor from /usr/local/sanclient/bin to connect and authenticate the Client to
a Server. You must enter the Client’s hostname or root user name and
password.

This process authorizes the access to the Server and needs to be done only once
per client-to-server relationship. Subsequent access to a Server from a Client
retains the authorization. Credentials do not need to be re-entered unless the
software is re-installed.

When a SAN Resource is assigned to a Client, the Client does not need to
obtain additional authorization to access the new resource. There is only a
single, persistent authorization maintained between the Client and Server.

Note: Each SAN Client needs a unique name. You should not duplicate the
name of an ASC Server.

Multiple Servers

The Client must obtain authorization from each and every Server that it
attaches to for SAN Resources. Every time the Client attaches to a new Server,
the first connection needs to be authorized, as described above. The Client
software will retain authorized connections to any number of ASC Servers.
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ASC SAN Client on Linux

All configuration of the Client is done through the ASC Console. Once
configured, the ASC SAN Client software connects to the appropriate ASC
Servers and gets its assigned resources.

Note: If you assign additional resources to the Client from a new Server after
you have installed the Client, you will need to add that Server to the Client.
You will also need to restart the Client in order for the changes to take effect.

Start/stop the ASC SAN Client processes

In order for the Client to be able to access SAN resources, the Client software
must be started. You can type the following commands from
/usr/local/sanclient/bin:

Jsanclient start starts the Client.
Jsanclient stop stops the Client, detaching all devices in use by the
Client.

Jsanclient restart restarts (stops and then starts) the Client.

Jsanclient status displays the current status of the Client.

Jsanclient devices (Solaris, HP-UX, and AIX only) displays a list of ASC
devices that are available for use.

Note:
Before stopping the Client, make sure all read/write operations are complete
and make sure all of the ASC devices are not being used and are not mounted.

Add/delete/display/rescan ASC Servers
The Client has a program that allows you to:
e Add and delete ASC Servers.
e Display the Client’s current configuration.
e Display a list of ASC devices - for SAN/IP Clients only.

e Rescan ASC devices - eliminates the need to restart the Client after
adding a virtual device to an existing adapter, deleting a virtual device,
or expanding a virtual devices for Linux and Solaris 8 Clients.

e Attach/detach SAN devices.

e Execute the following from /usr/local/sanclient/bin:

e ./sanclient monitor

e Select which action you would like to take.

Acer Altos® NAS 700 Solution Guide
96

Download from Www.Somanuals.com. All Manuals Search And Download.



e If you are adding a Server, enter the ASC Server name, login name
(hostname or root user name), and password.

e If you are deleting a Server, you should back up
/usr/local/sanclient/etc/ipstorcintd.conf before proceeding. After you
have done that, enter the Server name that you want to delete.

e If you want to view the Client’s configuration, enter the login ID and
password for the Client.
The Client must be started to view the configuration.
You will see information similar to the following for each Server that
the Client accesses:

Configured ASC Server(s) on client localhost:
1) washington

Server washington :
Adapter (0) SCSI ID 7.
Device Name: DIRECT-2
Attach Mode: Exclusive Read Write
SCSI ID: 4

Device ID: 2

# Read Commands:

# Write Commands:

# Misc. Commands:
Total Bytes Read:

Total Bytes Written:

o O w O O
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Add/delete/expand a virtual drive

You can add a virtual device to an existing adapter, delete a virtual device, or
expand a virtual device without having to restart your Linux or Solaris 8 Client.
You can also expand a virtual device without having to restart your Solaris 6 or
7 Client (add or delete requires a restart).

e  With the Client running, make sure that the virtual device to be
expanded or deleted is NOT in use.

e The disk cannot be mounted or have any files open. You also cannot
be using fdisk, mkfs, fsck, etc.

¢ Inthe Console, add, delete, or expand the virtual device.

e Execute the following from /usr/local/sanclient/bin:

e /sanclient monitor

e Select Rescan ASC SAN Devices.

e As appropriate, follow your operating system’s instructions for creating
a new partition, extending an existing partition, or, if desired,
mounting the new disk/partitions.
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ASC SAN Client on Windows NT/2000/2003

Once installed, the ASC SAN Client software runs as a Windows NT/2000 service.
The service is configured to start automatically when Windows starts. The
configuration of the storage resources used by the Client is done through the
ASC Console.

Once configured, the ASC SAN Client software connects to the appropriate ASC
Servers and gets the assigned resources.

Note: If you assign additional resources to the Client from a new Server after
you have installed the Client, you will need to add that Server from the Client
Monitor.

ASC SAN Client Monitor

The ASC SAN Client Monitor runs on the Client computer. It allows you to
stop/start the Client, connect/disconnect a Server, attach/detach devices,
add/delete/organize Servers, set debug options, filter the Event Viewer
information, and monitor the status of the Client’s connections to its SAN
Resources and Servers.

To launch the ASC SAN Client Monitor:
(Start--> Programs --> Acer ASC--> SAN Client Monitor)
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In order to see information about a Server and its devices, you must be
connected to the Server. When you start the Monitor, it attempts to connect
to each Server. If it cannot connect to a Server, you will see a red X on the

Server.

Refresh the Monitor display

The statistics in the right-hand pane are refreshed automatically, based on the

time interval you set under Options

If you have formatted any devices, click the Refresh button ¥ to update

partition, file system, and size information.

If you have added/deleted/changed any devices or SAN Resources assigned to

this Client, click the Rescan Devices button
devices to see any configuration changes and rescans all Servers looking for
new/deleted/changed SAN Resources. If you are on a Server object and you
right-click and select Rescan, it will rescan only that Server.

. This re-scans the Client’s local
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Stop and start the client
Stop the Client

Stopping the Client services will detach the virtual devices and direct devices in
use by the Client, allowing the ASC administrator to manage or modify the SAN
Resources safely.

Note: Before stopping the Client, make sure all read/write operations are
complete.

Start the Client

Starting the Client services re-establishes the connection to all of the ASC
Servers and attaches to the SAN Resources assigned to this Client.

Note: If you added or deleted SAN Resources for this Client in the Console, use
the Rescan Devices button to have the changes take effect. For other
configuration changes, you will need to restart the Client.

Restart the Client

I
To stop/start the Client, click the Restart Client button . This stops the
Client and then restarts it for you.

Note: If the Windows NT/2000 Client loses its connection to the ASC Server due
to a network issue, or the ASC Server is shut down and you click the Stop Client
or Restart Client buttons, the Windows NT/2000 Client will retry its connection
to the ASC Server for five minutes before timing out. During this time the
Client Monitor will be inaccessible.

Connect/Disconnect a server

When you disconnect a Server, it will still appear in the tree but it will not be
monitored and you will not see statistics for it.

Conversely, when you connect to a Server, it will be monitored and you will see
statistics for it.

To connect/disconnect, right-click on the Server and select the appropriate
option.
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Add an ASC Server

Click the Add Server button.

This starts a wizard that will guide you through the process.

Enter the name of the ASC Server.

Add Server Wizard x|
Enter the server name
M arne: Istatenisland
< Back I MHext » I Cancel
Enter the IP address.
Add Server Wizard x|

IP address & port

& Find the server's P addresz automatically

£ Use this IP address
IF"fl'u:Iu:Iress:I o .0 .0 .0

Port: |'| 1576

< Back I MHest » I Cancel
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The /P address and port are used for configuration and system maintenance

commands. The communication takes place over TCP and is used to connect to
the Server.

Enter the Client’s hosthname or root user name and password.

Add Server Wizard x|

Login to the server

User Mame: Il:umruser'l

Pazsward:

Ixxxxxmmx

Finizh Cancel

When you click Finish, the Client connects to the Server, verifies the user name
and password, and authorizes the Client to use Resources from that Server.

If you have found the machine, but it is not an ASC Server, or the Server
software has not been started, you will see a message like this:

Cannot add this client (clientname) to the ASC Server “myserver”.
Server is not running ASC.

If the computer is not found, you will see a message like this:

Cannot add this client (clientname) to the ASC Server “myserver”.
Server not found.

If you entered an invalid user name and/or password, you will see a message
like this:

Cannot add this client (clientname) to the ASC Server “myserver”.
RPC authentication error.
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Delete a Server

You can delete one or more Servers. If you delete a Server, the Client will no
longer be able to access storage through that Server.

Click the Delete Server button

Delete Server{s)

Servers:
statenizland Cancel |
throgzneck,

Pleaze zelect the ASC server or servers vou wish to delete.

Select one or more ASC Servers and click OK.
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Organize Servers

This option lets you add and delete Servers as well as edit the address and login
information for each Server. You can also rearrange the order of Servers listed
in the Monitor.

You may also want to use this option if the Client is not currently connected
but you want to see the list of Servers to which it normally connects.

Click the Organize Servers button

Organize Servers

Servers: Add

DMS Mame | System Mame | IP .t‘-\ddress| F'Drtl Enabled|
throg : g k. Automatic 11576
statenizland statenisland Automatic 11576 Yes

Remove

Edit...
Reset...
Mave Up

tove Down

Done

| REEEE

Select the function you would like to perform.
Add - Add a new ASC Server.
Remove - Remove an ASC Server from the Client.

Edit- Change the Server that you are connecting to (if the Server’'s name has
changed), set/change the way the server is located.

Reset - Change the user name and password used for authentication between
the Client and Server.

Move Up/Move Down - Re-order the Servers in the list.
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Set dependent services to start after ASC services

If you have applications running on your Client Machine (such as Microsoft IIS,
Exchange, or SQL Server) that access your SAN storage resources, you must
make sure that the ASC services are started before these application’s services
start. To do this:

e

Click the Dependent Services button

Dependent Services

Servicen Add

Mame | Service | Startup |
Diztibuted Tranzaction Coordingtar MSOTC I anual

Remove

[ o

Ifayve Dawh

s

Thiz list containg services that are dependent upon storage provided by ASC
Thesze services will be started only after the SAM Client has completed its startup routine, Diohe
and will be stopped when the SAM Client iz stopped.

f

Add the services that should only start after ASC starts.

ASC will set each service's Startup Type to Manualand will become responsible
for starting the services, in the listed order, after ASC has started. Therefore, it
is important to list your services in the correct order. This is especially true if an
application has multiple services, but these services do not automatically start
each other.

Note: It is very important that you only select services that are dependent on
ASC. You do not want to add critical services (such as DNS Client, Event Log,
Logical Disk Manager, or SNMP) that must start before ASC.
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Register tape devices for use with backup software

You must register your tape drives and libraries if your backup software
requires the drivers for these devices be loaded prior to loading the backup
software.

Once you register a device and reboot, ASC loads the device drivers when ASC
starts.

To register a device:
e Right-click on the tape drive or library and select Register.

e Reboot your computer.

Register disks for drive priority

You can register a virtual device so that it will have the priority to get the first
available drive letter during a reboot. To register a disk:

Right-click on the disk and select Register.
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Filter Event Viewer information and set client options

You can configure the amount of detail about the ASC Client’s activity and
performance that will be written to the Windows Event Viewer. You can also
enter domain information and enable a system tracer.

You can also determine if you want the Client to automatically start when this
computer starts and how often to refresh information in the Monitor.

v
Click the Options button

[mpors |
Indicate if the Client service | Ciert | pomain| Log |
should start automatically

when this computer Stansm_““l? Start 54N Clent automatic ks whan this systam starts

1 Change the name UfThiS_ ¥ Uze this spatem’s computer name &z the client name
Client. You must also change) £

this in the Consale by re- Cieritflame;  [ELLERH
adding the Client to the
Server. You can enter a Clenl Po:  [1T762
name or an IP address.

e Tame ,W e If you check this box to use Fibre
Indicate how often the right- Channel authentication for this
hand pane of the Monitar I~ Usefibee Chonnel Authentication client, you must also setitin
should automatically refresh! the Console. (Right-click on the
clientin the Console and select
Properties)
0k | Cancel fein |

Select the Domain tab, and if applicable, enter information about your domain.

Optio
Chiar Du:uma'n]j_.;g |

¥ This Windows Sesvar i 4 mamber of & Domain

Diomain Mame [f«-:er

Lz Barme: |r9l:-e-:>:aa:|-arng

EEEMMI

Paaawond:

BRI

Cenliim FPassward [
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Select the Log tab.

[options ———— E

Ciert | Domain Log |

Log Levet: [T ~ |

Trace Calegones
I~ 548 Service I SAN SC51 diiver (level 1)
[~ 5AM Rediectar [level 1] I~ SAN SC5I difver [evel 2]
[ SAN Redisctar flevel 2] I SANAP diives flevel 1)
[ GAM Cliard FFT fleval 1] [ SANAR dives fleval 2)
[ 5eH Cliard FFC flevel 2) [ SANAP dives fleval 3)

ok | Cocel |

To filter the events being written to the Event Viewer, select one of the levels
in the Log Levelfield.

Note that regardless of which level you choose, there are several events that
will always be written to the Event Viewer (driver not loaded, service failed to
start, service started, service stopped).

Five levels are available for use:

Off — No activity will be recorded.

Errors only — Only errors will be recorded.
Brief — Errors and warnings will be recorded.

Detailed - (Default) Errors, warnings and informational messages will be
recorded.

Trace — This is the highest level of activity tracing. Debugging messages will be
written to the trace log. In addition, all errors, warnings and informational
messages will be recorded in the Event Viewer.

If you select the Trace level, specify which portions of the ASC Client will be
traced.

When enabled, the trace information will be logged to a file called
FSNTrace.log located in the \Acer\ASC\Logs directory.

Warning: The debug parameters should not be adjusted unless directed to do
so by Acer technical support. Adjusting these parameters can impact system
performance.
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ASC SAN Client on NetWare

Start the client

You can start the client by typing the following command from the NetWare
console screen to start the client:

Sanon

ISCMD Start Server=server/PAddress

When prompted, enter your username and password.

Type the following to mount your volumes:

Mount all

If you change a LUN or add a device, you will need to restart the Client in order
for the changes to take effect.

Set the client to automatically start after server reboot
To start the SAN Client automatically upon boot up, add the following to the
end of the Autoexec.ncf file.

Sanon

Iscmd start server= x x X x noscreen=1

Stopping and removing the client
Unmap the share on the Windows side.
Dismount the ASC SAN/IP device from the Novell server.

Go to the Novell server and type the following:

ISCMD Stop server=server/PAddress
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Type the following:

ISCMD Remove server=server/PAddress

In the ASC Console, right-click on the SAN/IP client, unassign the device, and
then delete the client.

To uninstall the client, refer to the sanon.ncf file in the sys:\system directory to
find the files that need to be removed.

Disk copies

If you mirror, copy, or replicate a virtual device you cannot assign the copy to
the same client to which the primary is assigned unless you first rename the
Novell volume to a different name. The operating system does not handle the
device the same way as other operating systems do.

For example, with Windows 2000, if the replica is assigned to the same server
as the primary, a different drive letter is assigned by the operating system.

Troubleshooting

ISCMD command log: Run the ISCMD command with option DEBUG=2. The
debugging message will be written to the log file ISCMD.LOG located in the
directory SYS:\SYSTEM.

For example: /CCMD Start Server=serverlPAddress Debug=2

ASC SAN client trace log: Run the command SANDRV +debug +ip3 on the
NetWare System Console. The trace log will be written to the log file
TRACELOG.XML located in the directory SYS:\SYSTEM.
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Uninstall a SAN client

Do the following to uninstall SAN Client software:

Operating System

Command/Instructions

Windows NT / Windows 2000

You can use Add/Remove Programs from the
Control Panel or:

1. Insert the ASC installation CD in to your
CD-ROM drive.

2. Select /nstall Products --> Install ASC SAN
Client and follow the on-screen instructions
to uninstall the Client. If you will be
installing a newer version of the Client
software, you will have to reboot the
machine during the un-install process.
Afterwards, you will have to run the SAN
Client installation again to install the new
software.

Linux Log on to the system as root and remove the
client software by executing the following
command:
rpm -e sanclient

NetWare Refer to the sanon.ncf file in the sys:\system

directory to find the files that need to be
removed.
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MANAGE THE ASC SERVER
The ASC Server is a storage server designed to require little or no maintenance.

All day-to-day ASC administrative functions can be performed through the ASC
Console. However, there may be situations when direct access to the Server is
required, particularly during initial setup and configuring of physical storage
devices attached to the Server or for troubleshooting purposes.

If access to the Server’s operating system is required, it can be done either
directly or remotely from computers on the SAN.

Start the ASC Server

Execute the following commands to start the ASC Server processes:

cd /usr/local/asc/bin

Jasc start

You should see the processes start.

If the server is already started, you can use ./asc restart to stop and then start
the processes

Set ASC to start automatically upon bootup
Execute the following commands:

From the directory /etc/rc.d/rc3.d on the Server, enter the following command:

In -s /usr/local/asc/bin/asc S99asc

This command is case sensitive. The file $99asc will be created. You can verify
using the command: Is -l S99asc

Reboot the server to verify ASC starts.

To stop ASC from starting on bootup, delete the file /etc/rc.d/rc3.d/S99asc.
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Stop the ASC Server

Warning: Stopping the ASC Server processes will shut down all access to the
storage resources managed by the Server. This can halt processing on your
application servers, or even cause them to crash, depending upon how they
behave if a disk is unexpectedly shut off or removed. It is recommended that
you make sure your application servers are not accessing the storage resources
when you stop the ASC Server processes.

To shut down the ASC Server processes, execute the following commands:

cd /usr/local/asc/bin

Jasc stop

You should see the processes stopped

Linux ASC servers enabled with NAS

To allow the ASC server to shut down smoothly when using “reboot”,
“shutdown”, or "halt" commands, add the following symbolic links in the
/etc/rc.d/rc0.d and /etc/rc.d/rc6.d directories:

In -s /usr/local/asc/bin/asc KOOasc

This will force Linux to stop ASC before stopping NFS and networking services.
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Log into the ASC Server

You can log in directly from a keyboard/display connected directly to the
Server. There is no graphical user interface (GUI) shell required.

By default, the root user is the only user that has login privileges to the
operating system. Other ASC administrators do not.

To log in, enter the username and the password for the root user.

Warning. You should not allow login access to your ASC Server to anyone
except your most trusted system or storage administrators. Administrators with
login access to the Server have the ability to modify, damage or destroy data
managed by the Server.

Telnet access

By default, ASC administrators do not have telnet access to the Server. The
Server is configured to deny all TCP/IP access, including telnet.

(Linux Server only) To grant telnet access to another computer on the network:
Log into the Server directly (on the local console keyboard and display).

Change the etc/passwd file.

For the appropriate administrator, change the line that looks like:

Username:/dev/nul:/dev/null

To:

Username:/homedirectory:/bin/bash

Where Username is an actual administrator name and homedirectory is the
actual home directory.

Note: For a more secure session, you may want to use the program ss/, which is
supplied by some versions of the Linux operating system. Please refer to the
Linux manual that came with your operating system for more details about
configuration.
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Check the ASC Server processes

You can type the following command from the shell prompt to check the ASC

Server processes:

Jasc status

cd /usr/local/asc/bin

On Linux, you should see the following:

You will only see this
process if Fibre
Channel Target

Mode i1s enabled.

You will only see

these processes if (’

MNAS is enabled.

You will only see this
process if Failover is
enabled.

Status of ASC SNMPD Module
Status of ASC Authentication Module
Status of ASC Server (FSNBase) Module
Status of ASC Server (Upcall) Module
Status of ASC Server (Transport)
Status of ASC Server (Application)
Status of ASC Advanced Backup Module
Status of ASC Communication Module

- Status of ASC FC Target Module
Status of ASC Logger Module
Status of ASC Local Client (Daemon)
Status of ASC Local Client (Redirector)
Status of ASC NAS MGTD Module
Status of ASC NAS NMBD Module
Status of ASC NAS SMBD Module
Status of ASC NAS MOUNTD Module
Status of ASC NAS NFSD Module
Status of ASC Self Monitor Module

- Status of ASC Failover Module

[Running]
[Running]
[Running]
[Running]
[Running]
[Running]
[Running]
[Running]
[Running]
[Running]
[Running]
[Running]
[Running]
[Running]
[Running]
[Running]
[Running]
[Running]
[Running]
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Check physical resources

When adding physical resources or testing to see if the physical resources are
present, the cat /procd/scsi/scsi command can be executed from the shell prompt
in Linux:

These commands display the SCSI devices attached to the ASC Server. For
example, in Linux you will see something similar to the following:

1: 00 Id: 0
: LDO

1 04 Td: 06 Lun:
Model: SCA HSEP M

revizion: 03

revizion: 03
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NAS CONFIGURATION Network Attached Storage, or NAS, is another piece of the storage
management picture.

NAS refers to storage and data that can be accessed directly from the storage
network and represents a quick and easy way to add general purpose,
shareable, storage space for users and groups. With NAS, users can access data
and storage via a network interface using protocols including NFS (Network
File System) and CIFS (Common Internet File System).

NAS contrasts with SAN in several key ways:
e NAS offers shared files/folders instead of devices (SAN).

e SAN storage provides block level data storage and is ideal for high
performance, low latency applications, such as databases.

e NAS uses file-based access and is ideal for providing data and file
sharing for users and groups.

Implemented together, SAN and NAS help to reduce costs and simplify storage
and data management.

Before ASC, a NAS box was a separate storage device with a built-in network
interface, network operating system, and storage allocation software (basically
a simplified, dedicated file server). The NAS box was plugged directly onto the
corporate LAN, making itself accessible with one or multiple “file shares”. Users
and groups were assigned read/write privileges and a space quota. As the
number of users grew, and as free space became low, additional NAS boxes
could be plugged in.

This architecture has become more of a problem than a long-term solution.
Traditional NAS boxes become yet another piece of hardware requiring their
own backup, space allocation, and management GUIL.

In ASC, NAS is simply another network storage service on your storage
network. NAS uses the same storage devices that SAN uses, eliminating the
need for separate devices. Another advantage of providing NAS within ASC is
that the advanced storage options such as snapshot and mirroring are
uniformly applied to both SAN and NAS resources under a single set of storage
management policy.

The NAS clients can be located anywhere on the network, as long as they have
access to the ASC Server.
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All NAS configuration is done through the ASC Console and can be found
under the NAS Resources and NAS Clients objects in the tree.

=101 x|

r‘-if Acer ASC Console
File Edit ¥iew Tools Help

DE@ throgsneck S

Dﬁ Physical Resources
@-JiF AdaptecSCSI Adapter.0

MAS Resourceﬂ_ﬂ_

Name Allocation Type Size (MB)
@ MNASDisk-00002 Yirual Device 3,445
@ MASDigk-00003 Wirtual Device 3,445
@ MNASDisk-00004 Virual Device 3,485

= Logical Resources

= £ NASDisk-00002 Total: 3 10,425
: G k,! Financials
C-‘rh! Manuals
: Grb! Marketing
:‘)@ NASDisk-00003
©-8) NASDisk-00004
d}@ Replica Resources
G& Snapshat Graups
G‘% SAM Clients
- Has Clients
o
= Windows Clients
E & Users
Lo Groups
é---% NFS Clients
@B Engineering users

Finance Dept L)
08r21/2002 11:57:36 [throgsneck] Logged in L”Server:throgsneck 12:00 PM

Note: If you do not see the NAS objects, the NAS option is not loaded on your
ASC Server. To enable it, you will need to start the Console, connect to this
server, right-click on the server and select Options --> Enable NAS.

When you highlight the NAS Resources object, a list of current NAS Resources is
displayed in the right pane. Under each NAS Resource, you will see a list of
folders and shares. If the folder has a hand holding it, it has been assigned as a
share.

There are two types of NAS clients you will see:
e Windows clients - These clients use the Common Internet File
System (CIFS) protocol to work together and share documents.
Because many operating systems support CIFS, it is possible to have
clients using other operating systems listed as Windows clients.

e NFS clients - These clients are usually Unix clients using the
Network File System (NFS) protocol.

To update the list of users/groups, right-click on the Windows Clients object
and select Refresh Windows Clients.
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Information on the Connection(s), Share(s), and Locked File(s) tabs is updated
every few seconds. You can set the interval by right-clicking on the Windows
Clients object and selecting Start Connection Status Refresh.

General NAS configuration sequence
The configuration of NAS requires several steps that are outlined below:

1. Prepare for authentication.
If you are using Active Directory, Access Control Lists (ACLs), or
Network Information Service (NIS), verify that the appropriate
packages are installed before enabling NAS and make any appropriate
configuration changes.
Refer to the Active Directory, Access Control Lists (ACLs), or Network
Information Service (NIS) sections for more details.

2. Enable NAS.
(NFS protocol only) Add N.
You do not need to add Windows clients. If you are using the Share
authentication mode, any Windows client can access a share (provided
he/she knows the password). In Server or Domain authentication
mode, the list of users comes from the authentication server.

3. Create a NAS resource.
(Optionally) Limit the amount of storage each Windows user can have.

4. Add/share folders and assign clients.
You do not need to create each user’s home directory if [nomes] is
enabled on your ASC server running in server or domain mode. Refer
to Homes for more information.

5. Map/mount the share.
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Prepare for authentication

There are three security modes that you can use to authenticate users/groups
trying to access NAS shares.

Share mode - Authentication is done by a set of passwords (one fu// access
password and one read only password) that are set from the Console. This
mode does not use an authentication server.

Domain mode - The authentication server must be a Primary Domain Controller
(PDCQ) for pure Windows NT or mixed Windows NT/2000 domains, or a Domain
Controller for native Windows 2000 domains. The ASC Server and all NAS
clients must belong to the domain controlled by this PDC/Domain Controller.

Before you activate Domain mode, you will need to create a computer account
for the ASC Server in the domain.

e For a Windows 2000 domain, create the account for the ASC Server
from Administrative Tools --> Active Directory Users and Computers -->
Computers. After creating the account, right-click on the created
account and select Reset Account. If the computer account for the ASC
Server has already been created in the domain, right-click the account
and select Reset Account, to join the domain again.

e For a Windows NT 4.0 domain, create the account for the ASC Server
from Administrative Tools --> Server Manager for Domains. If the
computer account for the ASC Server already exists in the domain, you
have to delete the ASC Server account and then add the server again.

NOTE: If you ever need to replace your ASC Server (i.e. you replace the server’s
hard disk), you will need to reset/re-create the computer account for the ASC
Server so that it can authenticate itself in the domain.

Server mode - Any Windows NT (Server or Workstation), or Windows 2000
(Server or Professional) computer (including a PDC/Domain Controller) can be
used to authenticate users.

If you are not using a PDC/Domain Controller for authentication, group
information stored on the PDC/Domain Controller cannot be accessed. Only
the users in this server (not including local users) are valid users.

If you use a PDC/Domain Controller for authentication, the ASC Server does not
need to log into the NT domain controlled by the PDC/Domain Controller.

NOTE: It is important that you do not change your authentication mode once
you begin using your NAS system. If you do change it, you will lose all of your
Windows client assignments and/or passwords.
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The authentication modes are summarized in the following table:

Domain Mode Server Mode Share Mode
Requires an Yes. Authentication server Yes. Any server, No
authentication must be a PDC/Domain including a Domain
server. Controller. Controller.
Requires ASC Yes No No
Server & NAS
clients to belong to
the domain.
ASC Server Yes Retrieves user No
retrieves user and information. Will
group accounts retrieve group
from information if
authentication authentication server is
server. a PDC/Domain
Controller.
Uses only No No Yes
passwords for
authentication.
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Active Directory

If your Domain controller is running Windows 2000 Server, the ASC Server can
be configured to utilize Microsoft’s Active Directory to obtain users and groups.
Both Domain and Server security modes can make use of Active Directory.

If you will be using Active Directory, you will need the following:

e Account for ASC - This account should have minimal security, similar to
that of the guest account (do not use an Administrator account or User
with administrator rights). The account will be used by ASC to access
the active directory that ASC will browse to identify the users/groups
that will have access to NAS shares. For a more secure account, you can
limit this account to have read access only to the Organizational Units
(OUs) that will be browsed by ASC.

e Your ASC Server and your Active Directory Server must have their
clocks synchronized to within five minutes of each other. If they are
not synchronized, you can use the date command on your ASC Server
(Linux or Solaris) to adjust the date and time. However, the system
clock on a PC can “drift” over time. Therefore we recommend that you
use an automated synchronization service to adjust the system’s clock.
Refer to the nptd'service on Linux, or xntpd on Solaris, and the
Windows Time service on Windows for more information.

e The following packages must be installed on a Linux ASC Server before
enabling NAS:

cyrus-sasl-1.5.x.rpm
cyrus-sasl-gssapi-1.5.x.rpm
cyrus-sasl-md5-1.5.x.rpm
cyrus-sasl-plain-1.5.x.rpm
krb5-libs-1.2.x.rpm
openldap-2.0.x.rpm

You can get these packages from the appropriate directory on the ASC CD:

Utilities/kernel-2.4.21-ipstor/ActiveDirectory

Note: ASC does not support Active Directory's Nested Groups.
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Network Information Service (NIS)

The ASC Server can be configured to utilize the Network Information Service
(NIS) to obtain a list of users and groups.

If you will be using NIS, you will need to install and configure the NIS client on
the ASC Server. On Linux Red Hat v7.3

1. From the ASC Server, type:
domainname X
where Xis the domain name (Example: acer.com)

2. Edit the /etc/hosts file and add the following information:
NIS_server_IP
NIS_server_name
For example:

NIS_server_IP 10.1.1.4

NIS_server_name serverl

3. Edit/etc/yp.conf and add the following information:
domain X server NIS_server_name
ypserver NIS_server_name

For example:

domain acerstor.com server server1

ypserver server1

4. Edit /etcd/nsswitch.conf and edit the following lines:
passwd: files nisplus
group: files nisplus

Change these two lines to:
passwd: files nis
group: files nis

5. Execute the following command:
ypbind
The NIS client should now be running.

6. To confirm that everything is running properly, execute the following
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command:
getent passwd

This command should return a user list from the ASC Server and the NIS server.

Notes:
e If the NIS client is rebooted, you need to repeat steps 1 and 5 to start
the NIS client.

e To stop using the NIS client type:
killall ypbind.
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Enable NAS

7. In the Console, right-click on the server and select Options --> Enable
NAS.

2. Select which security mode you will use to authenticate users/groups.

NAS Configuration Wizard x|

Select Security Mode
What kind of security mode do you want to select?

Select security mode used to authenticate users/groups trying to access shares:

~B e
Authentication is done by a set of passwordsi{full-access and read-only). It does not use
an authentication server.

" Domain Mode

Authentication is done by Primary Domain Controller. IPStor Server and all MAS clients
must belang ta the domain contralled by this PDC.

" Server Mode

Authentication is done by any Windows NTRZ000<P computer. Ifthe server is PDC, bath
users and groups in the server are qualified for authentication; otherwise, only the users
inthe server are valid.

Back et ancel

There are three security modes that you can use to authenticate users/groups
trying to access NAS shares.

Share mode - (Default) Authentication is done by a set of passwords (one fu//
access password and one read only password) that are set from the Console.
This mode does not use an authentication server.

Domain mode - The authentication server must be a Primary Domain Controller
(PDC) for pure Windows NT or mixed Windows NT/2000 domains, or a Domain
Controller for native Windows 2000 domains. The ASC Server and all NAS
clients must belong to the domain controlled by this PDC/Domain Controller.

Server mode - Any Windows NT (Server or Workstation), or Windows 2000
(Server or Professional) computer (including a PDC/Domain Controller) can be
used to authenticate users.

NOTE: /t is important that you do not change your authentication mode once
you begin using your NAS system. If you do change it, you will lose all of your
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share assignments.

For more information about authentication modes, refer to Prepare for
authentication.

3. (Domain and Server modes) Enter your authentication servers and
domain information.

MNAS Configuration Wizard x|

Select Authentication Servers and Warkgroup

Primary Authentication Server }wave

Enter the server from which the IPStor server will getthe user account infarmation. The
IPStor Server will use this server to authenticate users when they try to share a NAS
resource,

Backup Authentication Server NEw|ers ey

Cptionally enter the server name used for authentication it the primary authentication
senveris not availahle. Ifyour authentication server is a PDC, the hackup authentication
server has to be your BDC.

Workgroup [wavezk

Enter the warkgroup name inwhich IPStor server must join.

Click =Mext= to continue.

Mext Cancel

Primary Authentication Server - Enter the name of the server (not an IP
address) from which the ASC Server will get the user account information. The
ASC Server will use this server to authenticate users when they try to share a
NAS resource. The server's name must be resolvable.

Backup Authentication Server- You can optionally enter a server name (not an
IP address) to use for authentication if the primary authentication server is a
PDC and is not available. If your primary authentication server is a PDC, the
backup authentication server has to be your BDC. The server's name must be
resolvable.

Domain/Workgroup - For Domain mode, enter the NT domain that the ASC
Server must join. For Server mode, enter the workgroup that the ASC Server
must join. If you are using Active Directory you will not see this field.
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4. (Domain and Server modes with Active Directory)
Enter information about the account ASC will use to log into Active
Directory.

MAS Configuration Wizard ll

Active Directary User

User | @ |acer.com tw

Cnly the authorized user can browse active directorny: User_hame @ domain_hame

Password |

Confirm Password |

Bind Point |

The hind point represents the base organizational unit from which the user is autharized
to enumerate user and groups. Shoold no bind point be specified, itis assumed the
user can browse the entire active directory arganizational unit structure.

Click =Mext= to continue.

Back [t izancel

User - Enter the account ASC will use to log into Active Directory.
Password - Enter a valid password for this account.
Confirm Password - Re-enter the password for this account.

Bind Point- You can use the Bind Pointto mark where in the OU tree ASC will
start browsing from. This is useful if ASC’s user account does not have root
access to the entire OU tree. Without this access, ASC cannot see anything in
the tree. In this case, enter a Bind Pointto direct ASC to a starting point or a
single tree such as the /Engineering or /Accounting tree. If you leave this field
blank or enter “/”, ASC will start at the root of this OU.

(Domain and Server modes with Active Directory) Select the organizational
units to which you will offer NAS shares.
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5. Click in the checkbox next to the OUs to which you want to offer NAS
shares.

If you select the checkbox next to the root (/), it will select all OUs.

NAS Configuration Wizard x|

Active Directary Organization Unit

Flease select organization units from the tree:

a/

-0 JAtest

- ¥treme

O Dormain Controllers

The total number of users and groups from the active directory can be reduced by limiting
what organizational units{OLY yvou intend to offer shares to. By selecting OUs fram the tree
ahove, you can limit the overall number of users and groups to be managed -- and offered

- bythe ASC Server. Ifno OUs selected, users and groups fram all organizational units
shown will be obtained.

Back

Cancel

Acer Altos® NAS 700 Solution Guide
129

Download from Www.Somanuals.com. All Manuals Search And Download.



6. (Share mode) Enter the workgroup that the ASC Server must join.

NAS Configuration Wizard x|

Select Workgroup

Workgroup

Enter the workgroup name inwhich ASC server must join.

Click =Mext= to continue.

Back Mext Cancel

Enter the existing workgroup of your ASC Server or you can group all of your
ASC Servers in a new workgroup. This can be useful for locating your ASC
Servers in your Windows Explorer.

7. (All authentication modes) Enter a comment and the applicable client
code page.
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NAS Configuration Wizard x|

Camment and Client Code Page

Comment ASC MAS Server

Enter a description ofthe ASC Server. This description will be displayed in the
comment field of Windows Explorer:

Client Code Page mMS-DOS Latin US LI

Windows clients use code pages to determine rules for mapping lowercase letters to
uppercase letters:

Click =Mext= to continue.

Memt Cancel

Comment - Enter a description of the ASC Server. This description will be
displayed in the Comment field of Windows Explorer, such as when you see a
list of computers under My Network Places.

Client Code Page - Specify the DOS code page that clients accessing Samba are
using. To determine what code page a Windows client is using, open a DOS
command prompt and type the command Chcp. This will output the code
page.

(All authentication modes) Select how you want to reserve User IDs.
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MNAS Configuration Wizard |

Enter a range of uger ID numbers o reserve for MAS users.

Select how youwant to reserve UIDs,

+ Auto Selection
Mumber of Reserved LIDS 1000 ﬁ

Maximum number of DIDs that you want to resene. The UIDs will e used by ASC MNAS
to create a list of users for authentication purposes.

~ Manual Selection

manually select the range of UIDs o resene,

Click =Mext= to continue.

Back Cancel

UIDs are associated with users on your system (such as administrators).

Auto Selection lets you set the maximum number of UIDs that ASC should use
for authentication of your NAS users and then automatically reserves an
unused range.

Manual Selection lets you select exactly which range(s) to use. If you select this,
you will need to select an available UID range and designate a starting and
ending UID.

8. (Server or Domain Mode only) Select how you want to reserve Group
IDs (GIDs). GIDs are associated with groups on your system.

Auto Selection lets you set the maximum number of GIDs that ASC should use
for authentication of your NAS groups and then automatically reserves an
unused range.

Manual Selection lets you select exactly which range(s) to use. If you select this,
you will need to select an available GID range and designate a starting and
ending GID.

9. (All authentication modes) Confirm all information and click Finish to
start the NAS daemons.

If you want to update these settings later, right-click on the Windows Clients
object (under NAS Clients) and select Properties or Set Security Mode.
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Add NFS clients
1. Right-click on the NFS Clients object and select Add.

% Add New NFS Client x|

Display Mame: |[Engineering users

The Dizplay Mame provides the administrator a name to group a3
set of MFS Clients.

Machine: I-x-.rhiteatnne

The Machine name can be an IP address, a full hosthame ar an IP
network {IF address and netmask pair as addressinetmask. ex
10.1.1.1/255.255.0.0%. The full hosthame can contain wildcard
character ™. {ig, *.storagesemner.com).

Comment; |

].8 Cancel

2. Enter information as applicable.

Display Name - This is the name displayed in the Console for this group of one
or more NFS clients. For example, you may want to enter Finance Department
to indicate where these clients are located.

Machine(s) - LinuxThese are the machines that will become NFS clients. You
can enter an abbreviated name that can be resolved, a fully qualified domain
name, or an IP address for a machine. You can also include all machines on an
IP sub-network by specifying an IP address and netmask pair as
address/netmask.

Machine names can use the wildcard characters * and ?. For example, unixbox*
or unixbox?includes all clients in that subnet and *.acer.com matches all clients
in the domain acer.com. But 70.1.1.*or 710.1.1.? are not acceptable.

Solaris. You can use a DNS domain name in the access by preceding the actual
domain name with a dot, such as:

(server1.storageserver.com .storageserver.com)

or an IP network:

(single host: "@192.168.10.2/32", subnet: "@192.168" or "@192.168.0.0" or
"@192.168.132/16).
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In above example, the "/16" indicates that the first 16 bits in the address are to
be used as the mask. For more information, refer to the Solaris share_nfs(1M)
man page.

Comment - You can optionally enter a description or explanation in this field.
This information will be displayed in the right pane of the Console for this
client.

Create a NAS Resource

The maximum number of NAS Resources that can be created is 64. If configured
as part of a failover set, the combined number of NAS Resources on each ASC
Server must be less than or equal to 64.

1. Right-click on the NAS Resources object and select Create NAS Resource
Wizard.

2. Select how you want to create this NAS Resource.

Create NAS Resource Wizard - [ throgsneck ] 5'

Select a Creation Method
Do you warnt the system to create the NAS Resource for you?

Select your creation method.

(ol :

The Custom method allows you to select the hard disk segment(s) you want for the NAS
Resource.

" Express

The systern will create the NAS Resource from the available hard disk segments based
on the size specified below.

Size to Allacate: a742 B Total Available Size: 8712 MB

" Batch

The Batch method allows you to select the hard disks to be used to create the specified
number of resources in the specified size.

Click =Mext= to continue.

Back et cancel

Custom lets you select which physical device(s) to use and lets you designate
how much space to allocate from each.

Express lets you designate how much space to allocate and then automatically
creates a NAS Resource using all available devices.

Batch lets you create multiple NAS Resources at one time. These NAS Resources
will all be the same size.
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If you select Custom, you will see the following windows:

Create NAS Resource Wizard - [ throgsneck |

Seleeta Prysical Device
Which phyzical device do you wand to use for this MAS Resource?

Selact a physical device rom tha fallowing list o create the NAS Resounca.

Dewice bame 88| Address | First8ector | Last Sector | Sizaue) |
IQSEﬂBATE:STBQEUdLC 0010 16,065 17,921,834 3,Tdd

Create NAS Resource Wizard - [ throgsneck ]

Specify the Disk Sze
Hiow miach space onthis dek do you want to sliocate?

Click =Ney Selact the allocation option for this disk
SEAGATE:STIS204LC, Adapter 0, Channel 0, SCSIID 1, LUN 0

Tatal Disk Capacity: 8,744 MB, Sectors: 16,065 - 17,921,834
Header (Size: 2 MB, sectors: 16,085 - 20,160}

" Entire Disk { Size: 8,742 MB, Sectors: 20,161 - 17,921,834 )

= Partial Disk

5

Create NAS Resource Wizard - [ throgsneck ]
Click
Configure the NAS Resource

Do o wesnt to sclcd move physacs devices to thiz NAS Resourca?

Physical davica(s) selected for the MAS Resource.

Device Name ECEl Address | First8ector | Last Sector | Sizeiue) |
l@ SEAGATESTIZ2204LC 0:0:1:0 20,161 4.4 464 2048

Click =Add Wore= to add more physical dedees. Clck <MNext= 1o continue.

Add Mare Back

Cancel
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If you select Batch, you will see the following windows:

Create MAS Resource Wizard - [ throgsneck ]

Select Physical Devices

Salacl phi,-'sical denices 10 ba used o creale resources in batch.
Total Available Space: 17 4687 MB (35811,540 sectors),
Total Selected Space: 17,457 MB (35,311,540 saclors).

Diewice Mame 5C8I Hddress[ Size(MB) Seclars

|BE||:1|:|I Bi...l

% SEAGATE:STIS920.. |0:0:1:0 8,744 17,805,770

512

< 'R.II ]

& SEAGATE:STIS20.. |0:0:2:0 a744] 1705770 512

Create MAS Resource Wizard - [ throgsneck ]

Specify Batch Mode Inforrmation

Clic
NAS Resource Prefis: [NASDisk-

Resource Size: 3495 wmB

Total Selected Space: 17 487 MB (35,811,540 sectars),

| Enlar the inforrmation raguired 1o craata the resources in bateh mode.
Irvalid characters forthe Resource Mame: <= B8N %# blank: ;| =%

Starting Number: 2 Number of Resources: ﬂ

Device Mame | SC8lAddress|  SkegiB) | Sectors

Sector Sizel

8 SEAGATESTI0204.. 0:0:1:0 | 8,744

17,805,770

12

¥ SEAGATEST30204.. 0:0-2:0 B.744

[+ Lise defaull ID for Starting Mot
Click =Nexl= 10 conlinue.

17,905,770

a1z

Back

Cancel
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3. (Expressand Custom only) Enter a name for the new NAS Resource.

Create MAS Resource Wizard - [ throgsneck ] ﬂ

Enter the MAS Resource Mame
Enter the natne of the NAS Resource you want to create.

FPhyzical device selected for the NAS Resource.

HAS Resource Name:
Invalid characters far the Resource Mame: = =" & &' () % #hlank: |77

Device Mame SCSl Addrass | First Sector | LastSecmrl SizeiMB) |
|@ SEAGATESTIS204L0C o010 20,1681 4214 464 2,048

Click =Mext= to continue.

Back et Cancel

You cannot use blanks or the following characters in the resource name such as
<>"&$/N'(V%#:;|*?

4. Enter information about your file system.

Create NAS Resource Wizard - [ throgsneck ] |

Select a File Systerm for the new MNAS Regource
Select a File System and File Svstem options

File System(s) supported by the server and options
File System: Iext? 'l
Block Size: KB

~Mount Option

[ File i0 synchranization

Click =Mext= to continue.

Back Mext Cancel
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File System - ASC automatically detects the file systems supported by the
system. If the server has the required ACL rpms installed, XFS will appear in the
list; otherwise only £X73and EXT2 will appear.

Block Size - The minimum amount of space to use for each file. For example, if
you keep the default of 4, each file will minimally be 4k in size.

Synchronous File I/O - Provides file system caching. If selected, there will be no
file system caching. This offers greater data integrity but impacts performance.

Journaling Mode - (Linux EXT3 only) Specifies the journaling mode for file data.
Metadata is always journaled.

- Journal: All data is committed into the journal prior to being written into the
main file system.

- Ordered: This is the default mode. All data is forced directly out to the main
file system prior to its metadata being committed to the journal.

- Writeback: Data ordering is not preserved. Data may be written into the main
file system after its metadata has been committed to the journal. This is said to
be the highest-throughput option. It guarantees internal file system integrity,

but it can allow old data to appear in files after a crash and journal recovery.

Confirm that all information is correct and then click Finish to create the NAS
Resource. You should wait until the NAS Resource is attached and mounted
before continuing with folder assignments.

Lrs i#
E'!- ASC Servers General| Layout, Shareis) €9
mi]&l throgsneck Name Value
G“ﬁ Physical Resources Allocation Type Wirtual Device
m% Logical Resources Total Size 2048 mMB
{P @ SAN Resources Used Size (MB)
m@ MAS Resources Status Online
N - Yirtual 1D 10
R 00002
GUID ha23mcy-fedh-h790-Mc8-00ec90br3521
{?@ Replica Resources Wirite Cache Disabled
G& Snapshot Groups File Systemn Type Exi2 {Block Size: 4 KB)
G‘& SAN Clients Mount Options rw,check=none,usrquota,nosuid, async
I TSI, Bk
=K, Mas clients Mount pats——"" m Sl0002
il @tatus Attached, Mounted >
& #G Windows Clients — R ——
- B NFS Clients

NOTE: After creating your ASC NAS resources, check the ASC Server for the
following file: /etc/group

cat the /etcd/group file and note the number for the nasgrp.

When using NFS-mounted ASC NAS Resources, log in with a user account that is
a member of the group number for nasgrp.
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Limit the amount of storage each Windows user can have.

1. Right-click on the NAS Resource and select Quota Manager.

You can also right-click on the Users object (under Windows Clients) or on a
specific Windows Client and select Set Quota.

& Juota Managemenk X

Select the following Clients to setthe Limit

{The value 0 means there is no quota limit)

Client Mame Soft Lirmit (B} Hard Limit (MB) |
|Adrninistrator 500 g00
Rebecca Adams 800 300
Ellen.Henry ] ]

et Selested Gluota

Ok Cancel

The default is zero, which means there is no limit.

2. Select one or more clients and click the Set Se/ected Quota button.

- Set Quoka x|
Set the Quota ofthe selected Clients
Soft Limit: | 200 1[=]
Hard Limit: | a0 1[=]
(9] 4 Cancel

When a Windows Client's usage hits the Soft Limit, they will be warned.

When the Client's usage hits the Hard Limit, they will be prevented from using
additional storage.
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Restore quota data

If you lose the quota information due to filesystem corruption or user error,
you can re-apply the quota settings by right-clicking on the NAS Resource and
selecting Resync Quota.

Add/share a folder and assign clients

You do not need to create each user’s home directory if [homes] is enabled on
your ASC server. Refer to Homes for more information.

7. Right-click on a NAS Resource or a folder and select New Share.

You can also select New Folder. Any time after creating the folder, you can
assign clients to it by right-clicking and selecting Sharing.

2. Enter a folder name.

Enterthe New Folder Mame that you want to create.
Do you really wwant to create a new share?

Full Path: masNASDisk-00004

Folder Mame (GELITE]E

The folder hame you enterwill be created in the directory. The following names
cannot be used: "com1". "comd", "lpt1" “lptd", "con®, "nul”, "pra", and "aux’. The
name cannot contain spaces andfor the following charactersii:* 2" < = | # %. The
folder cannot start with a dot.

Click =Mext= ta continue.

Mext cancel

The folder name cannot exceed 238 characters.
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3. Enter a share name and indicate if you want Windows clients to have
access to this share.

Create Share Wizard x|

Configure the Windows Share Setting
Set the properties of the nevy Share

¥ Enable Windows Sharing

Share Name: |Manua|s

Comment: |FDrUserGuide

User limit: & Maximum allowed

© Allow | 1 HUsers

Click =Mext= o continue.

Back Mext Cancel

Share names cannot start with a dot or contain the following characters\/: * ?
"<>|#%[]=+;,

Acer Altos® NAS 700 Solution Guide
141

Download from Www.Somanuals.com. All Manuals Search And Download.



4. (Windows clients) Enter permissions for the Windows clients who will
access the share.

Xl
Azzignwindows Clients
Aszign Windows Clients to use the Share
Setthe Paszsword for using the Share
 Full Access
" Read Only
& According to Different Passward
Full Access: I-.r-.r-a-w
Read Only: Iwwwwwl
Enter the Full Access Passwaord and Read Only Passward. The Share is
authenticated ty either ofthese passwords, depending on the access granted.
Click =Mext= to continue.
Back et Cancel
New Share Wizard x|

Assign Windows Clients
Assign Windows Cliznts to use the Share

USE‘,‘I’l Gmupl
* Mame Access Right
[ Administrator Full Access ;Iil
[C|Brian Best Full Access 7]
[1|Rebecca Adams Full Access 3
[ Duncan.ht eyer Full Access 3
[I|Barhara. Sy th Full Access 3
[|Ryan.Lee Full Access =
| Tormas.Rarmon Full Access =
[1|Ellen.C:ahen Full dzcess =
[ Joyee Marks Full Access =l
| Sandra.Lee Full Access . =lL7)
Select All De-Selact All

[t | Cancel |
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If you add new Windows users/groups to your server at a later time, you can
assign shared folders to them in two ways:

e You can right-click on the new user in the tree and select
Assign Share.

e You can right-click on the shared folder, select Sharing, click on
the Permission button, and click on the Assign Windows Clients

b

utton.

5. (NFS clients) Enter permissions for the NFS clients who will access the

share.
MNew Share Wizard =|
Assign NFS Clients
Azzign MFS Clients to uze the share
Selectthe following MFS Clients to use the share
*| mame |insecure| rootsquash |all squash|syne| no_wdelay] Access Right |
[ |Enginee..| [ = (] ] ] Full Access =]
II_ Finance ... [ [v | [ [ Full Access
I Marketin. | [T [~ O ol |
N Select All NFS Clients Add
Click =Mext= to continue.
Back Mext | Cancel |
root_squash all_squash Action
- - No UIDs are mapped
X - UID=0 (root user) is remapped to
nfsnobod:nasgrp (default)
X X All UIDs are mapped to
nfsnobod:nasgrp
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If you use ASC’s Failover option, we recommend you use the Syncand
No_wdelay options.

If you add new NFS clients at a later time, you can assign shared folders to
them in two ways:

e You can right-click on the new client in the tree and select Assign
Share.

e You can right-click on the shared folder, select Sharing, select the NFS
tab, and click the Assign NFS Client button.

Map/mount the share
Windows clients

You should map a share for each Windows client so that they have access to
the share. Do the following on each Windows client’s computer:

1. Open Windows Explorer (or My Computer).
2. Select Tools--> Map Network Drive.
3. Set the path to the shared folder.

The path is: llhostnamelsharename

Note that if [homes] is enabled on your ASC server running in server or domain
mode, users can map to llhostnamelhomes or llhostnamelusername. Refer to
Homes for more information.

4. Enter login information.

For Share mode, enter the password you set when you created the share. You
can leave the Connect Asfield blank.

For Server and Domain modes, enter the user’s account name in the Connect As
field and the user’s password. For Domain mode, be sure to enter the user’s
full account name (including domain name).

If your Windows NT/2000 client is authenticated into one domain while your
ASC Server is part of another domain, you must enter the following into the
Connect As or Username field:

where DomainXis the name of the domain with the drive you wish to map and
UserY is the username allowed on that Windows machine. Enter the correct
password for UserY.
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NFS clients

You must mount a share for each NFS client so that they have access to the
share. Do the following on each NFS client’s computer:

1. Create a directory. (For example: /mnt/share)
2. Locally, mount the share.
mount Aostname:./nas/nasresourcenamel foldername /mnt/share

Note: In the path above, /nas/ is not a variable and must be included in the
path.

You can use the following Unix utility to list all of the shares:

showmount -e <ASCServerName>

3. (AlIX clients only) The AIX client uses a high port (above 1024) for NFS.
In order for NAS to work correctly, the following line needs to be
added to the /etc/rc file:
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Audit NAS shares

You can set ASC to audit the activity in Windows NAS shares. This feature
tracks when users do any of the following:

e Connect/disconnect to/from a share
e Create and delete directories

e Open afile

e Rename a file

o Delete afile

e Change permissions

To use the auditing feature:
1. Create a NAS Resource.

The audit log is a text file that contains the NAS activity. If you will be auditing
multiple shares, you need to make this NAS Resource large enough to hold all
of your audit logs.

Note: We recommend creating the NAS Resource/share on a different physical
device than the NAS Resources you will be auditing so that the performance of
those NAS Resources is not impacted.

2. Create a share on the newly created NAS Resource that will be
used to store the audit log.

Right-click on the new NAS Resource and select New Share. Use the wizard to
create a share and give it a name such as “auditshare”.

3. Right-click on any existing share and select Sharing -->
Advanced button.

If [homes] is enabled on your ASC server running in server or domain mode,
you can easily audit all NAS shares beneath the [homes] share by selecting
Windows Clients --> Properties --> Homes tab. Refer to Homes for more
information.

4. Select Auditand select the share (i.e. “auditshare”) that should
hold your audit data for this share.

Note that you cannot select Auditing and Anti-Virus for the same share.

Note: The “auditshare” should be assigned to a designated system auditor for
viewing of the audit data. To prevent compromising the audit, only the
designated auditor should have read/write access to it. It is possible to create
multiple audit shares and associate your data shares to them. This allows you to
designate different auditors and audit-shares for your collection of data shares.
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NAS properties
You can set NAS properties or update your NAS configuration settings by right-
clicking on Windows Clients and selecting Properties.

&= NAS Windows Properties x|
MetBI0S Alias | Admin Users | Homes | Advanced
| ReservedUID |  ResewedGID | Activity Log
Cormrment |ASC MAS Server
Client Code Page  [MS-DOS Latin US =l
Diormain Controller Poll Interval (minuteds) |
(8].8 Cancel

The tabs you will see depend upon your authentication mode.
General

On the General/tab, you can change your comment and/or client code page
and set the interval that determines how often ASC should poll the domain
controller for the latest users/groups.

Reserved UID/GID

On the Reserved UID/GID tabs, you can select available UID/GID range(s). GID
range is for Server and Domain modes only.

Activity Log

On the Activity Log tab, determine how long NAS information should be kept
for ASC reports.

NetBIOS Alias

On the NetB/OS Alias tab, you can set a NetBIOS alias for a Samba server, giving
the server more than one NetBIOS name.

Admin Users

(Server and Domain modes only) On the Admin Userstab, you can give a user
administrative rights by making the user root equivalent on the ASC Server.
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Homes

(Server and Domain modes only) On the Homestab, you can set [homes]
properties and select to audit all NAS shares.

[homes] is a Samba feature that permits users to map to a NAS share based on
their username. When you enable [homes], you do not need to create shares
for each user. Instead, when the user maps to [homes] on the ASC server, a
directory will be created for them based on their username.

- NAS Windows Properties ' x|
General | Reserved LID | Reserved GID | Activity Log
MetBIOS Alias | Admin Users | Advanced
[¥ Share out user home directary
Share Settinos WFS
Additional Permission
Comment; |
User lirit (0 means masimurm; | 0 =
2k Zancel

When you check the Share out use home directory option, you will see the
following:
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= [homes] Share Settings x|

Selectthe MAS resource on which the [homes] share will be located:

j Device Mame | Device D |
[V [MASDisk-00018 18
Sub-directory answhich [homes] share will be mapped: IDncuments

v Bllow Timeyiew Creation by Users

Length of time TimeYiew should he maintained (minutes): 20 'ﬂ

Select the NAS resource on which the [homes] share will be located - Users will
map a share on this NAS resource in one of the following ways:

\\servername\homes (the system uses the username from their current login)
or
\\servername\username

Sub-directory on which [homes] share will be mapped - This sub-directory is a
folder that must already exist on a NAS resource. It becomes the root folder for
the [homes] share. Shares for users are created beneath, and relative to, this
folder. You may want to make this sub-directory a separate share that is
assigned to the system administrator only. This way the system administrator
can set ACLS, permissions, etc., and have the settings apply to all users.

Allow TimeView Creation by Users - Allows users to auto-mount a read-only
version of the latest TimeMark in order to recover data. TimeMark must be
enabled for the [homes] share. A TimeView will be automatically created when
the user maps to their share with a tilda:

\\servername\~homes (uses the username from their current login)
or
\\servername\~username

Length of time TimeView should be maintained (minutes) - How long the
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TimeView should remain mounted. The TimeView will be deleted when this
length of time is reached.

Note: If the user is mapped to the TimeView when the length of time expires,
the TimeView will be deleted and recreated. This will cause the client to lose its
connection and the client will have to remap to the new TimeView.

Advanced
On the Advanced tab, you can change ASC's default global Samba options.

For example, if you have an existing group that you are using, you can change
force group from the default nasgrp to your group, such as:

force group = engineering

You can alse set wins server and name resolve order if you do not have any
DNS set up and the server is on a different subnet than the CIFS clients. For
example:

wins server = 192.168.0.1
name resolve order = wins bcast host Imhosts

If you have Windows users that belong to more than 32 groups, you can set
cache supp groups to dynamically load the relevent groups that the user
belongs to based on the access required.
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NAS directory permissions

You can set basic Unix permissions for NAS directories by right-clicking on a
NAS folder and selecting Directory Properties.

Directory Properky El

The permissions on the selected directony are:

Share Security: | =

Directory Mame:  fmasidataiPensacola

Chyener |r|:u:|t
Eroup |r|:u:|t
~hode Bits

Owher ¥ Read [v! Yirite [ Execute
Group ¥ Read [ Write [V Execute

Crther [v Read [ write [ Execute

[ Sticky bit

[ Include subdirectaries

]:8 Cancel
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NAS file information

NAS clients use the shares assigned to them and, depending upon their access
rights, can create, share, read, and write files/folders as necessary, keeping the
following limitations/suggestions in mind:

e The maximum size of each NAS Resource is dependent upon the
operating system of the ASC Server. For RedHat v7.3, each NAS
Resource can be up to 2 TB in size. For RedHat v7.2, each NAS Resource
can be up to 1 TB in size. For Solaris UFS, each NAS Resource can be up
to 1 TB in size.

e The maximum file size is dependent upon the operating system of the
ASC Server. Solaris UFS has a 1 TB file size limit. RedHat v7.3 hasa 2 TB
file size limit. RedHat v7.2 has a 1 TB file size limit. The client software
being used by the NAS user may limit this further. For example, NFS v2
has a <2 GB file size limit and CIFS has a 1 TB file size limit.

e You can have a maximum of 100 Windows users/groups per NAS share.

e Do not create files or directories on NFS mounted resources that would
be invalid when shared with Windows clients and vice versa. For
example, an NFS file or directory with the name * would be invalid for
Windows.

e The following names are reserved by Windows: com7-com39, lpt1-[pt9,
con, nul, prn, or aux. Even though NFS/Unix clients can use them,
Windows clients cannot. Therefore, these names cannot be entered in
the Console.

e Folder names cannot start with a dot, contain a blank or contain the
following characters\/:*? " <> | # %

e Share names cannot start with a dot or contain the following
characters\/:*?" <> |#% []=+;,

e NAS supports the Windows read and write files attributes.
e Folder attributes on NAS resources are not supported.

e If a Unix user creates NFS files that he/she want to share them with CIFS
(Windows) ASC clients, the Unix user needs to set his/Ther umask to 002
so that all NAS group members can have read/write access to the files.

e While ASC supports file locking for Windows files, there is no file
locking between Unix and Windows. This means that a Unix user could
open and write to a file that is open (locked) by a Windows user. This
is an inherent difference between Unix and Windowvs.
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NAS utilities

ASC provides several utilities you can use to manage your NAS Resources. They
are accessible by right-clicking on a NAS Resource and selecting the appropriate
option:

e Remove/Add Journal- (Linux only) For backwards compatibility
purposes, Remove Journalturns an EXT3 filesystem into an EXT2
filesystem.

e Format- Formats the NAS Resource and deleting all information on it.

e Mount/Unmount - (Depending upon mount status) Allows you to
manually mount or unmount a NAS Resource on/from the ASC server.
Clients should be disconnected before unmounting.

File System Checking - Performs a file check on a NAS resource and fixes any file
system errors. This option disconnects all clients before executing file system
check.

Expand a NAS Resource

Since NAS Resources do not represent actual physical resources, they can be
expanded as more storage is needed. The resource can be increased in size by
adding more blocks of storage from any unallocated space from the same
server.

We do not recommend expanding an EXT2 or EXT3 resource while clients are
accessing the drives. However, when expanding an XFS resource, NAS clients
can remain connected.
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Access Control Lists (ACLs)

ACLs allow administrators to define more fine-grained access to files and
directories. Instead of assigning Windows clients permissions at the share level,
ACLs allow the permissions to be applied to the files and directories beneath
the share. ASC currently supports POSIX ACL.

If you are running ASC NAS in Server/Domain mode, you can assign a share to
several users. By default, all assigned users will have full or read-only access to
the entire share. Without ACL support, if you want one user to be able to read
and write to his/her files but not another's files, you would have to create
separate shares. With ACLs, this can be done from the Windows Explorer's
security tab without creating additional shares.

Using ACL attributes

For example, you have one share named “Data” and two users, UserA and
UserB. You want both users to have full access to a common sub-directory
called "Everybody” and you want each user to have full access to his/her own
directory. These are the steps you would take to accomplish this:

1. Create a share named "Data" and assign the admin user,
UserA, and UserB to the share.

2. Asthe admin user, go to your Windows Explorer and map the
share. For more information about mapping a share, refer to
Map/mount the share.

3. Modify the security of the base share by selecting Properties
from Explorer and removing the “write” privilege from
‘nasgroup’.

4. Create three directories at the root of “Data”:
"UserADirectory"”,
"UserBDirectory",
"Everybody".

5. Right-click on the "UserADirectory" directory and select
Properties —> Security.

6. Add users UserA and UserB.
By default, the newly added users will only have read access.

7. To give write access, select UserA and check A/fow for the Ful/
Contro/box.

8. Apply these same steps for the "UserBDirectory" and
"Everybody" directories.
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For the "UserBDirectory" directory, give UserB Ful/l Control.
For the "Everybody" directory, give both UserA and UserB Fu// Control.

As a result, when UserA or UserB maps to the "Data" share, each user will have
both read and write access to his/her own directory and the "Everybody"
directory, but only read access to each other’s directory.

Requirements
In order to use ACLs with NAS:

e The ASC Server must be running Red Hat 7.3 with 2.4.21-ipstor kernel
(XFS filesystem).

e The following RPMS must have been installed during the intial
installation:

libacl-2.0.9-0.i386.rpm
libattr-2.0.7-0.i386.rpm
dmapi-2.0.2-0.i386.rpm
acl-2.0.9-0.i386.rpm
attr-2.0.7-0.i386.rpm
xfsprogs-2.0.3-0.i386.rpm
xfsdump-2.0.1-0.i386.rpm
e You must be using Server or Domain mode for authentication.

e Your NAS Resource must be formatted as XFS. It cannot be an EXT3
resource.

Windows users belonging to more than 32 groups

If you have Windows users that belong to more than 32 groups, you can set a
Samba option to dynamically load the relevant groups that the user belongs to
based on the access required.

Right-click on Windows Clients --> Properties --> Advancedtab --> Add.
Name: cache supp groups
Value: yes

Note that if the files and/or directories under the shares have very complicated
access control, this can have some performance impact.
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Back up/restore extended attributes on Linux

When you perform a file-by-file backup or restore of your NAS shares you will
also want to back up/restore the extended attributes (ACL attributes and quota
information). There are no special steps needed for a raw device (image/block
level) backup/restore.

1. For backup:
Use “getfacl -R" and “getfattr -R-d” to back up the
ACLs/attributes.

These commands can be used to back up/export extended attributes of
filesystem objects and should be run in a simple batch file or by using the pre-
process command, if your backup application supports this. The files generated
by these commands should be backed up by your backup software because
they will be used during the restore process to restore ACLs and attributes.

The usage is as follows:
getfacl -R source > file1
getfattr -R-d source > file2

Where source is the name of the file or directory that will be backed up.

file1 is the name of the output file that will be used for restoring the ACLs and
file2 is the name of the output file that will be used for restoring the extended
attributes.

The "-R" option is used to list the extended attributes of all files and folders
recursively.

Use your backup software to make a backup of your XFS filesystem including
file7 and file2.

For restore:

2. Use your restore software to restore your filesystem, directory, or
file(s).
Be sure to restore the files created using the getfac/and getfattr
commands (file7 and file2 in our example). These files will be used to
apply the ACLs and attributes of the filesystem, directory, or file being
restored.

3. Use "setfacl --restore” or “setfattr --restore” to apply the
restored attributes.
setfacl --restore=file1
setfattr --restore="file2

where file1/file2 are the names of the output files created when using the
getfacl or getfattr command.

For further information on the usage of these utilities, refer to the man pages.
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