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Introduction

1.1 An Overview of BIPAC-741 GE V2.0

The BIPAC-741 GE V2.0 router provides a high-speed ADSL port, a 4-port 10/100M Base-T
Ethernet switch for high-speed Internet browsing. It can support downstream transmission rates
of up to 8Mbps and upstream transmission rates of up to 1024Kbps. It also supports rate
management that allows ADSL subscribers to select an Internet access speed suiting their needs
and budgets. It is compliant with Multi-Mode standard (ANSI T1.413, Issue 2; G.dmt (G.992.1);
G.lite (G992.2).

The product supports PPPoA (RFC 2364 - PPP over ATM Adaptation Layer 5), RFC 1483
encapsulation over ATM (bridged or routed), PPP over Ethernet (RFC 2516), and IPoA
(RFC1577) to establish a connection with ISP. Besides, an embedded PPTP client and PPTP
server are supported to establish a VPN tunnel with a remote PPTP device. The product also
supports VC-based and LLC-based multiplexing.

It is the perfect solution to connect a small group of PCs to a high-speed broadband Internet
connection. Multi-users can have high-speed Internet access simultaneously.

This product also serves as an Internet firewall, protecting your network from being accessed by
outside users. Not only provides the natural firewall function (Network Address Translation,
NAT), it also provides rich firewall features to secure a user’s network. All incoming data
packets are monitored and filtered. Besides, it can also be configured to block internal users
from accessing to the Internet.

The product provides three levels of security support. First, it masks LAN users’ IP addresses
which are invisible to outside users on the Internet, making it much more difficult for a hacker to
target a machine on your network. Secondly it can block and redirect certain ports to limit the
services that outside users can access. For example, to ensure that games and other Internet
applications will run properly, a user can open some specific ports for outside users to access
internal services in the network. Finally it can also detect and block many Hacker Patterns and
not allow hackers into your network.

Integrated DHCP services, client and server, allows up to 253 users to get their IP addresses
automatically on boot up from the product. Simply set local machines as a DHCP client to
accept a dynamically assigned IP address from DHCP server and reboot. Each time a local
machine is powered up; the router will recognize it and assign an IP address to instantly connect
it to the LAN.

For advanced users, The Virtual Server function allows the product to provide limited visibility
to local machines with specific services for outside users. An ISP provided IP address can be set
to the product and then specific services can be rerouted to specific computers on the local
network. For instance, a dedicated web server can be connected to the Internet via the product
and then incoming requests for HTML that are received by the product can be rerouted to the
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1.2

1.3

dedicated local web server, even though the server now has a different IP address. In this
example, the product is on the Internet and vulnerable to attacks, but the server is protected.

Virtual Server can also be used to re-task services to multiple servers. For instance, the product
can be set to allow separated FTP, Web, and Multiplayer game servers to share the same
Internet-visible IP address while still protecting the servers and LAN users from hackers.

Package Contents
One Billion ADSL Firewall Router

One CD-ROM containing the online manual
One Quick Start Guide

One RJ-11 ADSL/telephone cable

One CAT-5 LAN cable

One AC-DC power adapter (12VDC, 1A)

AN

BIPAC-741 GE V2.0 Features
BIPAC-741 GE V2.0 provides the following features:

ADSL Multi-Mode Standard: Supports downstream transmission rates of up to 8Mbps and
upstream transmission rates of up to 1024Kbps. It also supports rate management that allows
ADSL subscribers to select an Internet access speed suiting their needs and budgets. It is
compliant with Multi-Mode standard (ANSI T1.413, Issue 2; G.dmt (G.992.1); G.lite (G992.2).

Fast Ethernet Switch: A 4-port 10/100Mbps fast Ethernet switch is supported in the LAN site
and automatic switching between MDI and MDIX for 10Base-T and 100Base-TX ports is
supported. An Ethernet straight or cross-over cable can be used directly, this fast Ethernet switch
will detect it automatically.

Multi-Protocol to Establish A Connection: Supports PPPoA (RFC 2364 - PPP over ATM
Adaptation Layer 5), RFC 1483 encapsulation over ATM (bridged or routed), PPP over Ethernet
(RFC 2516), and IPoA (RFCI1577) to establish a connection with the ISP. The product also
supports VC-based and LLC-based multiplexing.

Quick Installation Wizard: Supports a WEB GUI page to install this device quickly. With this
wizard, an end user can enter the information easily which they from the ISP, then surf the
Internet immediately.

Universal Plug and Play (UPnP) and UPnP NAT Traversal: This protocol is used to enable
simple and robust connectivity among stand-alone devices and PCs from many different
vendors. It makes network simple and affordable for users. UPnP architecture leverages TCP/IP
and the Web to enable seamless proximity networking in addition to control and data transfer
among networked devices.

Network Address Translation (NAT): Allows multi-users to access outside resource such as
Internet simultaneously with one IP address/one Internet access account. Besides, many
application layer gateways (ALG) are supported such as web browser, ICQ, FTP, Telnet, E-mail,
News, Net2phone, Ping, NetMeeting and others.
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Chapter 1 Introduction

Firewall: Supports SOHO firewall with NAT technology. Automatically detects and blocks the
Denial of Service (DoS) attack. The URL-blocking, packet filtering and SPI are also supported.
The hacker’s attack will be recorded associated with timestamp in the security logging area.
More firewall features will be added continually, please visit our web site to download latest
firmware.

Domain Name System (DNS) relay: provides an easy way to map the domain name (a friendly
name for users such as www.yahoo.com) and IP address. When a local machine sets its DNS
server with this router’s IP address, then every DNS conversion requests packet from the PC to
this router will be forwarded to the real DNS in the outside network. After the router gets the
reply, then forwards it back to the PC.

Dynamic Domain Name System (DDNS): The Dynamic DNS service allows you to alias a
dynamic IP address to a static hostname. This dynamic IP address is the WAN IP address. For
example, to use the service, you must first apply an account from this free Web server
http://www.dyndns.org/. There are more than 5 DDNS servers supported.

Virtual Private Network (VPN): Allows a user to make a tunnel with a remote site directly to
secure the data transmission among the connection. Users can use embedded PPTP
client/server and IPSec supported by this router to make a VPN tunnel or the user can run the
PPTP client in PC and the router already provides [IPSec and PPTP pass through function to
establish a VPN connection if the user likes to run the PPTP client in his local computer.

PPP over Ethernet (PPPOE): Provide embedded PPPoE client function to establish a
connection. Users can get greater access speed without changing the operation concept, sharing
the same ISP account and paying for one access account. No PPPoE client software is required
for the local computer. The Always ON, Dial On Demand and auto disconnection (Idle Timer)
functions are provided too.

Virtual Server: Users can specify some services to be visible from outside users. The router can
detect incoming service request and forward it to the specific local computer to handle it. For
example, users can assign a PC in a LAN acting as a WEB server inside and expose it to the
outside network. Outside users can browse an inside web server directly while it is protected by
NAT. A DMZ host setting is also provided to a local computer exposed to the outside network,
Internet.

Rich Packet Filtering: Not only filters the packet based on IP address, but also based on Port
numbers.

Dynamic Host Control Protocol (DHCP) client and server: In the WAN site, the DHCP client
can get an [P address from the Internet Server Provider (ISP) automatically. In the LAN site, the
DHCEP server can allocate up to 253 client IP addresses and distribute them including IP address,
subnet mask as well as DNS IP address to local computers. It provides an easy way to manage
the local IP network.

Static and RIP1/2 Routing: Supports an easy static table or RIP1/2 routing protocol to support
routing capability.

SNTP: An easy way to get the network real time information from an SNTP server.
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Web based GUI: supports web based GUI for configuration and management. It is user-friendly
with an on-line help, providing necessary information and assist user timing. It also supports
remote management capability for remote users to configure and manage this product.

Firmware Upgradeable: the device can be upgraded to the latest firmware through the WEB
based GUL

Rich management interfaces: Supports flexible management interfaces with local console port,
LAN port, and WAN port. Users can use terminal application through console port to configure

and manage the device, or Telnet, WEB GUI, and SNMP through LAN or WAN ports to
configure and manage a device.

1.4 BIPAC-741 GE V2.0 Application

e

™ Internet
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Using BIPAC-741 GE V2.0

2.1 Cautions for using the BIPAC-741 GE V2.0

Do not place the BIPAC-741 GE V2.0 under high humidity and high temperature.
Do not use the same power source for BIPAC-741 GE V2.0 with other equipment.

Do not open or repair the case yourself. If the BIPAC-741 GE V2.0 is too hot, turn
off the power immediately and have a qualified serviceman repair it.

@ Place the BIPAC-741 GE V2.0 on a stable surface.
Only use the power adapter that comes with the package.

2.2 The Front LEDs

B [ B D [
9 1011 1213

1 |PWR Lit when power ON

2 | SYS Lit when system is ready

3 LAN port 1 | Lit when connected to Ethernet device
Green for 100Mbps; Orange for 10Mbps
Blinking when data transmit/received

4 | LAN port 2 | Lit when connected to Ethernet device
Green for 100Mbps; Orange for 10Mbps
Blinking when data transmit/received

5 LAN port 3 | Lit when connected to Ethernet device
Green for 100Mbps; Orange for 10Mbps
Blinking when data transmit/received
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6 | LAN port4 | Lit when connected to Ethernet device
Green for 100Mbps; Orange for 10Mbps
Blinking when data transmit/received

7 MAIL Lit when there is email in the email account

9 PPP Lit when there is a PPPoA/PPPoE connection

13 | ADSL Lit when successfully connected to an ADSL
DSLAM

2.3 The Rear Ports

LINE Connect the supplied RJ-11 cable to this port when
connecting to the ADSL/telephone network.
Connect a RS-232 cable to this port when
CONSOLE | connecting to a PC’s RS-232 port (9-pin serial
port).
LAN
1X — 4% | Connect an UTP Ethernet cable to one of the four
(RJ-45 LAN ports when connecting to a PC or an
connector) office/home network of 10Mbps or 100Mbps.
After the device is powered on, press it to reset the
device or restore to factory default settings.
0-3 seconds: reset the device
RESET | 3-6 seconds: no action
6 seconds or above: restore to factory default
settings (this is used when you can not login to the
router, e.g. forgot the password)
PWR Connect the supplied power adapter to this jack.
Power )
Switch A Power ON/OFF switch
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Chapter 2 Using BIPAC-741 GE V2.0

2.4 Cabling

The most common problem is bad cabling or ADSL line. Make sure that all connected devices
are turned on. On the front of the product is a bank of LEDs. As a first check, verify that the
LAN Link and ADSL line LEDs are lit. If they are not, verify that you are using the proper
cables.
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Configuration

The BIPAC-741 GE V2.0 can be configured with your Web browser. The web browser is
included as a standard application in the following operation systems, UNIX, Linux, Mac OS,
Windows 98/NT/2000/Me, and etc. The product provides a very easy and user-friendly interface
for configuration.

3.1 Before Configuration

This section describes the configuration required by LAN-attached PCs that communicate with
the BIPAC-741 GE V2.0, either to configure the device or for network access. These PCs must
have an Ethernet interface installed properly, be connected to the BIPAC-741 GE V2.0 either
directly or through an external repeater hub, and have TCP/IP installed and configured to obtain
an IP address through a DHCP server or a fixed IP address that must be in the same subnet of the
BIPAC-741 GE V2.0. The default IP address of the BIPAC-741 GE V2.0 is 192.168.1.254 and
subnet mask is 255.255.255.0. The best and easy way is to configure the PC to get an IP address
from the BIPAC-741 GE V2.0 ADSL Firewall Router. Also, make sure you have
UNINSTALLED any kind of software firewall that can cause problems while accessing the
192.168.1.254 1P address of the router.

Please follow the steps below for PC’s network environment installation. First of all, please
check your PC’s network components. The TCP/IP protocol stack and Ethernet network adapter
must be installed. If not, please refer to MS Windows related manuals.

”orf, Any TCP/IP capable workstation can be used to communicate with or through the
’ BIPAC-741 GE V2.0. To configure other types of workstations, please consult the
manufacturer’s documentation.

3.2 Connecting the BIPAC-741 GE V2.0

1. Connect the Router to a LAN (Local Area Network) and the ADSL/telephone network.
2. Power on the device
3. Make sure the PWR and SYS LEDs are lit steady & LAN LED is lit.

4. Before taking the next step, make sure you have uninstalled any software firewall.
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3.3 Configuring PC in Windows
3.3.1 For Windows 98/ME

1. Go to Start/ Settings / Control Panel. In the Control Panel, double-click on Network and

choose the Configuration tab.

2. Select TCP/IP -> NE2000 Compatible, or the name of any Network Interface Card (NIC)

in your PC.

3. Click Properties.

Metwork i E

Configuration Identificatinnl Acoess D:untn:ull

The following network, componentz are installed:

S ME 2000 Compatible |
4 MetBEU -+ Dial-Up Adapter

[ MetBEU -» ME2000 Compatible

5 TCPAP -+ Dial-lJp &dapter

¥ TCP/P -> NE2000 Compatible

Add.. Remove | Froperties é
Prirnary Metwork Logon:

IEIient for Microzoft Metworks

File and Print Sharina... |

Dezcription

TCPAP 1z the protocal you use bo connect ta the Internet and
wide-area niebworks.

(] | Cancel |

4. Select the IP Address tab. In this page, click the Obtain an IP address automatically

radio button.
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Chapter 3 Configuration

TCP/IP Properhies

Bindings I Advanced I NetBIi i |

DS Configuration I Fateway I WS Configuration €_IP Address

A P addressz can be automatically azzigned to thiz computer.
[f povr network, dogs not automatically azzian IP addreszes, ask
your network, adminigtrator for af addrezs, and then tepe it in

the zpace below.

% Obtain an IP addrezs automatically

—{" Specify an IP address:

P Address: |

Subnet Mask: |

k. I Carcel

5. Then select the DNS Configuration tab.

6. Select the Disable DNS radio button and click “OK” to finish the configuration.

TCP/IP Properties K E3

i

Advanced | MetBIOS
Gateway I WwiMS Configuration I IP Address

—1" Enable DNS Y

Hizt: I

IS Servern Search Order

[Mamaits I

(=2
(m
(=

[omain Suths Search Order

Bemove

Add

Hemove

]

Cancel

oL L
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3.3.2 For Windows NT4.0

1. Go to Start/ Settings / Control Panel. In the Control Panel, double-click on Network and
choose the Protocols tab.

2. Select TCP/IP Protocol and click Properties.

Metwork Kl E3

ideriication | Services Protosok: | Adaphers | Bindings |
Meswork: Prolocols:

4 HelBELN Piotosol
T Hwlink IP/S5P Compatble Transpon
T Wwilirk M=tB105

PR o IR

Descnphor

Tanzpart Contnal ProbocolArtsmet Fiolocol The dalsull vide
sima neberk profocol thet piovides communication scross
diverze mieiconnecisd rstwoiks

oF. Corcel |

3. Select the Obtain an IP address from a DHCP server radio button and click OK.

11
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Microsoft TCP/IP Properties |

IP Address | DNS | WINS Address | Fouting |

An IP addrezs can be automatizally azzigned to this network, card
by a DHCP zerver. If pour nebwork, does not have a DHCP zerver,
azk your network. adminiztrator for an addrezs, and then tope it in
the zpace bhelow.

Adapter:

{onr network adapter)

L Dbtain an IP address from a DHCR zerver

~ " Specify an |P address

[EiEsddress: |

SiEmet kM asks |

[efaulbEatena I

Advanced... |
OF. I Cancel | e |

3.3.3 For Windows 2000

1. Go to Start/ Settings / Control Panel. In the Control Panel, double-click on Network and
Dial-up Connections.

2. Double-click LAN Area Connection.

1 Metwork and Dial-up Connections 1 =0 x|

Fle Edt Wew Fpeoftes Tooks  Advanced  Help
wobak = = - 5| (QiSeach L¥Folders (fHstory | g P
Adress |..I:l| hebyacrk, aid Dial-up Confectiong j ,,;1}69
—
o = [}
] I-E - i L &
Metwork and Dial- Conmection

—

Linc.al Ares Conmnection

Tipe: LAN Conmechion

Srakiig: Frisrdes ﬂ

3. Inthe LAN Area Connection Status window, click Properties.

12

Download from Www.Somanuals.com. All Manuals Search And Download.



Billion BIPAC-741 GE V2.0 ADSL Firewall Router

Local Area Connection Status ﬂil

General |
— Cannection
Statuz: Connected
Diuratian: 05:54: 27
Speed; 10.0 Mbps
— Achivity =
Sent —— 1 —— Beceived
L4
Packets: 300 | 138

Dizable |

Cloze

4. Select Internet Protocol (TCP/IP) and click Properties.

Local Area Connection 2 Properties 2x|

General | Sharing |

Connect uging:

I Bi Fealtek RTLS133(%) PCI Fast Ethernet Adapter

Componentz checked are uzed by thiz connection:

U MwiLink IP</SPMetBI0S Compatible Transport F'ru:utu:u;l

T MetBEUI Protocol

FInternet Protocal [TCP/P)
4| | B
Inztall... Uninztall | K;[_Dpertm |
— Diezcription b "
Tranzmizsion Control Protocol/|nternet Pratocal. The default

wide area network, protocal that provides communication
acrozs diverse interconnected networks.

[ Show icon in tazkbar when connected

ak. | Cancel |

5. Select the Obtain an IP address automatically and the Obtain DNS server address
automatically radio buttons.

6. Click OK to finish the configuration.

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 3 Configuration

Intermet Protocod {TOPTF) Properises

Emardl

“fou can gt P sefings assigred sutomatically Iy netsok 5
thes capateliy. Oumrvasn, pin rsid 10 S, por ralealk admensralo for
tha sopeopiisle = slirgs.
N"E&ﬂﬂﬂ!&m
" Uige the fobowing 1P address:
IF ket [

Sytrevet sk [

[refsd palemar |

™ Lisg the fobowing DMS server addresses:
By MG geive |

BT
Alemate NS server [

1lx

[ ]

3.3.4 For Windows XP

1. Go to Start / Control Panel (in Classic View). In the Control Panel, double-click on Network

Connections.

2. Double-click Local Area Connection

B- Control Panel

Flle Edit Wiew Favorites Tools  Help ﬂ!’
s @ Back e - ’- jj Search | I Folders v
address |3 Contral Panel "| el
= |'.- -
= o % ak
ﬂ" Control Panel # g @v
: Phone and  Power Options
E} Switch bo Category View Miadem ...
See Also ».)i %
Printers and  Regional and  Scanners and
'ﬁ Windows Update Faxes Language ... Careras
(7)) Help and Support 2 @ i
L=/ 2
Scheduled Saunds and Speech
Tasks fudio Devices I

3. Inthe LAN Area Connection Status window, click Properties.

14
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- Local Area Connection Stat

General Suppart

Connection 5
Status: Connected
Dluration; 00:05:34 |
Speed: 100.0 Mbps

Aoty 2

Sent E i Received
Bytes: 1.403 1,749

Properties Dizable ]

Cloze

4. Select Internet Protocol (TCP/IP) and click Properties.

- Local Area Connection Properties

| General ..-;E;utf:'uenticétic-gn | Advanced|
Connect using:

BH& D-Link DFE-B30T: PCI Fagt Ethernet Adapter [rev.B]

Thiz connection uzes the following itemns:

E’i Cliznt for Microzaft Metworks
.@ Filz= and Printer Sharing for Microzoft Metworks
.@QDS Packet Scheduler

ternet P col [TCPAARF)
| I T !
i)
e e

Description

Tranzmizsion Control Protocol/Intermet Protocol. The default
wide area nebwork, pratocal that provides commmunication
across diverse interconnected networks.

[] Show icon in notification area when connected

TS| mr—

5. Select the Obtain an IP address automatically and the Obtain DNS server address
automatically radio buttons

6. Click OK to finish the configuration.
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Chapter 3 Configuration

Internet Protocol (TCP/IP) Properties a l
General | Alternate Configuration

Y'ou can get |P settings assigned automatically if your netwark. supports
thiz capability. Othenwize, you need to ask your network, administratar for
the appropriate [P zettings.

(#) Obtain an |P address automatically
() Usze the following P address:

(#) Obtain DMS server address automatically
() Use the following DNS server addreszes:

I 0K ] [ Cancel ]

3.4 Factory Default Settings

Before configurating this BIPAC-741 GE V2.0 , you need to know the following default
settings.

1. Web Configurator
Username: admin
Password : admin

2. Device IP Network settings in LAN site
IP Address : 192.168.1.254
Subnet Mask : 255.255.255.0

3. ISP setting in WAN site
PPPoE

4. DHCP server
DHCEP server is enabled.
Start IP Address : 192.168.1.100
IP pool counts : 100

3.4.1 Username and Password
The default username and password are admin and admin respectively.
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O

3.4.2 LAN and WAN Port Addresses

The parameters of LAN and WAN ports are pre-set in the factory.

If you ever forget the password to log in, you may press the RESET button to restore
the factory default settings..

The default values are shown

below.
LAN Port WAN Port
IP address 192.168.1.254 The PPPoE 'R01.1ted
Mode function is
Subnet Mask 255.255.255.0 enabled to automatically

DHCP server function

Enabled

IP addresses for
distribution to PCs

100 IP addresses continuing from
192.168.1.100 through 192.168.1.199

(Actually, it can support up to 253
users.)

get the WAN port
configuration from the
ISP, but you have to set
the username and
password first.

3.5 Information from the ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) what
kind of service is provided such as PPPoE, PPPoA, RFC1483, IPoA, or PPTP-to-PPPoA

Relaying.

Gather the information as illustrated in the following table and keep it for reference.

PPPoE VPI/VCI, VC-based/LLC-based multiplexing, Username,
Password, Service Name, and Domain Name System (DNS)
IP address (it can be automatically assigned from ISP or be
set fixed).

PPPoA VPI/VCI, VC-based/LLC-based multiplexing, Username,

Password, and Domain Name System (DNS) IP address (it

can be automatically assigned from ISP or be set fixed).

RFC1483 Bridged

this product into BRIDGE Mode.

VPI/VCI, VC-based/LLC-based multiplexing and configure

RFC1483 Routed

VPI/VCI, VC-based/LLC-based multiplexing, IP address,
Subnet mask, Gateway address, and Domain Name System

(DNS) IP address (it is fixed IP address).

Download from Www.Somanuals.com. All Manuals Search And Download.
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IPoA VPI/VCI, IP address, Subnet mask, Gateway address, and

Domain Name System (DNS) IP address (it is fixed IP
address).

3.6 Configuring with the Web Browser

Open the web browser, enter the local port IP address of this BIPAC-741 GE V2.0, which
defaults at 192.168.1.254, and click “G0”, a user name and password window prompt will
appear. The default username and password are admin and admin.

Enter Hetwork Pazsword

.r_jj;'} Plaaza bypa wour us=r name and passwond.
L 192 168 1 254

Rezim

Uzer Hame ||

Parermoid |
[ Sarve this passsned in pour paeseod Rt

|DH|[‘.m::d|

You will get a status report web page when login successfully.

3 http://192.168.1_2547 - Microsoft Internet Explorer

J File Edit “iew Favortes Toolz Help |-
. ="
& .= D | A G @ B & .
Back Eansrard Stop Refresh  Home Search Favontes  Histom bdail Print Edit Dizcuss
| Address @] hip2192.168.1.254 =] @60 | [Liks >
B Sialus Status
@ Cuick Seat )
= Conflguration Ha=t Hame home.galeway Ee Hoot Hame G
Siana i Up-Tina OCr 32 CAz
et L LA Cutrent Time Tou, 07 Jan 1870 - 22 3370 Sei Tme. 0
@ Logat Hardware Versisn  A0GL GE-A v1.00 § Hel O0Zxe CEP 2.3
Saftacazs Vomion o]
La 6 MAT Address [0k 200 2000 P )
ﬁ% Hizami IPAL Flbort Ekcaon: Co Lid
LAy
17 Lojdraes 19z 18,1 254 _~H S [}
subkatmask P |
DIHCP Sanesr T HCP S livge i
WWAN
Prmmary ONE: I oomi = Setings...
Padr Sl
Port Type Connectad  Line Sialo
Ethamel alhamet "
~ ardal o
Ush-ethamet  alhemet b3

Nafinid litadlacns

ket

Fx 000
T - 220
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At the configuration homepage, the left navigation pane where bookmarks are provided links
you directly to the desired setup page, including:

m  Status (ARP Table, PPTP Status, IPSec Status, Email Status, Event Log, Error Log and
UPnP Portmap)

m  Quick Start

m  Configuration (LAN, WAN, System, Firewall, VPN, Virtual Server & Advanced)
m  Save Config to FLASH

Logout

Language (provides user interface in multiple languages)

Click on the desired item to expand the page in the main navigation pane.

3.6.1 STATUS

The Status section provides and contains many items including device H/W and S/W
information, LAN, WAN, Port status and all defined interfaces. It also provides useful
information for users to review the status of the device.

When you click the ARP Table, you will see the data of the IP address of each PC in your LAN
as well as its associated MAC address.

v Status ARP Table
=i Al s e ——
IPSac Stalu
Errmil Staiu Y AHP amiring
Evainl Log
E o | il

a PP ﬁ'unm.',, IP Address MaAC Addross Intarface | Staiic

o Cuick Stan 197163 1 M43 | (06 18850 54 | ipla no

= Consfiguratian
Save Config in FLASH

Lt
lihEﬂ!-H
“riglizh =

When you click the PPTP Status, it gives you a quick overview of the PPTP connection status.

@ a

When you click the IPSec Status, it gives you a quick overview of the IPSec connection status.

When you click the Email Status, it gives you a quick view to know if there is email in your
pre-defined email account. You will see the unread emails in the email server once you have
successfully configured the “Check Emails” in Configuration - Advance.

When you click the Event Log, it displays valuable system event logging information and status
after the power is turned on, such as ADSL line, WAN port, SNTP, Firewall, and etc.

When you click the Error Log, it shows the error message log. When you face a problem,
please send this error log to support for quick feedback.
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When you click the UPnP Portmap, it displays the Virtual Servers (or Port Mappings) that
created by UPnP protocol implemented in Windows.

3.6.2 Quick Start

= Status Quick Start
o Owick Stan
= Configuration Evnac iggea il k2 1483 Raued IP LLL ] Som |
O Save Config wo FLASH =T Fp'.pm I
FoPaE
— Lm"t [F | |' 1483 Hawted - %00 s
HAT 1483 LLC WER

II-_‘_"IEEI Craesical P [1577)
cngish = 1483 Endgad 1P T-Mux
1P Adidiess F 1483 Bridged P LLC
of Pura Bndgesd W bbhus sderiricalif)
Purg Bridged LLC

SubtEimask [EE':”.- T

Defaul Galormsay |

L]
Prirsary DS |
Secondany DNS |

PPP

Lbsaimiama |

Paseward |

[apply | comca |

If you use this device to access the Internet through the ISP, this web page is enough for you to
configure this router and access the Internet without a problem. Please check Chapter 3.5
(Information from the ISP), then enter the proper values into this web page, click the Apply
button and then Save Config to FLASH in the left panel. After the router reboot, you may check
the Status web page to check whether the router is connected to the ISP or not. In most cases,
you can access the Internet immediately. If not, please refer to the sections below for more

information.

3.6.3 Configuration

When you click this item, you get following sub-items to configure the ADSL router.
LAN, WAN, System, Firewall, VPN, Virtual Server and Advanced

These functions are described below in the following sections.

3.6.3.1 LAN

There are three items under the LAN section: Ethernet, Port Setting and DHCP Server. When
you click Ethernet, you get the following figure.
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= Siatus

@ Quick 5180

¥ Conliguration
¥ LAN

Ethemet
Forl Satting
LHLF Sersar
= WAN
= System
= Firewall
= VPR
0 Vinual Senser
= Aghanced

G Save Candig te FLASH
@ Logeud

L angua
Erglish =

Ethernet
Primary IF Adidress
IP dddress [-g_" |1F.F| |1 |.'-";4
SubMatmask: g ] = 1
Secondary IP Address
1P Address ||:| b h h
SubMetmask ||:| b h Fl

Apply |

Avancad Dl ions

It supports two Ethernet IP addresses in the LAN. With this function, the ADSL router can
support two different LAN subnets to access the Internet at the same time. Usually, there is only
one subnet in LAN, there is no need to configure a Secondary IP address. The 192.168.1.254 is
the default IP address for this ADSL router. The Advanced Options will allow you to configure
the routing protocol versionl or version 2 in receiving and sending direction.

When you click Port Setting, you get the following figure. This allows you to configure the
port setting to solve some of the compatibility problems while connecting to the Internet.

b= Slabes
T Configuration
7 LaN

Elhamsl
Far &5eting
DHOP Sairwir
= WaN
= Sysium
o= Finmwrall
I= WPH
& Winual Sarvar
= Advanced

& Sava Config 1o FLASH
@ Legout

Lian @
Emghsh =

Port Setting

Fortl Conesition Type | guta s
Poe? Consaaction Trpee  [aanin |
Poerd Conractian Tspe [ mpn =
Portd Conrectian Type Irrlu—;l
Portl Rale Limit i Dyzahle

" Enable |_ " Akbj
Pt Raie Limi & [izshls

™ Enalbia [ *Chbps
Port3 Rale Limit i Dizahle

" Enable |_ g F
Portd Fala Limi # Cizshle

™ Erable I_ = T
1Pl TOS prigriby Conbral: & Dygable " Enabik

Sel hgh prioely TOS
Fes Cez Ta

Fe0 Mea Tea TeF Cef T CA TE3 ME2 Te1 Ted T4a T4

Frersersrararar i rorsrsErrrsErfrsrfr3drzanra

FCnrMmrarMrcCryr O CEs CaCalfCz O X e ra rar rag

s 1d F13 1z 111

A|1'="':r|

miy e Oy I'e 5 D4 O3 002 001
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Port # Connection Type: Five options to choose from: auto, 10M half-duplex, 10M full-duplex,
100M half-duplex or 100M full-duplex. Sometimes, there are Ethernet compatibility problems
with legacy Ethernet devices. You can configure different types to solve the compatibility
issues.

Port # Rate Limit: When it is enabled, enter a rate value that is configured as multiple of
32kbps. This function limits the inbound and outbound Ethernet throughput around the value
that you specified.

TOS, Type of Services, is the 2" octet of IP packet. The bits 6-7 of this octet are reserved and
bit 0-5 are used to specify the priority of the packet.

IPv4 TOS priority Control: This feature uses bits 0-5 to classify the packets’ priority. If the
packet is in high priority, it will flow first and will not be constrained by the Rate Limit.
Therefore, when this feature is enabled, the embedded Ethernet switch IC will check the 2" octet
of each IP packet. If the value in the TOS field matches in the checked values in the table (0 to
63), this packet will treat it as high priority.

When you click DHCP Server, you get the following figure. You can disable or enable the
DHCEP server or enable the DHCP relay functions.

= SratEs DH:_:P E_EWI_E.'T'

Dsiich Sdeim

Cunfgat atiun
T LAR

- B

DHCP Sariur Hads

HEP Tom !
If_" " Plam
[ Finerweall

= WPH

B Vineal S

= b amind

@ Saun Condig 1o FLASH
@ Logoul

_LIIIHIJﬁg_i_

| Erglizh =}

If you check Disabled and click Next, then click Apply. The DHCP server function is disabled.
Each PC in the LAN should assign a fixed IP address and set the PC’s gateway to the ADSL
router.

If you check DHCP Server and click Next, you can configure parameters of the DHCP server
including the IP pool (starting IP address and ending IP address), leased time for each assigned
IP address, DNS IP address, Gateway IP address. Those messages are sent to the DHCP client
when it requests an IP address from the DHCP server. Click Apply to enable this function. If
you check “Use Router as a DNS Server”, the ADSL Router will find the IP address from the
outside network automatically and forward it back to requesting PC in the LAN.
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If you check DHCP Relay Agent and click Next, then you will have to enter the IP address of
the DHCP server which will assign an IP address back to the DHCP client in the LAN. Click

Apply to enable this function.
3.6.3.2 WAN

There are two items under the WAN section, ISP and DNS. When you click ISP, you will get

the following screen.

= Staves
bl ik B

¥V Configurations KM pomici
= LAN

¥ wan Hamn Dhesizibgtinn Camadini AV LAY ]

NS
b Symiain
b= Farpyrgl e
I WEN LE]
o Wirtual Sarem
= Arhvanced
@ Swvw Config o FLASH

o Loegout

L @it ]
[Esaghan =]

4830 RFC T4ES rodled maade | Webdsmin | E

WAN connections

The factory default is PPPoE Mode. If your ISP uses the same access protocol, please click Edit
to input other parameters as below. If your ISP does not use PPPoE, you can delete it, click
Delete. Then you may click Create to create a connection to your ISP to surf the Internet. Refer

to the figure after the PPPoE description below.

B Siwtm VWAN connections: PPPoE routed

2 Ouick S4ur

¥ Configemiion Diesetigtian PRPAE Routed

I LAN

| =]

'."\."M

| = o

i
T 0

[
b= Syie FAT E=sils =]
= Finmwsdd

= VPH Ugamamy
o Virtesl Seree

[ T rp——

@ Sawa Coallg s FLASH SEPVECE NI
@ Loguui Lipe tha follrwing 1P acdrers
suthersreaiian Proinont enlicotere: Pradocel [osgardaic =)

PPRsE Conrachion Adagva On

Llgmt e Teneaud (s e e in

Aprlp

Description: Give a name for this connection.

VPI/VCI: Enter the information provided by your ISP.

(000D remne Thtsn an P address automatcaly)

NAT: The NAT feature allows multiple users to access the Internet through a single IP account,
sharing the single IP address. If users in the LAN site have public IP addresses and can access

the Internet directly, the NAT function can be disabled.
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Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive).

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric
characters (case sensitive).

Service Name: This item is for identification purpose. If it is required, your ISP will provide
you the information. Maximum input is 20 alphanumeric characters.

PPP Authentication Protocol Type: Default is Auto.

® Always on: if you want to establish a PPPoE session when starting up. It will also
automatically re-establish the PPPoE session when disconnected by the ISP.

® Connect to Demand: if you want to establish a PPPoE session only when there is a packet
requesting access to the Internet.

User Idle Timeout (in minutes): Auto-disconnect the broadband firewall gateway when there is
no activity on the line for a predetermined period of time.

B St ISP
© Quick Start

T Confgurason

b= LAN

T WAR ATH = BEC 1833 miged
I15F P — ! i
OHE " PP 4 i

=8 5,-“1“- i~ PRPRE

B Fidaitall

= WPH

@ Wirtual Server

[ Adwarssd

© Save Coslig 1o FLASH
@ Logoul

E|||||'§.'.;

Select one of the access methods among the 5 listed items and click Next to configure the right
connection method. It is almost the same as PPPoE. Please refer to the above description and
Section 3.5 Information from ISP.

Lluick Start 3 is a short cut to the Quick Start page.

The WAN-DNS is shown as below.
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I= Status DNS

o Duick Starn

¥ Configuration i
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A Domain Name System (DNS) contains a mapping table for domain name and IP addresses. In
the Internet, every host has a unique and friendly name such as www.yahoo.com and an IP
address. As the IP Address is hard to remember, the DNS converts the friendly name into its
equivalent IP Address.

You can obtain a Domain Name System (DNS) IP address automatically if your ISP has
provided it when you logon. Usually when you choose PPPoE or PPPoA as your WAN - ISP
protocol, the ISP will provide the DNS IP address automatically. You may leave it as blank. Or
your ISP may provide you with an IP address of their DNS. If this is the case, you must enter the
DNS IP address.

If you choose one of the other three protocols — RFC1483 routed /bridged and IPoA. Check
with your ISP, it may provide you with an IP address of DNS. You must enter the DNS IP
address if you set the DNS of your PC to the LAN IP address of this router.

3.6.3.3 System

There are six items under the System section: Time Zone, Remote Access, Firmware Upgrade,
Backup/Restore, Restart Router and User Management.

When you click Time Zone, you get the following figure.
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The router does not have a real time clock on board; instead, it uses the simple network time
protocol (SNTP) to get the current time from the SNTP server from the outside network. Please
choose your local time zone, click Enable and click the Apply button. You will get the correct
time information after you ready establish a connection to the Internet. If you prefer to enter your
own SNTP server, please enter and use it as the first choice.

Resync Poll Interval (in minutes) is the periodical interval of router’s SNTP client to update (or
re-synchronize) the current time with SNTP server after it synchronized with SNTP server.

When you click Remote Access and then click Enable, you may temporarily permit remote
administration of the BIPAC-741 GE V2.0ADSL Firewall Router.

When you click Firmware Upgrade, it allows you to input the location of firmware stored on
your PC and click the Upgrade button to upgrade to the new firmware.

When you click Backup/Restore, it allows you to save your current settings into a file on your
PC. If you like to restore it back (input the location of this configuration file in the PC and click
the Restore button to save it back).

When you click Restart Router, you have two functions. One is to restart it with current
settings and the other is to restart it with factory default settings if you check Reset to factory
default settings.

When you click User Management, you are able to edit existing user’s database or to create
other user accessing this device.

26

Download from Www.Somanuals.com. All Manuals Search And Download.



Billion BIPAC-741 GE V2.0 ADSL Firewall Router

3.6.3.4 Firewall

There are five items under the Firewall section: General Settings, Packet Filter, Intrusion
Detection, MAC Address Filter and URL Filter.

When you click General Settings, you get the following figure.

B Simim General Settings
o Duick 5da)
T Configmalion Flrwwall Sacseity: = fugabie
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O Save Conlgta FLASIH tirpugh Flresall |
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.'_'_'!’.".!ﬂ:l Fawwall Logpng’ & Enble Blatkang Lag
b2l - = IndTusian Lig
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Firewall: When you enable the Firewall function, you can select one of the firewall security
policies. By default the firewall is set to disabled.

All blocked/User-defined: By default, all traffic between WAN and LAN are blocked. You
have to configure the type of traffic passed between WAN and LAN, please refer to Packet Filter
below.

High, Medium and Low security level: By default, your system uses High, Medium and Low
firewall security levels between the WAN and LAN. For example, when you select High, the
Port Filters of the Packet Filter screen will be set automatically according to High security level
settings.

Firewall Logging: When both the Firewall Security and Firewall Logging are enabled, the
device will detect the blocked and/or intrusion packets, once the setting has been configured.
Then the router will log the corresponding (blocking or intrusion detection) logs into the Event
Log under Status.

Select the Apply button to save the setting.

When you click Packet Filter, you get the following figure.
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You may configure to filter inbound (incoming) and outbound (outgoing) packets based on
PORT or IP address.

If it is based on PORT, click Port Filters for more options. You may filter the packets based on
PORT and packet type (TCP or UDP or any). For example, the protocol number 1 means ICMP.
You may enter 1 to protocol number of Raw IP Filtering web page. Port ranges are supported.

If it is based on IP address, click Address Filters for more options. You may enter the IP address
and again to select the inbound or outbound packets.

For example, to allow TCP packet, port 0 to 1000 passing router between WAN and LAN and
blocks host IP address, 192.168.1.100. Then you have to configure the port filter = add TCP
filter > 0 to 1000 and ALLOW in both direction. Then click address filter = add address filter
- enter host IP 192.168.1.100, subnet mask 255.255.255.255 (for this single host) and both
direction.

When you click Intrusion Detection, you get the following figure.
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Enable: Set True to enable this Intrusion detection.

Use BlackList: Set True to use router’s default backlist to protect router.
Use Victim Protection: Set True to enable Victim protection.

Victim Protection Duration: Input numbers.

DoS Block Duration: Input numbers.

Scan Block Duration: Input number.

Maximum TCP Open Handshaking Count: Input numbers.
Maximum Ping Count: Input numbers

Maximum ICMP Count: Input numbers

Select the Apply button to save the setting.

When you click the MAC Address Filter, you get the following figure.

B Siaim MAC Address Fllter

@ Ok Sian

¥ Conliguaiian ™ Enabds ' Dz bl
= LAN
- AN )
= Hrﬂum =gt LEM mbmire sithemel bamss

¥ F‘!”“I.nl o, sty e ndlosang Couees MAD Sddrmamiae) ar " Aldossaid = Hhacked
mb T
i A s

Irtigeipn Jeteciim
FAAL Ay T o 0 00 O 0

i VPN I [
& Winiial Sarsai
oy —

@ Sawe Config is FLASH

@ Lagaul

L 4
Erigleat j Armly |

The MAC filtering function enables you to configure your router to block internal users (MAC
address) from Internet access.

© Enable / Disable: Check Enable / Disable radio button to active / disable, respectively, the
MAC address filter function. If you check Enable, remember to choose cither Allowed or
Blocked the MAC Address listed in the table, as shown above. If you select Blocked, the packet
with the MAC address in the table will be dropped and others will be forwarded. If you select
Allowed, the packet with the MAC address in the table will be forwarded and others will be
dropped. Then select the Apply button to save the setting.
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When you click the URL Filter, you get the following figure.
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The URL filtering function enables you to block unwanted websites from accessing
inappropriate material from the entire enterprise.

© Enable / Disable: Check Enable / Disable radio button to active / disable, respectively the
URL filter function.

® Always Block: Check this button, if you wish not to access this website through out the entire
time. Or choose,

©® Block from: Check this button, if you only wish to block a URL in a specific time interval.

For example, if you wish to temporarily block a URL from Monday 8:00am until Wednesday
night at 7:40pm, in the space provided above, you should select 08:00, Monday to 19:40,
Wednesday.

Kevword Filtering: Check if you want to enable the Keyword Filtering function and click
Details... @ button for further configuration options. Please refer below for more information.

Domain Filtering: Check if you want to enable the Domain Filtering function and click button
Details... @ for further configuration options. Please refer below for more information.

Disable All WEB traffic except for Trusted Domain: It allows internal users to access only
the specified/trusted domain. Please refer to the Domain Filtering section first, before checking
this option.

Enable Blocking Log: Check this button to log the corresponding logs into the Event Log under
Status.

Select the Apply button to save the setting.

IKeyword Filtering:|

30

Download from Www.Somanuals.com. All Manuals Search And Download.



Billion BIPAC-741 GE V2.0 ADSL Firewall Router

= Status URL Filter - Keywords Filtering
o Ouick Star

T Conflguration
= LAN
= WA
= Sysiem Szvply
7 Firewall
Fenpral Seltege
Facket Filter
rtn=zion Llatecliorn
WA Addmss Filler
IRL Filie
= WFH
o Virtual Server
= Advanced

@ Save Config 1o FLASH
2 Logout

l.lngun_l_j
English =

Faayraarnd |

The ADSL Router allows the administrator to block some WEB URLs containing certain
keywords in this page. For example, if the keyword “xxx” 1is listed, the URL
http://www.new.site.com/xxx.html would be blocked, even if it is not included in the domain
filtering list. Keywords presented as site name are also blocked; that is, http://www.xxxsite.com

cannot be accessed from the LAN.

To add a keyword, enter it in the Keyword field and click Apply.

IDomain Filtering;]

b Sunm URL Filter - Domains Filtering
& Dok S
Toiiglail Baimain:
¥ Confguatinn
= ILKN
= WA Mama  Domaln
[= System
T Floowall
il Fasbidden Domaln
'I:.l.._ Hin ;‘.I-r Mama | Bamain
L il
e VPN -
o Virtmal Berver LU
b= Advamced
@ Save Conflg in FLASH el
@ Logou

Languags
Erghich =

If the router is configured to allow internal users to access only certain specified domains, check
add the domain name into the Trusted Domain list. If the router is configured to allow internal
users to access all websites except for some forbidden domains, add the forbidden domain name
into the Forbidden Domain list. These Forbidden Domains will be blocked, and users will no
longer be able to access the websites from the LAN.
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To add a domain name, enter its host name, such as www.bad-site.com into the text field under
Domain and select either Trusted Domain or Forbidden Domain, then click Apply. The
specified domain will be shown in the Domain List. DO NOT include http://, ONLY the sub-
domain is allowed. For instance, taking ‘“yahoo.com” as the trusted domain means that
www.yahoo.com, my.yahoo.com, and sports.yahoo.com will also be trusted.

To remove a site that was previously added, select its name in the list box, and click the Delete
button to eliminate it from the list.

3.6.3.5 VPN

There are two items under VPN section: PPTP and IPSec.
When you click PPTP, you get the following figure.

There are two applications provided in PPTP, Remote Access and LAN-to-LAN (please refer
below for more information.). Click Create to select one of applications to continually setup.

= Status PPTP

o Quick 5 tart

T Cenfiguration
B LAN Emabbe Disable Namn | Type | Sians
= WK
B Sysinm WPHPRTT for LAM 5e LAN Applicatisn
= Firmveall
T v Fmabls Disable Namin | Type  Stanes

FRTH
L= wals iy
@ Winual Server

= Aabvamced
@ Save Config o FLASH

2 Logoi

VPHPFTI lof Ramols Aocass Applicatien

sty |

LLanguage

rll_r:glr.": =l

For the Remote Access Application, please refer to the figure below.

v St PPTP Remote Access Connection
2 Cwick Stari
7 Configuation Conrection Mame: |

b= LAM Typa @ Dhal put Zamar I[P Addeers (or Hosbrama} |

= WAN

= Symtam = Dvalw Prwvate IP Address Assignad fo Disin User |

= Firewmll

7 WpPN | e |

:l'-l_._r,-: Pu=zward |—

E :Iﬂulj;mr Auth. Typs m
. E-lmﬂ'q s FLASH Liata Encrephion |-"-I.II-1 --l Eay Langih |-'-I.I|Il -| Mods | et gbeiul :l
o :LB-,II:IH = FRITIT |-_| FiRURE

Langua ﬂ

ﬁ'l:l_]l sh >

Connection Name: Give a name for this connection.
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Type: Check Dial Out to be a client, check Dial In to be a server. When this network router acts
as a client, please input the remote Server IP Address (or Hostname) to establish a connection.
When this network router acts as a server, please input the Private IP Address Assigned to Dial
in User address.

Username: If you are a Dial-Out user (client), enter the username provided by your Host. If you
are a Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host. If you
are a Dial-In user (server), enter your own password.

PPP Authentication Type: Default is Auto.

Data Encryption: The data can be encrypted by MPPE algorithm. Default is Auto, it is
negotiated when establishing a connection.

Key Length: The data can be encrypted by MPPE algorithm with 40 bits or 128 bits. Default is
Auto, it is negotiated when establishing a connection.

Mode: You may select Stateful or Stateless mode. The key will be changed in each 256 packets
when you select Stateful mode. If you select Stateless mode, the key will be changed in each
packet.

Idle Time: Auto-disconnect the broadband firewall gateway when there is no activity on the line
for a predetermined period of time. 0 means this connection is always on.

Click Apply after setting.

B S PPTP LAN TO LAN
o Omick Start
¥ Configmusinn Conneclion Mame |
E :rmm Teno & Dial oo Servar IP Addmags (v Hosiname] |
I~ Bymlam ~ Dol n Piveale 1P Addimss Baiagned 1o Didlm Uaer I—
? :":F'r:"." Peai Medwoes P [ Wetmehs] ]
-|': :.-I. Jeaim e T
& Wirlual 56 e Crymermord |
b= Advamced —
© Save Canfly to FLASH Acth. Typs [Chapidatz) 2]
o Logowt Data Encoyplion: [Aan =) Ky Longth: [Ree =] Mote: [siateid =)
wle bme :,: mnies
Aggly |

Connection Name: Give a name for this connection.

Type: Check Dial Out to be a client, check Dial In to be a server. When this network router acts
as a client, please input the remote Server IP Address (or Hostname) to establish a connection.
When this network router acts as a server, please input the Private IP Address Assigned to Dial
in User address.

Peer Network IP: Enter Peer network IP address.
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Netmask: Enter the subnet mask of peer network based on above Peer Network IP setting.

Username: If you are a Dial-Out user (client), enter the username provided by your Host. If you
are a Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by the your Host. If
you are a Dial-In user (server), enter your own password.

PPP Authentication Type: Default is Auto.

Data Encryption: The data can be encrypted by MPPE algorithm. Default is Auto, it is
negotiated when establishing a connection.

Key Length: The data can be encrypted by MPPE algorithm with 40 bits or 128 bits. Default is
Auto, it is negotiated when establish a connection.

Mode: You may select Stateful or Stateless mode. The key will be changed in each 256 packets
when you select Stateful mode. If you select Stateless mode, the key will be changed in each
packet.

Idle Time: Auto-disconnect the ADSL router when there is no activity on the line for a
predetermined period of time. 0 means this connection is always on.

Click Apply after setting.

When you click IPSec, you get the following figure.

b= Sealiie IPSec

& Duiek S
T Coaflgurailon Cnable Disable Name Local Subnet Remete Subnet Femote Gateway 1PSec Propasal
= LANR
= AN Bl i ]
b= System
T Al |

- '|_
@ Virbaal Server
b= Hadvanced

@ Save Config e FLASH
& Lagsil

Click Create...
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= Sialm IPSec
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b Fliawiall . B Edrkat fitask
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o Winual Sarvar e
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Connection Name: Give a name for this connection.
Local Network: Set the IP address, subnet or address range of the local network.
@ Single Address: The IP address of the local host.

© Subnet: The subnet of the local network. For example, IP: 192.168.1.0 with netmask
255.255.255.0 specifies one class C subnet starting from 192.168.1.1.

® IP Range: The IP address range of the local network. For example, IP: 192.168.1.1, end IP:
192.168.1.10

Remote

Secure Gateway Address (or hostname): The IP address or hostname of remote VPN device
that is connected and establishes a VPN tunnel

Network: Set the IP address, subnet or address range of the remote network.

Proposal: Select the IPSec security method. Check ESP for a higher security, data will be
encrypted and authenticated. Check AH, data will be authenticated but not encrypted.

Authentication: There are three options, MD5, SHA1 or NONE. Authenticate the data using
MDS5, SHA1 or NONE.

Encryption: Select the encryption method. The DES uses 56 bits as an encryption method. The
3DES uses 168 (56*3) bits as an encryption method. The AES uses 128 bits as an encryption
method. The NONE means it is a tunnel only, no encryption.
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Perfect Forward Secrecy: Enable this to change encryption keys during the second phase of
VPN negotiation. This function will provide better security, but extends the VPN negotiation
time.

Pre-shared Key: This is a string from 4 characters to 128 characters. Both sides should use the
same key.

Click Advanced Option to get the following figure.

= Siatus IPSec
o wick Skar

v Configuration 5 L"H-“I"II.
= L&MW Fheie FEE)
I= WAN
|- SgEram
- Firewan
¥ VPN
=ETF

Phimie 2(IFSet]
Chargs J Dmam| |

@ Wirmual Servai
= Aibwdidiil

@ Sawe Cadnlfg s FLASH
@ Legiiil

Language
Eaglish =

SA Lifetime: Specify the number of minutes that a VPN tunnel will stay active before new
encryption and authentication key will be exchanged. The SA Lifetime may range from 10 to
10,000 minutes.

Phase 1 (IKE): To issue an initial connection request for a new VPN tunnel. Default 240
minutes, range from 5 to 15,000 minutes.

Phase 2 (IPSec): To negotiate and establish secure authentication. Default 60 minutes, range
from 5 to 15,000 minutes.

Select the Change button to update the setting.

3.6.3.6 Virtual Server

When you click Virtual Server, you get the following figure.
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B Status Virtual Server
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© Sawe Config ts FLASH [ |HTTF TCR B0 182 1681 |
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Being a natural Internet firewall, this network router protects your network from being accessed
by outside users. When it needs to allow outside users to access internal servers, e.g. Web server,
FTP server, E-mail server or News server, this modem can act as a virtual server. You can set up
a local server with specific a port number that stands for the service, e.g. Web (80), FTP (21),
Telnet (23), SMTP (25), POP3 (110), When an incoming access request to the router for a
specified port is received, it will be forwarded to the corresponding internal server.

For example, if you set the Service Port number 80 (Web) to be mapped to the IP Address
192.168.1.2, then all the http requests from outside users will be forwarded to the local server
with IP address of 192.168.1.2. If the port is not listed as a predefined application, you need to
add it manually.

DMZ: The DMZ Host is a local computer exposed to the Internet. Therefore, an incoming
packet will be checked by the Firewall and NAT algorithms, then passed to the DMZ host when
a packet is not sent by a hacker and not limited by the virtual server list.

If you have disabled the NAT option in the WAN-ISP section, this Virtual Server

@ function will hence be invalid.

If the DHCP server option is enabled, you have to be very careful in assigning the
IP addresses of the virtual servers in order to avoid conflicts. The easy way is that
the IP address assigned to each virtual server should not fall into the range of IP
addresses that are to be issued by the DHCP server. You can configure the virtual
server IP address manually, but it is still in the same subnet with the router.

3.6.3.7 Advanced

There are four items under the Advanced section: Routing Table, Dynamic DNS, Checking
Email and Device Management.

Click on the Routing Table and then choose Create Route to get the below figure to add a
routing table.
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= Stans Create Route
O Culck Start
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Destination: Enter the destination subnet IP.

o [

Netmask: Subnet mask of destination IP addresses based on above destination subnet IP.
Gateway: Enter the gateway IP address which the packet is forwarded to.
Interface: Enter the interface which the packet is forwarded to.

Cost: This is the same meaning as Hop. Usually, leave it as 1.

Click Dynamic DNS to get the below figure then check the “Enable” button to access the
Dynamic DNS service.

= Status Dynamic DNS
o Quick Stant
T Configuration " Enable ¥ Digable
= LAN
: :;..H._ Dymamic DONS [M-w dyrdnig . oeg |:|J:|'|l-:r||||.';E|
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& Legout
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The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname. This
dynamic IP address is the WAN IP address. For example, to use the service, you must first apply
for an account from this free Web server http://www.dyndns.org/. There are more than 5 DDNS
servers supported.

Dynamic DNS: Select the registered DDNS server.

Domain Name, Username and Password: Enter the registered domain name, username and
password.

Period: Set the time period for the Router to exchange information with the DDNS server. In
addition to update periodically according to this period setting, the Router will take the same
action automatically whenever the assigned IP changes.

Click Checking Email to get the below figure then check the “Enable” button to access the
service.
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© Disable: Check to disable the ADSL router from getting the email.

®© Enable: Check to enable the ADSL router to get the email by providing the required
information. Hence, the following fields will be activated and required.

Account Name: Enter the name of the account to which you have the POP access. Normally, it
is the text in your email address before the "@" symbol. If you have trouble with it, please
contact your ISP.

Password: Enter the password of the account

POP3 Mail Server: Enter your (POP) mail server name. If you have trouble with it, you would
want to contact your ISP or your external mail server's administrator. For further assistance in
tracking down this information, you will need to contact your Internet Service Provider or
Network Administrator.

Interval: Enter the value in minutes to check your email account periodically.
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Automatically dial-out for checking emails: When the function is enabled, your ADSL router
will connect to your ISP automatically to check emails if your Internet connection dropped.
Please be careful when using this feature if your ADSL service is charged by time.

Click Device Management to protect and obtain system control while allowing device
monitoring. This in turn provides enhanced security of the device.
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Embedded Web Server

HTTP Port: Default value for HTTP port is 80. A desired value is also allowed. Simply
specify a user-defined port number.

Management IP Address: Specify an IP address allowed to logon and access the router’s
web server.. Note: IP 0.0.0.0 indicates all users who are connected to this router are allowed
to logon the device and modify data. ]

Expire to auto-logout: Specify a time frame for the system to auto-logout the device.

For Example: User A changes HTTP port number to 100, specified it’s own IP address to be
192.168.1.55, and set the logout time to be 100 seconds. Device will only allow User A
which IP address is 192.168.1.55 to logon to the Web GUI by typing: 192.168.1.254:100.
After 100seconds, the device will automatically logout User A.

Universal Plug and Play (UPnP)

® Disable: Check to disable UPnP function.

® Enable: Check to enable UPnP function.
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UPNP Port: Its default setting is 2800. It is highly recommended for users to use this port
value. You may wish to modify this port value, only if this value conflicts with other ports
already being used.

SNMP Access Control (downloading SNMP software is required in order to utilize this section)

Read Community: Specify a name in any string to be identified as the Read Community and
an IP address. This community string will be checked against the string entered in the
configuration file. Once the string name is matched, user obtains this IP address will be able
to view the data.

Write Community: Specify a name in any string to be identified as the Write Community
and an IP address. This community string will be checked against the string entered in the
configuration file. Once the string name is matched, user obtains this IP address will be able
to view and modify the data.

Trap Community: Specify a name in any string to be identified as the Trap Community and
an IP address. This community string will be checked against the string entered in the
configuration file. Once the string name is matched, user obtains this IP address will be
notified Traps.

3.6.4 Save Configuration to Flash

After configuring this network router, you have to save all of the configuration parameters to
FLASH.
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3.6.5 Logout

To exit the website, choose Logout to exit completely. Please ensure that you have saved the
configuration settings before logout.

Be aware that the router is restricted to only one local PC accessing the configuration Web
pages. Once a current PC has logged onto the Web pages, other PCs cannot get access except
waiting for the current PC to log out of the page. If the previous PC forgets to logout, the second
PC can access the page after 3 minutes.
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Troubleshooting

If the ADSL Router is not functioning properly, you can refer first to this chapter for simple
troubleshooting before contacting your service provider. This could save you time and effort but if the

symptoms persist, then consult your service provider.

Problems Starting Up the BIPAC-741 GE V2.0

None of the LEDs are on Check the connection between the adapter and the BIPAC-

when you turn on the 741 GE V2.0 . If the error persists, you may have a hardware
BIPAC-741 GE V2.0. problem. In this case you should contact technical support.

Problems with the WAN Interface

EETEamm )

Initialization of the PVC Ensure that the gable is connected properly from the ADSL
connection failed. port to the wall jack. The ADSL LED on the front panel of
the BIPAC-741 GE V2.0 should be on. Check with your VPI,
VCI, type of encapsulation and type of multiplexing settings
are the same as what you collected from your telephone
company and ISP.

Reboot the BIPAC-741 GE V2.0. If you still have problems,
you may need to verify these variables with the telephone
company and/or ISP.

Problems with the LAN Interface

EErEaem

Can’t ping any station on Check the Ethernet LEDs on t'he front panel. TI'1e.LED should
the LAN. be on for a port that has a station connected. If it is off, check
the cables between your BIPAC-741 GE V2.0 and the

station. Make sure you have uninstalled any software
firewall.

Verify that the IP address and the subnet mask are consistent
between the BIPAC-741 GE V2.0 and the workstations.
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Specification

Protocols IP, NAT, PPTP, ARP, ICMP, DHCP, PPPoE, PPPoA, IPoA,
PPTP client, RIP1/2

LAN Port RJ-45, 4 ports 10/100Base-T LAN switch

WAN Port RJ-11, 1 ADSL port

LED Indicators

Power, System, LAN 1 to 4, MAIL, PPP and ADSL

Input Power 12V DC @ 1A
Power Consumption <10 watts
Agency and Regulatory CE, A-Tick
Operating Temperature 0 tod5
Storage Temperature -10  to 70

Operating Humidity

5-95% non-condensing
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Product Support

Most problems can be solved by using the Troubleshooting in Chapter 4. If you cannot resolve the
problem with the Troubleshooting Chapter, please contact the dealer where you purchased this

product. You can also call the Billion Support line at 1300 139159 or email support at
support@billion.com.au

You can also download the latest firmware and utilities from the Billion Australia website at
http://www.billion.com.au
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