VPN Setup for CNet’'s CWR-854 802.11g Wireless Router

The instructions below are for getting an IPSec client to connect CNet’s wireless
broadband router CWR-854(F) with VPN capability. The VPN feature can be used for
secure remote access to a home or work network from anywhere on the Internet.

VPN Client Software used for this test is SSH-Sentinel v1.4 which is free for non-
commercial use.
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Connect securely to home/work computers over the Internet. You could be at work, at a
friend’s house or on the road.

Equipment Needed:
1- A solid broadband connection to the Internet at home or work where CWR-854 is
used. CWR-854 needs to be configured for IPSec VPN capability
2- A client system with a VPN client software. We used SSH-Sentinel VPN client
software ( atrial version is available on the Internet)

Configuration Overview:

In the first scenario we will be working with two computers and a CWR-854 VPN router.
The assumption is that we are away from home and need to access a computer on the
home network connected to CWR-854. The computer we’re working from is connected
to the Internet through a Cable/DSL modem or we are dialing up using a modem.

In the second scenario, the client system is also behind a NAT route. In this case the
computer we’re working on is connected to a router and through a Cable/DSL modem to
the Internet.

First Scenario:

To configure VPN both on the client system as well as the router, we need to know about
the IP address schema used on the home network. By default the LAN IP of CWR-854 is
192.168.1.254. Computers that are be accessed from the Internet are better to have a
fixed IP address assigned to them. Below are what we need to know:

Home WAN IP address (this is the WAN IP of the VPN router CWR-854 used at home
or work) for example: 204.30.90.120

Home LAN IP address: (Default LAN IP of CWR-854 is 192.168.1.254)

Home LAN IP Network : (Default is 192.168.1.0, Subnet 255.255.255.0)

Computer to be accessed on the home network: 192.168.1.100

VPN Client (remote) computer on the Internet for example: 204.30.90.200
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VPN setup between a client and

_ a router through the Internet |
WPN Client CWR-854 with VPN

IP Address:
204.30.90.200

LAN IP: 192.168.1.254
Subnet: 255.255.255.0

WAN IP: 204.30.90.120 ] }

Cable/DSL Cable/DSL Modem

Client system will use VPN software to
establish a VPN Tunnel to the Cnet Router.

Home Computer
IP Address: 192.168.1.100

Router’s VPN Configuration:
Please use the routers’s default IP address 192.168.1.254 to access its configuration.
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As shown above, CWR-854 can store 10 different VPN profiles. We need to enable
IPSec VPN and then click on edit to configure the first profile.

- Cannot find server - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help l':'
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EPSON Web-To-Page ~ | @Print | EHPrint Preview

VPN Setup

-

Jj CNef Enable Tunnel 1
Connection Name: TEST

Setup Wizard Auth Type: FEK v

LAN Settings . - . |
Local Site: _SubnetAddress_v__

WAN Settings
Wireless
Firewall Local Subnet Mask |255.256.256.0
VPN Settings Remote Site:
Advanced

Lacal IP Address/Metwark :192.168.1.254

Remaote Secure Gateway
Remate IP Address/Netwark ||

Remate Subnet Mask

Local/Peer ID:

Local ID Type P >
Local ID '
21T Remate |0 Type = b
Event Log Remote |0 ]
Key Management: @IKE O Manual
Connection Type 210 ; [
ESP 3DES | (Encryption Algarithr)
:MD.E.. _"_ fhuthonticatinn Alaorithen) =

:EJ Done  Internet

- Use any name for the connection.

- Authentication will be through the Pre-Shared Key (PSK). Basically anyone who
wants to have VPN connectivity to the router needs to have this key. We will
later on use this same key in the client configuration.

- The next step is to enter the IP information for Local and remote sites. For local
site choose “Subnet Address” to allow access to the whole LAN network. For
remote site, choose “Any Address” so that the router accepts VPN requests from
any IP address.

- Both local and remote systems are identified by IP.

- Key management is auto (IKE). Click the advance key to see the settings for
phase 1 and 2 negotiations. In phase 1 peers are authenticated to each other and a
secure encrypted link is established to start phase 2 which is the actual negotiation
of security services for the IPSec-compliant VPN channel. As you can see in the
next image, 3DES and MD5 are the chosen encryption and authentication
methods and for additional security PFS (Perfect Forward Secrecy) is also
selected.
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N http://192.168.1.254 - VPN Advanced Setting - Microsoft Internet Explorer

Advanced VPN Setting for IKE

This page is used to provide advanced setting for IKE mode

Tunnel 1
Phase 1:
Megotiation Mode hain mode
Encryption Algorithm F\_ﬂ
Authenticaiton Algorithm [h_dIEEE___:_i
Key Group | DH2(modp1024) v |
Key Life Time 13600 |
Phase 2:
Active Protocol ESF

Encryption Algorithm [3DES V_I
Authenticaiton Algorithm kD5 V|

Key Life Time 26800

Ecapsulation Tunnel mode

Perfect Forward Secrecy (PFS) oM v |

[ Ok ] [Cancel] [Help]

&] Done & Internet

The last step to finalize VPN configuration is to enter the PSK (Pre-Shared Key) and
save settings. The router is now ready to accept incoming VPN connections.
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Second Scenario:

In this scenario the remote system is behind a NAT router for example another CWR-
854. The connection is from VPN client >> NAT router>> Cable/DSL modem >>
Internet >>Cable/DSL modem >>VPN router.

The only difference in the configuration with scenario one is to configure the VPN
router’s remote site to be “NAT-T any address” as below picture shows:

3 Wireless-G Router - Microsoft Internet Explorer, |Z]E|g|
File Edit W%iew Favorites Tools  Help .1-'
Q Back = 7 \ﬂ |EL| __l\! y ! search ‘/\’l‘ Favarites {2} o= ’- ﬂ * ﬁ 3
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Google - | v| [C] search ~  § Ehablocked A% check - % autolink ~ urorl [ options

EPSON Web-To-Page - | @Prrint | [Z]Print Preview

Local IP Address/MNetwark i'l 92.168.1.264 | i
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a0 ef ESEIele ot -
Remote Site: MAT-T Any Address v
Setup Wizard Remote Secure Gateway '_ .J
LAN Settings Remate IP Address/Metwark 204 30400
xAh: e DES Remate Subnet Mask :2552552550
Ireless -
) Local/Peer ID:
Firewall oealiti [-IP 5
2 oca e |
VPN Settings " - )
Advanced e8] 10 L .
Management Remote ID Type [P ¥
Event Log Remate D i |
Key Management: @IKE O Manual
Connection Type % ] ) Iect
ESP [3DES ¥ (Encryption Algorithrr)
|MD5 7": [Authentication Algorithm)
PreShared Key 3_123456?590
Remote RSA Key i
Status Disconnected
Apply Changes ] I Reset ] [ Refresh ] !
b
ﬁj Dare . # Internet
f: start [ =) ) nrnand Prompt Lout... rﬂ Iy Documents rﬂ_fi PH Satup Far C... F Mict ity &;;o 2:15 AM
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VPN Client Configuration
The client software used for this test is SSH-Sentinel v1.4.

The SSH Sentinel software is configured in two steps. The first one involves the
creation of a key management and the second one is the actual VPN security policy.
After the software is installed, right click on the Sentinel icon in the task bar and
select “Run Policy Editor”.

“= view Statistics...
m Run Policy Editor...

Auditing L
User Key Agent

Select Active Policy
Select YPN »

Start Policy: Manager

@
3= @ Stop Policy Manager
-
A Help...
= Online Support »
& ? About, ..

Hide Tray

Configuring SSH Sentinel Key Management
From the SSH Sentinel policy editor, click on “Key Management” tab. Then select
the add button under “My Keys” folder.
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"2 SSH Sentinel Policy Editor k d B3

Secuity Policy Key Management |

[#-(<3] Trusted Policy Servers
=& Trusted Certificates

(%] Certification Authorities
_ (%] Remote Hosts
[#-[@] Directory Services
(=[] My Keys

=19 host key

%41 pj certificate

E: 4@
LA Add..

Add... Hemaove Froperties... View..,

Description
Add an authentication key.

| oK I Cancel Apply

From the “New Authentication Key” window, select the “create a pre-shared key”
radio button and click next.
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New Authentication Key _ . ll

Thiz wizard guides vou through the generation of a new
authentication key.

What kind of an authentication key would pou like to
create?

™ Create an authentication key pair and a certificate

£ Enroll for a certificate

LB ack I Heut = I Cahcel |

In the next window, type a name and the same exact key you have entered in the
router’s VPN configuration and click “Finish”.

Pre-shared Key Information . x|

Create Pre-5hared Key
Type in the shared zecret.

Give the pre-shared key a name that is for your reference onlp. Type the shared secret
twice to avoid twpos. Use the fingerprint to verify the secret with the other party involved
in the communication without revealing the actual secret.

— Pre-shared key

Mame: |CwRES4 PSK

Ixxxxxxxxxx

Shared secret:

Confirm zhared secret: Ixmxxxxxx

Firgerprirt [SHA-1]: 0163 07ac

¢ Back I Firizh I Cancel

% CNet

TOTAL NETWORK SOLUTIONS
www.cnhetusa.com

Download from Www.Somanuals.com. All Manuals Search And Download.

10



Configuring SSH Sentinel Security Policy
From the Security Policy window, click on the “Security Policy” tab, select VPN
connections and click on “Add” button.

"2 55H Sentinel Policy Editor [ 21

Securty Policy | Eey Management

Palicy : |E§| Drefault ;! El g _ﬁj

-8 Pre-IPSec Filter
=1-{#E PN Connections

L Lk

F1-[#] Secured Connections
lfil Secured Mebworks
@ Default Rezponse
=[] PostIPSec Filter
] Ao ll traffic

2Tnd

HIAHO FHOILHNIEA3

Add | Eemave I Eroperfies., |  Diagoostics,

Dezcrphion
Add anle.

([ Cancel Apply

In the “Add VPN Connection” window, enter an IP address or a Domain Name
associated with the WAN IP of the CNet router. For remote network, click the “...”
micro button and enter the remote network information. The default LAN network
address of CWR-854 is 192.168.1.0 with 255.255.255.0 for subnet mask.
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Add ¥PN Conneckion N

_I-:':- Gateway name; |1 92 1658.0.1M

L

Remate network; I harme

|4_|:E E

Authentication key: Iv‘"’ CwHE54 PSE

¥ Use legacy proposat

Qiagnnstics...l Erl:uperties...l k., I Cancel |

B Give netwarks and subnetworks custom names. Yiou
il w cah later uze the names when creating niles.

— Defined networks

M ame | IP addiesz I Subnet mazk. |
any 0.0.00 0.0.00

192168.1.0 205 AR5 A5E 1

= | Bemove |
Metwark name: Ih'I'lTIE
IF address: | 192 . 168 . 1 . 0 ‘-'%bl
Subret mask: I 255 255 255 ]

(] I Cancel |

Click OK to save the changes and return to the “Rule Properties” window.
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b

General | Advanced I

Femaote endpaint

Security gateway: 168 .00 1M IF

Femate network: Ihome

|PSec / IEE propogal
% Authentication key: IL’” CWwWREE4 PSE

Propozal template: l legacy

E
|

Settings. .

[ Acauie vitual IP address

@4 virtual IP address is an address from Settings...
the: internal network.

[~ Estended authentication

The WPM gateway may reguire [KE S et
stk BADIUS or CHAP authentication. e

i

- Diescription
’V LChange...

A

Ok I Cancel |

Click on the IPSec/IKE proposal settings button to view proposal parameters.
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Proposal Parameters N

% Set the preferred walue of each parameter of the |KE and

20 x|

|PSec proposzal.
—IKE propozal
E nicroption algarithm:
Integity funchion: IMDE j
[KE rode: lmain rmode j
I[EE graup: IMDDF‘ 1024 [ group 2 _ﬂ
—IPSec propozal
E ncryption algaorithm: ISDES j
[Htegrity function: I HMAC-MDE ;]
IPSec mode: |ti..'nnel ;I
PFS group: IMEIDF' 1024 [ group 2 ) j
v A&ttach only the zelected values to the propozal
(] I Cancel |

Click OK to go back to “Rule Properties” window. Click on the Advanced tab to
view Security association lifetimes as well as Audit and some other advanced

settings.

If the VPN client system is sitting behind a NAT device, you’ll need to check the box
next to “Pass NAT device” using NAT-T.
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General Advanced |

Security aszociation lifetimes

Set the lifetimes of IPSec and [KE
security associations.

(L

Audit options
ZEE I Audit this nule

Advanced options

[ Apply IP compression
v Discover path masimur transfer urit [EMTLU]
[ Pass MAT devices using
% | Metwork Address Translation Traversal (AT
1 UBF encapsulation to port: IT
[ Open an stat-up
IV Deny split unneling

)4 | Cancel |

At this stage we’ve completed SSH Sentinel configuration and we are ready to
perform a diagnostic test. Click OK to go back to the SSH Sentinel Policy Editor
window and click “Apply” to update security policy changes we’ve made.

Now click on “Diagnostics” to start probing the connection to the VPN server. If

Diagnostics complete successfully, it means that you can establish an IPSec protected

connection to the VPN server.
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biagrosies x

ﬁlF Diagnostics complete. You can establizh an IPSec-protected
=1 connection to the remaote end. To view the connection
parameters, click Detailz.

<< Detailz Close

Probe | Hesuls

Connection Properties

Remote: 132.168.0101
Yendor ID: -

Yirtual IP Mot azzigned

IKE SA
Auth.: pre-shared key Mode: main
Encryption: 3des-cbe (168 bitz]  Group: MODP 1024
Hazh: md5 Lifetime:  OME/14400s
MAT-T: dizabled

IP5ec SA
Protocol:  ESP Mode: tunrel
Encryption: 3dez [168 bitz] PFS group: MODP 1024
HMAL: hrac-rmd5-96 Lifetime:  400MB /3600

IPComp: none

We can now use the SSH Sentinel icon in the task bar, select the VPN server and
establish the VPN tunnel.
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= ¥iew Statistics...
E Fur Palicy Editar. ..
Auditing
Lser key &gent

Select Ackive Policy
192.168.0.101 {home)

(@ startPolicy Manager
@ stop Policy Manager

& tep...

D__nline Support
? about, .

*:SSH Sentinel

Hide Tray

|uL‘£EQ 2,09 PM

Testing VPN Connection

To test the VPN connection, bring up a DOS window and try a ping to the IP address
of one of the computers at home. If ping is successful then the connection is
established and you should be able to see and map network drives to systems behind
the VPN router.
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