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Introduction

Introduction to Bluetooth

The term “Bluetooth” refers to a worldwide standard for the wireless
exchange of data between two devices within a short range. In order to
exchange data, two Bluetooth devices must establish a connection. Before
a connection is established, one device must request a connection with
another, where the second device accepts (or rejects) the connection. The
originator of the request is known as the client. The device that accepts (or
rejects) the request is known as the server. Many Bluetooth devices can act
as both client and server. A client Bluetooth device runs a software program
that requests a connection to another device as part of its normal operation.
For example, the program may request a connection to a remote computer,
a printer, or a modem.

Becoming a Bluetooth client normally requires an action by the device
operator, such as an attempt to browse a remote computer, print a file, or
dial out on a modem. Every Bluetooth device that provides a service must
be prepared to respond to a connection request. Bluetooth software is
always running in the background on the server, ready to respond to
connection requests.

Introduction to the D-Link Bluetooth USB Adapter

The D-Link Bluetooth USB Adapter is the best solution for quick and easy
access to Bluetooth enabled devices without cables or wires. It is a class 2/
3 low power device. The wireless transmission range of the D-Link Bluetooth
USB Adapter is about 15 Meter (45 feet). APC configured as the Bluetooth
server can support up to 7 Bluetooth client devices with IP addresses auto-
matically assigned whenthey connect.

After finishing the steps outlined in this manual, you will have the ability to
share information, obtain network access and take the full advantage of a
"connected" environment.
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Package Contents

After opening the D-Link Bluetooth Adapter package, check what'’s in the package,
then refer to the Installation Guide for the fastest way to get up and running with the
Bluetooth USB Adapter.

The following items should be found in the Bluetooth USB Adapter box:
e D-Link DBT-120 Bluetooth USB Adapter
» USB Extension Cable
« Installation CD with Manual & Software
* Installation Guide

Installing Bluetooth Software

Uninstalling a previous version of Bluetooth software:

If you are installing the Bluetooth software for the first time, please skip this

section.
Any previous versions of the Bluetooth software must be uninstalled before installing

an upgraded version.

Please uninstall the software by completing these steps:
1) Close any open programs and insert the Driver CD into your CD-ROM Drive.
2) The Autorun screen will appear. Click on Install Bluetooth Software.
3) The Welcome screen informs you the previous version of BTW you have
installed. Click on the Next button to continue.
4) Click on the Remove button from “Remove the Program” screen.
5) When the files have been removed, you will be presented with a screen
informing of its completion.
a.Click on the Finish button, a pop-up dialog box will show on the
screen.
b.Click on the Yes button to reboot your PC.
You have now completely uninstalled the previous version of the Bluetooth software.
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Installing the Bluetooth software:

Be sure to install the Bluetooth software prior to plugging in the USB
Adapter to a USB port. If you have connected the Bluetooth adapter to your
computer, please remove it, cancel any hardware wizards that may show
up, restart your computer and start here.

1)
2)
3)

4)

5)

6)

8)

9)

Close any open programs and insert the Driver CD into your CD-ROM Drive.
The Autorun screen will appear. Click on Install Bluetooth Software.
The Welcome screen informs you that the WIDCOMM Bluetooth Software
Setup program is ready to begin. Click on the Next button.
In the License Agreement screen, click on the radio button to the left of |
accept the terms in the license agreement. Click on the Next button.
In the Device Information screen:

a. Enter adevice name

b. Select a device type

c. Click on the Next button.
In the Destination Folder screen you are asked to confirm the Destination
Folder for the application software. If you would like, you may change the
destination folder to another location as the directory. Click on the Next button.
The Ready to Install the Program screen informs you that the driver is ready for
installation. Click on the Install button to continue.
Note: Please click on the OK button from the Driver Signature Notice dialog
box to proceed with driver installation in Windows 2000 and XP operating
systems.
When the files have been copied, you will be presented with a screen informing
of its completion.

a. Click onthe Finish button, a pop-up dialog box will show on the screen.

b. Click the Yes button to reboot your PC.

After you reboot your PC, the Bluetooth Icon | will reside in the Windows
system tray.
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Hardware Installation

The Bluetooth USB Adapter is plug-&-play. After you have the software installed and
have rebooted your PC, you can plug the Bluetooth USB Adapter directly into your
laptop’s or desktop’s USB port. Or you can plug one end of the USB cable to your
computer and plug the Bluetooth USB Adapter to the other end of the USB cable.

When you plug the USB Adapter to the USB port, the green LED on the USB Adapter
should light up.

You may be prompted by a “Add New Hardware Wizard”, Click “Next” on each screen
with the driver CD in your CD-ROM drive to finalize the installation.

Note: The system will show a series of configuration messages in the Windows
system tray only when you have the software and hardware installed for the first
time. When you unplug and plug the USB Adapter subsequently, the system
won't show the above bubble messages again.
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Introduction to Bluetooth Software

The Bluetooth Software is the solution for the seamless integration of Bluetooth
technology into personal computers. The software provides an easy interface to
manage the Bluetooth Adapter.

Introduction to Bluetooth Software

Most Bluetooth-enabled devices have the capability to act as:
» A Bluetooth server—these devices provide one or more services, such as
access to the Internet, to other Bluetooth devices.
» A Bluetooth client—these devices use the service(s) provided by Bluetooth
servers.

Bluetooth devices that can act as both server and client can often do both at the
same time.
The Bluetooth software provides:
» Clients with the means:
o To locate other Bluetooth devices in the immediate vicinity (inquiry)
o Discover the services that those devices offer (discovery)
o Connectto, use, and disconnect from those services.
» Servers with the means to include/exclude individual services in the list of
services they provide to clients.
» Extensive security, including:
o0 Authorization
o Authentication
o Encryption
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The services supported by Bluetooth Software are:

* Bluetooth Serial Port - establishes a Bluetooth wireless connection
between two devices. The connection may be used by applications as
though a physical serial cable connected the devices.

» Dial-up Networking - allows a Bluetooth client to use a modem that is
physically attached to the Bluetooth server.

» Fax - allows a Bluetooth client to wirelessly send a fax using a device that is
physically attached to the Bluetooth server.

» File Transfer - establishes a Bluetooth wireless connection that allows your
computer to perform file system operations on another Bluetooth-enabled
device—browse, drag/drop, open, print, cut/copy, paste, delete, rename,
etc.

» Information Exchange - establishes a Bluetooth wireless connection
between two devices so that they can exchange personal information
manager data such as business cards, calendar items, email messages,
and notes.

* Information Synchronization - establishes a Bluetooth wireless connection
between two devices and uses the connection to synchronize Personal
Information Manager data between the two devices.

* Network Access - establishes a Bluetooth wireless connection between the
client and a server that is physically connected to the Local Area Network. If
the client has permission (user name and password for the LAN), the
wireless connection can be used as if the client were hardwired to the LAN.

Note: All Bluetooth servers do not necessarily provide all of these services.

To determine the services provided by a Bluetooth device:

1. On the client, in the Folders panel of My Bluetooth Places, select Entire
Bluetooth Neighborhood.

2. In the right panel of Entire Bluetooth Neighborhood, right-click anywhere except
on a device name and select Refresh from the pop-up menu.

3. In the Folders panel of My Bluetooth Places, right-click a device and select
Discover Available Services from the pop-up menu to update the available
services list. The available services will be displayed in the right panel of My
Bluetooth Places.

10
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Bluetooth Device Identity

Every Bluetooth device has an unique 48-bit binary Bluetooth Device Address (BDA)

burned into its EEPROM (embedded into the device). This address cannot be

changed by the end-user.

A device’s BDA is usually displayed in hexadecimal format; 00:D0:B7:03:2E:9F is a

valid BDA.

Each Bluetooth device also has an operator-configurable, user-friendly name to help
distinguish it from other Bluetooth devices. The user-friendly name may be up to 99

alphanumeric characters in length and may contain spaces. My Personal

Computer is a valid user-friendly name.

Icons Used For Bluetooth Devices and Services

Bluetooth icons provide at-a-glance feedback about a device or service’s status by

changing color.

* Device icons for Windows 98SE, 2K and ME.

Name Normal Connected Paired
Desktop

Laptop e
Modem

Hetwork Access Point

Personal Digital Assistant

Printer

Telephone

Unknown

® | [ = B DS
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» Device icons for Windows XP.

Hame Normal Connected
Desktop %J %
€ B
Modem {:} E ?
— —
Network Access Point @ g}

3

Personal Digital Assistant

Printer

Telephone

Unknown Device @

W e 80 PV |0

ag{ oo B

Service icons are gray or yellow in color (or gray with yellow accents) in their
“normal” state. In the “connected” state the primary color of the icon (gray or yellow)
changes to green.
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Service icons for Windows 98SE, 2K and ME.

Name Hormal Connected Hot Available®

Dial-up Networking

Fax

File Transfer

Information Exchange

Network Access

S L.

Serial Port 3 :
=0, .2

L& L&

Synchronization

'_
X
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* Service icons for Windows XP.

Hame Hormal Connected Mot Availahle™

o

Dial-up Networking

Fax @
©°

File Transfer
Information Exchange '{:
Network Access ‘:I g,

SEARITE

.
~
#

N
&S|

Serial Port @

Synchronization

Services may be unavailable because they are in use or because the necessary
hardware (such as a modem for Dial-up Networking) is not installed.

Bluetooth Software Basic Operations

Find Bluetooth Devices

You can double click on the Bluetooth icon |ﬂ in the Windows system tray or

3

double click on the My Bluetooth Places [itsEEEEY

Plares

on your desktop to launch

the My Bluetooth Places Explorer.
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E¥ My Bluetooth Places

=10l x|

J File Edit Wiew Blustooth  Favorites  Tools  Help

HBack + = - l@Snaarch
J |

%FDHE[’S @Histnry | c‘;"o E| » | =

J.ﬁ.ddress My Bluetooth Flaces j 6o
Faolders X LEB I —1 Al g@
m Deskiap _ ==t s
@ My Documents = My Device Entire
__ 3 My Computer Bluetooth ...
t- {2 My Metwork Places
T~ Recycle Bin |@
B3 Internet Explorer
: Add Bluetooth
g My Blugkookh Places Connection
My Bluetooth Flaces
Folder displays local and
rernote Hloetooth desices,
wElect an ern 1o wiew its
dEscription.
=
|Entire Bluetooth Neighborhood v

Bluetooth Software Explorer
Open the Bluetooth menu from the above screen and select Search for Devices.
The system will start to look for Bluetooth devices in the vicinity and display the

devices it finds in the right panel of My Bluetooth Places.
The Bluetooth Software can be configured to automatically search for devices on a
regular basis. From Configuration Panel/Discovery Tab, check the box of “Look for
other Bluetooth devices”. You can set a searching time so that the device will

search other Bluetooth devices at a regular time.
Note: If you find that some devices are within connection range but do not show up
in the list of devices found, the possible causes are:
* Your device is configured to report only specific types or classes of devices
¢ The unlisted device is configured to be non-discoverable
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Find a Service

In the Folders panel of My Bluetooth Explorer, right-click on the device name and
select Discover Available Services from the pop-up menu. The services the device
provides will show up in the right panel.

In the Folders panel of My Bluetooth Explorer, right-click on the device name and
select Discover Available Services from the pop-up menu. The services the
device provides will show up in the right panel.

Fle Edt View Bletooth Favorites Tooks Help -
- - . —_— - - e
$pack =+ - Z] | Disearch | Daroiders FHstory | & 53 5% X & |E -
] Address |E) My Bluetaoth Places\Entire Bluetocoth Meighborhood\CHIALING j prD
- ] T oA |” - -
Folders x Lg L — 3 =
:_ﬂ Deskiop
5 ﬁ My Documents ! Blustoath Inbioee
i % My Compuber Serial Port
+-(SF My Network Flaces -H Y
" L
Recycle Bin Ly I
Internet Explorer Network Public Fold
| ublic Folder
E My Bluetooth Places _ Access

= f_'-!' Entire Blustackh Meighborhacd

@ bl CHIALING Device - CHIALING
& My Device
Folder displays available
services for the device,
Select a service 1 ViEw it
descrintion hl

Devics : CHIALING

Bluetooth Software Explorer — Available Services

The services supported by Bluetooth software are:

* Bluetooth Serial Port - establishes a Bluetooth wireless connection between
two devices. The connection may be used by applications as though a physical
serial cable connected the devices.

» Dial-up Networking - allows a Bluetooth client to use a modem that is
physically attached to the Bluetooth server.

e Fax - allows a Bluetooth client to wirelessly send a fax using a device that is
physically attached to the Bluetooth server.

» File Transfer - establishes a Bluetooth wireless connection that allows your
computer to perform file system operations on another Bluetooth-enabled
device—browse, drag/drop, open, print, cut/copy, paste, delete, rename, etc.

* Information Exchange - establishes a Bluetooth wireless connection between
two devices so that they can exchange personal information manager (PIM) data

16 such as business cards, calendar items, email messages, and notes.
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Information Synchronization - establishes a Bluetooth wireless connection
between two devices and uses the connection to synchronize Personal
Information Manager data between the two devices.

Network Access - establishes a Bluetooth wireless connection between the

client and a server that is physically connected to the Local Area Network. If the
client has permission (user name and password for the LAN), the wireless
connection can be used as if the client were hardwired to the LAN.

Note: All Bluetooth servers do not necessarily provide all of these services. For

example, network gateways only provide access to the Local Area Network (the

Network Access service).

Setup a New Connection

Through the connection wizard, you can walk through the process of setting up a
new Bluetooth connection with another device. You can double click on the Add
Bluetooth Connection shortcut in the right panel of My Bluetooth Places or right-
click on the Bluetooth icon in the Windows system tray, select Services from the
pop-up menu, and then select Connection Wizard from the submenu.

Setup a new connection
1. On the first Connection Wizard screen:

a) In the Select a Service drop-down menu, select the type of connection that
will be established. (The specific service will be selected later, if necessary.)
b) In the “Select a device that provides the service” drop-down menu, select
the device that will provide the service. (To update the list of devices
displayed, click the Search Devices... button.)

c¢) Optional: select the “Require secure encrypted connection” option to
enable an Authentication and Encryption for this connection.

2. Click the Next button:

If more than one service of the type selected in the Select a Service drop-
down menu (above) exists on the selected device, for example, multiple
Bluetooth Serial Ports, then the Select Bluetooth Service dialog box
appears. Select the specific service to be used, and then click the OK
button to close the Select Bluetooth Service dialog box.

If only one service of the type selected in the Select a Service drop-down
menu (above) exists on the selected device, the next Connection Wizard
screen appears.

3. If “Require secure encrypted connection” was selected above, a security screen
may appear:

17
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To establish a paired relationship with the remote device while using this
wizard, enter your Personal Identification Number in the PIN Code field of the
security screen, and then click the Next button.

To establish the paired relationship with the remote device the first time this
connection is used, leave the PIN Code field blank in the security screen,
and click the Next button.

Note: The Security screen WILL NOT appear if the devices have been
paired.

4. On the last Connection Wizard screen:

The top of the screen provides basic information about the new connection—
the name of the device that will provide the service and the name of the
service that will be provided. If this information is NOT correct, click the
Back button to return to the previous screen, and from that screen select
the correct service and device.

In the “Connection Name:” field, enter a descriptive hame for the connection,
for example, “BT Serial Connection to Andy’s Desktop.”

Bluetooth Tray

The Bluetooth Tray icon | resides in the Windows System Tray, which is
normally located in the lower-right corner of the screen. Bluetooth Tray provides fast
access to many routine Bluetooth operations.

From the Bluetooth Tray you can:

18

Access My Bluetooth Places - double-click the Bluetooth icon.

Access the Bluetooth Configuration Panel - right-click the Bluetooth
icon, select Setup, and then select Configuration from the submenu.
Access the Bluetooth Security dialog box - right-click the Bluetooth
icon, select Setup, and then select Security from the submenu.

Access the Bluetooth Connection Wizard - right-click the Bluetooth icon,
select Services, and then select Connection Wizard from the submenu.
Exchange Business Cards with another Bluetooth Computer - right-
click the Bluetooth icon, select Services, and then select Business Card
Exchange from the submenu.

Search for, and connect to, a specific service - right-click the Bluetooth
icon, select Services, and then select the desired service from the
submenu. An additional submenu will appear that contains one or more
options, including:

Find Devices...

or

Other Devices and one or more device names. The device hame(s) will be
present if this computer has used this service, and connected via this
technique, at least once before. If a device name is present in the submenu,
selecting that device will re-initialize the connection.
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The services that can be searched for and connected to from the Bluetooth Tray
are:

¢ Bluetooth Serial Port(s)

«  Dial-up Networking

«  Fax

e File Transfer

¢ Information Synchronization

* Network Access.

Send to Bluetooth

This feature is used to send information to another Bluetooth device. Data types
include:

*  Files from Microsoft Explorer
« Documents from Microsoft Office applications, including:

o Word
o Excel
o Access

0 PowerPoint.
« Contacts, appointments, tasks, messages, and notes from Microsoft
Outlook.

To use Send to Bluetooth
In the application:
* Microsoft Explorer - select one or more files to be transferred. Folders
cannot be transferred.
« Microsoft Office - only the document in the active window can be
transferred.
* Microsoft Outlook - select one or more items to be transferred.
From Microsoft Explorer, go to the File menu, select Send To and then
select Bluetooth from the fly-out menu.
Select Others to display the Select Device dialog box,
Or...
Select a device from the sub-menu.
Click the OK button to send the data. A dialog box displays progress.

19
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Client Applications

Network Access

The Network Access service permits a Bluetooth client to use a Local Area Network
connection that is physically attached to another Bluetooth device (the server).
Possible Network Access servers include:

» Bluetooth-enabled computers that have a hardwired Ethernet connection.

» Stand-alone Bluetooth Network Access Points.
The Bluetooth server must be specifically configured to provide the Network Access
service.
Note: After a Bluetooth device is configured as a Network Access server it cannot
act as a Network Access client until it has been re-configured to act as a Network
Access client.

Network Access Server-side Setup for Windows2000
You must configure one computer to serve as a Bluetooth server, and then other Bluetooth
client devices in the vicinity can access available services the server provides. Being a
Bluetooth Network Access server, the computer must have a hardwired Ethernet
connection and be specifically configured to provide the Network Access service.

» From the Windows Start menu scroll to Settings and select Control Panel.
On the Control Panel screen, double click on the Network and Dial-up
Connections.

* Onthe Network and Dial-up Connections screen, right-click on the Local
Area Connection icon, and select Properties from the pop-up menu.

* Onthe Local Area Connection Properties screen, click on the Sharing
tab; select Enable Internet Connection Sharing for this connection and
click on the OK button to close the screen.

Now, you have successfully configured your PC or laptop to the Bluetooth server so
Bluetooth client devices in the vicinity can link to the Bluetooth server.

Network Access Server-side Setup for WindowsXP:

* From the Start menu scroll to Control Panel. In the Control Panel screen,
double click on the Network and Dial-up Connections icon.

* Onthe Network and Dial-up Connections screen, right-click on the Local
Area Connection icon, and select Properties from the pop-up menu.

 Onthe Local Area Connection Properties screen, click on the Advanced
tab; select Enable Internet Connection Sharing for this connection and
click on the OK button to close the screen.

20
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Network Access Server-side Setup for Windows 98SE & Windows ME:
If the Bluetooth sever is running in Windows 98SE or Windows ME, you have to install
an Internet Protocol Routing software. There are lots of trial versions of Internet Protocol
Routing software in the Internet. For example: A downloadable trial version of Sygate
Home Network is available on the Sygate Technologies Inc. website at http://www.

sygate.com/.

Installing and configuring the Sygate Home Network:

Please follow the on-screen descriptions to install the Sygate Home Network.

Note: check the box of Server Mode on the Installation Setting dialog box

during installation.

Click on the OK button from the Sygate Network Diagnostics screen.

Click on the Yes button from the Reboot dialog box to restart your computer.
After you reboot your PC, click on the OK button from the Thank You For
Trying Sygate screen. The Sygate Manager screen will show up.

ate hanay _|- _||:| EI
Service Dial-up Tools View Help
L m,
= & =7 @D I+
Stop [ial Resources Help Advanced..
SYGATE"Home Network
ATATUS
Comnection Type ;. High-Speed Connection
Internet Sharing ©  Oiline
Eeady )

» Click on the Advanced button from the Sygate Manager screen and click on

the Configuration icon. The Configuration screen will show up.
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Configuration x|

—Direct Internet / ISP Commections —————————————— Local Network Connections
" Luto-detect " Autn-detect
" Dial up o velect mamually
f* Ethernet |0001 : D-Link DFE-530TH PCI Fast x| 0000 : Bluetooth PAN Driver =l
Uaﬁwa}’”-] PRSI = A 11N PR ek 2 IS = |
— Dialup Settings —aingle NIC Mode Settings
= #Lﬁt;maﬁcs]l}r dtilal mstedisllilp enh'y;;gted below [~ Use Single NIC mode
v 1e iz no active fnternet commection ;
Dk QD s o ol Gateway TP for intermal network
Dialup entroyr list I
Add | — Oiptioms
— Ll [~ Autn-detect newer versinn
oz 0o || | P Enable Intemet Sharing At Stactup
Hilit | I Iv_Enable Address server (DHCE) |
[~ Emnahle Activity Log
[™ Wever hang-up [ Enable Enhanced Security
Awormnatically disconnect the current dislup connection .
after Iw seconds idle Hine " Enablle DNS Forwerding
[~ Ensble Built-in SockS Server

Cancel | Advanced... |

 In the right panel of the Configuration screen, choose Select Manually from
Local Network Connections and select the 0000:Bluetooth PAN Driver. Be
sure to check the Enable Address Server (DHCP) from the Options item.
» On the left side of the Configuration screen, check Ethernet and select the
LAN card the PC is using.
Now, you have successfully configured your PC or laptop to the Bluetooth server so
Bluetooth client devices in the vicinity can link to the Bluetooth server.

Bluetooth Serial Port

The Bluetooth Serial Port service allows two Bluetooth devices to establish a
wireless connection through virtual communications ports and then use that
connection as if it were a hardwired serial cable between the devices.

To establish a Bluetooth serial port connection:
Connections are initiated from the client:
1. On the client, in the Folders panel of My Bluetooth Places, select Entire
Bluetooth Neighborhood.

22
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2. In the right panel of Entire Bluetooth Neighborhood, right-click anywhere
except on a device nhame and select Refresh from the pop-up menu.

3. In the Folders panel of My Bluetooth Places, right-click the server to which

you wish to connect and select Discover Available Services from the pop-up
menu to update the available services list. The available services will be displayed
in the right panel of My Bluetooth Places.

Fle Edt View Biuetooth Favorites Toos  Help K3
“pack + <+ - [E | Qsearch | Tifoiders Fristory | & 52 B X & H -
] Address |R My Bluetooth Places\Entire Blustooth Meighborbood\CHIALING ﬂ fD‘GD
Folders x . 'Jv—j "‘i&:
m Desktop LEB L =
H g My Documents ! Bluetooth Inbioe
1458 My Computer Serial Port
+ {55 My Network Flaces \
% Recyele Bin -L_H_;r" I
Intermet Explorer ]
L My Bhuetocth Places F:lﬁetmrk Public Folder
= 4 coess
= _ﬂ_v‘ Entire Bluetookh Meighborhood
E3 = CHiaLING Devace - CHIALING
B My Device
Folder displaws available
services for the devics,
Select a service to view its
dezcrintion el
|pevice : CHIALING v

Bluetooth Software Explorer — Available Services

4. In the right panel of My Bluetooth Places, double-click Bluetooth Serial Port.
A dialog box appears that contains the communications port number assigned to
this connection by the client. The application that will use this connection must
be configured to send data to this port.
Depending on the security configuration, the dialog box that provides
communications port information may not appear until after Authentication and
Authorization have been accomplished.
The application on the server must be configured to use the correct
communications port.
To determine the communications port being used by the service:
» Onthe server, in the Folders panel of My Bluetooth Places, right-click My
Device and select Properties from the pop-up menu
* Inthe Bluetooth Configuration Panel, select the Local Services tab.
» Double-click the Bluetooth Serial Port service to display its Service
Properties dialog box. The Service Properties dialog box shows the

communications port the connection is using. 23
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To close a Bluetooth serial port connection
Connections are normally closed from the client:

* Onthe client, in the Folders panel of My Bluetooth Places, select (highlight)
the device that is providing the Bluetooth Serial Port service.

* Inthe right panel of My Bluetooth Places, right-click Bluetooth Serial Port and
then select Disconnect Bluetooth Serial Port from the pop-up menu.

Though not recommended, connections can also be closed from the server:

* Onthe server, in the Folders panel of My Bluetooth Places, select (highlight)
My Device.

* Inthe right panel of My Bluetooth Places, right-click Bluetooth Serial Port and
then select Stop to close the service. The service must be re-started before it
will be available to remote devices (right-click Bluetooth Serial Port and select
Start from the pop-up menu).

Dial-Up Networking

The Dial-up Networking service permits a Bluetooth client to use a modem that is
physically connected to a different Bluetooth device (the server).

After the Bluetooth wireless connection is established the client can use the
server's modem as if it were a local device on the client.

To establish a Dial-up Networking session
Connections are initiated from the client:
1. Onthe client, in the Folders panel of My Bluetooth Places, select Entire
Bluetooth Neighborhood.

2. Inthe right panel of Entire Bluetooth Neighborhood, right-click anywhere except

on a device name and select Refresh from the pop-up menu.

3. Inthe Folders panel of My Bluetooth Places, right-click the server that will
provide the Dial-up Networking Service and select Discover Available
Services from the pop-up menu to update the available services list. The
available services will be displayed in the right panel of My Bluetooth Places.

In the right panel of My Bluetooth Places, double-click Dial-up Networking.

In the Connect to dialog box, fill in your user name, password, and the phone
number to be dialed, and then click the Dial button. Select the Save Password
check box and the dialog box will not appear for subsequent connections to the
same phone number.

You can now open a web browser and connect to the Internet.

ok
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To close a Dial-up Networking connection
* Onthe client, in the Folders pane of My Bluetooth Places, select (highlight)
the device that is providing the Dial-up Networking service.
* Inthe right pane of My Bluetooth Places, right-click Dial-up Networking and
then select Disconnect Dial-up Networking from the pop-up menu.

FAX

The Fax service allows a Bluetooth client to wirelessly send a fax using a device
that is physically attached to a Bluetooth server.

Send a Fax

Connections are initiated from the client:

e Onthe client, in the Folders panel of My Bluetooth Places, select Entire
Bluetooth Neighborhood.

* Inthe right panel of Entire Bluetooth Neighborhood, right-click anywhere
except on a device name and select Refresh from the pop-up menu.

* Inthe Folders panel of My Bluetooth Places, right-click the server that will
provide the Fax service and select Discover Available Services from the
pop-up menu to update the available services list. The available services will
be displayed in the right panel of My Bluetooth Places.

* Inthe right panel of My Bluetooth Places, double-click Fax.

After the Fax connection is established, open or create the document to be faxed
and use the “Print” or “Send to FAX Recipient” option available in most
applications.

The Fax connection closes automatically when the transmission is complete.

File Transfer

The File Transfer service allows one Bluetooth device to perform file operations on

the default File Transfer directory (and the folders and files it contains) of another

Bluetooth device.

To perform an operation on a folder or file

On the machine from which the File Transfer service will be used:

1. Inthe Folders panel of My Bluetooth Places, select Entire Bluetooth
Neighborhood.

2. Intheright panel of Entire Bluetooth Neighborhood, right-click anywhere except
on a device name and select Refresh from the pop-up menu.
In the Folders panel of My Bluetooth Places, right-click the device you want to
transfer files with and select Discover Available Services from the pop-up

menu to update the available services list. The available services will be o5
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displayed in the right panel of My Bluetooth Places.

3. Inthe Folders panel of My Bluetooth Places, click the plus ( +) sign in front of
Public Folder to expand that folder. If there are additional folders inside the
expanded folder, those additional folders may have to be expanded.

Folder contents are displayed in the right panel of My Bluetooth Places.

Types of File Transfer operations
In the right panel of My Bluetooth Places, right-click a folder item and select an
option from the pop-up menu. A dialog box (the title varies, depending on the
operation being carried out) appears and the status line (bottom of the dialog box)
indicates the operational step that is being carried out.
The types of operations that can be accomplished are:
* Open:
o Files—are opened in the application associated with them.
o Folders—are expanded to show their contents.
0 Print—sends the selected server file to the client’s default printer.

* Sendto:

o 3.5" Floppy Drive—copies the selected item(s) from the server to the
client’'s 3.5" floppy drive.

o0 My Shared Folder—copies the selected item(s) from the server to the
default File Transfer folder on the client.

* Cut - copies a folder and its contents, or individually selected files in a folder,
to the Windows clipboard. When the clipboard contents are pasted to a new
location, the originally selected file(s) on the server are deleted.

» Copy - copies a folder and its contents, or individually selected files in a
folder, to the Windows clipboard.

» Delete - deletes selected file(s) and/or folder(s) on the server.

* Rename - allows you to change an empty folder’s name.

* Properties - displays the file or folder’s properties dialog box.

Other options may appear (depending on the context the menu appears in):
» Update - updates the contents of a folder
* New Folder - creates a new folder on the server
* Abort FTP Operation - aborts an in-process File Transfer operation.
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Information Exchange

The Information Exchange service provides a way to send and receive Microsoft
Outlook items to and from another Bluetooth device, such as a Personal Digital
Assistant or notebook computer.

Bluetooth Configurstion 2lx

Local Services I Client Applications I Hardweare I Yersion Info | Notifications |

General | Accessibdlity | Dissovery Information Exchange
— File Transfer
: = M Bhared Divectorr:
Icuments and Bettinggw0036'EInetooth Software'fip! Browss... |
—end Buosnes Card
Send Business Card on Fequest [ |
[ 5]
m v Business Card ;

I Browse... |

— Beceive Busines Card
* Save Objects tn Personal Information Manager [

I Inbox Directory:
IC:".DDcumﬁnts and Settingsw 1080 Bluetooth Softwar Browss |

Lrcept Business Cards v
Lecept Calendar Ttems v
Lcept Emadl Messages [v
Lecept Notes [
k. | Cancel Apply | Help |

Information Exchange Tab
The supported Outlook items are
» Business cards (*.vcf and *.vcd)
» Calendar entries (*.vcs)
* Notes (*.vnt)
» Messages (*.vmg)
There are three types of operations:
* Send—sends an object to another device.
* Receive—requests an object from another device.
» Exchange—sends a client object and receives a server object.
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The default location of your business card and the location where received items are
placed can be configured in the Bluetooth Configuration Panel.

To send, receive or exchange an object:
On the client, in the Folders panel of My Bluetooth Places, right-click the Inbox
icon of the remote device. Select an option from the pop-up menu. Business cards
are sent, received or exchanged without further intervention.
To send Calendar Items, Notes, and Messages, navigate to the folder that contains
the item you want to send, select the item, and then click Open.

Information Synchronization

The Information Synchronization service is used to synchronize information (e.g., a
Personal Information Manager database) between a Bluetooth client and a Bluetooth
server.
Bluetooth Software supports synchronization with devices that support IrMC v1.1
and exchange the v2.1 vCard format.
Four data types are supported:

* Business cards

» Calendaritems

» Email messages

* Notes
The first time Information Synchronization is used with a new application it may
take a few minutes to synchronize the database; the data from both devices must
be merged, duplicate entries deleted, and then the updated database copied back to
both devices.
Subsequent uses of Information Synchronization, for the same application, are
much faster— only the changes that have been made since the databases were last
synchronized must be exchanged.
Microsoft Outlook is the only Personal Information Manager supported in this
release of Bluetooth Software. Outlook permits duplicate entries, so all duplicates
may not be exchanged in the synchronization process.
Note: Only Outlook’s default contacts folder is synchronized. Items in sub-folders
are not synchronized. ltems that are moved from the default folder to a sub-folder
will appear to have been deleted when the next synchronization takes place.

Use Information Synchronization
* Onthe client, in the Folders panel of My Bluetooth Places, select Entire
Bluetooth Neighborhood.
* Inthe right panel of Entire Bluetooth Neighborhood, right-click anywhere
except on a device name and select Refresh from the pop-up menu.
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* Inthe Folders panel of My Bluetooth Places, right-click the server with which
you will synchronize and select Discover Available Services from the pop-
up menu to update the available services list. The available services will be
displayed in the right panel of My Bluetooth Places.

* Inthe right panel of My Bluetooth Places, double-click Information
Synchronization.

A dialog box displays synchronization progress and, when the process is complete,
indicates that synchronization has successfully completed.
The connection closes automatically when synchronization is complete.

Local Services

Local Services are those services that a Bluetooth server is capable of providing.
The services provided by Bluetooth Software are:

*  Bluetooth Serial Port

» Dial-Up Networking

»  Fax

* File Transfer

* Information Exchange

» Information Synchronization

* Network Access
The names of all the services are displayed even though the server may not be
capable of supporting all services. For example, when a server provides a service
that is hardware-dependent, that server must be capable of local action, i.e., a Dial-
up Networking server must have a working modem, a Fax server must have a
functional fax modem, and a Network Access server must be physically connected
to the Local Area Network.
All services start automatically by default when Bluetooth Software is initialized.
Automatic start-up can be turned off for individual services (Go to Bluetooth
Configuration Panel >Local Services tab > double-click the service name.) If a
service is not configured to start automatically it can still be started manually (right-
click the service and select Start from the pop-up menu).

Stop a local service
Right-click the service and select Stop from the pop-up menu. Stopped services are
not available for use by clients.
With Local Device selected, the Details view of Explorer provides basic information
about each local service:
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»  Service—the name of the service
» Startup—Automatic or Manual
» Status:
o0 Started(COM#)—the service is running and ready to use COM#
o Not Started—the service is not running (not available to clients)
o0 Connected(COM#)—the service is in use, the local port is COM#
» Device name if connected:
o Empty field—the service is not connected
o Adevice name and/or Bluetooth Device Address - identifies the device
that is using the service.
To interrupt a connection from the server side:
» Right-click the local service and select Stop from the pop-up menu.
* Right-click the local service and select Start from the pop-up menu to re-start
the service.
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Configuration Panel

The Bluetooth Configuration Panel provides access to settings for Bluetooth
services, hardware and security and for event notification.

Access the Bluetooth Configuration Panel

From the Windows Control Panel, double-click on the Bluetooth Configuration icon.

In the Windows System Tray, right-click the Bluetooth icon, select Setup and then

-0r-

Configuration from the fly-out menu.

LE )

Bluetooth Configuration

General l Accessbity |  Discovery | Information Exchange

|id==ritity

Enter a unique name in the Computer Mame held. This name will be
displaped to other Blustaoth devices in the araa

Cornputer nanms: | D-Link

Compastsr type: | Desktop :I

21 x|

Local Services | Client Applhications | Hardwans | Wersion Inlo | Netilications I

High: All Bluetooth devices attempling to connect lo any service provided
" b this computer must provide a pazsword before the connection
T procesads, &l dala sxchanged between this computer and the connscting
Bluetoothy device 15 encippled,

Medium: |ndvidual sarvices provided by this computer can be conliguied
to require a password before allowing the connection to procesd.
Encigption can be enshled on a sarvce-by-service batis Secunty o
individual services can be configured mom the Local Servces tab of the
Bluetooth Configuration Panel,

Secuity mode: |Medium =|

[ ok | comesl | appy | Hep
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Accessibility TAB

Accessibility Configuration Settings

The Accessibility tab of the Bluetooth Configuration Panel lets you specify which
remote devices may access this computer.

21x]
Local Services | Client Applications I Haudweare I Verdon Info I Notifications |
Creneral Lccessibility | Driszovery | Information Exchange
% apecify which individnal devices have access to this computer.
Let other Bluetooth dewvices discover this computer. v
Allow: | A1 devices to connect. ;I
AddDevice | Dbt |
k. Cancel | Apply | Help |

Accessibility Tab
Note: Security settings configured in the General, Local Services, and Client
Applications tabs may also affect which devices have access to this computer.

» Allow other devices to discover this computer: Select “Let other
Bluetooth devices discover this computer” to permit remote Bluetooth
devices to find and report this computer. If “Allow No devices to connect”
(below) is selected, this option is not available.

e Control the types of devices that are allowed to connect to this
computer:

From the Allow drop-down-menu, select:
o All devices to connect—all remote devices are permitted to connect to

this computer.
32
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o No devices to connect—no remote devices are permitted to initiate a
connection with this computer. However, this computer can still initiate
connections (as a client) with remote Bluetooth devices.

0 Only-paired devices to connect—only devices that have been paired
with this computer are allowed to connect to it.

0 Only devices listed below to connect—only the listed devices are
allowed to connect to this computer (see Accessibility, adding and
deleting devices).

Adding and Deleting Devices
Limit access to your computer to specific remote devices
From the Bluetooth Configuration Panel, Accessibility tab, in the Allow drop-down
list box, select “Only devices listed below”.
Add a device to the list of devices allowed to connect:
» From the Bluetooth Configuration Panel, Accessibility tab, click the Add
Device button.

Il .4
Zelect the specific Blnetooth dewices that have permisson to access thiz
computer.
& CHIALING

OK | Comsel |

Accessibility Tab- Add Devices
* Inthe Devices with access... dialog box select the device(s) and click OK.
» Multiple devices can be selected at the same time using SHIFT + click and/or
CTRL + click.
Delete a device from the list of devices allowed to connect:
From the Bluetooth Configuration Panel, go to the Accessibility tab. In the list of
devices allowed to connect, click the name of the device to be removed, then
click Delete.
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Discovery TAB

Discover Configuration Settings

The settings on the Discovery tab of the Bluetooth Configuration Panel determine
whether your computer looks for other Bluetooth devices automatically, how often it
looks and what type of devices it looks for.

Ell1.1.Etl:n:r'Fl.'__L:*.$". ] ﬂﬂ
Local Services | Client Applications | Hardware | Wersion Info | Notifications
General | Accessibility Discavery | Information Exchange

Bpecify the specific devices, classes of devices or twpes of devices within
-&hl a clage that thiz computer shovld discover and repoit.

v Look for other Blugtooth devices  Ewery I 10 e

IRepu:-rt all Blugtooth dewvices ;I

Filter Tvpe | Detadls

4| |+

idd Device | Delete |

] Cancel | Apply | Help |

Discovery Tab

Periodic Search for Devices
When “Look for other Bluetooth devices” is selected, Bluetooth for Windows
automatically searches for devices every X minutes. X is an integer from 1 to 60. To
change the time between auto inquiries, highlight the existing time and enter the
new time.
Note: When My Bluetooth Places is first opened it performs an initial automatic
search for devices even if “Look for other Bluetooth devices” is not enabled.
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Determine the devices that will be reported
Bluetooth for Windows can screen out devices that you do not need access to.
The options are:
* Report all Bluetooth devices
* Report only selected Bluetooth devices
Select the desired option from the drop-down list.

Discovery, Adding Specific Devices

Limit the type of remote devices reported
Bluetooth for Windows can report only specific devices, specific class(es) of device
(s), or specific type(s) of device(s) within a class. Discovered devices can be mixed-
and-matched; you can discover one or more specific devices, classes of devices and
types of devices within a class at the same time.
Note: When Bluetooth for Windows is configured to report only specific devices, it
reports ONLY those devices.

Report only specific devices
» From the Bluetooth Configuration Panel, on the Discovery tab, select
“Report only Selected Bluetooth devices” from the drop-down list and
then click the Add Device button.

Belect specific devices that thiz computer iz able to discover:

 A1ow thiz computer fo discover onky these devices.

e Bllovy this computer to discover all devices of a specific class or a specific
twpe of device within a specific class.

Clazs: ICDmputer ll T}TE:ID&skt:up Workstation ll

0K | Comeel |
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Discovery Tab — Discoverable Devices
* Inthe Discoverable devices... dialog box, highlight the device to be
discovered and click the OK button. Multiple devices can be selected at the
same time using SHIFT + click and/or CTRL + Click.

Note: To add a device to the list of devices to be discovered, that device must
be within range of the Bluetooth radio; devices that are not within radio range will
not appear in the list of devices in the Discoverable devices... dialog box.

Report only a specific class of device
» From the Bluetooth Configuration Panel, in the Discovery tab, select
“Report only Selected Bluetooth devices” from the drop-down list and then

click the Add Device button.

* |nthe Discoverable devices... dialog box, select “Allow this computer to
discover all devices of a specific class or a specific type of device
within a specific class.”

Discoversble devic 21 x|
select specific devices that thiz computer 12 able to dizcover:

¢ Allow this computer to discover only thess devices.

[ CHIALING

e Ao thiz conmyputer to discover all devices of a zpecific class or a specific
twpe of device within a specific class.

Class: lCu:umputer j T}"P'33|Deskh:|p Workstation _ﬂ

oK | Camcel |

Discovery Tab — Discoverable Devices
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* From the Class drop-down list, select a class of devices to be discovered.
* Click the OK button.

Report only a specific type of device within a class
»  Configure Bluetooth for Windows to report the class of device to which the
type of device belongs (follow the steps in “Report only a specific class of
device,” above, but do NOT click OK.)
* Inthe Discoverable devices... dialog box, from the Type drop-down menu
select the specific type of device to be reported.
e Click OK.

Discovery, Deleting Specific Devices

Remove a device from the list of devices to be discovered
In the Bluetooth Configuration Panel, select the Discovery tab, select the device to
be removed and click Delete.
Note: If “Report only selected Bluetooth devices” is not selected, the Delete button
will not be available.

Temporarily override the discovery of specific devices
In the Bluetooth Configuration Panel, from the Discovery tab, select “Report all
Bluetooth devices.” The specifically selected devices will be discovered along with
all other devices.
To re-enable specific device discovery re-select “Report only selected Bluetooth
devices.”
Note: When all devices are deleted an error message will appear if “Report all
Bluetooth devices” is not selected.

General Configuration Settings

The settings on the General tab of the Bluetooth Configuration Panel determine device
properties and basic system security settings.
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Bluetooth Configuration

P

Local Services | Client dpplications | Haidware | Vessionlnio | Matiications |
General | Arces iy ] Discowven | | rtarmation Exchange

~ Identity

Enter & unigue name i the Computer Mame higld. This name will be
displaped to other Blustooth devices in the arsa.

Cormputar nams: | D-Link

Caomputer type: |Deskt:|p EI

— Security
High: All Bluetacth devices attempling io connect bo any service provided

& by s computer must provide a password before the conmection

i procesds, &ll dalas sxchangad between this computer and the connecting
Blustooth device 12 encippted,
Median: |Pdvidual seivices pravided by this computer can be conliguied
to require a password before allowing the connection to procesd
Eneryption can be enabled on & service-by-service basiz S ecunty for
individual services can be configured from the Local 5 ervices tab of the
Bluetooth Configuration Fanel

Secuity mode: IHedium "'I

[ ok | comesr | appy Help

21x|

General Tab

Identity section

« Computer Name- enter a unique name to identify this computer to other

Bluetooth devices in the vicinity; this field cannot be left blank.

« Computer type- select either Desktop or Laptop from the drop-down menu to
help identify this computer to other Bluetooth devices in the vicinity.

Bluetooth Security Section

« High-requires Bluetooth devices to authenticate (enter a Personal
Identification Number (PIN)) before allowing a connection to be established.
Your computer and the connected Bluetooth device will exchange data using

encrypted links.
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* Medium-the default security setting is configured at the service-level. Service

level security means that each individual service must have its security
settings (Authentication, Authorization and Encryption) set independently.

Note: If the security mode is Medium and service-level security is not configured,
any Bluetooth device will be able to discover your computer and use it services.

Hardware Configuration

The Hardware tab of the Bluetooth Configuration Panel provides basic information
about the Bluetooth hardware installed on this computer and access to the Advanced

Settings dialog box, if required:

Eluetooth Confizn 2] x
Laocal Services | Client Applications | Hard ware | Werson Infa | Watifications
Creneral I Accezsbility Dizeovery | Information Exchange

apecify the specific devices, clases of devices or types of devices within

.&hl a class that this computer shonld dismover and repoit.

[¥ Look for other Elugtooth devices  Ewvery I 10 minutes

IRel:u:urt all Bluetooth devices ;I
Filter Type | Dietails
1| |+

i Device | Delete |
k. Cancel | Apply | Help |
Hardware Tab
» Devices:

o Name: the name of the device

o Type: the type of device, e.g., USB.
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» Device Properties:

(0]

Manufacturer: the name of the company that manufactured the
device selected in the Devices section of this dialog box.

Firmware Revision: the manufacturer’s firmware version number.

Device status: indicates that the device is operating properly or that
there is a problem/conflict.

Device Address: the Bluetooth Device Address (BDA or BD_Addr)
programmed into this device when it was manufactured.

HCI Version: the version number of the Bluetooth Specification that
the Host Controller Interface complies with.

HCI Revision: the revision number of the Bluetooth Specification that
the Host Controller Interface complies with.

LMP Version: the version number of the Bluetooth Specification that
the Link Manager Protocol complies with.

LMP Sub Version: the sub-version number of the Bluetooth
Specification that the Link Manager Protocol complies with.

e« The Advanced button: displays the Advanced Settings dialog box, which
allows you to select the country code and transmission power settings. This

option is not available on all systems.
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Hardware Advanced Settings Dialog Box

When available, this dialog box is reached from the Hardware tab of the Bluetooth

Configuration Panel.
Depending on the country in which the hardware is sold and/or in which it will be
used, the Advanced button may not be present.

Thiz page allows won to change hardware confignration for wonr dewvice.
Belect the country code and transmisHon povwer sethngs.

Manufactirer:; Tnkmnown (157

Conntor IIlIu:ur‘.h America, Eumope (except France), Japan ;I
Mazdinm Transmizson High -
Apply Cancel

Hardware Tab - Advanced
From this dialog box you can set the:

 Country Code:
o North America, Europe (except France), and Japan
o France and China

e Maximum Transmission Power:

o High
0 Medium
o Low.
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Click the Apply button to implement the changes. A dialog box appears with
notification that the Bluetooth device attached to this computer must be reset before
the change(s) will take effect.

e Click the Yes button to reset the Bluetooth device. All open Bluetooth
connections will be closed.

» Click the No button to save the changes -The changes will be applied the next
time the Bluetooth device is reset or restarted.

Information Exchange Configuration Settings

The settings on the Information Exchange tab of the Bluetooth Configuration Panel
allow you to configure the following:

Eluetooth Iiiicnrd'i_gt&'f:\"i{i ) d s

Local Services I Client Applications I Hardware Verzon Info | Notifications |

General | Accessibility | Dissovery Information Exchange
—File Transfer
: = I Bhared Directory:
Icu.mﬂnts and Settinggw01026'Bluetooth Softwareiftp! Brows .. |
—wend Busnes Card
Send Business Card on Beguest [
5]
m I Business Card ;

I Browss... |

—Receive Business Cand
* Bawve Ohjects in Personal Information Manager [ ]

M Inbox Directory:
IC:".DDcu.mﬂnts and Settingsw086'BInetooth Softwar Browss |

Accept Business Cards v
Accept Calendar Tems v
Accept Emedl Messages v
Accept Notes v
k. Cancel Apply | Help |
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Information Tab

» The highest-level directory on this computer that a remote device has
permission to access.

e The path to your electronic business card.

» The path to the directory that will be used to save incoming:
0 Business cards
o0 Notes
0 Messages

o Calendar items.

File Transfer
My Shared Directory: the directory configured in this section is the highest-level
directory to which a remote Bluetooth computer has access. This directory and its
sub directories are displayed in the remote device's My Bluetooth Places.
Click the Browse button and navigate to the directory that will be used as My
Shared Directory.

Send Business Card
My Business Card: the path to the directory on this computer that contains your
electronic business card.
Select the “Send Business Card on Request” option to allow remote devices to
obtain your business card.
Click the Browse button and navigate to the directory that contains your business
card.

Receive Business Card
My Inbox Directory: the path to the directory on this computer where inbound
Personal Information Manager items such as Business cards, Notes, Calendar
entries and messages will be saved.
Select the types of items you wish to accept by placing a checkmark in the
appropriate boxes, then click the Browse button and navigate to the directory where
they should be saved.
Select the “Save Object in Personal Information Manager” option to save
incoming objects directly in the PIM if you have installed the PIM application. When
this option is selected, the path specified in My Inbox Directory is not used.
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Local Services TAB

Local Services Configuration Settings
The settings on the Local Services tab of the Bluetooth Configuration Panel
determine the configuration of the services provided by your computer to remote
devices. Each service can be configured individually for security, name, and other
settings.
The Local Services tab also includes options to add and delete user-defined serial
services.

Bluetooth Co Jﬁ . il EI

(reneral | Aoessibility I Disovery I Information Exchange
Local Services | Clisnt Applications | Hardware | VersionInfo | Notificatinns

Diomble click a service name o et it security and start-up properties.

Specify the services that this commputer will provide to other Bluetoath devices.

Service Name | Startup | Authorization | Authentication | ]
Information Symchronization Anto...  NotEeguired NotBEequired ]
Fax Anto...  MNotEeguired NotEequired ]
File Transfer Anta...  NotEeguired NotBEequired ]
Information Exchange Anto...  MNotEeguired NotRequired ]
Dual-Tp MNetworking Auto...  NotReguired NotBReguired ]
Wetwork Lecess Anto.. NotEeguired NotEegquired ]
Bluetooth Serial Port Anto...  NotEeguired NotERequired ]

4] | 2

Add Serial Service |  Delete |

0k, | Cancel | Apply | Help |

Local Service Tab
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Bluetooth for Windows Local Service Names

Bluetooth Serial Port
Dial-Up Networking

Fax

File Transfer

Information Exchange
Information Synchronization

Network Access

Property settings which are common to all of the local services

Although each of these settings can be set individually for each service, all local
services have the setting for:

Authentication
Authorization
Encryption
Startup

Service Name

Some local services have additional property settings

Some services have an additional setting that is specific to that service.

Network Access - as an additional setting for the maximum number of
connections allowed at any time.

Dial-Up Networking - as an additional setting for selecting the modem that
will be used by the service.

Fax - as an additional setting for selecting the modem that will be used by
the service.

Bluetooth Serial Port - as an additional setting for selecting the
communications that will be used by the service.
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Local Device, Add A User Defined Bluetooth Serial Port

Most applications that use a serial connection can also use the wireless Bluetooth
Serial Port service to transfer data; the Bluetooth Serial Port is a replacement for the
physical cable and is transparent to the application.

Bluetooth for Windows has one pre-configured Bluetooth Serial Port, but additional
Bluetooth Serial Ports can be added when needed.

Add an additional Bluetooth Serial Port
« From the Bluetooth Configuration Panel, Local Services tab, click the Add

Serial Service button.
» Inthe Service Properties dialog box, modify the properties:
o Enter a unique name (less than 99 alphanumeric characters).
0 Select the appropriate security settings.
o If you want the service to start automatically when Bluetooth for Windows
initializes, select Startup.
o From the COM Port drop-down menu select a communications port that
is not assigned to any other service.
¢ Click OK.

Property settings which are common to all of the local services

Although each of these settings can be set individually for each service, all local
services have the setting for:

» Authentication
* Authorization
* Encryption

e Startup

* Service Name
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Some local services have additional property settings

Some services have an additional setting that is specific to that service.

* Network Access - as an additional setting for the maximum number of
connections allowed at any time.

» Dial-Up Networking - as an additional setting for selecting the modem that
will be used by the service.

e Fax - as an additional setting for selecting the modem that will be used by
the service.

» Bluetooth Serial Port - as an additional setting for selecting the
communications that will be used by the service.

Local Device, Remove a User Defined Bluetooth
Serial Port

From the Bluetooth Configuration Panel, Local Services tab, select (highlight) the
port to be removed and then click the Delete button.

Note: The Delete button is only available when the Bluetooth Serial Port service or a
user-defined serial port service is selected.
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Local Services Properties

Change local service properties
From the Configuration Control Panel, Local Services tab, double-click the service

name.

Make the changes by selecting or clearing the appropriate boxes and click the OK
button.
The service properties that may be changed are:

48

Startup - when enabled, starts the service when Bluetooth for Windows
initializes. The default setting is enabled. If Startup is not enabled the service
can still be started manually.

Authorization - when enabled, requires confirmation by the server operator
before a remote device is allowed to connect to this service. The default
setting is disabled. Authentication (see below) is automatically enabled when
Authorization is enabled.

Encryption - when enabled, encrypts data exchanged by the Bluetooth server
and the Bluetooth client. The default setting is disabled. Encryption applies to
the Bluetooth connection ONLY. Data transmitted to/from a modem, Local
Area Network, etc., is NOT affected by this setting.

Authentication is automatically enabled when Encryption is enabled.

Authentication - when enabled, requires that the client and server exchange
a passkey or Link Key before a connection is established. The default setting
is disabled. Devices are paired automatically when authentication is
complete.

Service Name - Enter a service name (one to 99 alphanumeric characters) in
this field. In most cases the default service name will serve. However, in
environments where there is more than one device of the same type or one
device provides more than one service of the same type (this is only possible
for the Bluetooth Serial Port service), the service name can be customized.
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Notifications TAB

Notifications Tab Configuration Settings
The Notifications tab of the Bluetooth Configuration Panel lets you associate a
sound (Windows *.wav file) with specific Bluetooth events.

Bluetooth Configurs ion. ilil
Creneral I A ceesmbiliby I Dismovery I Information Exchange |
Local Services | Client Applications | Hardware | Versdon Info  Notifications
Hotify Events
O PIN Code Luthentication Required |
O EBluetooth Portaccess
O Diel-Up service access
O Remote device ties to send FAX vsing your modem
O ERemote device ties to create network connection
O Eemote device tres to access your files e
O Eemote device tries o send you informetion iems -
a | »
Sound
Wame:
| None) [ || - | Euroeyrse |

k. | Cancel | Apply | Help

Notification Tab
Sounds can be associated on an individual basis with several events, including:

* When a PIN code is required
« When a remote device attempts to access:
o Files on this computer

0 A Bluetooth port
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0 The Dial-up network service
0 The LAN Access service
0 The Fax service.
» When a remote device attempts to send:

o Information items

0 Synchronization information.

Associate a sound with a Bluetooth event
From the Bluetooth Configuration Panel, Notifications tab:
* In the Notify column of the Events list, select the check box associated with
the event.
» Inthe Sound area of the Notifications tab, click the Browse button and
navigate to the sound file (*.wav) to be used for notification.
To preview the sound file, click the play (» |) button.
» Click the OK button to close the Bluetooth Configuration Panel.
Note: The sound will not play, even though it has been assigned, unless the Notify
check box is selected.
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Version Info Configuration

Version info

Blugtooth Configmration ilil
Creneral | Acoessbility I Discovery | Information Exchange
Local Services | Client Applications | Hardwsge — Version Info I Wotitications

Widcomm Bluetooth Zoftware 1.2.1.16 component versons:

Modnle Name | Versiomn |;
weid conumed kAl 121

whtapi.dll 1311

frmupgr sws 100

czhadll 200028

btepshelldll 1,0,0,1

btwush avs 159

btwpimif A1l 133

btwdndiz v 253

hitranr exe 253 —
btstackserver.exe 155

btelbeap s 125

bteend to_office d1 104

btsend to_notes.dll 103

bteendto_explorer.exe 101

btzec.dll 114

birez.dll 1214

bipiit. 128

LEE}F‘ SJ-?‘ISA n 1nNne& LI

Futtpe: e wrid comin com
0k, Cancel Apply | Help |

Version Info Tab
The Version Info tab of the Bluetooth Configuration Panel displays the name and
version number of the software components of Bluetooth for Windows.
There are no options to configure on this tab.
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Security

Security Introduction

Each service that the server provides can be configured to require:

» Authorization -The server operator must acknowledge all connection
attempts before a connection is established.

* Authentication -The server requires a Personal Identification Number (PIN)
code or a Link Key before a connection is established.

* Encryption - All data sent between the Bluetooth client and Bluetooth server
is encrypted. The encryption key is based on the Authentication Link Key;
Encryption requires that Authentication be enabled.

The default security setting for Authorization, Authentication and Encryption is
disabled.

Devices can also be paired, a process that eliminates the need to enter a PIN code
every time access is attempted.

Authentication

Authentication is used to verify identity; it requires a passkey or Link Key from the
remote device. When a remote device attempts access a visual and/or audio
warning notifies the local operator.
The local operator can open a dialog box that provides:
» The user-friendly name of the device attempting access
» The name of the local service that the remote device is attempting to access
» A place for the local operator to enter a passkey.
The operator of the remote system must enter the identical passkey or access is
denied.
If the notification is ignored, access is denied after a preset timeout.
When devices are paired, those devices automatically exchange a Link Key and
Authentication is carried out without operator intervention.

Authorization

Authorization is Yes or No, go-no-go security.

A visual and/or audio warning alerts the server operator that a remote device is
attempting to connect.

The server operator responds by clicking the Bluetooth icon in the Windows system
tray to open
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a dialog box that displays:
* The user-friendly name of the device attempting to connect

e The local service to which the remote device is attempting to connect.

The server operator may grant or deny access to the service by clicking an on-
screen button.

If the server operator ignores the Authorization notification access will be denied
after a preset timeout.

Encryption

Encrypting translates data into an unreadable format using a secret key or
password. Decrypting the data requires the same key or password that was used to
encrypt it.

Encryption in Bluetooth for Windows is based on the same passkey or Link Key
that is used for Authentication. If Authentication is not enabled the key is not
available and encryption will not take place.

Note: To use Encryption, Authentication must be enabled.

Enable Encryption for a service

* Right-click a service name and select Properties from the pop-up menu to
display the Bluetooth Properties dialog box.

» Select the Encryption option. If Authentication is not enabled it will be
automatically turned on when Encryption is selected.

» Click the OK button to close the dialog box and apply the change.

Levels of Security

Security for local services may be configured on an individual basis.

The configuration options are

e Startup-Automatic or Manual

 Authorization

» Authentication

e Encryption
To access the security settings for a local service, in the Bluetooth Configuration
Panel, from the Local Services tab, double-click the service name.
Note: Bluetooth-enabled devices from different vendors may handle security in a
slightly different manner.
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Link Key

Link Key is a unique, internally generated, access code. Link Keys are generated
automatically when devices are Paired or when Authentication is enabled.

Link Keys are created by combining
* The Passkey

e The Bluetooth Device Address

e Aninternally generated random number.

Pairing Devices

Pairing allows you to avoid entering access information each time a connection is
attempted. Paired devices share a unique Link Key, which they exchange when
connecting.

Note: The mate of a pair will always appear in My Bluetooth Places, even if the
mate is not turned on or is out of connection range.

Paired devices remain paired even when

» One of the devices is not powered up
* A service connection is interrupted or the service stopped
» One or both devices are rebooted.

When Authentication is enabled devices are paired the first time they attempt to
connect, after a successful passkey exchange.

To pair devices before attempting a connection

* In the Windows System Tray, right-click the Bluetooth icon, then Setup and
select Security from the fly-out menu.

» The Bluetooth Security dialog box appears and Bluetooth for Windows
performs a device inquiry to update the list of devices in the area. After the
inquiry is complete:

o Inthe Found Devices Panel of the dialog box, click the name of the device
to be paired
o Click the Execute Pairing button.
» In the Bluetooth Passkey Request dialog box, enter the Bluetooth Passkey
* Click the OK button.

Note: The check box on the main screen, when selected, permits all services to
connect without Authorization.
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Remove Pairing

When devices are paired, the configuration information is saved on both devices.
Devices remain paired until the relationship is broken on both devices.

To break a paired device relationship

* Inthe Windows System Tray, right-click the Bluetooth icon, then Setup and
select Security from the fly-out menu.

e From the Bluetooth Security dialog box, in the Paired Devices list, select a
device, click the Delete button and then click the Done button.

Note: Pairing must be broken on both devices.

Passkey

A Passkey is an alphanumeric string of up to 16 characters in length. Passkeys are
also called PIN codes, or Personal Identification Numbers.

In Bluetooth for Windows, passkeys are used in the Authentication and Encryption
process.

Request Dialog

Security Request Dialog Box
A Bluetooth Authorization or Bluetooth Passkey Request dialog box may appear
(depending on security settings) when a connection is attempted if either
Authorization or Authentication is enabled. The method of notification depends on
the version of Windows:
*  Windows 2000, Windows ME and Windows XP - A bubble message is
displayed over the Bluetooth icon in the Windows System Tray
*  Windows 98SE - The Bluetooth for Windows icon in the Windows System
Tray blinks.
Regardless of the version of Windows, click the Bluetooth icon in the Windows
System Tray and then follow the on-screen instructions. The instructions vary,
depending on the security configuration of the system.
If the security notification is ignored the connection request will fail after a preset
timeout.
The dialog box provides
» Device Name: the user-friendly name of the device attempting to connect.
* Request to access: the service the remote device is attempting to access.
* Buttons for responding are as follows:
0o OK - allow the connection
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o Cancel - deny the connection
0 Advanced (click the See Also button, below, for more information).

» A check box that, when enabled, grants (authorizes) the connecting device
access to all of the services on this computer.

Security Request Dialog Box, Advanced Button

The check box on the main page of the Bluetooth Authorization and Bluetooth
Passkey Request dialog boxes (“Check this box to ALWAY'S allow this device to
access ALL the services of your computer”), when enabled, grants permission
(authorizes) the device attempting to connect to access all services on this
computer when attempting to connect in the future.

To limit the services the connecting device may use:
» Click the Advanced button

« Inthe expanded dialog box, select the services that the connecting device is
authorized to use. When a service is selected, that service will NOT require
authorization in the future (no prompt will appear when a connection is
attempted)

Note: Regardless of whether the main dialog box is for Authorization or
Authentication, these options pertain to Authorization; they do not affect
Authentication.

e Click the Authorize or Authenticate button.

Troubleshooting

Q: Cannot connect to a paired device?

A: Paired devices are always displayed in My Bluetooth Places, even if the remote
device is out of range or not powered up.
Verify that the remote member of the pair is within radio range and powered up and
then attempt the connection again.

Q: Cannot discover services on an un-paired remote device?
A: The remote device may not be powered up or may be out of range.
»  Verify that the remote device is powered up.
»  Verify that the remote device is in Connectable mode (Bluetooth Configuration
Panel -> Accessibility tab).
» Perform a Search for Devices to verify that the device is within range.
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Q: Dial-up Networking service does not start?
A: The Dial-up Networking service will not start unless a properly configured modem is
attached to the server.
»  Verify that the modem is usable as a local device from the server.
* Inthe Bluetooth Configuration Panel, Local Services tab, double-click the
Dial-up Networking service:
o Click the down arrow in the Modem field and select
the modem that will be used to dial out
0 Click the OK button
0 Click the OK button to close the Bluetooth
Configuration Panel.

Q: How do | determine the Bluetooth Device Address (BDA) of my hardware
device?

A: In the Bluetooth Configuration Panel, on the Hardware tab, in the Devices section,
select the device. In the Device Properties section of the dialog box, the fourth entry,
Device Address, is the BDA of the selected Bluetooth device.

Q: How do | determine the version number of the Bluetooth Specification that
the Host Controller Interface (HCI) complies with?

A: In the Bluetooth Configuration Panel, on the Hardware tab, in the Device Properties
section, the fifth entry provides Bluetooth Specification compliance information for the
Host Controller Interface.

The sixth entry contains the Specification Revision information for the Host Controller
Interface, if appropriate.

Q: How do | determine the version number of the Link Manager Protocol
(LMP)?

A: In the Bluetooth Configuration Panel, on the Hardware tab, in the Device Properties
section, the seventh entry provides Link Manager Protocol version number information.
The eighth entry contains the Link Manager Protocol sub-version number information,
if appropriate.

Q: How do | find information about the Bluetooth hardware attached to my
computer?
A: In the Bluetooth Configuration Panel, select the Hardware tab.

Q: How do I test a Network Access connection?
A: If the client is hardwired to the LAN, unplug the hardwired connection to ensure
that the test checks the wireless connection rather than the hardwired connection.
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If the server has access to the Internet, open a browser on the client and connect to
the World Wide Web.
You may also Ping the server from the DOS prompt.

Q: Why do | get an Unknown Port message when | attempt to use a Bluetooth
Serial Port?

A: The Unknown Port error message usually means an attempt was made to connect
a port that was in use.

Additional Bluetooth Serial Ports can be added if they are required.

Q: When | start to install the Bluetooth software, the system pops up a
message “- 1155 : Bluetooth software 1.2.1.xx.msi not found.” How can | fix
this problem?

A: This installation problem may occur because of an earlier version of Windows
Installer in your system. Please go to the downloads page of Microsoft web site and
download the newer windows installer to update your system.

*  For Windows98SE and ME see “Windows Installer 2.0 Redistributable for
Windows 9X”, available at

»  http://www.microsoft.com/downloads/release.asp?ReleaselD=32831

* For Windows NT 4.0 &2000 see “Windows Installer 2.0 Redistributable for
Windows NT4.0 and 2000”, available at http://www.microsoft.com/downloads/
release.asp?ReleaselD=32832
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