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Package Contents

Power Status WAN WLAN 1 2 3

use
Dl-524UP)
L sinktcae — 2

Contents of Package:

° D-Link DI-524UP Wireless Router
o Power Adapter-DC 5V, 2A

®  Manual and Warranty on CD

L Quick Installation Guide

® Ethernet Cable (All the DI-524UP’s Ethernet ports are
Auto-MDIX)

Note: Using a power supply with a different voltage rating than the one included with the
DI-524UP will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.
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Introduction

The D-Link DI-524UP Wireless Router is an 802.11b/g high-performance, wireless
router that supports high-speed wireless networking at home, at work or in public
places.

The 802.11g standard is backwards compatible with 802.11b products. This means that
you do not need to change your entire network to maintain connectivity. You may
sacrifice some of 802.11g’s speed when you mix 802.11b and 802.11g devices, but you
will not lose the ability to communicate when you incorporate the 802.11g standard into
your 802.11b network. You may choose to slowly change your network by gradually
replacing the 802.11b devices with 802.11g devices.

In addition to offering faster data transfer speeds when used with other 802.11g
products, the DI-524UP has the newest, strongest, most advanced security features
available today. When used with other 802.11g WPA or WPA2 (WiFi Protected Access)
and 802.1x compatible products in a network with a RADIUS server, the security
features include:

o WPA Wi-Fi Protected Access authorizes and identifies users based on a secret
key that changes automatically at a regular interval. WPA uses TKIP (Temporal
Key Integrity Protocol) to change the temporal key every 10,000 packets (a packet
is a kind of message transmitted over a network.) This insures much greater
security than the standard WEP security. (By contrast, the older WEP encryption
required the keys to be changed manually.)

e WPA2, based on the IEEE 802.1i Wi-Fi certified standard, goes a level beyond
the previous WPA by enhancing security with a new encryption code.
Employing AES (Advanced Encryption Standard), and yet still backwards
compatible with WPA, WPA2 utilizes 802.1X and EAP (Extensible
Authentication Protocol) to verify users on the wireless network using a
Pre-Shared Key. Once all users on the LAN have been authenticated, there can
be a securely encrypted flow of information between all parties on the LAN.

For home users that will not incorporate a RADIUS server in their network, the security for
the DI-524UP, used in conjunction with other 802.11g products, will still be much
stronger than ever before. Utilizing the Pre Shared Key mode of WPA, the DI-524UP wiill
obtain a new security key every time it connects to the 802.11g network. You only need
to input your encryption information once in the configuration menu. No longer will you
have to manually input a new WEP key frequently to ensure security, with the DI-524UP,
you will automatically receive a new key every time you connect, vastly increasing the
safety of your communications.

The DI-524UP also comes equipped with one USB 1.1 port on the rear panel that
supports printer sharing.
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Connections

All Ethernet Ports (WAN and LAN) are auto MDI/MDIX, meaning you can
use either a straight-through or a crossover Ethernet cable.

USB 1.1 Connection Factory Reset Button
Use this port to Pressing this button
connect your USB will restore the router
printer. to its factory default

settings.

Auto MDI/MDIX LAN Ports WAN Port Power Adapter,
e e Blrer Connect the Ethernet Connect your
cable from computers on | | ¢@ble from your ADSL Y 2 POty
your LAN to these ports. modem to this port. adapter here.
2
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Features

® Fully compatible with the 802.11g standard to provide a wireless data rate of up
to 54Mbps
° Backwards compatible with the 802.11b standard to provide a wireless data rate

of up to 11 Mbps

® WPA authorizes and identifies users based on a secret key that changes
automatically at a regular interval, for example, TKIP (Temporal Key Integrity
Protocol), in conjunction with a RADIUS server, changes the temporal key every
10,000 packets, ensuring greater security

® Pre Shared Key mode means that the home user, without a RADIUS server, will
obtain a new security key every time the he or she connects to the network,
vastly improving the safety of communications on the network

® New WPA2 enhanced wireless security authenticates using 802.1X and a
Pre-Shared key, and encrypts the data with the AES encryption standard. Wi-Fi
certified, WPA2 is also compatible with WPA and can be used for a large
network or for the SOHO environment

° 802.1x Authentication in conjunction with the RADIUS server verifies the identity
of would be clients

® Utilizes OFDM technology (Orthogonal Frequency Division Multiplexing)

® User-friendly configuration and diagnostic utilities
® Operates in the 2.4GHz frequency range
® Connects multiple computers to a Broadband (Cable or DSL) modem to share

the Internet connection
® Advanced Firewall features
® Supports NAT with VPN pass-through, providing added security

® MAC Filtering
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IP Filtering

URL Filtering
Domain Blocking
Scheduling

DHCP server supported enables all networked computers to automatically
receive IP addresses

Web-based interface for Managing and Configuring

Access Control to manage users on the network

Supports special applications that require multiple connections

Equipped with four 10/100Mbps Ethernet ports, one WAN port, Auto MDI/MDIX

Equipped with one USB 1.1 port at the rear of the router used to connect with a
USB printer

VPN Pass-Through

DMZ and DDNS functions

Stateful Packet Inspection for protection against unwanted packets
Quality of Service (QoS) for prioritizing ports and IP addresses
Supports IGMP

Multiple users and administrators with configurable privileges for each

Intrusion detection for ICMP, SYN, UDP flood, Land, IP spoof, Ping of Death,
Port Scan, Smurf, Steal Fin, Syn with data, Tear Drop, and UDP bomb attacks

Statistics for all main functions on the router
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and
compatible high-speed wireless connectivity within your home, business or public
access wireless networks. D-Link wireless products will allow you access to the data
you want, when and where you want it. You will be able to enjoy the freedom that
wireless networking brings.

A WLAN is a cellular computer network that transmits and receives data with radio signals
instead of wires. WLANSs are used increasingly in both home and office environments, and
public areas such as airports, coffee shops and universities. Innovative ways to utilize
WLAN technology are helping people to work and communicate more efficiently.
Increased mobility and the absence of cabling and other fixed infrastructure have proven to
be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless
adapter cards used on laptop and desktop systems support the same protocols as
Ethernet adapter cards.

People use wireless LAN technology for many different purposes:

Mobility - Productivity increases when people have access to data in any location
within the operating range of the WLAN. Management decisions based on real-time
information can significantly improve worker efficiency.

Low Implementation Costs — WLANs are easy to set up, manage, change and
relocate. Networks that frequently change can benefit from WLANs ease of
implementation. WLANSs can operate in locations where installation of wiring may be
impractical.

Installation and Network Expansion - Installing a WLAN system can be fast and
easy and can eliminate the need to pull cable through walls and ceilings. Wireless
technology allows the network to go where wires cannot go - even outside the home or
office.

Scalability — WLANs can be configured in a variety of topologies to meet the needs
of specific applications and installations. Configurations are easily changed and range
from peer-to-peer networks suitable for a small number of users to larger infrastructure
networks to accommodate hundreds or thousands of users, depending on the number of
wireless devices deployed.

Inexpensive Solution - Wireless network devices are as competitively priced as
conventional Ethernet network devices.
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Standards-Based Technology
The DI-524UP Wireless Router utilizes the new 802.11g standard.

The IEEE 802.11g standard is an extension of the 802.11b standard. It increases the
data rate up to 54 Mbps within the 2.4GHz band, utilizing OFDM technology.

This means that in most environments, within the specified range of this device, you will
be able to transfer large files quickly or even watch a movie in MPEG format over your
network without noticeable delays. This technology works by transmitting high speed
digital data over a radio wave utilizihg OFDM (Orthogonal Frequency Division
Multiplexing) technology. OFDM works by splitting the radio signal into multiple smaller
sub-signals that are then transmitted simultaneously at different frequencies to the
receiver. OFDM reduces the amount of crosstalk (interference) in signal transmissions.

The DI-524UP is backwards compatible with 802.11 b devices. This means that if you
have an existing 802.11 b network, the devices in that network will be compatible with
802.119g devices at speeds of up to 11 Mbps in the 2.4GHz range.

Installation Considerations

The D-Link DI-524UP lets you access your network, using a wireless connection, from
virtually anywhere within its operating range. Keep in mind, however, that the number,
thickness and location of walls, ceilings, or other objects that the wireless signals must
pass through, may limit the range. Typical ranges vary depending on the types of
materials and background RF (radio frequency) noise in your home or business. The
key to maximizing wireless range is to follow these basic guidelines:

1. Keep the number of walls and ceilings between the DI-524UP and other
network devices to a minimum - each wall or ceiling can reduce your D-Link
wireless product’s range from 3-90 feet (1-30 meters.) Position your devices so
that the number of walls or ceilings is minimized.

2. Be aware of the direct line between network devices. A wall that is 1.5 feet thick
(.5 meters), at a 45-degree angle appears to be almost 3 feet (1 meter) thick. At a
2-degree angle it looks over 42 feet (14 meters) thick! Position devices so that
the signal will travel straight through a wall or ceiling (instead of at an angle) for
better reception.

3. Building Materials can impede the wireless signal - a solid metal door or
aluminum studs may have a negative effect on range. Try to position wireless
devices and computers with wireless adapters so that the signal passes
through drywall or open doorways and not other materials.

4 . Keep your product away (at least 3-6 feet or 1-2 meters) from electrical
devices or appliances that generate extreme RF noise.

7
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Getting Started

Setting up a Wireless Infrastructure Network

\__ " ADSL/Modem

Please remember that D-Link AirPlus G wireless devices are pre-configured to connect
together, right out of the box, with their default settings. For a typical wireless setup at
home (as shown above), please do the following:

1. You will need broadband Internet access (a Cable or DSL-subscriber line
into your home or office)
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2. Consult with your Cable or DSL provider for proper installation of the
modem

3. Connect the Cable or DSL modem to the DI-524UP Wireless Router (see
the printed Quick Installation Guide included with your router.)

4 . If you are connecting a desktop computer to your network, install the D-Link
AirPlus G DWL-G520 wireless PCI adapter into an available PCI slot on
your desktop computer. You may also install the DWL-G520. (See the
printed Quick Installation Guide included with the network adapter.)

5. Install the D-Link DWL-G650 wireless Cardbus adapter into a laptop
computer. (See the printed Quick Installation Guide included with the
DWL-G650.)

6. Install the D-Link DFE-530TX+ adapter into a desktop computer. The four
Ethernet LAN ports of the DI-524UP are Auto MDI/MDIX and will work with
both Straight-Through and Cross-Over cable. (See the printed Quick
Installation Guide included with the DFE-530TX+.)

Connect your printer to the printer port on the DI-524UP. Please refer to the quick
installation guide for loading the print server software.
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Using the Configuration Wizard

Whenever you want to configure
your network or the DI-524UP, you
can access the Configuration Menu
by opening the web-browser and
typing in the IP Address of the
DI-524UP. The DI-524UP default IP
Address is shown to the right:

®  Open the web browser.

® Type inthe IP Address of the

Router  (http://192.168.0.1).
® Type “admin” in the User
Name field.

® | eave the Password blank.

® Click OK.

The Home > Wizard window will
appear. Please refer to the Quick

Installation Guide for more in-
formation regarding the Setup
Wizard.

These buttons appear on most of the
configuration windows in this
section. Please click on the
appropriate button at the bottom of
each window after you have made a
configuration change.

NOTE: If you have changed the
default IP Address assigned to the
DI-524UP, make sure to enter the
correct IP Address.

[Ty reaprm—y

192.168.0.1

AirPlus G
802.11g/2.4GHz Wireless Router

Home Advanced 00 Status Help

DI.524UF
|

I: : gy 2
small husinnss netwn ure the B

A o et 0 your tar). Tha [N A2 nagy

uy you i minutes. Please follow the

Wizard
JE—
Wirnloss
to hawe
setup wizard step by stop 10 configure the DIS24UP,
WAN
T —
LAN
i

Clicking Apply will save configured
settings to the router.

Apply
3 Clicking Cancel will clear changes
made to the current page.
Cancel
Clicking Help will provide the user with
o helpful information about the current
@ Clicking Refresh will refresh the
Ref statistics of the current window.
resh
10
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Home > Wireless

D-Link

Building Networks for People

AirPlus G

802.11g/2.4GHz Wireless Router

DI-STIH.IF

\

e
Wizard

T O Advanced  Tools Status Help |

These are the wireless settings for the AP{Access Point)Portion.

- WCN @ Enabled O Disabled
Wireless Wireless Radio @ On O Off

5510 : [defautt |

T Channel ;| F Auto Select

~ ®open system O shared Key Owpa O WPa-PSK
COwpaz Owpaz-psk OwWPaA-AUTO O WPA-PSK-AUTO
WEP : O Enabled ® Disabled

WER Encryption : | B4Bit  +|

Key Type [I—E< v!

Authentication

Keyl: @ | |
Key2: O | |
Keyd: O | |
Keyd: O | |
Apply Cancel Help
WCN WCN or Windows Connect Now Technology is used to

automatically configure the wireless settings for this device. The
WCN must be previously configured on computer running a
Windows XP operating system, which has Service Pack 2
installed. Once the configuration has been completed by
running the Wireless Network Setup Wizard, it must be saved
to a USB enabled memory device and then uploaded
automatically to the router and any other device to be put on
this wireless network, using this method. No configuration will
be necessary except for ensuring that this WCN radio button is
enabled before connecting the memory drive to the router. For
a concise explanation on configuring the WCN on Windows XP,
see the Appendix at the back of this manual. (NOTE: For the

11
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Wireless Radio

SSID

Channel

Authentication

client implementation of this function, please see the user
manual for the associated client PC)

Click the appropriate radio button to enable or disable the
Wireless Access part of this device.

Service Set Identifier (SSID) is the name designated for a spe-
cific wireless local area network (WLAN). The SSID’s factory
default setting is DI-524UP. The SSID can be easily changed to
connect to an existing wireless network or to establish a new
wireless network. This field will be automatically configured for
users who have uploaded a WCN configuration.

What channels are available for use by the access point
depends on the local regulatory environment. Remember that
all devices communicating with the device must use the same
channel (and use the same SSID). Use the drop-down menu to
select the channel used for your 802.11b wireless LAN.

This router employs three basic types of Authentication for
access to the router's wireless network, Open System/Shared
Key 802.1X (RADIUS) and PSK (Pre-Shared Key), which can
be selected by clicking the corresponding radio button. Each
selection will alter the window to accommodate the entry of the
selected Authentication. See the explanation below for more
information.

Open System/Shared Key

The Open System/Shared Key choice for Authentication will produce the same window
for the user’s configuration. The Open System choice is for general use and utilizes the
basic WEP encryption. The Shared Key choice is used between cooperating devices
that share a common encryption key. WEP (Wireless Encryption Protocol or Wired
Equivalent Privacy) encryption can be enabled for security and privacy. WEP encrypts
the data portion of each frame transmitted from the wireless adapter using one of the
predefined keys. Decryption of the data contained in each packet can only be done if
the both the receiver and transmitter have the correct shared key.

12
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®0open System O Shared Key O wPa O WPA-PSK
Owpa2 Owpaz-psKk O WPA-AUTO O WPA-PSK-AUTO

WEP : (Enabled @ Disabled
WEFP Encryption : | G4Bit  «
Key Type : |HEX |+
Keyl: &
Key2 (O
Keyd: O
Keyd . (O

Authentication

O COpen System & Shared Key O WPA O WPA-PSK
Owpa2 Owpaz-psK O WPA-AUTO O WPA-PSK-AUTO

WEP © ¢ Enabled  Disabled
WEP Encryption : | 64Bit ¥
Key Type : |HEX +
Keyl: @®
Key2: O
Key3d: O
Keyd : O

Authentication :

WEP - Click the Enabled radio button to employ WEP encryption on the router.

WEP Encryption — Use the drop-down menu to select the type of WEP encryption.
Select 64 Bit to enabled 64 bit Hexadecimal encryption, 128 Bit to enable 128 bit
Hexadecimal encryption. For 64-bit encryption, the (ASCIl) characters are converted
automatically and listed as 10-digit hexadecimal keys. 64-bit encryption allows you to
select one of four active keys. For 128-bit encryption, the characters are converted and
listed as a 26 digit hexadecimal key. 128-bit encryption allows you to select one of four
active keys. 128-bit keys are to be from 5-13 inputted characters in length and 256-bit
keys must be from 10-26 inputted characters in length. Failing to have the same key on
the server and its clients will result in the clients not receiving any information from the
router or its connected devices.

Key Type — Use the pull-down menu to select the type of Key to be used for encryption.
The user may choose HEX (Hexidecimal) or ASCII (American Standard Code for
Information Interchange). Both will require the user to enter a key in the following field.

Key — The user may enter up to four keys to be used for encryption. Only the key
selected using the corresponding radio button will be used for encryption.

Click Apply to set the information in the router's memory. (NOTE: For the client
implementation of this function, please see the user manual for the associated client

13
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PC)
WPA/WPA2

WPA or Wireless Protection Access is a new an improved standard of wireless security.
WPA offers encryption keys of up to 256-bits that automatically change frequently. On
this router, the WPA utilizes the RADIUS protocol, which utilizes a server to authorize
the user by matching a Shared Secret password listed in its RADIUS database. There
are two choices for the user to choose from. WPA and WPA2, both use the Advanced
Encryption Standard (AES). In order to use this function, a RADIUS server must be
established on a computer on the LAN. This RADIUS server must be configured to have
the same key as the users on the LAN accessing it.

O open System O Shared Key @ wpa O wpa-pPsK

Authentication
Owpaz Owpaz-psk OwPa-aUTO O wWPA-PSK-AUTO

RADIUS Server |P 0.0.0.0
Port 1812
Shared Secret

O open System O Shared Key Owra O wWPa-PSK

Authentication
@ wpaz2 Owpaz-psk O wPa-AUTO O WPA-PSK-AUTO

RADIUS Server [P 0000
Part 1812
Shared Secret

RADIUS Server IP — Enter the IP address of the remote RADIUS server through which
you will be authenticated.

Port — Enter the virtual port number to which to connect through the RADIUS server.
Common port numbers for RADIUS are 1812 and 1813.

Shared Secret — Enter the password that will be used to authenticate you on the
wireless network. This password must be the same on the RADIUS server in order for
you to be authorized. (NOTE: For the client implementation of this function, please see
the user manual for the associated client PC.)

WPA-PSK/WPA2-PSK

WPA-PSK (Pre-Shared Key) uses the same encryption as the WPA but is implemented
differently. All devices on the wireless network share the same key (Passphrase) to
activate the WPA security. There are two choices for the user to choose from.
WPA-PSK and WPA2-PSK, which both use the Advanced Encryption Standard (AES).
To utilize, select one of the previous choices, enter the Passphrase, confirm it in the

14
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second field and click Apply. (NOTE: For the client implementation of this function,
please see the user manual for the associated client PC.)

O open System O Shared Key OwWPa @ WPA-PSK

Authentication ;
Owpa2 Owpa2-psKk O wPa-aUTO O WPA-PSK-AUTO

Passphrase :

Canfirmed Passphrase :

O open System O Shared Key Owpa O WPa-PSK

Authentication ;
Owpa2 @wpaz-psk O wpa-AUTO O WPA-PSK-AUTO

Passphrase :

Confirmed Passphrase

WPA-AUTO/WPA-PSK-AUTO

In addition to standard Wireless Protection Access and WPA-PSK (Pre-Shared Key)
functions, the DI-524UP allows users an automatic option for both WPA and WPA-PSK.

In order to use the WPA-Auto function, a RADIUS server must be established on a
computer on the LAN. This RADIUS server must be configured to have the same key as
the users on the LAN accessing it

To utilize the WPA-PSK-Auto function, select one of the previous choices, enter the
Passphrase, confirm it in the second field, and then click Apply.

(NOTE: For the client implementation of this function, please see the user manual for
the associated client PC.)

O open Systern O Shared Key Owpa O WPA-PSK

Authentication :
Owpa2 OWPAZ-PSE @& WPa-aUTO OWPA-PSK-AUTO

RADIUS Server [P n.0.0.o
Port 1812
Shared Secret

O open Systerm O Shared Key O wpPa O WPA-PSK

Authentication :
Owpaz Owpaz-psk OWPA-AUTO & WPA-PSK-AUTO

Passphrase :

Confirrned Passphrasze :

15
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Home > WAN

802.11g/2.4GHz Wireless Router
DI-524UP
I [LLTUC Advanced Tools Status Help
Please select the appropriate option to connect to your ISP,
@ Dynaric IP Address Chaose this option o abtain an IP address automatically
fram your ISP. (For mast Cable modem users)
O Static IP Address Choose this option to set static IP information provided to
you by your ISP
WAN I O PPPoE Choose thig option if your ISP uses PPPoE. (For most
DEL users)
 Others PPTP and L2TP
LAN CIPPTP (For Europe use anly)
oL {For specific 15Ps use only)

JU—
DHCP

Dynamic IP Address

Host Name

MAC Address

Clone MAC Address

Primary/Secondary
DNS Address

D-Link

Building Networks for People

AirPlus G

O BigPond Cable (for Australia use only)

Host Name |DHB24UP [optional
MAC Aes: 0 o0 Lo [0 L[oo |00 Joptona
Primary DNS Addrass 0000 |
Secondary DNS Address \0:07070 }(mminna\)
w1y (ET

@ 00

Apply Cancel Help

Choose Dynamic IP Address to obtain IP address information
automatically from your ISP. This option should be selected if
your ISP has not supplied you with an IP address. This option is
commonly used for Cable modem services.

The Host Name is optional but may be required by some ISPs.
The default host name is the device name of the Router and
may be changed.

The default MAC Address is set to the WAN's physical interface
MAC address on the Broadband Router. It is not recommended
that you change the default MAC address unless required by
your ISP.

The default MAC address is set to the WAN's physical interface
MAC address on the Broadband Router. You can use the Clone
MAC Address button to copy the MAC address of the Ethernet
Card installed by your ISP and replace the WAN MAC address
with the MAC address of the router. It is not recommended that

16
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you change the default MAC address unless required by your
ISP.

Enter a DNS Address if you wish not to use the address
provided by  your ISP.

MTU Enter an MTU value only if required by your ISP. Otherwise,
leave it at the default setting.

Home > WAN > Static IP Address

IP Address 0.0.0.0 {assigned by yvour ISP)
Subnet Mask 000
ISP Gateway Address 0.0.0.0
MAC Address g0 Ljoo Ljod Ljo0 Lja0 L 00 foptional)
Clone MAC Address |
Primary DS Address 0.0.0.0
secondary DMS Address 0.0.0.0 (optional)
MTL 1500
Static IP Address Choose Static IP Address if all WAN IP information is provided

to you by your ISP. You will need to enter in the IP address,
subnet mask, gateway address, and DNS address(es) provided
to you by your ISP. Each IP address entered in the fields must
be in the appropriate IP form, which are four octets separated
by a dot (x.x.x.x). The Router will not accept the IP address if it
is not in this format.

IP Address Input the public IP Address provided by your ISP.

Subnet Mask Input your Subnet mask. (All devices in the network must have
the same subnet mask.)

ISP

Gateway Address Input the public IP address of the ISP to which you are
connecting.

MAC Address The default MAC Address is set to the WAN's physical interface

MAC address on the Broadband Router. It is not recommended
that you change the default MAC address unless required by
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Primary
DNS Address

Secondary DNS
Address

MTU

Please be sure
to remove

any existing
PPPoE cli-

ent software
installed on your
computers.

your ISP.

Input the primary DNS (Domain Name Server) IP address
provided by your ISP

This is an optional DNS Address entry to be used if the primary
DNS fails.

Enter an MTU value only if required by your ISP. Otherwise,
leave it at the default setting.

Home > WAN > PPPoE

Choose PPPoE (Point to Point Protocol over Ethernet) if your
ISP uses a PPPoOE connection. Your ISP will provide you
with a username and password. This option is typically used
for DSL services. Select Dynamic PPPoOE to obtain an IP
address automatically for your PPPoOE connection. Select
Static PPPOE to use a static IP address for your PPPoOE
connection.

ser Mame

Password
Retype Password
Service Mame

IP &ddress
MAC Address

PATL

Connect Mode

Primary DNS Address

Maximurm ldle Time

@ Dynamic PPPoE O Static PPPoE

(optional)

00 Lj00 Ljo0 L0000 [|00 (optional
Clone MAC Address |

Secondary DMNS Address (optional)

5 Minutes
1492
O Always-on O Manual @ Connect-on-demand
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PPPOE

Password
Retype Password
Service Name

IP Address

MAC Address

Clone MAC Address

Primary
DNS Address

Secondary
DNS Address

Maximum ldle Time

Choose this option if your ISP uses PPPoE. (Most DSL users
will select this option.)

Dynamic PPPoE Choose this option to receive an IP Address
automatically from your ISP.

Static PPPoE Choose this option to you have an assigned
(static) IP Address.

Enter The PPPoE user name provided to you by your ISP.
Retype the password entered in the previous field.
Enter the Service Name provided by your ISP (optional).

This option is only available for Static PPPoOE. Enter the static
IP address for the PPPOE connection.

The default MAC Address is set to the WAN's physical interface
MAC address on the Broadband Router. It is not recommended
that you change the default MAC address unless required by
your ISP.

The default MAC address is set to the WAN'’s physical interface
MAC address on the Broadband Router. You can use the Clone
MAC Address button to copy the MAC address of the Ethernet
Card installed by your ISP and replace the WAN MAC address
with the MAC address of the router. It is not recommended that
you change the default MAC address unless required by your
ISP.

Input the primary DNS (Domain Name Server) IP address
provided by your ISP

This is an optional DNS Address entry to be used if the primary
DNS fails.

The amount of time of inactivity before the device will
disconnect time your PPPOE session. Enter a Maximum Idle
Time (in minutes) to define a maximum period of time for which
the Internet connection is maintained during inactivity. If the
connection is inactive for longer than the defined Maximum Idle
Time, then the connect ion will be dropped. Either set the value
for idle time to zero or enable Auto-reconnect to disable this
feature.
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MTU

Connect Mode

Enter an MTU value only if required by your ISP. Otherwise,
leave it at the default setting.

Allows the user to choose a method of connecting to the ISP.
Always-On will keep the router connected through Idle times.
Manual will require the user to connect manually using the
router anytime a connection to the ISP has timed out.
Connect-on-demand will instruct the router to connect to the
ISP anytime information is sent from the connected computer

on the LAN.

Click Apply to set any changes made to the memory of the router.

Home > WAN > Others > PPTP

PPTP or Point-to-Point Protocol is a safe
method of sending information between
VPN'’s securely using encryption over PPP.
You, as the client, need to enter the correct
information that the server has in order to
create that secure tunnel. Using Dynamic IP,
the router will set your basic IP parameters
for you, such as the IP Address, Subnet
Mask and Gateway. For Static IP, this
information must be set manually by the
user. All information in this window should be
provided by your ISP.

IP Address

Subnet Mask

Gateway

Server P

PPTP Account

FPPTP Passward

FPPTF Retype Password
Maximum Idle Time
MTU

Connect Maode

@ Dynamic IP O Static IP

ooog

5 Minutes
1400
O Always-on O Manual @ Connect-on-demand

PPTP
IP Address

Subnet Mask

Gateway

Server IP

PPTP Account

PPTP Password

Choose between Dynamic and Static IP.

Enter the IP address of the router for a static IP entry. Dynamic
IP requires no input here.

Enter the Subnet Mask address of the router for a static IP
entry. Dynamic IP requires no input here.

Enter the gateway address here. This is the IP address of the
ISP server.

Enter the IP address of the PPTP’s server computer. This is
how the user will become authenticated to use PPTP.

Enter the name of the PPTP account as provided to you by
your ISP.

Enter the PPTP password as provided to you by your ISP.
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PPTP Retype
Password

Maximum ldle Time

MTU

Connect Mode

Retype the password entered in the PPTP Password field.

A value of 0 means that the PPP connection will remain
connected. If your network account is billed according to the
amount of time the Router is actually connected to the Internet,
enter an appropriate Idle Time value (in seconds). This will
disconnect the Router after the WAN connection has been idle
for the amount of time specified. The default value = 5.

Enter an MTU value only if required by your ISP. Otherwise,
leave it at the default setting.

This function, with Connect-on-demand selected, will allow the
router to connect any workstation on your LAN to the Internet
upon request. If this function is set at Always-on, no request
from the workstation will be needed to connect to the Internet. If
Manual is selected, it will be necessary for the workstation on
the LAN to manually connect to the Internet through this router.

Home > WAN > Others > L2TP

Some ISPs may require the user to uplink
using the Layer 2 Protocol Tunneling (L2PT)
method. L2PT is a VPN protocol that will
ensure a direct connection to the server
using an authentication process that
guarantees the data originated from the
claimed sender and was not damaged or
altered in transit. Once connected to the VPN
tunnel, it seems to the user that the client
computer is directly connected to the internal
network. To set up your L2PT connection,
enter the following data that was provided to
you by your ISP.

IP Address

Subnet Mask

Gateway

Server [P

L2TP Account

L2TP Password

LI2TP Retype Password
Maxirmurm ldle Time
MTU

Connect Made

@ Dynamic IP O Static [P

0.00.0

5 Iinutes
1452
O Always-on O Manual @ Connect-on-demand

L2PT

IP Address

Subnet Mask

Choose between Dynamic and Static IP. Using Dynamic IP, the
router will set your basic IP parameters, such as the IP Address,
Subnet Mask and Gateway. For Static IP, this information must
be set manually by the user.

The IP address that will be assigned to your router for this
connection, as stated by your ISP. Dynamic IP requires no
input here.

The IP address of the corresponding Subnet Mask, as stated to
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Gateway
Server IP
L2PT Account

L2PT Password

you by your ISP. Dynamic IP requires no input here.

The IP address of the gateway device, as stated to you by your
ISP. Dynamic IP requires no input here.

The IP address of your ISP’s server computer, as stated to you
by your ISP.

The account name of the L2PT account that has been assigned
to you by your ISP.

The password of the L2PT account that was supplied to you by
your ISP.

L2PT Retype Password Retype the password that was entered in the L2PT field.

Maximum ldle Time

MTU

Connect Mode

Ensure that these two passwords are identical or an error will
occur.

A value of 0 means the PPP connection will remain connected.
If your network account is billed according to the amount of time
the Router is actually connected to the Internet, enter an
appropriate Idle Time value (in seconds). This will disconnect
the Router after the WAN connection has been idle for the
amount of time specified. The default value = 5.

Enter an MTU value only if required by your ISP. Otherwise,
leave it at the default setting.

If Connect-on-demand is selected, will allow the router to
connect any workstation on your LAN to the Internet upon
request. If Always-on, no request from the workstation will be
needed to connect to the Internet. If Manual is selected, the
workstation on the LAN must manually connect to the Internet
through this router.

Home > WAN > Others > BigPond Cable

This selection is for users having Big Pond Cable as their ISP. Enter the following
information, as provided to you by your ISP.
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IIzer Mame

Pasgword
Retype Password
Auth Server

Auto Reconnect

MAC Address

(O Enabled & Disabled
oo Lfoo Ljoo o0 Lfoo Ljoo [Dptignalj

| Clone MAC Address
hATLL 1500
User Name Enter the user name as provided to you by your ISP.
Password Enter The PPPoE user name provided to you by your ISP.

Retype Password

Auth Server

Auto Reconnect

MAC Address

Clone MAC Address

MTU

Retype the password entered in the previous field.

Enter the name of the Authentication Server as provided to you
by your ISP. This is the computer that will accept your user
name and password to be authenticated on the network.

Checking the Enabled radio button will allow the router to
reconnect to the network automatically if it becomes
disconnected.

The default MAC Address is set to the WAN’s physical interface
MAC address on the Broadband Router. It is not recommended
that you change the default MAC address unless required by
your ISP.

The default MAC address is set to the WAN'’s physical interface
MAC address on the Broadband Router. You can use the
Clone MAC Address button to copy the MAC address of the
Ethernet Card installed by your ISP and replace the WAN MAC
address with the MAC address of the router. It is not
recommended that you change the default MAC address unless
required by your ISP.

Enter an MTU value only if required by your ISP. Otherwise,
leave it at the default setting.
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LAN is short for Local
Area Network. This is

considered your
internal network.
These are the |IP

settings of the LAN
interface for the
DI-524UP and may be
referred to as Private
settings. You may
change the LAN IP
address if needed.
The LAN IP address is
private to your internal
network and cannot be
seen on the Internet.

IP Address

Subnet Mask

Local Domain Name

DNS Relay

Home > LAN

D-Link

Burilding Networks for People

AirPlus G

802.11g/2.4GHz Wireless Router

DI-524UP

.
il
e

Home Advanced  Tools Status Help

. Settings
Wizard The IP address of the DI-524UP,

IP Address 192.166.0.1 |
2355.255.255. 0|

Local Domain MName |

—_—

Wireless

Subnet Mask

‘(nptmna\)

WaN

LAN & Enabled O Disabled

9 90

Apply Cancel Help

U

DHCP

The IP address of the LAN interface. The default IP address is
192.168.0.1.

The subnet mask of the LAN interface. The default subnet
mask is 255.255.255.0.

This entry is for the local Domain set on your network, if you
have given it a name previously. This field is for your personal
use and unnecessary for proper configuration of this window.

The Router can be configured to relay DNS from your ISP or
another available service to workstations on your LAN. When
using DNS relay, the Router will accept DNS requests from
hosts on the LAN and forward them to the ISP (or alternative)
DNS servers. DNS relay can use auto discovery or the DNS IP
address can be manually entered by the user. Alternatively, you
may also disable the DNS relay and configure hosts on your
LAN to use DNS servers directly. Most users who are using the
Router for DHCP service on the LAN and are using DNS
servers on the ISP’s network, will leave DNS relay enabled
(either auto discovery or user configured).
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Home > DHCP

D-Link

Building Networks for People

Dynamic Host
Configuration Protocol
(DHCP) allows the gateway DI-524UP
to automatically obtain the
IP address from a DHCP
server on the service Igfwlgwfzwp can be setup as a DHCP Server to distribute IP addresses to the LAN
provider's network. The [— DHCP Server ®Enabled O Disabled

service provider assigns a

global IP address from a AN
pool of addresses available
to the service provider.
Typically the IP address
assigned has a long lease N

time, so it will likely be the P Addrocs - i ]

same address each time MAC Audress ) P
the Router requests an IP DHCP Clert [ Gane ]

address. If DHCP is not i
enabled on the Router, it is :ﬁv cﬁe‘ ?,D
necessary for the user to . . B —
assign a static IP address HostName  [PAddiess  MAC Adiress

to each computer on your
LAN.

AirPlus G

802.11g/2.4GHz Wireless Router

[T -0 Advanced  Tools Status Help

v
Wizard

Starting IP Address 192. 188. 0. [100 |

WIII

Ending IP Address 192 e 0 199 |

Lease Time 1Week v

Static DHCP is used to allow DHCP server to assign same [P address to specific MAC
address
DHCP

A

O Enabled @ Disabled

07400 (Number/ Total)

Haost Marme IP Address MAC Address Lease Tima(Spare Tirme)

To setup DHCP for your LAN, first enable the Router as a DHCP server by clicking the
corresponding Enabled radio button in the window above. The next step is to set a
range of IP addresses that you wish to allot to the devices on your LAN by entering a
Starting IP Address and an Ending IP Address. This may be in a range from 2 to 254
(192.168.0.2 — 192.168.0.254). Computers on your LAN will have an IP address within
this range then automatically assigned to them. Finally, using the pull-down menu,
choose the Lease Time, which is the time the Server will set for devices using DHCP to
re-request an IP Address. Clients authorized for DHCP will be listed in the table at the
bottom of the page. Click Apply to implement information set in this table. The DHCP
Server is enabled by default.

DHCP may also be statically configured as well. This method allows the router to assign
the same IP address information to a specific computer on the network, defined by its
MAC address. This computer will get the same DHCP implemented IP address
information every time the computer is turned on and this IP address will be specific to
that computer’s IP address on the local network. No other computer can be assigned
this address. This is useful for computers on the LAN that are hosting applications such
as HTTP or FTP. First, the user must enable the Static DHCP function by clicking the
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corresponding Enabled radio button. Next the user must enter the host name and the IP
address for that computer by entering the last numbers into the space provided in the IP
Address field. Next, the user is to enter the MAC address of the computer into the space
provided. Click Apply to implement these static settings.

The DHCP Client field will allow users to Clone the settings from their computer that
were learned from the DHCP server. Simply use the pull down menu to select the MAC
address of the computer to be cloned and then click the Clone button. The settings from
this computer will be implemented in the Static DHCP configuration area. Click Apply to
implement these static settings.

Advanced > Virtual Server

AirPlus G

802.11g/2.4GHz Wireless Router

[__tome JWYVUTVIN Tools  Status__ Help |

Wirlual Server 15 used to allow Internet users access 1o LAN semces.
2 Enablid @ Disablod
Hame
Private IP
Protacol Type | TP =
Pricata Part
Public Port
Schedube = Abways
CFrom  fung |00 | 00 || AM ¥ g | 00 » - |00 | AM »

day | Sun_ ¥ 1o |Sun

2 00

VE S (Rumbes ¢ Totay
Pricate IP Protocol Schedule

QoS 0000 TeP 21 Abways L4
0000 TCP 80480 Abways £ |
nooo TCP 4434443 Abwiays Fi ]

- 0000 UDP 5353 Always 45
0000 TCP 26725 Abways £ |

u o nooo TCR 110110 Abwiays Fi ]

Wirlual Server Telnel oooo TCP 2323 Abways L4

PSec 0000 UDP 5004500 Abways £ |

PETR nooo TCRATIANTZY  Abways Fi ]

Nelhegting 0000 TCR 17201720 Abways L4

DCS-1000 0000 TCP 80480 Abways £ |

DCS-2000 nooo TCP B0 Abwiays Fi ]

DV 1000 0000 TCR 17201720 Abways £

To view the following window, click on the Advanced tab at the top of the window and
then click the Virtual Server button to the left. The Virtual Server will allow remote users
access to various services outside of their LAN through a public IP address, such as
FTP (File Transfer Protocol) or HTTPS (Secure Web). After configuring the Router for
these features, the Router will redirect these external services to an appropriate server
on the users LAN. The Router has 13 pre-configured external services already set, but
the user may add alternate services using the window below. The Virtual Servers listed
in the following window are:
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FTP — File Transfer Protocol, used to transfer large files over the Internet
HTTP — HyperText Transfer Protocol, the basic protocol of the World Wide Web

HTTPS — HyperText Transfer Protocol Secure, the basic protocol of the World
Wide Web with added security provided by the Secure Shell feature (SSH)

DNS — Domain Name Server, a server that translates website addresses into IP
addresses

SMTP — Simple Mail Transfer Protocol, used to transmit e-mail messages
between parties

POP3 — Post Office Protocol version 3, used to retrieve e-mail from a mail
server

Telnet — A terminal emulation program used for remote configuration

IPSec — IP Security, used for a secure transfer of information over the network.
If one end of the transmission is using IPSec, so must the other end

PPTP — Point to Point Tunneling Protocol, used to transfer information securely
between VPNs (Virtual Private Routers)

NetMeeting — An application that allows teleconferences over the Internet
DCS —1000 — A D-Link internet camera used for security monitoring
DCS —2000 — A D-Link internet camera used for security monitoring

DVC —1000 — A D-Link VideoPhone used for video conferencing

External services may be modified by clicking the corresponding edit icon, or they may
be deleted by clicking the corresponding delete icon. Though there are seven fields
available to configure the Virtual Server, in most cases, only the IP address of the
Virtual Server will be needed for implementation. To enable an already existing Virtual
Server, click its corresponding Edit button, configure the appropriate fields listed below
and set the Status fields to Enabled by clicking the radio button. To configure other
virtual servers for the Router, configure the following fields and click Apply.

Virtual Server Click the radio button to enable or disable the selected Virtual
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Name

Private IP

Protocol Type

Private Port

Public Port

Schedule

Server.

Enter the name of the Virtual Server. If you have chosen a
pre-configured Virtual Server from the list, its name will appear
in this field.

Enter the IP address of the Virtual Server.

The protocol type used for the Virtual Server. The user may
select TCP, UDP or Both, depending on the type of Virtual
Server implemented.

Enter the port number of the Virtual Server's computer. Existing
Virtual Servers listed already have their well-known port
number listed yet this may need to be changed in certain
circumstances.

Enter the port number of the device on the WAN side of the
network that will be accessing the Virtual Server currently being
configured. Commonly, this port number is identical to the
Private Port number. Existing Virtual Servers listed already
have their well-known port number listed yet this may need to
be changed in certain circumstances.

Configure the time schedule you wish these Virtual Servers to
be accessed. Clicking the Always radio button will allow access
to these servers at any time. The user may set a strict time
period by clicking the From radio button and configuring a time
period for access.
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Advanced > Applications

This window is used to
configure applications
that require  multiple

D-Link AirPlus G

Building Networks for People
connections, such as 802.11g/2.4GHz Wireless Router
Internet Telephony, DI-524UP

video conferencing and " __tiome BLLULCI Tools Status__Help

Internet gaming. The

following window lists six - Sisial Spplcation'fs USed 1o U aRplEat of st equine Ul coriigrtints

Special Applications that O Enableg © Dissbled

commonly use more than | e . !—u—\

one  connection.  To i

configure one of these Public Port |

applications, click the  Fsseyet Public Type [ TCP v

corresponding edit icon 9 O O

and then modify the _ Aoply Cancel Help

fields listed below the

following figure, and then T CE T — 4

click Enabled. The user Icu 2015 2000-2038 2050-2051 2069 2085 30103030 [ Af

MSN Gaming Zone 47624 2300-2400,23300-23000 7]
may add a new FC-to-Phane 12053 1212012122 24150-24220 ]
application by modifying = Femes QuickTme s 654 705999 El
the fields listed and then

clicking Enabled. New

entries will be listed at

the bottom of the page in

the Special Application

Listt. To delete a

particular application,

click its corresponding

delete icon.

Applications Click the appropriate corresponding radio button to enable or
disable the Applications feature.

Trigger Port Enter the port associated with the Name entered above. This is
the port that will “trigger” this application to accept multiple
connections.

Trigger Type Choose the protocol type of the Special Application from the
pull-down menu. The choices available to the user are TCP,
UDP or Both.

Public Port Enter the port number on the WAN side of the connection that

will access the Special Application. This field will accept a port,
multiple ports which are to be separated by a comma upon
entry, or a range of ports, which are to be separated by a dash.
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Public Type This entry will trigger the public port on the WAN side of the
connection for the specified application. The choices available
to the user are TCP, UDP or Both.

Advanced > Filters

D-Link AirPlus G

802.11g/2.4GHz Wireless Router

DI-524UP 3
I [ Home BWYTLVEE Tools Status Help

irtual Server Filters are uged to allow or deny LAN users from accessing the Internet.

@ IP Filters O MAC Filters

|

Applications

Use IP Filters to deny LAN IP addresses access to the Internst.

Filters

(O Enabled @ Disabled

P— IP Address | |-
Parental Control R
Port | U |
W Protocal Type ITCP b

Schedule @ Ahways
O time|00 %] [00 %] [AM %] 1000 ][00 ¥ |[AM ]
DMZ day |Sun ¥[1o|Sun v

DDNS a a 0

Apply Cancel Help

7 /32 (Humber f Total)

s
.
—

IP Range Protocol, Port Schedule

# TCR, 20-21 Always Eil
——— = TCP, 80 Always BT
Performance * TCP, 443 Always B[H
a UDP, 53 Always E{]
# TCR, 25 Always i
= TCP, 110 Always BT
# TCR, 23 Always E{i]

Packet filtering is a basic security measure that should be used on any network that is
exposed to a security risk. A packet filter system examines data packets and scrutinizes
them in order to control network access. Filtering rules determine whether packets are
passed through the Router from either side of the gateway. The rules are created and
controlled by the network administrator and can be precisely defined. These rules are
used to block access to the LAN from outside the network and/or to deny access to the
WAN from within the network. The Router uses filtering rules to examine data packet
headers for specific information. Packets passing through the Router that do not meet
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the criteria specified by the rule set are dropped.

Effective implementation of packet filtering requires detailed knowledge of network
services and communication protocols. An overly complicated filtering scheme can
adversely affect the Router's performance, while an inadequate set of rules may
needlessly compromise security.

This Router has two fields to configure for filtering which are IP Filters and MAC Filters.

Advanced > Filters > IP Filters

This window will aid
the use in Conﬁguring Filters are used to allow or deny LAN users from accessing the Intemet.
filters for P
addresses. This will
deny specified LAN
1P addresses or Use IP Filters to deny LAN IP addresses access to the Internet.

@ IP Filters O MAC Filters

specific ports

associated with these ©Enabled @ Disabled

LAN IP address from P Address

accessing the

Internet. Well known Fort

ports have already Pratocol Type | TCP v

been previously set Sthedule @ Aways

in the IP Filters List O time 00 ¥ - [00 ¥|[aM ¥ 10 [00 ¥]- [00 ¥|[aM =

and can be modified
by clicking their

day Sun % |to| Sun v

corresponding  edit e/ 3

icon, and simple W “’ 0

adding an IP address ‘”p'fxag‘:&:ji’eﬁ?:g)

to the Conﬁguration- IP Range Pratocal, Port Schedule

To  access  this 0 TCP, 2021 Always [

window, click the & TCP, 80 Always [

Advanced tab along - TCR, 443 Always E)i]

the top of the - UDP, &3 Always E|]]

configuration window : Ul=hes T ]

and then the Filters LS oL Always El]

tab to the left hand e Always el

side.

IP Filters Choose whether to enable or disable this configuration for IP
filtering.

IP Address An IP address or range of IP addresses that will be denied

access to the Internet.
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Port

Protocol Type

Schedule

All  computers are
uniquely identified by
their MAC (Media
Access Control)
address. The
following window will
allow users to deny
computers access to
the Internet or only
allow certain
computers access to
the Internet, based on
their MAC address.
To access this
window, click the
Advanced tab along
the top of the
configuration window,
then the Filters tab to
the left hand side and

finally click the
corresponding  radio
button for MAC
Filters.

Disabled MAC Filters

Only Allow

A port or range of ports that will be denied access to the
Internet. If no port is entered, all ports in this IP range will be
denied access to the Internet.

The protocol associated with this IP filter. The user may choose
between TCP, UDP or Both.

The user may configure time intervals that these IP filters will
become active. Clicking the Always radio button will not allow
access to these IP filters at any time. The user may set a strict
time period by clicking the From radio button and configuring a
time period to deny these IP addresses from accessing the
Internet.

Advanced > Filters > MAC Filters

Filters are used to allow or deny LAN users from accessing the Internet.

OIP Filters @ MAC Filters

Use MALC address to allow or deny computers access to the netwoark.

@ Disabled MAC Filters
O Only allow computers with MAC address listed below to access the network
O Only deny computers with MAC address listed below to access the netwark

Marne

MAC Address - - - -

3 (Gare)
9 90

Apply Cancel Help
0732 (Humber ! Total)

DHCP Client | FHM-NB3(00-0b-6b-45-52-83)

Mame MAC Address

Click this radio button to disable MAC filtering on the
Router.

Click this radio button if you wish to allow specific
computers access to the network, based on MAC
address.
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Only Deny Click this radio button if you wish to deny specific
computers access to the network, based on MAC

address.

Name A Name defined by the user to identify this MAC
address filter setting.

MAC Address Enter the MAC address to be filtered.

DHCP Client This field will display the DHCP client’s host name and

MAC address here. You may clone this MAC address
by simply clicking the Clone button. The cloned entry
will be displayed in the MAC Filters List.

Advanced > Parental Control

D-Link

Building Networks for People

AirPlus G
802.11g/2.4GHz Wireless Router

[ Home JTTTNTUER Tools Status Help

DI-524UP
.
e
—

Filters

Parental Control

irtual Server Parental Control filters are used to allow or deny LAN users from accessing the Internet.

® URL Blocking © Domain Blocking

*Applications

URL Blocking
Block those URLs which contain keywords listed below:

) Enabled ® Disabled

URL Keyword |

Parental Contro a g o

Apply Cancel Help
I Firewall LRL List 1432 (Numbar/ Total)
URL Keyword

shopping ]

‘Performance

-

Parental Control is used to deny access to certain websites and domains on the Internet.
This is beneficial for users who want to deny computers on the LAN entry to websites,
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especially for parents who want to guard against questionable content for their
children’s computers. The administrator has two choices in this window, URL blocking
(websites) and Domain Blocking. See the following for more information on Parental
control and its implementation.

Advanced > Parental Control > URL Blocking

Parental Control filters are used to allow or deny LAN users from accessing the Internet.

@ URL Blacking 2 Dormain Blocking

Block those URLs which contain keywords listed below.

& Enabled O Disabled
URL Keyword  |shopping

9 OO0
Apply Cancel Help

0/ 32 (Mumber s Total)
URL Keyword

URL or Uniform Resource Locator is a specially formatted text string that uniquely
defines an Internet website. This window will allow users to block computers on the LAN
from accessing certain URLs. This may be accomplished by simply entering the URL to
be blocked in the URL Keyword field. The user may also use this field to block certain
websites by entering a keyword into the URL Keyword field. So, if any website’'s URL
contains this word, it will automatically be denied access to users on the LAN.

For example, if you wish to block users from accessing shopping websites, enter the
keyword “shopping” into the URL Keyword field. Websites having “shopping” in their
URL (such as http://www.yahoo.com/shopping/stores.html or
http://www.msn/search/shopping-spree.html) will now be denied access from computers
on the LAN. This feature may be beneficial to parents wanting to stop their kids from
accessing certain websites or for companies who want their employees to stop surfing
the Internet on company time.

To configure this window for URL blocking, enter the website’s address or a keyword
into the URL Keyword field and click the radio button to enable URL Blocking and then
click Apply to save this configuration into the Router's memory. Configured URL
blocking entries will be displayed in a list at the bottom of the window. To modify a URL
blocking entry in the list, click its corresponding edit icon. To delete a URL blocking entry
in the list, click its corresponding delete icon.
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Advanced > Parental Control > Domain Blocking

Parental Contral filters are used to allow or deny LAMN users from accessing the Internet.

(2 URL Blocking & Darnain Blocking

@ Disabled
() Allow users to access all domains except "Blocked Domains”
(O Deny users to access all domains except "Permitted Domains"

Blocked Domains

Permitted Domains
9 @0

Apply Cancel Help

0/22 (Humber/ Total)
Blocked Domains

0/22 (Humber/ Total)
Permitted Domains

Domain blocking is a method of denying or allowing computers on the LAN access to
specific domains on the Internet. There are two available methods available to the user
to institute Domain blocking on the router. Under the Domain Blocking header in the
screen pictured above, the user has three choices, one of which is to disable Domain
blocking. The second choice is Allow users to access all domains except “Blocked
Domains”. This option is for users who wish to block certain domains from being
accessed by local users on the LAN, but leave the rest open for use. To specify which
Domains you wish to exclude from use by computers on the LAN, enter the Domain’s
URL (ex. yahoo.com, google.com) into the Blocked Domains field and then click Apply.
The blocked entry will appear in the Blocked Domains List at the bottom of the screen.
To modify an entry in this list, click its corresponding edit icon. To delete an entry from
this list, click its corresponding delete icon.

For users wishing to allow computers on the LAN access to only specified domains,
choose option three under the Domain Blocking heading, Deny users to access all
domains except “Permitted Domains”. To specify which domains you wish to include for
this option, enter the Domain’'s URL (ex. yahoo.com, google.com) into the Permitted
Domains field and then click Apply. The permitted entry will appear in the Permitted
Domains List at the bottom of the window. To modify an entry in this list, click its
corresponding edit icon. To delete an entry from this list, click its corresponding delete
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icon.
NOTE: Choosing the Deny users to access all domains except “Permitted
Domains” option will block access to all other Internet traffic except the
Domains specified. Be careful not to misuse this option or users on the LAN
will have difficulty accessing network resources.

Advanced > Firewall

AirPlus G

802.11g/2.4GHz Wireless Router

Building Networks for People

DI-524UP — —
I [ Home BV TLTLER Tools Status Help
Firewall Rules
irtual Server Firewall Rules can be used to allow or deny traffic from passing through the D-G24UP.
O Enabled @ Disabled
I R ‘:
Name
Action O Allaw O Deny
l Interface  Start IP End IP Address Protocol Port R
' Filters nterface e n ress Protoco ort Range
Source |LAN V“ || |
—_—
Schedule & Always
O From time |00 ¥|- |00 || AM |t [00 v|. (00 v||AM v
Firewall day|_8un < to [Sun v|
—_— 9 OO0
’
Apply Cancel Help
Firewall Rules List 0732 (Number / Total)
T DDNS Action Marne Source Dest Protocal, Port
Allow Default LAM, * b LT
Deny Default = LA * B
I :
QoS
Sy S——

This Router comes equipped with a firewall. The Firewall Rules window allows the
Router to enforce specific predefined policies intended to protect against certain
common types of attacks. To configure the Router’s firewall, click the Advanced tab at
the top of the window and then the Firewall tab to the left. To configure rules for the
firewall, modify the following fields and click Apply to set the rule in the Routers memory.
Newly configured firewall rules will be displayed in the Firewall Rules List at the bottom
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of the page. To modify an entry in this list, click its corresponding edit icon. To delete an
entry from this list, click its corresponding delete icon.

Firewall

Name

Action

Source

Dest

Schedule

Click the corresponding radio button if you wish to enable or
disable the firewall function on the Router.

Enter a name that will define the firewall rule to be configured.
This entry is dependant on how the user wishes to classify this
rule.

Click whether to Allow or Deny traffic to pass through the
Router by checking the corresponding radio button. Users may
configure only specific traffic to pass through the router by
checking Allow or users may stop specific traffic from passing
through the Router by checking Deny.

Enter the IP address or range of IP addresses that you wish to
block or allow to pass through the router. The Source may be
identified on the LAN side, the WAN side or both by using the
pull-down menu for the Interface heading.

Enter the IP address or range of IP addresses that you wish to
deny or allow access to the Internet. The Destination may be
identified on the LAN side, the WAN side or Both by using the
pull-down menu for the Interface heading. The type of protocol
may also be chosen by using the pull-down menu. The user
may choose between TCP, UDP, ICMP or (*) Any. The user
may also select a range of ports of the destination IP addresses
by entering the range under the Port Range heading.

Clicking Always will set the firewall permanently, unless
changed by the user. Alternately, the user may set up a time
schedule to implement the firewall, on a week-to-week basis by
clicking the From radio button and setting the appropriate times
to begin and end the firewall function.
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Advanced > DMZ

D-Link

Building Networks for People

AirPlus G

802.11g/2.4GHz Wireless Router
BT Advanced ETTE Status Help

DI-524UP

|

<
U
sl
il
i
el

DMZ
il
]

irtual Server DMZ (Demilitarized Zone) is used to allow a single computer on the LAN to be exposed to
the Internet

O Enabled ® Disabled
'applications IPAddress 192, 168. 0. |0

BT 9 90O

Apply Cancel Help

Parental Control

Firewall

DDNS

QoS

Performance

[

Firewalls may conflict with certain interactive applications such as video conferencing or
playing Internet video games. For these applications, a firewall bypass can be set up
using a DMZ IP address. The DMZ IP address is a “visible” address and does not
benefit from the full protection of the firewall function. Therefore it is advisable that other
security precautions be enabled to protect the other computers and devices on the LAN.
It may be wise to use isolate the device with the DMZ IP address from the rest of the
LAN.

For example, if you want to use video conferencing and still use a firewall, you can use
the DMZ IP address function. In this case, you must have a PC or server through which
video conferencing will take place. The IP address of this PC or server will then be the
DMZ IP address. You can designate the server’s IP address as the DMZ by typing in the
IP address in the IP Address space provided and then enabling its status by clicking the
Enabled radio button and then click Apply.

For the system that uses the DMZ IP address, you may want to manually assign an IP
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address to it and adjust your DHCP server addresses so that the DMZ IP address is not
included in the DHCP server range. This way you avoid possible IP address problems if
you reboot the DMZ system. To configure the Router's DMZ IP address, click the
Advanced tab at the top of the window and then the DMZ tab to the left.

Advanced > DDNS

D-Link

Building Networks for People

AirPlus G

802.11g/2.4GHz Wireless Router

DI-524UP -~
I [ Home VYL VEE Tools Status Help |

Dynamic DNS

irtual Server DONS O Enabled & Disabled
Server Address | DynDns.org v|
Host Mame |

Applications

|
Usermame | |
Pasgward |

|
DDMS Status Report ] a 9 o

Apply Cancel Help

Filters

Parental Control [

* Firewall

DMZ

EEHEEE-

DDNS

I QoS

‘Performance

[

The DI-524UP supports Dynamic Domain Name Service. Dynamic DNS allows a
dynamic public IP address to be associated with a static host name in any of the many
domains, allowing access to a specific host from various locations on the Internet. With
this function enabled, remote access to a host will be allowed by choosing a URL by
using the pull-down menu. Because many ISPs assign public IP addresses using DHCP,
it can be difficult to locate a specific host on the LAN using the standard DNS. For
example, if you are running a public web server or VPN server on your LAN, DDNS
ensures that the host can be located from the Internet if the public IP address changes.
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NOTE: DDNS requires that an account be setup with one of the supported DDNS
servers prior to engaging it on the router. This function will not work without an
accepted account with a DDNS server.

DDNS Click the Enabled button to enable the DDNS feature
on the router.

Server Address Choose the DDNS server address from the pull-down
menu. Available servers include DynDns.org,
No-IP.com, hn.org and zoneedit.com.

Host name Enter the host name of the DDNS server.
Username Enter the username given to you by your DDNS server.
Password Enter the password given to you by your DDNS server.

Click Apply to set this information in the Router.
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Advanced > QoS

D-Link

Building Networks for People

AirPlus G
802.11g/2.4GHz Wireless Router

[ Home NIV IR Tools Status Help i

DI-524UP

.
i

QoS

T — QoS (Quality of Serice).

(@ Disabled O Physical Part CIMAC cP O Application
“Applications

QoS Disable

Filters Set the CoS(Cuality of Service) Disabled

Parental Control

Firewall a Q o

Apply Cancel Help

DMZ

DDNS

QoS

‘Performance

[

QoS or Quality of Service is used to allot bandwidth and priority from the router. To allot
bandwidth per port on the router, click the appropriate QoS radio button and configure
the parameters. QoS may be configured per Physical Port, MAC address, IP address or
specified application. See the following explanation for more detailed information on
each type of QoS setting.
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Advanced > QoS > Physical Port

QloS(Cuality of Serice).

) Disabled & Physical Port O WAL QP O Application

Set the QoS(Quality of Service) Physical Port.

Fort Enable Bandwidth
LAM 1 [ FUILL
LAN 2 [ FUILL
LAM 3 L FLILL
LAM 4 L FLILL

2 90

Apply Cancel Help

To enable QoS per port, first click the Physical Port radio button which will reveal the
preceeding window for the user to configure. Simply click the Enable check box of the
corresponding port to enable QoS. You may also set the bandwidth for that port by
using that corresponding pull-down menu. The user may choose a bandwidth between
128 Kbps to 32 Mbps. FULL denotes that the port will have the maximum transfer speed
allowed at any given time, up to 100Mbps. Click Apply to confirm your settings.
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Advanced > QoS > MAC

CoS(Quality of Service).

O Disabled O Physical Pant @ MAC QI O Application

Set the Upstream bandwidth provided by 15P's.

Upstream Bandwidth Balkbps)

Set the High Priority QoS Control by Source MAC Address.

(O Enabled @ Disabled

Source Mac
DHCP Client H12-02662(00-04-96-1+a7-06)
Reserved Bandwidth Best Effort
9 Q0O
Apply Cancel Help
012 (Mumber s Total)
source MAC Resered Bandwidth

The user may also set QoS by specific MAC address. To enable QoS per MAC address,
first click the MAC radio button which will reveal the preceeding window for the user to
configure. Ensure that the Bandwidth configured does not exceed the incoming
bandwidth from the ISP or it will cause other devices on the LAN to slow down due to
decreased bandwidth. Check with your ISP for more information on the bandwidth
allotted to your account.

WAN Uplink Bandwidth Use the pull-down menu to set the WAN Uplink Bandwidth. The
user may choose a speed from 64kbps to Full (100Mbps).
Ensure that the Bandwidth does not exceed the incoming
bandwidth from the ISP or it will cause other devices on the
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QoS Control by MAC

Source MAC

DHCP Client

Bandwidth

LAN to slow down due to decreased bandwidth. Check with
your ISP for more information on the bandwidth allotted to your
account.

Click the Enabled radio button to enable QoS priority by MAC
address. Information coming from this MAC address will have
the highest priority on the LAN. This means that information
originating from this device will be sent to other devices on the
LAN requesting it, first. Other devices will have a lower priority
in sending information through the router.

Enter the source MAC address that will be set for high priority
QoS in the router.

The user may use the DHCP client to aid in choosing the MAC
address to be implemented for QoS. All devices connected to
the router will be listed in the pull-down menu. Simply choose
the correct device and click the Clone button, which will
produce that devices MAC address in the Source MAC field.

Use the pull-down menu to select the best bandwidth for the
QoS Setting on this router. The user may set a bandwidth
between 1Kbps to 32Mbps. Choosing Best Effort will set the
router to allow the first user to access the source MAC address
to have the total bandwidth needed for the file being transferred.
Choosing Full will denote that the router will allot 100Mbps of
bandwidth for the specified QoS implementation. Only one QoS
implementation can be set at Full.

Click Apply to set the QoS for MAC.
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Advanced > QoS > IP

QoS(Quality of Service).

O Disabled O Physical Pont O MALC ®P O Application

Set the upstrearn bandwidth provided by 1SP's.

Upstream Bandwidth BdKbps) +

et the Qo= High Priority Contral by Source [P Address.

) Enabled & Disabled

Source [P Address 192 168. 0. - 192 168 0.
Reserved Bandwidth Best Effort »
2 90O
Apply Cancel Help
0/ 12 (Number s Totaly
Source IP Hange Bandwidth

The user may also set QoS by specific IP address. To enable QoS per IP address, first
click the IP radio button which will reveal the preceeding window for the user to
configure. Ensure that the bandwidth does not exceed the incoming bandwidth from the
ISP or it will cause other devices on the LAN to slow down due to decreased bandwidth.
Check with your ISP for more information on the bandwidth allotted to your account.
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Upstream Bandwidth

QoS Control by IP

Source IP Address

Reserved Bandwidth

Use the pull-down menu to set the Upstream Bandwidth. The
user may choose a speed from 64kbps to Full (100Mbps).
Ensure that the bandwidth does not exceed the incoming
bandwidth from the ISP or it will cause other devices on the
LAN to slow down due to decreased bandwidth. Check with
your ISP for more information on the bandwidth allotted to your
account.

Click the enabled radio button to enable QoS priority by MAC
address. Information coming from this IP address will have the
highest priority on the LAN. This means that information
originating from this device will be sent to other devices on the
LAN requesting it, first. Other devices will have a lower priority
in sending information through the router.

Enter the source IP address or range of IP addresses that will
be set for high priority QoS in the router.

Use the pull-down menu to select the best bandwidth for the
QoS setting on this router. The user may set a Bandwidth
between 1Kbps to 32Mbps. Choosing Best Effort will set the
router to allow the first user to access the source IP address to
have the total bandwidth needed for the file being transferred.
Choosing Full will denote that the router will allot 100Mbps of
bandwidth for the specified QoS implementation. Only one QoS
implementation can be set at Full.

Click Apply to set the QoS for IP.

46

Download from Www.Somanuals.com. All Manuals Search And Download.



Advanced > QoS > Application

QoS(Cuality of Service).

O Disabled O Physical Pan O MAC QIF @ Application

et the Upstream bandwidth provided by 15P's.

Upstream Bandwidth BA(Kbps) +

Set the QoS High Priority Contral by Protocal.

O Enabled & Disabled

MName
Fratocol Both +
Fort Range
Reserved Bandwidth Best Effort |+
9 OO0
Apply Cancel Help
0712 (Number/ Total)
Mame Fratocol Fort Range Reserved Bandwidth

The user may also set QoS by specific protocol. To enable QoS per protocol, first click
the Application radio button which will reveal the preceeding screen for the user to
configure. Ensure that the bandwidth does not exceed the incoming bandwidth from the
ISP or it will cause other devices on the LAN to slow down due to decreased bandwidth.
Check with your ISP for more information on the bandwidth allotted to your account.

QoS Control by ProtocolClick the Enabled radio button to enable QoS priority by
application. Information coming from this application will have
the highest priority on the LAN. This means that information
originating from this device will be sent to other devices on the
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LAN requesting it, first. Other devices will have a lower priority
in sending information through the router.

Name Enter a user-defined name to define this application for users
on the LAN.

Protocol Choose the protocol to be enabled for QoS from the pull-down
menu. The user may choose TCP, UDP or Both.

Port Range Enter a virtual port range that will use this application.
Remember these are virtual ports and not physical ports on the
router.

Bandwidth Use the pull-down menu to select the best bandwidth for the

QoS setting on this router. The user may set a bandwidth
between 1Kbps to 32Mbps. Choosing Best Effort will set the
router to allow the first user to access the set application to
have the total bandwidth needed for the file being transferred.
Choosing Full will denote that the router will allot 100Mbps of
bandwidth for the specified QoS implementation. Only one QoS
implementation can be set at Full.

Click Apply to set the QoS for IP.
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Advanced > Performance

D-Link

Building Networks for People

AirPlus G

802.11g/2.4GHz Wireless Router
[ Home IR Tools Status Help

DI1-524UP

.
o
e

Wireless Perf K]

nc

irtual Server

These are the Wireless Performance features for the AP{Access Point)Portion.

T Rate : iAuto ¥ iMbps)

Transmit Power ; 1DD°/°_VI

Applications

Beacon interval IWU Imsec, range:20~1000, default:100)

i
RTS Threshald : i2345 |(range: 1~2346, default:2346)
i

Fragmentation : i2345 ]range: 256~2346, default: 2346, even number only)

DT interval

: D(range: 1~255, default:1)
Preamble Type : O Short Preamble @ Lang Preamble
Eirevsall S5ID Broadcast © (® Enabled O Disahled
802.11g Only Mode : (O Enahled @ Disabled

CTS Mode 1 O Mone O Always ® Auto

2 9 0O

Apply Cancel Help

Performance

The Wireless Performance window is used to configure settings for the Access Point
feature of this device. Configuring these settings may increase the performance of your
router but if you are not familiar with networking devices and protocols, this section
should be left at its default settings. Below is a list of the functions associated with the

Access Point feature of the router. Click Apply when you have completed your
changes.

TX Rate Use the pull-down menu to select the transfer data rate,
in Mbps. The default setting of Auto will automatically

adjust the transfer rate to the highest possible rate
allowed.
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Transmit Power

Beacon Interval

RTS Threshold

Fragmentation

DTIM Interval

Preamble Type

SSID Broadcast

802.11g Only Mode

Allows the user to adjust the transmit power of the
router. A high transmit power allows a greater area
range of accessibility to the router.

Beacons are emitted from the router in order to
synchronize the wireless network. You may set the
range between 20-100 microseconds per beacon sent.
The default is 100.

The RTS (Request to Send) Threshold controls the size
of data packets issued to a RTS packet. A lower level
will send packets more frequently which may consume
a great amount of the available bandwidth. A high
threshold will allow the router to recover from
interference or collisions which is more prevalent in a
network with high traffic or high electromagnetic
interference. The default setting is 2346.

The fragmentation threshold will determine if packets
are to be fragmented. Packets over the 2346 byte limit
will be fragmented before transmission. 2346 is the
default setting.

DTIM (Delivery Traffic Indication Message) is a
countdown informing clients of the next window for
listening to broadcast and multicast messages. The
default setting is 3.

Select Short or Long Preamble. The Preamble defines
the length of the CRC block (Cyclic Redundancy Check
is a common technique for detecting data transmission
errors) for communication between the wireless router
and the roaming wireless network adapters. NOTE:
High network traffic areas should use the shorter
preamble type.

Choose Enabled to broadcast the SSID across the
network. All devices on a network must share the same
SSID (Service Set Identifier) to establish
communication. Choose Disabled if you do not wish to
broadcast the SSID over the network.

Select this mode to restrict your network to only those
devices that employ the 802.11g standard. Enabling
this mode will ensure that you maintain the highest
connectivity rate, unhampered by any connection to an
802.11b device.
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CTS Mode

CTS (Clear To Send) is a function used to minimize
collisions among wireless devices on a wireless local
area network (LAN). CTS will make sure the wireless
network is clear before a wireless client attempts to
send wireless data. Enabling CTS will add overhead
and may lower wireless throughput.

Auto - CTS will monitor the wireless network and
automatically decide whether to implement CTS based
on the amount of traffic and collisions that occurs on
the wireless network.

Always - CTS will always be used to make sure the
wireless LAN is clear before sending data.

None - CTS is typically used in a pure 802.11g
environment. If CTS is set to “None” in a mixed mode
environment populated by 802.11b clients, wireless
collisions may
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D-Link

Building Networks for People

DI-ST4UP

[ _Home _ AdvancediR VPSR Status _ Help

Tools > Admin

AirPlus G

802.11g/2.4GHz Wireless Router

S

Ad

Time

=]
=]
=
=

System User (The

Firmware

Misc.

Admin Administrators can chénge their login passward.

Adrinistrator (The Login Narme is "admin®)

Confirm Password |esssscssssssses |

Caonfirm Password II....I......... |

r Settings

MNew Password esssssssssssese

Login Mame is "user")

Mew Password [aenessenesannes |

agement
1 Enabled & Disabled
IP Address |* |

¥ 90O

Apply Cancel Help

With this window, the DI-524UP administrator can change the system password. There
are two accounts that can access the Broadband Router's Web-Management interface.
They are admin and user. Admin has read/write access while user has read-only access.
User can only view the settings but cannot make any changes.

Administrator

Password

User

Password

“admin” is the Administrator login name.

Enter the password here and the same password in the
Confirm Password field. This will be the password that
the administrator will use to gain access to the
configuration menu of the device. There is no default
password for this device.

“user” is the User login name

Enter the password here and the same password in the
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Remote Management

IP Address

Port

Confirm Password field. This will be the password that
the users will use to gain access to the configuration
menu of the device. Users will have limited privileges
on this device. There is no default password for this
device.

Remote management allows the DI-524UP to be
configured from the Internet by a web browser. A
username and password is still required to access the
Web-Management interface. In general, only a member
of your network can browse the built-in web pages to
perform Administrator tasks. This feature enables you
to perform Administrator tasks from the remote
(Internet) host.

The Internet IP address of the computer that has
access to the Broadband Router. If you input an
asterisk (*) into this field, then any computer will be
able to access the Router. Putting an asterisk (*) into
this field would present a security risk and is not
recommended.

The port number used to access the Broadband Router.
The default port number for web management is 8080.
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Tools > Time

D-Link

Building Networks for People

AirPlus G

802.11g/2.4GHz Wireless Router

DI-524UP
| Home  Advanced Tools M
. ifime )
Admin Set the DI-524UP system time.
Device Time Dec 31, 1999 20:03:17
Time Synchronize the device's clock with:

@ Automatic (Simple Network Time Protocol)

z O Your Computer's clock
System

' Manual (Enter your own settings)

Firmware Time Zone | [GMT-08:00] Pacific Time [US & Canada) v :
Daylight Saving O Enabled & Disabled
Month  Week Day Hour  Minute
Start [ap v [1st v|[5un v|[2 v |[00 ¥
End [Oct v|[Last v|[5un v|[2 ][00 v

Misc.

IEEE

Cable Test

Get the Tirme Automatically via Network Time Protocol(NTF)
MNTP Server | !(optional)

Interval | 1hrs V|

Time Year, 2005 Month: A Day:| 17

Hour:| 1 Minute: 11 Second: 52

9 90

Apply Cancel Help

The system time is the time used by the DI-524UP for scheduling services. You can
manually set the time, connect to a NTP (Network Time Protocol) server or synchronize
the time on the router with your PC. If an NTP server is set, you will only need to set the
time zone and the update Interval. You may also set the time from the clock on your
computer by checking the corresponding radio button. To manually set the time, you will
need to input the value into the fields provided. If you manually set the time, you may
also set the Daylight Saving Time by clicking the corresponding Enabled radio button
and the system time will automatically adjust on those dates. Click Apply to set changes
made.
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Tools > System

D-Link

Building Networks for Peeple

AirPlus G

802.11g/2.4GHz Wireless Router

[__Home __ Advancedil PR Status ___Help |

DI-524UP

Settings

]ﬂl_

Admin = . .
Save Settings To Local Hard Drive
Time
Load Settings From Local Hard Drive
| |[ Browse.. ]
System

Restore To Factory Default Settings
Restare

Firmware

Reboot the DI-G241P
Feboot

Misc.

LE
[

f Cable Test o
Help

The System Settings window has three basic functions for the DI-524UP administrator.
Configuration settings can be saved to a local hard drive on your computer by clicking
the Save button. This will produce a new window from your operating system inquiring
you about the location where you would like to save your files. The administrator may
also upload configuration settings saved to a local hard drive by entering the path into
the open field or by clicking the Browse button and searching for its location the
computer. Once found, click Load to upload these settings to the DI-524UP. The
administrator may also restore the router back to its default configurations by clicking
the Restore button.

Save Click Save to save the current settings to the local
drive.
Browse / Load Click Browse to find the settings, then click Load.
Restore Click Restore to restore the factory default settings.
Reboot Click Reboot to reboot the Router.
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D-Link

Building Networks for People

DI1-524UP

Admin

Time

ﬂﬂl-

f System

Firmweare

[ __Home _ Advancedil "*TNSN Status__ Help

Tools > Firmware

AirPlus G

802.119g/2.4GHz Wireless Router

To upgrade the firmware, locate the upgrade file on the local hard drive with the Browse
button. Once you have found the file to be used, click the Apply button below to start the
firrmware upgrade.

Current Firmware VYersion: v1.01
Firmware Date: Thu Oct 6 03:30:15 CST 2005

|CADIE24UP-alpha-v4-C [ Browse. |

9 ©0

Apply Cancel Help

You can upgrade the firmware of the Router here. Make sure the firmware you want to
use is on the local hard drive of the computer. Click on Browse to browse the local hard
drive and locate the firmware to be used for the update. Please check the D-Link
Support site for firmware updates at http://support.dlink.com. You can download
firmware upgrades to your hard drive from the D-Link support site.

Firmware Upgrade

Browse

Click on the link in this window to find out if there is an
updated firmware; if so, download the new firmware to
your hard drive.

After you have downloaded the new firmware, click
Browse in this window to locate the firmware update
on your hard drive.

Click Apply to complete the firmware upgrade. The following window will open to
indicate the DI-524UP is writing flash:
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=N 3 ™
Bﬂ !‘.lnr'e-::-ulu _A I’. p I u S G

802.11g/2.4GHz Wireless Router

The device is writing flash now. ..
Please Don't Power Off.

_Gontinue |

Click Continue to proceed.

NOTE: Please avoid turning off the DI-524UP when it is in the middle of updating
firmware as this action may cause serious damage to the device.
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Tools > Misc.

D-Link

Building Networks for People

AirPlus G

802.119g/2.4GHz Wireless Router

DI-524UP .
\l S Status ___Help |

Ping Test
Ping Test is used to send "Ping" packets to test if a computer is an the Internet.
Host Mame ar IP :
Pin
Address " 2

Block WAN Ping
When you "Block YWAN Ping”, you are causing the public WAN IP address on the DI

524UP to not respond to ping commands. Pinging public YWAN IP addresses is a
common method used by hackers to test whether your WAN IP address is valid.

Discard PING fram YWAN side O Enabled & Disabled
Misc.

SPI mode
You can setup this item if you want to enable SPI mode

® Enabled O Disabled
IGMP Prozy
Please make sure your multimedia server (service) and Client (player) support IGMP
pratocol before enabling IGMP Proxy, or it won't appropriate perform,

O Enabled @ Disabled

UPHP Settings

You can setup this item if you want to enable UPnP.

O Enabled @ Disabled

VPHN Pass-Through

Allowes VPN connections to work through the DI-S24UP.
PPTP (O Enabled & Disabled
IPSec O Enabled @ Disabled

WAN select to 10/100 Mbps
O 100Mbps O 10Mbps & 10/100Mbps Auto

9 ©0

Apply Cancel Help
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Ping Test

Block WAN Ping

SPI Mode

IGMP Proxy

UPNP Settings

VPN Pass-Through

WAN Select

The Ping Test is used to send Ping packets to test if a
computer is on the Internet. Enter the IP Address that
you wish to Ping, and click Ping.

Discard Ping from WAN side If you choose to block
WAN Ping, the WAN IP Address of the DI-524UP will
not respond to pings. Blocking the Ping may provide
some extra security from hackers. Click Enabled to
block the WAN ping.

SPI or Stateful Packet Inspection is a type of firewall
that protects your network against hacker attacks by
analyzing packets to ensure that only authorized
packets will be allowed to enter your network. To
enable this function, click the Enabled radio button.
This function is enabled by default.

The Internet Group Management Protocol (IGMP)
snooping allows the Router to recognize IGMP queries
and reports sent between PCs on your LAN and an
IGMP host. When the IGMP Proxy is enabled, the
Router can open or close a port to a specific PC based
on IGMP messages passing through the Router.

You may enable the Universal Plug n’ Play function
here by clicking the Enabled radio button.

The DI-524UP supports VPN (Virtual Private Network)
pass-through for both PPTP (Point-to-Point Tunneling
Protocol) and IPSec (IP Security). Once VPN
pass-through is enabled, there is no need to open up
virtual services. Multiple VPN connections can be made
through the DI-524UP. This is useful when you have
many VPN clients on the LAN network.

PPTP Select enabled or disabled.
IPSec Select enabled or disabled.

This section allows the user to set the wire speed over
which the router will transmit packets. The user has
three options:

100 Mbps — Clicking this radio button will set the wire
speed at 100 megabytes per second.

10 Mbps — Clicking this radio button will set the wire
speed at 10 megabytes per second.
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10/100 Mbps Auto — Clicking this radio button will allow
the wire speed to be automatically set by the router
depending on the wire speed available at any given
time.

Tools > Cable Test

D-Link

Building Networks for People

AirPlus (5
802.11g/2.4GHz Wireless Router

[ _Home __ Advancedile PN Status__ Help |

il

DI-524UP

Admin Tester (WCT)

|
—
- Link Status Link Type
[rery —
r Time o - )
wan i e Disconnect
vz i T Disconnect
e e
- LAN4 %“ *E Disconnect
e
Misc.

%
-4
5
o

Cable Test

The above window is a Virtual Cable Tester and it shows the user the current status of
the ports of the Router. In this window, we can see that LAN 3 port is connected at a
speed of 100Mbps Full (duplex) and all the other connections do not have a valid link.
Clicking the More Info button will open an additional window with more information
about this connection, as shown below.

T DI-524UP - Microcaft Internet Fxplarar

D-Link

AirPlus G~
BOZ 11 g 2 4Gk Wirehess Router

s (D connected

TuPair Normal Cablel
RxPair Normal Cable!

Ie
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Status > Device Info

D-Link

Building Networks for People

AirPlus G

802.11g/2.4GHz Wireless Router

DI-524UP
| Home  Advanced Tools Status m
Device on System UpTime:0 days, 00:00:51
Device Info Firmware Version:v1.01, Thu Oct 6 03:30:15 CST 2005
LAN

Subnet Mask 255.255.255.0
DHCP Server Enabled

e MAC Address 00:50:BA:49:05:17
Log
IP Address 192.165.0.1

WWAN
MAC Address 00:50:BA:49:05:18

m . DHCP Client Disconnected
' Connection ™ 5H0E Ralease | [ DHCP Renew
IP Address 0.0.0.0
Subnet Mask 0.0.0.0

Default Gateway 0.0.0.0

DNS 0.0.0.00.0.0.0

Wireless 802.11g
MAC Address 00:50:BA:49:05:17

SSID DI-A24UP
Channel &

Encryption WPA-PSK

o

Help

This window displays the current information for the DI-524UP. It will display the LAN,
WAN, and Wireless 802.11g statistics.

If your WAN connection is set up for a Dynamic IP address then a Release button and a
Renew button will be displayed. Use Release to disconnect from your ISP and use
Renew to connect to your ISP.

If your WAN connection is set up for PPPoE, a Connect button and a Disconnect button
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will be displayed. Use Disconnect to drop the PPPOE connection and use Connect to
establish the PPPOE connection.

This window will show the DI-524UP’s working status:

LAN

WAN

Wireless 802.11g

MAC Address: MAC address of the DI-524UP

IP Address: LAN/Private IP Address of the DI-524UP

Subnet Mask: LAN/Private Subnet Mask of the
DI-524UP

DHCP Server: DHCP Server Status
MAC Address: MAC address of the DI-524UP

Connection: Displays the current connection for DHCP.
This field also has two buttons for resetting the DHCP
server on the Router. DHCP Release — Clicking this
button will release and reset the DHCP server. All
settings configured by DHCP will be lost. DHCP
Renew — Clicking this button will allow the router to
renew the DHCP server and automatically configure
new DHCP settings for the connection.

IP Address: WAN/Public IP Address

Subnet Mask: WAN/Public Subnet Mask

Default Gateway: WAN/Public Gateway IP Address
Domain Name Server: WAN/Public DNS IP Address
MAC Address: MAC address of the DI-524UP

SSID: Displays the current SSID

Channel: Displays the current wireless channel in use

Encryption: indicates whether wireless encryption is
enabled or disabled
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Status > Log

D-Link

Building Networks for People

DI-ST‘!UP

I .

Log

'ireless Info
e
" Printer Info

Home Advanced Tools Status m

AirPlus G

802.11g/2.4GHz WirelessRouter

View Log

Yiew Log displays the activities occurring on the DIFS24UP. Click on Log Settings for
advance features.

[ First Page H Last Page ] Previous | | Next o

[ Advanced Settings ]

Help

page 1 of 1

Time

Dec 31 16:00:10 DHCF disconnected
Dec 31 16:00:06 syslogd started | Log on system activity attack drop packet notice.

Ivlessage

The Router keeps a running log of events and activities occurring on the Router. If the
device is rebooted, the logs are automatically cleared. You may save the log files under

Log Settings.
View Log

First Page - The first page of the log

Last Page - The last page of the log

Previous - Moves back one log page

Next - Moves forward one log page

Clear - Clears the logs completely

Log Settings - Brings up the page to configure the log

Refresh — Refreshes the View Log window
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Status > Log > Advanced Settings

D-Link

Building Networks for People

AirPlus (G
802.11g/2.4GHz Wireless Router

Home Advanced Tools Status l!ﬁ]-

DI1-524UP

.
il

Advanced Settings

* Device Info Logs can be saved by sending it to an admin email address or to syslog server.

Log Type System Actiity

Log
[ Debug Infarmatian
— [ Attacks
[ Dropped Packets
[l Netice
E-tdail Alert
E-mail To: | | [ SendMailNow |
E-mail Subject: | |
E-mail From:
Active Session Sender E-mail Address | |
SMTP Server/ IP Address | |
User Name | |
Password | |
|

Confirm Password

Syslog Account
Syslog Server IP Address | | ©Enable @ Disable

Save Log File To Local Hard Drive

9 90

Apply Cancel Help

The Advanced Settings window allows a log to be saved by sending it to either an
admin e-mail address or a Syslog server. Once you have completed your settings, click
Apply to let your changes take effect.

Log Type Choices include System Activity, Debug Information,
Attacks, Dropped Packets, and Notice.
E-Mail Alert Enter the appropriate e-mail information in this section.
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Syslog Account To send a log to a syslog server, click the Enable
button and enter the IP address of the syslog server.

Status > Statistics

=N 3 - ™

802.11g/2.4GHz Wireless Router
Home Advanced Tools Status l!ﬁ]_

DI-SfIlUF

Traffic Statistics

| Device Info Traffic Statistics display Receive and Transmit packets passing through the DI-S24UP.
o
Help
Receive Transmit
WAN 0 Packets 0 Packets
A LAN 2127 Packets 3034 Packets
WIRELESS 1001745 Packets 47179 Packets

'ireless Info

" Printer Info

-

The window above displays the Traffic Statistics. Here you can view the amount of pack-
ets that pass through the DI-524UP on the WAN, LAN, and Wireless ports. The traffic
counter will reset if the device is rebooted or can be reset by clicking the Reset button.
To refresh current statistics, click the Refresh button.
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Status > Wireless Info

D-Link

Building Networks for People

AirPlus G

802.11g/2.4GHz Wireless Router
DI-524UP
| Home  Advanced Tools Status m
Connected Wireless Client List o
The Wireless Client list below displays Wireless clients Connected to the AP

(Access Point). Help

P — Connected Time MAC Address Wode

] Log 03:44:25 00-11-25-EB-80-1B g
I2:05:13 00-05-50-99-C5-F2 11y

P

Wireless Info

* Printer Info

L

l::tive Session

The wireless client table displays a list of current connected wireless clients. This table
also displays the MAC address and mode of the connected wireless client.

Click on Help at any time, for more information.
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Status > Printer Info

802.11g/2.4GHz Wireless Router
Home Advanced Tools Status m

DI1-524UP

Device Info

o

IT Help

Cuene Natme  Printer Name Printer Server Status

Statistics Ipl Canon 4750 306PAR Tdle

ireless Info

Printer Info

!

The Printer Server Information window displays a list of Printers that are using the
DI-524UP as a print server. These printers are defined by Queue Name and Printer
Name. The status of these printers is located to the right under the heading Printer
Server Status.

To use this window, simply plug your USB printer into the DI-524UP. The USB LED on
the front of the DI-524UP will light up and the printer will automatically appear in the
window above. The default Printer Name is “Ip1.”

If you have not done so already, it is necessary to add the printer before you can start
using it. Please see the “Installing a Printer on your DI-524UP” section in the Appendix.

67

Download from Www.Somanuals.com. All Manuals Search And Download.



Status > Active Session

=N 3 0

802.11g/2.4GHz Wireless Router
Home __Advanced _ Tools Status m

DI-524UP
|
Ac sion
- Active Session display Source and Destination packets passing through the DI-S24UP.

o
MNAPT Session

TUDP Session (1
Total 0
ireless Info
Artve Session
e IP Address TCP Session UDP Session
* Printer Info

Active Session

e

The Active Session window allows users to view the packets passing through the
router, whether from the source or to the destination. This window displays the total
TCP and UDP packets in the NAPT Session section. This is a total of the Active
Session section on the bottom of the screen. The Active Session section will sub-divide
the NAPT session section into separate |IP addresses and their TCP and UDP packets.
For more details regarding a separate IP address on the LAN, click the detail button of
the corresponding IP address, which will display the following window for the user to
view.
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==
=

Active Session

AirPlus G

802.11g/2.4GHz Wireless Router

m
-

Home Advanced Tools Status

Wapt Actwe Sessan Dedail Inferalian ﬂ
Help

Fror i o Souce P Sauits Pord Daait IP Desl Podt Age Tres
o 21316100 e T 1638611 53 663  j==r)
Lils P BRIERLIE A NEEGE 11 ] BO3  deacc)
JoF 21318 1 o [ TEE5s 11 53 BE5  leac)
U0 318 100 =T | B85 11 53 EA7  feai)
OF 1 3168 100 1006 2541 41 123 BT demph
Lilsy MARCR R 1008 1B 3 47 emr)
JOP I 318 1 0% A0S 1A E43  {sac)
UDF 21 218 100 [mn] ] 1B3585 11 & 53 (= R T
nF 21 316 100 1035 s LE] (= P T To

Sub-divided again, this window displays more detailed information on the TCP/UDP
actions taken by the specific IP address, as stated below.

Protocol

Source IP
Source Port

Dest IP

Dest Port

Age Time

Displays the protocol used by the corresponding IP address,
whether it be TCP or UDP.

Displays the IP address of the device sending information.
Displays the virtual port used by the source IP address.

Displays the IP address of the destination of the packets sent
from the Source IP.

Displays the virtual port receiving information for the
Destination IP.

Displays the total time the particular UDP session was ongoing,
in seconds.
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Help

AirPlus G~

802.11g/2.4GHz Wireless Router
DI-524UP
‘i Home  Advanced ool Status Help |
Home
= Satup
= Wirelass Sethngs
« WAN
« LAM
« DHCP
Advanced
+ Virtual Senwer
+ Applications
» Filters
+ Parental Control
+ Firawall
« DMZ
» DDNS
» QoS

» Wirglass Parformance

Tools
« Adrmn
« Time
» System
« Einmvare
» hisc
» Cable Test

Status
+ Danvice Info
« Log
» Statistics
« Wirelass Infa
« Printer Info
« Active Sassion

FAGs

The Help tab will give basic information referring to various windows located in the
Router. To view a specific section, click on its hyperlinked name. A new window of
information will appear.
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Technical Specifications

Standards

IEEE 802.119g
IEEE 802.11b
IEEE 802.3
IEEE 802.3u

VPN Pass Through/ Multi-Sessions

PPTP
L2TP
IPSec

Device Management

Web-Based- Internet Explorer v6 or later; Netscape
Navigator v6 or later

DHCP Server and Client Advanced Firewall Features

NAT with VPN Passthrough (Network Address
Translation)

MAC Filtering

IP Filtering

URL Filtering
Domain Blocking

Scheduling

Wireless Operating Range

Indoors — up to 328 feet (100 meters)
Outdoors — up to 1312 feet (400 meters)

Operating Temperature

32°F to 113 °F (0°C to 45°C)
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Humidity:

® 95% maximum (non-condensing)

Safety and Emissions:

® EMI: FCC Class B, CE Class B, C-Tick
® Safety: CSA International

Wireless Frequency Range:

° 2.4GHz to 2.462GHz
LEDs:

Power

Status

WAN

WLAN (Wireless Connection)
LAN (10/100)

° USB

Status Physical Dimensions:

® L =5.59 inches (142 mm)
® W=4.29inches (109 mm)
o H =1.22 inches (31 mm)

Wireless Transmit Power:

11g: 13dBm Typical
11b: 17dBm Typical
Security:

802.1 x
WPA - WiFi Protected Access
WPA2 — WiFi Certified Security with AES encryption

(64, 128-bit WEP with TKIP, MIC, IV Expansion, Shared
Key Authentication)
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External Antenna Type:

® Single detachable reverse SMA Modulation Technology:
® Orthogonal Frequency Division Multiplexing (OFDM)

Power Input:

o Ext. Power Supply DC 5V, 2A
®  Weight: 7.83 ounces (222 grams)
Warranty:
® 3 year (depends on D-Link global warranty policy)
Wireless Data Rates with Automatic Fallback:
54 Mbps
48 Mbps
36 Mbps
24 Mbps
22 Mbps
18 Mbps
12 Mbps
11 Mbps
9 Mbps
6 Mbps
5.5 Mbps
2 Mbps
1 Mbps

Receiver Sensitivity:

54Mbps OFDM, 10% PER, -72dBm
48Mbps OFDM, 10% PER, -74dBm
36Mbps OFDM, 10% PER, -78dBm
24Mbps OFDM, 10% PER, -80dBm
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18Mbps OFDM, 10% PER, -83dBm
12Mbps OFDM, 10% PER, -84dBm
11Mbps CCK, 8% PER, -85dBm
9Mbps OFDM, 10% PER, -84dBm
6Mbps OFDM, 10% PER, -84dBm
5.5Mbps CCK, 8% PER, -88dBm
2Mbps QPSK, 8% PER, -89dBm
1Mbps BPSK, 8% PER, -92dBm
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Appendix

WCN and the Wireless Setup Wizard

WCN or Windows Connect Now technology has been recently incorporated by D-Link to quickly
aid the user in setting up a secure wireless environment. Combining the new WCN technology
incorporated by Windows and only available through a PC that has a wireless NIC card and is
running the Windows XP Operating System with Service Pack 2 installed, the user will configure
the wireless settings only once and then save it to a USB flash drive. Once saved, the user may
insert this flash drive into any device on the network that is running wirelessly and the settings will
automatically upload to that device. No more configurations are necessary and all devices will
have the identical access information and wireless information necessary to work smoothly over
your internal LAN. See the explanation below for a better understanding of how to set up your

WCN wireless function.

Welcome to the Wireless Network
Setup Wizard

Irn ez hefs o st up & Securty-enabled Mms !!-wli
l of your computers snd devices connect

—ulns acoess pork. (Thes i caled 3 -aehﬂdrw.maue

network)

T contirue, clck Newt,

In Windows XP SP2, click Start >
All Programs > Accessories >
Communications > Windows
Network Setup Wizard to open
the wizard’s front page, as seen
below.
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Wireless Network Setup Wizard

What do you want to do?

Select a task:

<
(@ Zet up a new wireless network <

Choose “Set up a new wireless network”.

() Add new computers or devices to the 'darver’ network,

Click Next.

' !
[ ok [ wexs b }
Wireless Network Setup Wizard 3]
Create a name for your wireless network.
e your notwork 3 name, Using up to 32 charscters,
Network name (S5I0%: [ darren | :

Enter a network name of up to 32
characters to identify your wireless
network. This name will be common to all
users on the wireless LAN.

) automatically assign a network key (recommended)

To prevent outsiders from accessing your network, Windows will automatically assign a
secure ey {alsa called & WEP or WP key) o yaur network.

Choose “Manually assign a network key”
which will be configured in the next
window.

(&) Marually assign a network key <

Use this option I you would prefer bo create your onn key, or add a new device to your
existing wireless networking using an old key.

[ Use WiPa encryption instead of WEP (WP is stronger than WEP but not al devices are
compatible with WRA)

Click Next.

btk e [

Wireless Network Setup Wizard 3]

Enter a WEP key for your wireless network.

The WEP {or Wired Equivalent Privacy) key must meet one af the follawing guidelines:
- Exactly 5 or 13 characters
- Exactly 10 or 26 characters using 0-9 and A-F

A longer WEP key is more secure than a short ane,

Network key: (12345

Confirm network ke

On the last page of this wizard, you can prin this key and your other netwark settings for
safekeeping.

Choose a key that will be shared among
users on your LAN. There are certain
guidelines to choosing this key, as stated
on the screen to the left.

s characters Gy
Dlvie havadiers s e the following field.

Once entered, click Next.
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Wireless Network Setup Wizard @

TS Insert the USB drive into a USB port on
the computer, choose “Use a USB flash
;:5 ':‘wﬂzvzrgeutruu”\;l.des tvo methods for creating & wireless network, Using a Flash drive is easier d I’IV e" .
(&) Use a USB flash drive {rec: 4

Using this methad, you create network settings once
and save them to yaur Flash drive, Then, you use the
flash diive to add more devices and compLters to your
network,

) Set up a netwark manually

Using this method, you must set up each computer or
device separately,

Click Next.

[ <otk [ mew» 1 2

The settings will the automatically be uploaded to your USB flash drive. Once saved the
user is to unplug the device, in the proper method, and then plug that USB flash drive
into all devices that will be accessing the wireless LAN. Each device will upload the
configurations automatically and be instantly accessible on the wireless LAN.
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Installing a Printer on your DI-524UP for Windows XP

The DI-524UP can be used as a print server for devices on your LAN. Once you have
installed the USB printer through the router, the user must set up the computer on the
LAN for the printer as well. The following explanation will guide you through the steps
needed to do this. Remember to enter the same Queue Name on the PC as your router

displays or the printer will not function properly.

§ Internet My D t:
g Internet Explorer J ateme
My Recent Documents H
Go to Q- 9 Click on
£ My Pictures
Start > 5 = Add a
. H Faint "j My Music .
Printers = printer.
ﬁ Command Prompt Austin
and
= Cantrol Panel
FaX es @ Powerirchiver 2002 B’ =
E Microsaft Word
(‘)) Help and Support
,'_J T
All Programs D 7 Run...
Add Printer Wizard
Welcome to the Add Printer
Wizard
This wizard helps you install a printer or make printer
connecions.
* If you have a Plug and Flay printer that connects
\ld) through a USB port (or any other hot pluggable
port, such a2 |EEE 1354, infrared, and =0 on), wou
dao not need ko use this wizard, Click Cancel to
close the wizard, and then plug the printer's cable
into pour computer or paint the printer toward your
computer's infrared port, and turn the: printer on,
“windows will automatically install the printer for wou.
To continue, click Nest
Click
Next.

Ble B Yew Fgeoies  Toob el
> Y F Psean [ rodes [

s | Printees and Fases

]
Frinter Tasks

Perasiric D0 301024 on
[CEEn

See s

] Troublashor perteg
) Gt bl vt perteg

Wthes Places
O Contiod Parel

T Scanvers and Camerss
£} My Docments

3] My Picaures

§ Austn

Cancel
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Select Local printer
attached to the
computer.

(Deselect
Automatically detect
and install my Plug
and Play printer if it
has been selected.)

Click Next.

Select Create a port:
and from the pull-down
menu select the correct
port for your printer.

(Most users will want to
select Standard TCP/IP
Port, as shown in the
illustration.)

Click Next.

The Add Standard
TCP/IP Printer Port
Wizard window opens.

Click Next.

Add Printer Wizard
Local or Network Printer O

The wizard needs ta know which type of printer to zet up.

Select the option that desciibes the printer you want to use:

(%) Local printer attached to this computer

[liAutomatically detect and install my Piug and Flay printer

() & ngtwork printer, o & printer attached b anather computer

2 To set up a netwark: printer that is not attached to a print server,
\l‘) usge the “Local printer optian,

[ < Back 'I Mest > II[ Cancel ]

Add Printer Wizard
Select a Printer Port O

Computers communicate with printers through ports,

Select the port you want wour printer o uge. IF the port iz not isted, you can create a
niew port

(O Use the following part:

(5) Create a new port:
Type of port:

Standard TCPAIP Port

< Back Mest »

Cancel I

Add Standard TCP/IP Printer Port Wizard E|

Welcome to the Add Standard
TCP/IP Printer Port Wizard

‘You use this wizard to add a port for a network, printer.

Befare continuing be sure that:
1. The device is tumed o,
2. The network is connected and configured.

To continue, click Next.

Cancel
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Enter the IP Address of
the DI-524UP (default:
192.168.0.1) in the
Printer Name or IP
Address field. Add a
name to the router IP
address to differentiate
it from other devices in
the Port Name field.

Click Next.

The Wizard requires
additional information
to complete the
process. In the
Additional Port
Information Required
window, select the
Custom radio dial and
click the Settings
button.

In the Configure
Standard TCP/IP Port
Monitor window, first
select the LPR radio
dial in the Protocol
section.

Next, add a Queue
Name, such as “Ip1.”

Click OK.

Add Standard TCP/IP Printer, Port Wizard

Add Port \L
For which device do you want to add a port? N
N—

Enter the Printer Mame of IP address, and a port name for the desired device.

Printer Name or IP Address: ‘192 168.01 |

Port Name: ‘ IP_192.188.01 |

[ < Back Mexst > [ Cancel ]

Add Standard TCP/IP Printer, Port Wizard

Additional Port Inf ion Required
The device could not be identified.

[

The detected device iz of unknown type. Be sure that:
1. The device iz properly configured.
2. The addiess on the previous page is cormect,

Either correct the address and perform anather search on the network by returning to the:
previous wizard page or select the device type if you are sure the address is comect.

Device Type
() SGtandard
I (%) Custom
[ < Back ” HMest > I [ Cancel ]
Configure Standard TCP/IP Port Monitor, E"‘):d
Part Settings |
Port Mame: [P_13216801 |
Printer Name or IP Address: ‘192 16207 |
Pratocol
Raw Settings
LFR Settings
Gueue Name: 161
[C]LPR Byte Counting Enabled
[] SHMP Status Enabled
|
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The Wizard will return
to the Additional Port
Information Required
window after the
settings have been
entered in the Port
Settings tab on the
Configure Standard
TCP/IP Port Monitor
window.

Click Next.

Please confirm the
printer port information.

Click Finish.

Select and highlight the
correct driver for your
printer.

(If the correct driver is
not displayed, insert
the CD or floppy disk
that came with your
printer and click Have
Disk.)

Click Next.

Add Standand TCP/IP Printer Port Wizard g]

Additional Port Inf ion Required
The device could nat be identified

The detected dewice iz of unknown lype, Be sure that:
1. The device is properly configured.
2. The addiess on the previous page is cormect,

Either correct the address and perform anather search on the network by returning to the:
previous wizard page or select the device type if you are sure the address is comect.

Device Type
) Standard
(%) Custom

< Back Mexst > Cancel ]

Add Standand TCP/IP Printer Port Wizard E]

Completing the Add Standard
TCP/IP Printer Port Wizard

You have selected a part with the following characteristics.

SHMP: No

Protocal: LPR. 1p1
Device: 192.168.0.1
Port Mame: IP_192.168.0.1
Adapter Type:

Ta complete this wizard, click Finish.

[ <Back W Firsh [ Concel |
—

Add Printer, Wizard

Install Printer Software

The manufacturer and model deteimine which printer software to use. :

3 N Select the manufacturer and model of your printer. |f your printer came with an installation
= dizk.. click Have Disk. If your printer is nat listed. consult your printer documentation for
compatible printer software.

tanufacturer L Printers )
AST 5 Canon PS MED

Gl 55 Canon PS NXED v2.0

Errather i

Eull -

Canan v v

SJ This driver is digitally signed.
Tell me why driver signing is impartant

[ ‘Windows Update ] [ Have Disk. .. ]

< Back I Next > I Cancel

Re—
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At this screen, you can
change the name of the
printer (optional).

Click Next.

At this screen, you
must enter a share
name if you want to
share the printer with
other network users.

Click Next.

At this screen, you
have the option of
entering a location and
description of your
printer.

Click Next.

Name Your Printer
“You must assign a name to this printer.

Type a name for this printer. Because some programs do not support printer and server
name combinations of mare than 31 characters. it is best to keep the name &5 shart as
possible,

FErinter name;
Canaon 4750

Do you want to use this printer as the default printer?

< Back Mext > Cancel

Add Printer, Wizard

Printer Sharing
*f'ou can share this printer with other nebwork users.

IF pou want to share thiz printer, you must provide a share name. Y'ou can uge the
suggested name of type & new one. The share name will be visible to other netwark.
Ugers.

(O Do nat share this printer
| ©chaeramel [Canon? |

< Back I Next > I
Add Printer, Wizard

Location and Comment
*f'ou have the option of supplying a location and description of thiz printer.

‘r'ou can degcribe the location and capabilities of thig printer. This information may be
helpful to users.

Location: |HQ, Sth floor

Comment: | Canon color printe] ‘

< Back i Next > i Cancel
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Add Printer Wizard

Select Yes, to print a i Tost Fage )
test page A Successful To confirm that the printer iz installed propely. vou can print a test page.
printing will confirm that _

you have chosen the D‘” pintaest et

correct driver. NQ

Click Next. <Back | Hewt> I Cancel

Add Printer, Wizard

This screen gives
you information
about your printer.

Completing the Add Printer
Wizard

You have successfully completed the Add Printer ‘wizard.
You specified the tallowing printer settings:

Narme: Canon i4750

Share name:  Cananid?

Port IP_192.168.0.1

Model: Canon 4750

Default: No

Testpage:  Yes

Locatior: HE, Gth floor

Comment; Canon color printer

To close this wizard, click Finish.

Click Finish.

"® Printers and Faxes

File Edt Yiew Favaorites Tools Help
When the test page has Go to Start -
printed, click OK. > Printers €] D (¥ SO seach [ roters [
T ..o e
Canon 14750 PictBridge

A successful _ a
£ test page iz now being sent to the printer. Depending on the H . Printer Tasks
speed of your printer, it may take a minute or two before the page: InSta| | at' on .
s printed. . . '3 Add a printer

wi ” d |Sp|ay 3l See what's printin
The test page briefly demonstrates the printer's ability ta print . = P 9
graphics and text, and it provides technical information about the the prlnter Select printing
printer driver. . preferences

ICONn as i -
If the test page printed, click OK. [ eSS Eiing
If the test page did nat print, click Troubleshoot. ShOWn a_t ‘2} Share this printer

rlg ht Iﬂ:ﬂ Rename this printer

X

Delete this printer
Troubleshoot... ot

=1 Set printer properties

You have successfully added a printer.
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Installing a Printer on your DI-524UP for Windows 2000

The DI-524UP can be used as a print server for devices on your LAN. Once you have
installed the USB printer through the router, the user must set up the computer on the
LAN for the printer as well. The following explanation will guide you through the steps
needed to do this. Remember to enter the same Queue Name on the PC as your router
displays or the printer will not function properly. To begin the process, open the Printer
window on your PC by clicking Start > Settings > Printers, which will open the
following window.

(S a% Double-click Add Printer, which
Fle Edt  Wew Fpeortes Toob  Help 1
i - ] D Gides 318 B X DT will open the Welcome to the
- Ol — "= Add Printer Wizard.
@l | T
Printers
Thes Folder containg nformation sbout
Erirtars thit ims curatly itabed,
::]*:'\I:.chmmfﬂ’m
Tt infornation shout & priver that
;«f;:;-(r,;».d.s_ rght <l the
4 ] ]
 obget{s) :

Welcome to the Add Printer
Wizard

Thiz wizard helps you install a printer o make printer
connections.

> It you have a Plug and Play printer that connects

\\l‘) through a USE port [or any ather hot pluggable
port, such as IEEE 1394, infrared, and so on), you
do not need to use this wizard. Click Cancel to
cloze the wizard, and then plug the printer's cable
into wour computer o point the: printer toward your
computer's infrared port, and turn the printer on.
Windows will automatically install the printer for you

To cortinue, click Nest

Click Next.

= "
< Back I Hewt s ==Tancel l
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Add Printer Wizard

Local or Network Printer
The wizard needs to know which twpe of printer to set up.

Select the option that describes the printer you want to use:

+ Local printer attached to this computer

In the Local or Network Printer
window, choose “Local printer
attached to this computer.”

I~ thutomatically detect and install my Plug and Play printes

& nghwork prifter, or a printer attached to another computer

» To et up a network printer that is not attached to a print server,
\y use the "Local printer" option,

Click Next.

Ve

Add Printer Wizard

Select a Printer Port
Computers communicate with printers through ports.

Select the port you want pour printer to uze. IF the port is not listed, you can create a

new port.
El

Iate; bost computers Use the LT : port to communicate with & local printer
The connectar for this port should ook something like this:

7 Use the following part: IL:—“TT [Recommendad Frinter Pot]

¥ Create a new port:
Type of port:

Standard TCP/IP Port

Then the user must choose the
type of installation for the wizard.
Choose “Create a new port” and
use the pull-down menu to select
“Standard TCP/IP Port”".

<Back [ Mew» | <pumet

Click Next.

Add Standard TCP/IP Printer Port Wizard 3

Welcome to the Add Standard
TCR/IP Printer Port Wizard

You use this wizard to add a port for a netwarl: printer.
Before continuing be sure that:

1. The device is turned on.
2. The network is connected and configured.

To cortinue, click Next

The next window to appear is the
Welcome to the Add Standard
TCP/IP  Printer Port Wizard.
Make sure that the printer is
turned on and the network is
properly configured.

Click Next.

4 Back I Hexts ‘..:
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Add Standard TCP/IP Printer Port Wizard x|

Add Port
For which device do you want to add a part?

Enter the Printer Name or [P address. and a part name for the desired device

PFrinter Mame or IP Address: :
Boart Hame: IP_192.168.0.1 <
< Back W
Add Standard TCP/IP Printer Port Wizard x|

Additional Port Information Required é
The device could not be identified N
L

The detected device ig of unknown type. Be sure that:
1. The device is propeily configured.
2. The address on the previous page is cormect.

Either correct the address and perform anather search on the network. by returning ta the
previous wizard page or select the device type if you are sure the address is comect.

Device Type
" Btandard |Eaneri: Metwark Card j

* Custom ’wl <&
<

< Back | Mest > | Cancel |
Port Settings |

Fort Hame: ||p_1 92.168.0.1
Prirter Mame or [P Address: |1 92.168.0.1

Protocal |

<

’V € Baw + LPRE |

Raw Settings
’7 Fart Wumber: I91 oo
 LPR Settings

Bueue Hame: In1

I~ LPR Byte Counting Enabled
T SMMP Status Enabled

Communittame: Ipuhi\c

SHIMP Device lhdes: |1

[

Enter the IP address (default:
192.168.0.1) of the DI-524UP to the
“Printer Name or IP Address” field.

In the Port Name field, be sure to
add a name to the router IP
address to differentiate it from other
devices (ex: IP_192.168.0.1dlink).

Click Next.

After clicking Next, the Wizard
requires additional information to
complete the process. In the
Additional Port Information
Required window, click Custom >
Settings. In the following window,
the user will add the Queue Name.

In the Configure Standard TCP/IP
Port Monitor window, first select
LPR in the Protocol section.

Next, add the Queue Name that
was automatically generated for
you by your DI-524UP (in this case,

Ipl).

Click OK to continue.
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Al The final window will be the

ggg}allgtig’wgntg? gglc_its\bairggfdrd Completing the Add Standard

TCP/IP  Printer Port Wizard
window, as shown to the left. Here
T you can view the properties of the
Frotocol PR 1 added printer, including the IP

Devic: 13216201 address, protocol and queue name.
Port Name: IP_192.168.0.1

Adapter Type:

You have selected a port with the following characteristics.

To complete this wizard, click Finish.

| Click Finish to complete the wizard.

< Back
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Technical Support

You can find software updates and user documentation on the D-Link website.

D-Link provides free technical support for customers within the United States
and within Canada for the duration of the warranty period on this product.

U.S. and Canadian customers can contact D-Link technical support through our
website, or by phone.

Tech Support for customers within the United States:
D-Link Technical Support over the Telephone:
(877) 453-5465
24 hours a day, seven days a week
D-Link Technical Support over the Internet:
http://support.dlink.com

email:support@dlink.com

Tech Support for customers within Canada:

D-Link

Building Networks for People
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