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Specification

4-Port Ethernet ADSL Router

Features |

ADSL Compliance

ANSI T1.413i2

ITU G.992.1 (G.dmt) Annex A, B

ITU G.992.2 (G.lite)

Maximum downstream rate of 8Mbps

*

Maximum upstream rate of 1Mbps
Dying Gasp (optional)
ATM Protocols and Encapsulations
PPP over ATM (RFC 2364)
PPP over Ethernet (RFC 2516)
Bridged/Routed Ethernet over ATM (RFC 1483)
Classical IP over ATM (RFC 1577)
ATM Forum UNI 3.1/4.0 PVC
10 PVCs (simultaneous and encapsulation independent)
VPI/VCI range 0-255, 0-65536
Encapsulation hunting of up to 8 pre-defined VPI/VCI & encapsulation sets
ATM AAL5 (Adaption Layer type 5) UBR & CBR
OAM F4/F5
€ Bridging Functionality
IEEE 802.1D (self learning transparent bridge)
256 MAC Addresses support
PPP Half Bridge - No 3rd party PPPoE client software required
€ Routing Functionality
Static IP routing (configurable route table)
RIPv2 (backward compatible with RIPv1)

*

2
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DHCP server/client/relay agent

PPP auto reconnect and configurable timeouts

PPP auto reconnect on WAN access

PPP Auto, PAP, and CHAP

128 character support for PPPx username/passwords
DNS proxy

NAT, NAPT & Dynamic NAPT

ALG support (FTP, SMTP/POP3, ICMP, NNTP, RTSP, IRC, CuSeeMe, Telnet,
Messenger, EPIC games, id games, Sierra studios games)
Wild Card DMZ

Virtual server (Port mapping)

VPN pass through (IPSec - ESP Tunnel mode, L2TP, PPTP)
Bridge filtering

ICMP

IGMP

MAC Address Spoofing

Auto VPI/VCI PPPoE/PPPOA detection

Multiple PPP sessions per PVC

Management

HTTP client and server

Password protection (2 levels)

Configurable Web pages

FTP server and client (for network upgrade)

Local firmware upgrade via Web configuration pages
Remote firmware upgrade via FTP client

Restore to Factory defaults via Web or hardware reset
7 layer diagnostics with links to help pages

System logging

Inner pair / Outer pair / Auto-detection of RJ-11
Ethernet Features

IEEE 802.3/802.3u auto-negotiation compliant

Auto sense 10/100 Full or Half duplex mode

Half duplex - back pressure flow control

Full duplex - IEEE 802.3x flow control

Crossover Detection and Auto Correction
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€ Hardware
LAN: 4-Port 10/100Base-T (RJ-45)
ADSL: One Port (RJ-11)
Power: 9VAC 800mA
LED indicators: Power, Ready (Status), ADSL, LAN % 4
Reset button
€ Certification: FCC Part 15/Part 68, CE, LVD

Application Diagram \

|

-
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Package Contents

ADSL Router

CD-ROM containing Manual

Ethernet Cable (CAT5 UTP Straight-Through)
ADSL Cable (Standard telephone cable)

USB Cable (Optional)

Power Adapter

Quick Installation Guide hardcopy

L 2R 2R 2R 2R 2R 2R 2
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Hardware Connecting

4 Port Ethernet ADSL Router

s A i T RS SR

Splitter (optional and Factory Reset

changes depending on
country specification)

RJ-45 Ethernet port connect
Ethernet cable here

Power cord connect here

RJ-11 ADSL port connect
ADSL cable here

6
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LED Indicators

4 Port Ethernet ADSL Router

Label Meaning Status Indicates
PWR Power On Power is on
Off Power is off
RDY WAN Link Flashing  Link being attempted by router.
On Link established
Off No link
LAN 1/ LAN 2/ LAN Link Flashing Flashes when data is being sent or
LAN 3/ LAN 4 received on the LAN connection.
On Indicates a link to your LAN or Network
card is active.
Off Indicates no link to LAN
7
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General Setting

You can use the RJ 45 cable or the USB cable connect to the ADSL Router. Please

see the connecting procedures as below:

@ Move your cursor as following sequence Start \ Settings \ Control
Panel and click Control Panel. Then double-click on the Network Connections

Pt Dt Vew Favorkes  Took  Help

- ¥ POswa Foldars  [133]-
v B
d =X D @ = B
e i s e st oas s I QORS
¥ B e P = T @
9 Forts - Ganer trternet Keyboard Menrie m

@ In the LAN or High-Speed Internet window, right-click on icon
corresponding to your network interface card (NIC) and select Properties.(This

icon may be labeled Local Area Connection).

[ =]
ir

Fle Ede  Wew Fovortes Took  Advanced  Hep

<) D (¥ Oset [ [
< B

Acdress [ ) Natwork Conrction .
A LAN or Migh-Speed Internet

Bradge Conractions.
Create Shortot

@ In the General Tab of the Local Area Connection Properties menu.
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Highlight Internet Protocol (TCP/IP) under “This connection uses the following
items.” by click on it once. Click on the Properties button.

-t Local Area Connection Properties

General | Authertication | Advanced

Connect using:

‘ B8 Accton ENT207D-T POl Fast Ethernet Adapter ‘

Thiz connection uses the following items:

% Client for Microzoft M ebworks

@ File ahd Printer Sharing for Microsoft Wetwarks
481 005 Packet Scheduler
 Internet Protocal [TCPAP)

Diescription

Tranzmizzion Control Protocol/Intermet Pratocol. The default
wide area network protacol that provides communication
acrozs diverse interconnected networks.

[] Show icon in notification area when connected

Ok ] [ Caticel

Select Obtain an IP address automatically: by clicking once in the
circle. Click OK button to confirm and save your changes, and the close the
Control Panel.

Internet Protocol (TCP/IP) Properties

General | Altemate Configuration

You can get IP settings azsigned automatically if your network, supports
thiz capability. Otherwize, you need to ask your network administrator for
the appropriate P settings.

(%) Obtain an IP address automatically

() Use the follawing IP address:

() Obtain DMS server address automatically
() Use the following DNS server addresses:

[ ]
]

[ Ok ,}J[ Cancel ]
L2

" Release IP & Renew IP, then Check Default Gateway: 10.0.0.2
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mand Prompt
C:“\Documents and Settings“\Eve}ipconfiy ~/release

Windows IP Configuration

[Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix
IP Adde

Subnet Mask . .

Default Gateway

C:“\Documents and Settinge“\Eve>ipconfig /renew

Windows IP Configuration

[Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix

Subnet Mask . .
Default Gateway

] http:£110.0.0. 2! - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

OBack T \ﬂ ﬂ 1P, ! Search . Favaorites

Address | @] hitp:/10.0.0.2

@ In the User name/Password prompt, please type in admin/epicrouter
as default.

Connect to 10.0.0.2

Home Gakteway

Lser nare: € admin v

Password: [TITITYTTY]

[CIremember my password

l QK L\'\gl Cancel

10
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@ Now you can start browsing the web through the ADSL device.

Main Menu  isimpiey

BASIC
s OnePage Setup
e show advanced settings

Status

Save Setting and Reboot

192.168.241.101
[255,255.255.0

0000

11
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One Page Setup

When working with wide area connections, the first thing you must do is to have the
handle of the connection. Once you have the handle for a Connection you must define
the PVC and protocol settings for it.

OnePage Configuration
BASIC
+ OnePage Setup LAN
& show advanced settings I Address IIOOOZ—
Subnet Mask [255.225.255.0
s Router
o= W
ADSL AN
- PPP Service Name |
Username |
Save Setting and Reboot sl I
Disconnect Timeout o seconds (Maz:32767)
WAN Type PPPOELLC -
VC Settings
VPI: 3
VCl: B _
Static [P Address : 152.168.241.101
Subnet Mask : 12552552550
Default Gateway 00,00
BRIDGE =
B
Usermame |
Fassword |
Disconnect Timeout 0 seconds (Max:32767)
WAN Type PPRELLC -
Router
o fm YC Settings
- VPL: O
Save Setting and Reboot VeI 3
Static IP Address : 192.168.241.101
Subnet Mask : 2552552550
Default Gateway 0000
BRIDGE
mode Disabled
Connection Status : Not Connected
Connect Disconmert
Subrait | Reset
You must click the 'Submit’ button and then "Save setting and Reboot' button to commit changes.

LAN IP Address & Subnet Mask: The default is 10.0.0.2and 255.255.255.0 you can
change it to another private IP address, such as 211.22.10.191 and 255.0.0.0.
For most configurations it is recommended to leave it as default.

Service Name: Enter the name of your ISP. This information is for identification
purposes only.

Username: Enter the username provided by your ISP.

12
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Password: Enter the password provided by your ISP.

Disconnect Timeout: Disconnect Timeout means the router will disconnect after
being idle for a preset amount of time.

WAN Type: Select type from the list.

VC Settings

VPI: If instructed to change this, type in the VPI value for the initial connection (using
PVC 0). Default = 8.

VCI: If instructed to change this, type in the VCI value for the initial connection (using
PVC 0). Default = 35.

Static IP Address: Enter the IP address provided by your ISP. such as
192.168.241.101.

Subnet Mask: Set your Subnet Mask such as 255.255.255.0

BRIDGE

Mode: Select Enable or Disable from the list.

Note: Click the Submit button to save the settings in temporary memory. If you make
changes the configurations.

13
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Status

Router

The Home page shows the Firmware Version and WAN and LAN interface status.

« Port Forwarding

s ADSL Configuration
« RIP Configuration
« Firguall

e Diagnostic Test

& Route Tahle

s MAC Filiering
SECURITY

e Admin Password
e User Password

& Misc Configuration
s System Log

e Code Update

Status

« Houtet

« ADSL

o WAN

. ATM

s TCP connections

e Learned MAC Table
« PPF Status

Save Setting and Reboot

l

* Nide advanced sellings
ADMINISTRATION

. WAN

- LA

+ DhS

+ NAT

« Port Forwarding

s ADSL Configuration
« RIP Configuration
« Firguall

e Diagnostic Test

& Route Tahle

s MAC Filiering
SECURITY

e Admin Password

e User Password

& Misc Configuration
s System Log

e Code Update

Firmware Version: This field displays the Firmware Version number.

WAN: These fields display the IP Address, Subnet Mask, MAC Address for WAN
interface.

14
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LAN: These fields display the IP Address, Subnet Mask, MAC Address for LAN
interface.

Number of Ethernet devices connected to the DHCP server: This field displays the
number of DHCP clients connected to the ADSL Router. It also shows the IP
address and MAC address of the attached DHCP clients.

15
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ADSL

The ADSL Status page shows the ADSL physical layer status.

ADSL STATUS
BASIC
~| Execute
o OnePage Setup Restart il
« show advanced settings
Routar Showtime Firmware Version: 3.46
« BOSL Line State: ACTIVATION
s« PPP Modulation: N/a
Annez Mode: ANNEX_A
Save Setting and Reboot Startup Attempts: 0
Max Tz Power: -38 dBm/Hz
CO Vendor: UNUSED_VENDOR_0
Elaspsed Time: 0 days 0 hours 16 minutes 48 seconds
Downstream | Upstream
SNR Margin NA NA dB
Line Attenuation | NA NA dB
Errored Seconds | O 4]
Loss of Signal 0 0
Lossof Frame 0 0
CRC Errors 0 4]
‘ Diata Rate ‘ (4] ‘ (4] ‘ kbps =

Showtime Firmware Version: This field displays the ADSL data pump firmware
version number.

Line State: This field displays the ADSL connection process and status.

Modulation: This field displays the ADSL modulation status for G.dmt or T1.413.

Annex Mode: This field displays the ADSL Annex modes for Annex A or Annex B.

Startup Attempts: This field displays the ADSL connection attempts after loss of
showtime.

Max Tx Power: This field displays the transmit output power level of the CPE.

Co Vendor: This field displays the Central Office DSLAM vendor name. If available.

Elaspsed Time: This field displays the time of the modem has been in operation.

16
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PPP

The PPP Status page shows the status of PPP for each PPP interface. See PPP.

PPP

BASIC
o OnePage Setup Connection Pkis Pkis Byles Bytes
« show advanced settings # Name TReD (| M Status Sent Revd Sent Revd
1 PPPoPvc O Fvc O PPEGE Wi NfA Nfa Nf& Nig
Router Connected
ADSL
PR
If a * appears under Mode column, you need to check the WaAN configuration to make sure the VC has the correct
encapsulation.
Save Setting and Reboot
Connection #|!
Cennert + | Execuis

These fields display the following information on each PPP interface:

Connection Name (user defined)

Interface (PVC)

Mode (PPPoE or PPP0A)

Status (Connected or Not Connected)

Packets Sent

Packets Received

Bytes Sent

Byte Received

Connect and Disconnect: Each PPP session can be individually controlled, simply
enter the desired connection number into the “Connection #” field and select
either connect or disconnect from the drop down menu and click on the “Execute”
button.

L AR 2R 2B 2% 2B 2% 2R 4
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WAN Configuration: The WAN configuration page allows the user to set the
configuration WAN/ADSL ports.

i WAN Configuration (Pve () m
BASIC Change Adapler
e OnePage Setup
& hide advanced settings
AD;‘xl:r\IISTRAT'O" Virtual Circuit  |Enabled = Static IP Settings
e LAN Bridge Disabled = IP Address 192.168.241.101
e DNS
o AT 1GMP Disakled = Subnet Mask. 255.255.2550
+ Part Forwarding Encapsulation [PPPoELLC - Cateway 1000
« ADSL Configuration
« RIP Configuration
e Firewall ATM PPP Advanced PPP configuration
& Diagnostic Test .
Pouts Table VPI 3 Service Name |
* MAC Filterin, |—35 UememE
SECURITY el I
o Admin Password Service l__[ Password |
Frr——— UBR =
s User Pasgword Category .
+ Misc Configuration Disconnect 5 . . |
I — Peak Cell Rate [0 Kbps T — minntes (Max:32767)
» Code Updals Sustainable FPP Disconnect Timer Config
g kbps
Cell Rate
MRU 1492
o Fuanfer Maz Burst Size |0
1492
o ADSL e Ny
o WAN . 1432
o ATM DHCP Client |Disabled = e
10
e TCP connections Host Name [ Lep Echo Interval seconds
« Learned MAC Table = T e B =]
VPI B Service Name | B
VCI 35 Username |
BASIC
« OnePage Setup Service | Pasaword |
o show advanced seftings Category Disconect
0 i d
Peak Cell Rate [0 kbps Timeout minutes (Max:32767)
. X ] 5 5
Router Sustainable IO— Kbps EPP Disconnect Timer Config
ADSL Cell Rate MRU lm—
. PEP
— 0
Maz Burst Size AT |”‘92—
Save Setting and Rebaot WSS l—mg
DHCP Client |Duabled ~
Lep Echo Interval |10
Hest Nams [ 19 seconds
Lep Echo
Mazimum &
MaC [Diat=d =] Conseculive Failure
Spoofing Disti=1 [ _
#uthentication Auto >
Mac Address  [00:00:00:0000:00 .
Automatic o
Reconnect
Submit | Reset
Settings need to be saved to Flash and the system needs to be rebooted for changes to take effect.
Save Configuration

Per VC Settings

Virtual Circuit: Selection Enable or Disable.

VPI: If instructed to change this, type in the VPI value for the initial connection (using
PVC 0). Default = 0.

VCI: If instructed to change this, type in the VCI value for the initial connection (using
PVC 0). Default =0

MAC Spoofing: MAC Spoofing is developed to solve the scenario when the ISP only
recognizes one MAC address. Copy the ISP-recognized MAC address here.

ATM

Service Category: UBR and CBR are supported from the ATM.

18
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Bandwidth: Bandwidth setting takes effect only when the CBR is selected. The
maximum available bandwidth is from the upstream data rate of ADSL status
page.

ENCAPSULATION: Selection follow as Table-1 Configuration

BRIDGE: Enabling bridge mode will place the unit into Transparent bridge mode (like
a Ethernet ADSL modem) to use this mode you should also set your WAN type to
a Bridging option (e.g RFC1482 Bridge using LLC).

IGMP: IGMP relay/proxy specification and environment:

Support IGMP proxy/relay function for ADSL modem, based on the following
requirement and case:

On CO side, there must be at least one IGMP querier (router) present. IGMP
guerier will send IGMP query packet. The ADSL modem is responsible to relay
these IGMP query to Ethernet.

End-user multicast application device send IGMP report while receiving IGMP
guery or being activated by user, the ADSL modem should be responsible to
proxy (that is, change source IP to ADSL modem’s WAN IP) the IGMP report to
ADSL WAN side, include all PVCs. The same case is for IGMP leave packet.
Not necessary to relay multicast routing between two ADSL PVCs or two
interfaces in LAN side.

Special purpose multicast packet (such as RIP 2 packet) should run without
interference.

19
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Table-1 Configuration

WAN Bridge Mode Router Mode Router Mode Router Mode
Configuration (PPPoOA/PPPOE) | (Dynamic IP) (Static IP)
IP address N/A Automatically Automatically Provided by ISP
assigned by ISP | assigned by ISP
Subnet Mask | N/A Automatically Automatically Provided by ISP
assigned by ISP | assigned by ISP
WAN Type 1483 Bridged | PPPOA 1483 1483
IP LLC, LLC/VC-Mux, Bridged/Routed Bridged/Routed
1483 Bridged | PPPoE IPLLC, IPLLC,
IP VC-Mux LLC/VC-Mux 1483 1483
Bridged/Routed Bridged/Routed
VC-Mux, VC-Mux,
Classical IP over | Classical IP over
ATM ATM
Bridge Enabled Disabled Disabled Disabled
PPP Service | N/A Provided by ISP | N/A N/A
PPP User N/A Provided by ISP | N/A N/A
name
PPP N/A Provided by ISP N/A N/A
Password
DHCP Client | Unchecked Unchecked Checked Unchecked
enable
Table-2
Rx Entity Packet Class TTL Action Notes
ADSL IGMP query 1 Relay to Ethernet
IGMP report 1 Ignore
IGMP leave 1 Ignore
General Multicast IP | - Relay it to Ethernet.
Ethernet IGMP query 1 Ignore
IGMP report 1 Relay to all ADSL PVC
IGMP leave 1 Relay to all ADSL PVC

General Multicast IP

Ignore

20

Download from Www.Somanuals.com. All Manuals Search And Download.




PPP: The current release supports multiple PPP sessions per PVC. The PPP
configuration in the WAN configuration page is for the first PPP session for each
PVC. The predefined PPP Account Name (Account ID) is “Simple PPP Account
0” for PVCO and predefined PPP Connection Name is “Simple PPP Session 0" for
PVCO. For the other PVC X, the predefined account name and connection name
will be Simple PPP Account X and Simple PPP Session X. X is the PVC number
from 1to 7.

It can support up to total of 16 PPP sessions, and each PVC can support up to 8
PPP sessions, the multiple PPP sessions may be configured with any
combination over 8 PVCs.

Service Name: The service name of PPP is required by some ISPs. If the ISP does
not provide the Service Name, please leave it blank.

Username: Your user name provided by your ISP.

Password: Your password provided bye your ISP.

Disconnect Timeout: The Disconnect Timeout allows the user to set the specific
period of time to disconnect from the ISP. The default is 0, which means never
disconnect from the ISP.

MRU: Maximum Receive Unit indicates the peer of PPP connection the maximum size
of the PPP information field this device can be received. The default value is 1492
and is used in the beginning of the PPP negotiation. In the normal negotiation, the
peer will accept this MRU and will not send packet with information field larger
than this value.

MTU: Maximum Transmission Unit indicates the network stack of any packet is larger
than this value will be fragmented before the transmission. During the PPP
negotiation, the peer of the PPP connection will indicates its MRU and will be
accepted. The actual MTU of the PPP connection will be set to the smaller one of
MTU and the peer’'s MRU. The default is value 1492.

MSS: Maximum Segment Size is the largest size of data that TCP will send in a single
IP packet. When a connection is established between a LAN client and a host in
the WAN side, the LAN client and the WAN host will indicate their MSS during the
TCP connection handshake. The default value is 1432.

Automatic Reconnect: When it is checked, it will maintain the PPP connection all the
time. If the ISP shut down the PPP connection, it will automatically reconnect
PPP session.

DHCP: Use Table-1 to configure a valid setting for each PVC.

Host Name: Required by some ISPs. If the ISP does not provided the Host name,

21
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please leave it blank.
Note: Click the Submit button to save the settings in temporary memory. If you make
changes the configurations.

22
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Advanced Setting

ADMINISTRATION

The links under the ADMINISTRATION column are associated to the pages that

represent the configurations of system and interfaces.

Note: When the configurations are changed, please click the Save Setting and
Reboot button.

WAN

The WAN configuration page allows the user to set the configuration for WAN/ADSL
ports.

WAN Configuration (Pve 0)

BASIC t Adaper
s OnePage Setup

e hide advanced settings

AI],.M.IH;ESTRATION Virtual Circuit  |Enabled ~ Static IP Settings
& WVA]
o RS Bridge [ Disatled <] TP Az [mEzio
DNS
s IGMP Disatled + Subnet Mask p55a552850 |
« Port Forwarding Encapsulation [FFRELLC =] Cateway 0000
& ADSL Configuration
« RIP Configuration
e Firewall ATM PPP Adwanced PPP configuration
+ Diagnostic Test .
+ ote Table VEI B Service Name |
;Ergﬁslwem Vel 35 Usemame |
+ Admin Password Service l—_l Fasgword |
& User Pagsword Category UER Di q
« Misc Configuration g 0 8 d e
« System Lo Peak Cell Rate [0 kbps Timeout minutes (Max:32767)
+ Code Update Sustainable PP Disconnect Timer Confi
o

Cell Rate kbps MEU T

o Bl || Maz Burst Size [0 MTU T
ADSL

o WAN MSS 1432
o ATM DHCP Client |Disabled ~
o TCP connections Host Name [ Lep Echo Inferval [0 seconds
e Learned MAC Table ~| 1n Fehe |
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BN & Service Name | -l
VCI 35 Username |
BASIC : |
+ OnePage Setup Service l—_IUBR = Password
o hide advanced settings Category Disconnect
0 i o

ADVI?[ZINISTRATION Peak Cell Rate lo— b Timeout minutes (Max:32767)
.

LAN Sustainable PPP Disconnect Timer Config
0= o kbps
o ONS Cell Rate MEU IM—
« MAT

e 0
v Port Forwarding R [ 5 MTU 1452
« ADSL Configuration

1432
. R.\P Configuration DHCP Client IW MSS
« Firewall I}
* Diagnostic Test Host Name | Ly Beip el seconds
o Route Table Lep Eeho
& MAC Filtering Mazimum |5—
SECURITY MAC [Diat=d =] Conseculive Failure
« Admin Password Spoofing .
o U Posenand #uthentication Auto >
& Misc Canfiguration Mac address A T Automatic
+ System Log Reconnect o
e Code Update
Submit | Reset

Router

CVDASNL Settings need to be saved to Flash and the system needs to be rebooted for changes to take effect.
o ATM Save Configuration
e TCF connections

Leamed MAC Table = =]

Per VC Settings

Virtual Circuit: Selection Enable or Disable.

VPI: If instructed to change this, type in the VPI value for the initial connection (using
PVC 0). Default = 0.

VCI: If instructed to change this, type in the VCI value for the initial connection (using
PVC 0). Default =0

MAC Spoofing: MAC Spoofing is developed to solve the scenario when the ISP only
recognizes one MAC address. Copy the ISP-recognized MAC address here.

ATM

Service Category: UBR and CBR are supported from the ATM.

Bandwidth: Bandwidth setting takes effect only when the CBR is selected. The
maximum available bandwidth is from the upstream data rate of ADSL status
page.

ENCAPSULATION: Selection follow as Table-1 Configuration

BRIDGE: Enabling bridge mode will place the unit into Transparent bridge mode (like
a Ethernet ADSL modem) to use this mode you should also set your WAN type to
a Bridging option (e.g RFC1482 Bridge using LLC).

IGMP: IGMP relay/proxy specification and environment:

Support IGMP proxy/relay function for ADSL modem, based on the following
requirement and case:

On CO side, there must be at least one IGMP querier (router) present. IGMP
guerier will send IGMP query packet. The ADSL modem is responsible to relay
these IGMP query to Ethernet.

24
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End-user multicast application device send IGMP report while receiving IGMP
guery or being activated by user, the ADSL modem should be responsible to
proxy (that is, change source IP to ADSL modem’s WAN IP) the IGMP report to
ADSL WAN side, include all PVCs. The same case is for IGMP leave packet.
Not necessary to relay multicast routing between two ADSL PVCs or two
interfaces in LAN side.

Special purpose multicast packet (such as RIP 2 packet) should run without
interference.
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Table-1 Configuration

WAN Bridge Mode Router Mode Router Mode Router Mode
Configuration (PPPoOA/PPPOE) | (Dynamic IP) (Static IP)
IP address N/A Automatically Automatically Provided by ISP
assigned by ISP | assigned by ISP
Subnet Mask | N/A Automatically Automatically Provided by ISP
assigned by ISP | assigned by ISP
WAN Type 1483 Bridged | PPPOA 1483 1483
IP LLC, LLC/VC-Mux, Bridged/Routed Bridged/Routed
1483 Bridged | PPPoE IPLLC, IPLLC,
IP VC-Mux LLC/VC-Mux 1483 1483
Bridged/Routed Bridged/Routed
VC-Mux, VC-Mux,
Classical IP over | Classical IP over
ATM ATM
Bridge Enabled Disabled Disabled Disabled
PPP Service | N/A Provided by ISP | N/A N/A
PPP User N/A Provided by ISP | N/A N/A
name
PPP N/A Provided by ISP N/A N/A
Password
DHCP Client | Unchecked Unchecked Checked Unchecked
enable
Table-2
Rx Entity Packet Class TTL Action Notes
ADSL IGMP query 1 Relay to Ethernet
IGMP report 1 Ignore
IGMP leave 1 Ignore
General Multicast IP | - Relay it to Ethernet.
Ethernet IGMP query 1 Ignore
IGMP report 1 Relay to all ADSL PVC
IGMP leave 1 Relay to all ADSL PVC

General Multicast IP

Ignore

26

Download from Www.Somanuals.com. All Manuals Search And Download.




PPP: The current release supports multiple PPP sessions per PVC. The PPP
configuration in the WAN configuration page is for the first PPP session for each
PVC. The predefined PPP Account Name (Account ID) is “Simple PPP Account
0” for PVCO and predefined PPP Connection Name is “Simple PPP Session 0" for
PVCO. For the other PVC X, the predefined account name and connection name
will be Simple PPP Account X and Simple PPP Session X. X is the PVC number
from 1to 7.

It can support up to total of 16 PPP sessions, and each PVC can support up to 8
PPP sessions, the multiple PPP sessions may be configured with any
combination over 8 PVCs.

Service Name: The service name of PPP is required by some ISPs. If the ISP does
not provide the Service Name, please leave it blank.

Username: Your user name provided by your ISP.

Password: Your password provided bye your ISP.

Disconnect Timeout: The Disconnect Timeout allows the user to set the specific
period of time to disconnect from the ISP. The default is 0, which means never
disconnect from the ISP.

MRU: Maximum Receive Unit indicates the peer of PPP connection the maximum size
of the PPP information field this device can be received. The default value is 1492
and is used in the beginning of the PPP negotiation. In the normal negotiation, the
peer will accept this MRU and will not send packet with information field larger
than this value.

MTU: Maximum Transmission Unit indicates the network stack of any packet is larger
than this value will be fragmented before the transmission. During the PPP
negotiation, the peer of the PPP connection will indicates its MRU and will be
accepted. The actual MTU of the PPP connection will be set to the smaller one of
MTU and the peer’'s MRU. The default is value 1492.

MSS: Maximum Segment Size is the largest size of data that TCP will send in a single
IP packet. When a connection is established between a LAN client and a host in
the WAN side, the LAN client and the WAN host will indicate their MSS during the
TCP connection handshake. The default value is 1432.

Automatic Reconnect: When it is checked, it will maintain the PPP connection all the
time. If the ISP shut down the PPP connection, it will automatically reconnect
PPP session.

DHCP: Use Table-1 to configure a valid setting for each PVC.

Host Name: Required by some ISPs. If the ISP does not provided the Host name,
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please leave it blank.
Note: Click the Submit button to save the settings in temporary memory. If you make
changes the configurations.
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LAN

The LAN configuration page allows you to set the configuration for the LAN port.

It LaN Cenfiguration m
BASIC
e OnePage Setup 1F Address 10002
& hide advanced settings
ADMINISTRATION Subnet Mask [255.255.255.0
. WVAN
- L)
e DNS
—_— Enabled =
. NAT DHCP Server
« Port Forwarding : lﬁ
System Allocated |+
+ ADSL Configuration DHCF address pool selection s locat
RIP Configurati .
. S User Defined Start Address 10004
o Firewall
& Diagnostic Test .
« Route Table User Defined End Address 100015
« MAC Filtering .
SECURITY DHCF Gateway Selection Amormatc v
o Admin Passward )
o Use Pesmna User Defined Gateway Address
& Misc Configuration
« System Log Lease Time ll_ days IU_ hours ,U_ minutes IU_ seconds
« Code Update
DHCP Relay Disabled
« Router
o AL DHCF Relay Target IF poos |
* VAN
- &M
« TCP connections
e Learned MAC Table = User Mode Mult-User |~ o
= DHCY Server TEmToET =T |
DHCF address pool selection Systern Allocated |+
BASIC
* OnePage Setup User Defined Start Address L0004
& hide advanced settings
ADMINISTRATION User Defined End Address 10,0015
. WVAN
e AN DHCF Gateway Selection Autornatic |
i
& MAT User Defined Gateway Address
« Port Forwarding
o A L TiigEGh Lease Time ll_ days IO_ hours ,O— minutes lo_ seconds
« RIP Configuration
o Firewall
& Diagnostic Test
« Route Table DHCP Relay Disakled =
« MAC Filtering
SECURITY DHCP Relay Target [P 10000
» Admin Passward
& User Password
& Misc Configuration
User Mod Multi-User =
« System Loy S8t Mode &l
« Code Update
Ethernet Mode Setting
« Router Submit | Resst
o ADSL b _I_I
% Settings need to be saved to Flash and the system needs to be rebooted for changes to take sffect.
o I peenariing Save Configuration
« Learned MAC Table = =i

LAN IP Address & Subnet Mask: The default is 10.0.0.2 and 255.0.0.0 you can
change it to another private IP address, such as 211.22.10.191 and
255.255.255.0. For most configurations it is recommended to leave it as default.

DHCP Server: System Allocated. The DHCP address pool is based on LAN port IP
address plus 12 IP address. For example, the LAN IP address is 10.0.0.2; the
DHCP address pool is at the range of 10.0.0.3 to 10.0.0.14.

User Defined: The DHCP address pool is at the range of User Defined Start Address
and User Defined End Address. The maximum pool size can be 253 IP
address:255 total IP address-1 broadcast address-1 LAN port IP address.
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DHCP Gateway Selection: The default setting for the DHCP Gateway Selection is
“Automatic”. The user can select the “User Defined” to specify “User Defined
Gateway Address”. The DHCP server will issue the “ User Defined Gateway
Address” to the LAN DHCP client.

Lease time: The lease time is the amount of time of a network user will be allowed to
connect with DHCP server. If all fields are 0, the allocated IP address will be

effective forever.

User mode: Under the Single User mode, the DHCP server only allocates one IP
address to local PC. Under the Multiple User mode, the DHCP server allocates
the IP addresses specified by the DHCP address pool.

Ethernet Mode Setting: The Ethernet Mode Configuration page allows the user to set
the LAN port into Auto Sense, 100 Mbps Full Duplex, 100 Mbps Half Duplex, 10
Mbps Full Duplex or 10 Mbps Half Duplex.

Ethernet Mode

BASIC
- | Antolense ~
* OnePage Setup Ethernet Mode:
o hide advanced settings
ADMINISTRATION Subrit | Reset

* WWAN
o LAN Settings need to be saved to Flash and the system needs to be rebooted for changes to take effect.
+ DNS

+ MAT

« Port Forwarding

e ADSL Configuration
« RIP Configuration
& Firewall

« Diagnostic Test

* Leames d MAC Table LI

Note: Click the Submit button to save the settings in temporary memory. If you make
changes the configurations.
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DNS

The DNS Configuration page allows you to set the configuration of DNS proxy.

Ini DINS Configuration
BASIC
+ OnePage Setup DIk Bkl <]
« hide advanced settings Auto Discovery v
AD\/’?{TNISTRATION User Configuration [~
.
o LAN DNS Server Add ~
o D
« MAT
Port DNS Server Disabled ~
e Port Forwarding
+ ADEL Configuration Ul Name |
« RIP Configuration Host Ip I
« Firewall
« Diagnostic Test Add v
« Route Table
& MAC Filtering
SECURITY &pply | Reset
« Admin Password —I —I
 User Pagsword
& Misc Canfiguration
e System Log DNS Proxy Setting DNS Server Setting
e Code Update X
# | DNS Server IF # | U1l Name (Host.Domain) =~ Host IP
Rout . ) ) o n
: A;USEr - Settings take effect immediately, no system reboot is required
o WAN . :
o ATM Save Configuration
o TCP connections
& Learned MAC Table |

Disable DNS Proxy: The LAN port does not process the DNS query message. For
the DHCP requests from local PCs, the DHCP server will set the user-configured
preferred DNS sever or alternate DNS server whichever is available as the DNS
server. Then all DNS query messages will be directly sent to the DNS servers.

Use Auto Discovered DNS Servers Only: The DNS proxy will store the DNS server
IP addresses obtained from DHCP client or PPP into the table. And all DNS query
messages will be sent to one of the dynamically obtained DNS servers.

Use User Configured DNS Servers Only: The DNS proxy will use the
user-configured preferred DNS server and alternate DNS server. And all DNS
guery message will be sent to one of DNS servers.

Auto Discovery + User Configured: The DNS proxy’s table has all the IP addresses
of dynamically obtained and user configured DNS servers.

User Configuration: Place your primary and secondary DNS addresses here.
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NAT

The NAT Configuration page allows users to set the configuration for the Network
Address Translation. The default setting is Dynamic NAPT. It provides dynamic
Network Address Translation capability between LAN and multiple WAN connections,
and the LAN traffic is routed to appropriate WAN connections based on the destination
IP address and Route Table. This eliminates the need for the static NAT session
configuration between multiple LAN clients and multiple WAN connections.

When the Dynamic NAPT is chosen, there is no need to configure the NAT Session
and NAT Session Name Configuration.

It NAT Configuration m
BASIC
s OnePage Setup NAT  |Enable =
& hide advanced settings
ADMINISTRATION Mode  |Dynamic NAFT ~
o WAN
. LAN
== Subrit
e =)
. MAT
+ Fort Forwarding . .
+ ADEL Configuration Session Name User's IP Action
+ RIP Configuratian [=l 200 -
« Firewall
e Diagnostic Test
+ Route Tale S | Rt
& MAC Filtering
SECURITY
Ad P d . 1,
AL e L # | Session Name | User's IP
& User Passwaord
& Misc Canfiguration
* System Log Number of NAT Configurations 0
e Code Update
Session Name Configuration
 Router | Settings need to be saved to Flash and the system nesds to be rehooted for changss to take sffect.
ADSL
o WAN Available Sessions =
ATM
O T[> EOEEHITE,
« Leamed MAC Tahble = ‘ # | Session Name | Interface ‘ =

The NAT option only maps single WAN IP address to the local PC IP address. It is

peer-to-peer mapping. (1x1) for each WAN interface, only one local PC IP address

can be associated with each WAN interface. Click the link Session Name

Configuration to add the session name for WAN interface.

The NAPT option only maps single WAN IP address to many local PCs IP address.

(1xN). It is the multiple-mapping mechanism. For each WAN Interface, more than one

local PC can be associated with one WAN Interface. Click the link Session Name

Configuration to add the session name for WAN interface.

Session Name: This field allows the user to select the session form the configured
NAT Session Name Configuration.

User’s IP: This field allows the user to assign the IP address to map the
corresponding NAT/NAPT sessions.

Session Name Status will be displayed at the middle of this page to show the
corresponding Session Name with its IP address.
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Number of NAT Configurations: This field displays the total number of NAT
Sessions is entered.

Available Sessions Status will be displayed at the end of this page to show all the
Session Name with its WAN Interface.

Interface: This field allows the user to choose specific WAN Interface (PVC or PPP
Session) for NAT Session.

Number of Session: This field displays the total number of NAT Sessions Name is
entered.

Note: Click the Submit button to save the settings in temporary memory. If you make
changes the configurations.
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Port Forwarding

The Port Forwarding page allows the user define a port forwarding rule without using
the firewall policy database definitions and apply it to the connection.

Port Forwarding

BASIC
& OnePage Setup D Public Port - Public Port - Privale Port Host IP Address
+ hide advanced settings Start End Port Type

ADMINISTRATION
. WAN

e AN

« DNS & =

et I S  m—
o Fort Forwarding

« ADSL Configuration
& RIP Configuration Settings need to be saved to Flash and the system needs to be rebooted for changes to take effect.
o Firewall The mazimum number of entries abowe is 20. The mazimum number of mapped ports is 20

e Diagnostic Test
s Route Table

& MAC Filtering
SECURITY

« Admin Password

& User Passwaord
s Migc Configuration

o Leamed MAC Table |

Public Port: This field allows the user to enter the port number of Public Network.

Private Port: This field allows the user to enter the port number of the Private Network.

Host IP Address: This field allows the user to enter the private network IP address for
the particular server.

Well Known Ports:

Port | Protocol
21 FTP

23 Telnet
25 SMTP
43 Whois
53 DNS

69 TFTP
70 Gopher
79 Finger
80 HTTP
110 | POPS3
115 | SFTP
161 | SNMP
162 | SNMP traps

34

Download from Www.Somanuals.com. All Manuals Search And Download.



ADSL Configuration

The ADSL Configuration page allows users to set the configuration for ADSL
protocols.

ADSL Configuration

BASIC

« OnePage Setup Enabled v Trellis

& hide advanced settings

ADMINISTRATION Avtosense - Gt fist | Handshake Protocel
o WAN

o LAN TipRing ~ Wiring Selection

e DNS

o NAT Enabled ~ Bit Swapping (Mo system reboot needed)
e Port Forwarding

« ABOST Eonfiguration

« RIP Configuration ”

« Firewall

« Diagnostic Test Settings need to be saved to Flash and the system needs to be rebooted for changes to take effect.

& Route Tahle

s MAC Filiering
SECURITY

« Admin Password
& User Passwaord

s Migc Configuration

Trellis: This field allows the user to enable or disable the Trellis Code. By default, it is
always enabled.

Handshake Protocol: This field allows the user to select the ADSL handshake
protocol.

Wiring Selection: This field allows the user to enter the wiring selection for the RJ-11.
Tip/Rip is the default for the board without the inner/outer pair relay.

Bit Swapping: This field allows the user to enable or disable the upstream bit
swapping.

Note: Click the Submit button to save the settings in temporary memory. If you make
changes the configurations.
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RIP Configuration

The RIP System Wide Configuration page allows the user to set the configuration for
each Interface (PVCs, PPP Sessions, USB and LAN).

RIP System Wide Configuration

« OnePage Setup RIP Disabled. ~

& hide advanced settings

ADMINISTRATION Border Gaieway  [Ensbled =

. AR

o AN Supply Interval |30 Seconds
e DNS

o NAT Expire Timeout  [130 Seconds
e Port Forwarding

& ADSL Configuration Garbage Timeout (120 Seconds

« RIP Configuratiort

o Firevall
« Diagnostic Test

& Route Tahle
s MAC Filiering Submit | Reset

« Admin Passwaor d Settings need to be saved to Flash and the system needs to be rebooted for changes to take effect.

Advanced Configuration

o

.
s Migc Configuration
e System Log
e Code Update

o Leamed MAC Table |

Interface: This field allows the user to choose the Interface (PVCs, PPP Sessions,
USB and LAN), for the RIP to be configured.
Enable: This field allows the user to Enable (Yes) or Disable (No) the Specified
interface for RIP.
Supplier: This field allows the user to select the Supplier Mode (RIP Transmit).
1 Disabled: The supplier transmit is disabled.
"1V1 BC: The supplier transmits in RIPv1 Broadcast.
"1V2 BC: The supplier transmits in RIPv2 Broadcast.
1V2 MC: The supplier transmits in RIPv2 Multicast.
Listener: This field allows the user to select the Listener Mode (RIP Receive).
"1V1: The listener receives the RIPv1 only.
"1V2: The listener receives the RIPv2 only.
[1V1+V2: This listener receives the both RIPv1 and RIPv2.
Supplier and Listener are based on section 4.1 “Compatibility Switch” in RFC 1723.
Current RIP Settings: This field displays the each interface’s RIP status.
Note: Click the Submit button to save the settings in temporary memory. If you make
changes the configurations.
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Firewall

The Firewall page allows users to configure various database/firewall options and
Inbound/Outbound policies for controlling Inbound/Outbound traffic.

|| Configuration | Firewall

BASIC Conexant Firewall Version: 3.2.1

* OnePage Setup

s hide advanced settings Conexzant firewall allows users to configure various databases/firewall options and Inbound/Outbound policies
ADMINISTRATION for centrolling Inbeund/Outbound traffic.

o WAN

e AN Advanced Options:

« DNS The following firewall options are configurable for advanced firewall feature:

. g . i - Protection Polic:

e Port Forwarding - Hacker Log

s ADSL Configuration - Service Filtering

« RIP Configuration

o Firewall _ Firewall Databases:

* Diagnostic Test The following databases are configurable for setting inbound/ontbound policies:
s Route Table - IF Grouy

& MAC Filtering - Service Group

SECURITY

- Time Window
« Admin Password

+ User Password Inbound/Cutbound Policies:

& Misc Configuration The following policies are configurable for contrelling traffic:
+ System Log - Inbound Polic:
+ Code Update - Qutbeund Policy

Router

e 1. Firewall | Disabled

WWAN
ATM Skt
TCF connectians

Learned MAC Table |

Firewall: This field allows the user to Disabled or Enabled Firewall.

Note: Click the Submit button to save the settings in temporary memory. If you make
changes the configurations.

Protection Policy

Configuration | Firewall | Protection Policy

BASIC The Advanced firewall attacks can be configured based on your specific need.
& OnePage Setup
& hide advanced settings Basic Protection:

ADMINISIRAION ™ IP Spoofing checking

: % ™ Ping of Death checking

« DNS ™ Land Attack checking

o NAT I™ Ressambly Attack checking
e Port Forwarding

& ADSL Gonfiguration Advanced Protection:

& RIP Configuration ™ 8YN Flooding checking

o Firawall . ™ ICMP Redirection checking
* gﬂ%{rm ™ Seurce Routing checking

: m ™ Winnuke Attack checking
SECURITY

o Admin Password Reset | Suboit

& User Passwaord
Iise Canfiguration
System Log

Code Update

Router

ADSL

WAN

ATM

TCF connectians
Learned MAC Table |

IP Spoofing checking: IP spoofing is when an unauthorized user inserts the IP
address of an authorized user into the IP packets in order to gain access to a
network. Selecting this option will allow the firewall to check for and filter out this
discrepancy.
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Ping of Death checking: Ping of Death is a type of DoS attack that uses a malformed
ICMP data packet that contains unusually large amounts of data that causes
TCP/IP to crash or behave irregularly. Enabling this will allow the firewall to filter
out packets containing Ping of Death properties.

Land Attack checking: Land attack is a type of DoS attack that works by sending a
spoofed packet containing the same source and destination IP address and port
(the victim’s IP address). This packet contains a connection request, resulting in a
handshake process. At the end of the handshake, the victim sends out an ACK
(ACKnowledge) request. Since the source and the destination are the same, the
victim receives the ACK request it just sent out. The received data does not
match what the victim is expecting, so it retransmits the ACK request. This
process repeats until the network crashes. Enabling the will allow the firewall to
filter out possible Land Attack packets.

Reassembly Attack checking: Reassembly Attack is a type of DoS attack that
exploits the weakness of the IP protocol reassembly process. As discussed
earlier in this user guide, packets undergo fragmentation when they exceed a
certain maximum size. Certain criteria define the packet fragmentation process so
that packets can be reassembled properly. In reassembly attack, the sub-packets
have malformed criteria (fragment offset), which can easily cause a system to
crash, freeze, or reboot. Enable this option to check for and filter out Reassembly
Attack packets.

SYN Flooding checking: Syn flooding is a type of DoS attack that is accomplished by
not sending the final acknowledgement to the receiving server’'s SYN-ACK (SYN
chronize-ACKnowledge) in the final part of the handshake process. This causes
the serve to keep signaling until it is timed out. When a flood (many) of these
attacks are sent simultaneously, the server will probably overload and crash.
Enable SYN Flooding checking to filter out possible SYN flood packets.

ICMP Redirection checking: Also known as an ICMP storm attack or smurf attack,
ICMP redirection is another form of DoS. This attack is performed by sending
ICMP echo requests to a broadcast network node. The return IP address is
spoofed and replaced by the victim’s own address, causing it to send the request
back to itself. This causes the broadcast address to send it out to all the network
nodes in the broadcast area (usually the entire LAN). In turn, all those recipients
resend it back to the broadcast. The process repeats itself, gaining more
amplitude through each iteration and eventually causing a traffic overload and
crashing the network. Enable ICMP Redirection checking to filter out packets
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containing the threat.

Source Routing checking: Source routing gives the sender of a packet the ability to
determine the exact route that an IP packet takes to get to the destination.
However, source routing can be used for malicious reasons. Using a source
routed packet, the sender could find out important information about nodes in a
network, making it easy to exploit any weakness. Enabling Source Routing
checking will cause the firewall to filter out any packet with Source Routing
properties.

WinNuke Attack checking: WinNuke exploits a large networking bug found in
Windows 95 and NT. WinNuke sends erroneous OOB (Out-of Band) data that
Windows is unable to process, causing the target computer to crash. Enable this
if you are running an early (95 or NT) version of Windows that is vulnerable to this
attack.

Note: Click the Submit button to save the settings in temporary memory. If you make
changes the configurations.
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Hacker Log
This page allows you to configure which Protection Policy (see previous section)
violations to log for admin viewing.

|| Configuration | Firewall | Hacker Log

BASIC Alert Log: Log Database Properties:
« OnePage Sety|

ADW " SYN Flooding - Log Frequency: Every [[0¥ recordsievent.
o AN I Ping of Death

. LAN ™ IP Spoofing

« DNS ™ Win Nuke

o NAT

* Port Forwarding General Log:

« ADSL Configuration

& RIP Configuration ™ General Attacks

+ Firewall I” Deny Policies

© |l uwite e ™ Allow Policies

s Route Table

« MAC Filtering IR |

SECURITY

o Admin Password
& User Passwaord

s Migc Configuration

o Leamed MAC Table |

Alert Log: Enable/ Disable for SYN Flooding, Ping of Death, IP Spoofing, and
WinNuke (all of these are explained in the previous section). Enable to log
violations of individual policies.

General Log

Deny Policies: Enabling this will add Deny Policy violations to the log.

Allow Policies: Enabling this will add Allow Policy acceptances to the log.

Log Frequency: This field lets you specify how many records to keep of each event.
Default is 100. Range for Log Frequency Field is 1-65535.

Note: Click the Submit button to save the settings in temporary memory. If you make
changes the configurations.

40

Download from Www.Somanuals.com. All Manuals Search And Download.



Service Filtering
Service Filtering allows you to disable service request from certain sources.

Main Menu  avencea

BASIC
« OnePage Setup

e hide advanced settings
ADMINISTRATION

. AN
. LAN

+ DNS

o NAT

& Port Forwarding

e ADSL Configuration
« RIP Configuration
s Firewall

& Diagnostic Test

« Route Table

e MAC Filtering
SECURITY

s Admin Password

e User Password

e Misc Configuration
& System Log

s Code Update

Status

u
|
]
u
|
u
|

e TCP connections
e Learned MAC Tabls

Note: Click the Submit button to save the settings in temporary memory. If you make
changes the configurations.
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Firewall Databases:

IP Group

The IP Group lets you specify IP Addresses (Single or Range) and Subnet Masks and
assign them to a group name for easy use when configuring inbound and out
bound policies for the firewall.

|| Configuration | Firewall | IP Group
BASIC No Entries in IP Group Database
& OnePage Setup
& hide advanced settings
ADMINISTRATION IP Eniry Name IP addr. 1 IP addr. 2 IP/Mask
o WAN
Ty I I I ETCI || [ e
- DNS
o NAT
e Port Forwarding
« ADSL Configuration
« RIP Configuration
« Firewall
e Diagnostic Test
& Route Tahle
& MAC Filtering
SECURITY
Adrnin Passwaor d
User Password
& Misc Canfiguration
« System Log
e Code Update
Router
ADSL &
WAN
ATM
TEIP GERTEEE
* Leamed MAC Table =

IP Entry Name: This is the name you assign to the group of IP addresses and subnet
masks. (The IP Entry Name can be up to 19 characters.)

IP addr. 1: This is the IP address or subnet mask you are specifying when creating a
groups.

IP addr. 2: This field is only active if you select to group a range of IP addresses or
subnet masks, in which case this is the end address of that range whereas the IP
addr 1 is the first address of that range.

IP/Mask: This field allows you to specify the address type assigned to the group.

Single IP: This will let you specify one IP address for a given group.

IP Range: This will let you specify a range of IP addresses for a given group, starting
with IP addr 1 and ending with IP addr 2.

Subnet Mask: This will let you specify a range of subnet masks for a given group.
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Service Group
The Service Group lets you specify a Port and assign it to a group name for easy use
when configuring inbound and outbound policies for the firewall.

|| Configuration | Firewall | Service Group

BASIC No Enptries in Service Group Database
& OnePage Setup
& hide advanced settings

ADMINISTRATION Service Entry Name TCP/UDP Port #

o WAN

. L TF = e | AdIModify this ety
- DNS

« NAT

e Port Forwarding

« ADSL Configuration
& RIP Configuration
« Firewall

e Diagnostic Test

& Route Tahle

s MAC Filiering
SECURITY

« Admin Password

& User Passwaord
s Migc Configuration

o Leamed MAC Table |

Service Entry Name: This is the name you assign to the group containing the port
number. (The Service Entry Name can be up to 19 characters.)

TCP/UDP: This specifies whether the port goes through TCP or UDP.

Port #: This is the port number associated with the group name. Range for Port #
1-65535.
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Time Window
The Time Window lets you specify certain time periods and assign them to a group
name for easy use when configuring inbound and outbound policies for the firewall.

|| Configuration | Firewall | Time Group

BASIC No Entries in Time Window Database
& OnePage Setup
& hide advanced settings

ADMINISTRATION Time Window Name Time Period
o WAN
. AN from [Mondsy | +| [01 ][00 +] [&M ~ —

e AddModify this entey
‘% to  [Mondss =] [0 =] <[00 =] [AM = [
.

e Port Forwarding

« ADSL Configuration
& RIP Configuration
« Firewall

e Diagnostic Test

& Route Tahle

s MAC Filiering
SECURITY

« Admin Password

& User Passwaord
s Migc Configuration

o Leamed MAC Table |

Time Window Name: This is the name you assign to the group that is given the time
designation. (The Time Window Name can be up to 19 characters.)

Time Period: This field allows you to specify the time period for both start time and
end time by selecting the day, hour, minute, and AM/PM.
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Inbound/ Outbound Policies:

Inbound Policy

The Inbound Policy allows you to filter inbound (from the WAN into the user side LAN)
packets based on a set of rules. This enables you to deny access from different
sources and thus increase security.

|| Configuration | Firewall | Inbound Policy
BASIC Inbound Policy
& OnePage Setup
+ hide advanced settings No Entries in Inbound Policy Database
ADMINISTRATION
o WAN
o LAN ... Adding New Policy ...
« DNE
« NAT
+ Port Forwarding src 1¢: | ~ [y P | | DB:[Nene x
« ADSL Configuration
+ RIP Configuration Dest 1p:| o [t =] | pB:[Wem ~
« Firewall
e Diagnostic Test
« Route Table Src Port: ~ AnyPort >
& MAC Filtering
SECURITY A
2 ~ iy Port = - [None ~

« Admin Password Dest Fort: ‘ DB
s User Password
« Misc Configuration Transport Protocol: |AlFrotwol =
« System Log

Code Updat, q q q
-— Filtering Action: lrw;[
o Router Time Window Fillering: |No»2 :I‘

ADSL b
. WWAN
« ATM AddMedify Inbound Policy

TCF connect tions
& Learned MAC Table |

Src IP: This specifies the Source IP for the Inbound Policy. This is the external (WAN
side, outside of the firewall) IP address or addresses and Subnet Masks that will
be affected by the policy. In this field there are two IP Address entry fields and a
dropdown menu has four options:

Any IP: Selecting this will cause all IPs to be affected by the policy. When this is
selected, you will be unable to enter any information into the IP Address entry
fields.

Single IP: Selecting this will cause only one IP Address to be affected by the policy.
This IP Address will need to be specified by the user in the first IP Address entry
field.

IP Range: Selecting this will enable you to select a range of IP Addresses to which the
policy will apply. The first IP Address in the range must be entered into the first IP
Address entry field and the last IP Address in the range must be entered into the
second IP Address entry field.

Mask Range: Selecting this will enable you to select a network to which the policy will
apply. The Network IP Address must be entered into the first entry field and the
Subnet Mask of Network IP address must be entered into the second entry field.

Dest IP: This specifies the Destination IP for the Inbound Policy. This is the internal
(LAN side, behind the firewall) IP address or addresses and network that will be
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affected by the policy. See Src IP above for configuration detail.

Src Port: This specifies the Source Port for the Inbound Policy. This is the external
(WAN side, outside of the firewall) port(s) that will be affected by the policy. In this
field, there are two port entry fields and a dropdown menu. The dropdown menu
has four options:

Any Port: Selecting this will cause all Ports to be affected by the policy. When this is
selected, you will be unable to enter any information into the Port entry fields.

Single Port: Selecting this will cause only one Port to be affected by the policy. This
port will need to be specified by the user in the first Port entry field.

Port Range: Selecting this will enable you to select a range of Ports to which the
policy will apply. The first Port in the range must be entered in the first Port entry
field and the last Port in the range must be entered in the second Port entry field.

Safe Ports: Any port greater than 1024 (1025-65535) is considered a safe port.

Dest Port: This specifies the Destination Port for the Inbound Policy. This is the
internal (LAN side, behind the firewall) Port that will be affected by the policy. See
Src Port above for configuration detail.

Transport Protocol: This specifies the Transport/ Transfer protocol for the policy. The
following protocol options are available: All, TCP, UDP, ICMP, AH, ESP and GRE.

Filtering Action: This specifies what action the policy takes:

Allow: Selecting this will cause the policy to allow packet transfer from the Src IP
through the Src Port to travel through the Dest Port to the Dest IP. All of these are
specified above and must be configured by the user.

Deny: Selecting this will cause the policy to deny packet transfer from the Src IP
through the Src Port to travel through the Dest Port to the Dest IP. All of these are
specified above and must be configured by the user.

Time Window Filtering: This field allows you to select a certain time frame from the
Time Group in which this policy will be active.

DB: Short for Database, this field allows you to select a user-defined IP Group for the
Src IP and Dest IP fields and user-defined Service Group for the Dest Port.
User-defined IP and Service Groups are created in IP Group and Service Group
pages.

46

Download from Www.Somanuals.com. All Manuals Search And Download.



Outbound Policy

The Outbound Policy allows you to filter outbound (from the user side LAN to the WAN)
packets based on a set of rules. This enables you to deny access to different sources
and thus increase security.

|| Configuration | Firewall | Outbound Policy
BASIC Outbound Policy
& OnePage Setup
+ hide advanced settings No Entries in Outbonnd Policy Database
ADMINISTRATION
. AR
o LAN ... Adding New Policy ...
« DNE
« MAT
+ Port Forwarding src 1¢: | ~ R N - o RE
« ADSL Configuration
+ RIP Configuration Dest 1p:| o [t =] | pB:[Wem ~
« Firewall
e Diagnostic Test
« Route Table Src Port: ~ AnyPort >
& MAC Filtering
SECURITY A
2 ~ iy Port = - [None ~

« Admin Password Dest Fort: ‘ DB
s User Password
« Misc Configuration Transport Protocol: |AlFrotwol =
« System Log

Code Updat, q q q
-— Filtering Action: lrw;[
o Router Time Window Fillering: |No»2 :I‘

ADSL b
. WWAN
« ATM Add/Modify Onutbound Policy

TCP connec| tions
& Learned MAC Table |

Src IP: This specifies the Source IP for the Outbound Policy. This is the internal (LAN
side, behind the firewall) IP address or addresses and Subnet Mask(s) that will be
affected by the policy. In this field there are two IP Address entry fields and a
dropdown menu has four options:

Any IP: Selecting this will cause all IPs to be affected by the policy. When this is
selected, you will be unable to enter any information into the IP Address entry
fields.

Single IP: Selecting this will cause only one IP Address to be affected by the policy.
This IP Address will need to be specified by the user in the first IP Address entry
field.

IP Range: Selecting this will enable you to select a range of IP Addresses to which the
policy will apply. The first IP Address in the range must be entered into the first IP
Address entry field and the last IP Address in the range must be entered into the
second IP Address entry field.

Mask Range: Selecting this will enable you to select a network to which the policy will
apply. The Network IP Address must be entered into the first entry field and the
Subnet Mask of Network IP address must be entered into the second entry field.

Dest IP: This specifies the Destination IP for the Outbound Policy. This is the external
(WAN side, outside of the firewall) IP address or addresses and network that will
be affected by the policy. See Src IP above for configuration detail.
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Src Port: This specifies the Source Port for the Outbound Policy. This is the internal
(LAN side, behind firewall) port(s) that will be affected by the policy. In this field,
there are two port entry fields and a dropdown menu. The dropdown menu has
four options:

Any Port: Selecting this will cause all Ports to be affected by the policy. When this is
selected, you will be unable to enter any information into the Port entry fields.

Single Port: Selecting this will cause only one Port to be affected by the policy. This
port will need to be specified by the user in the first Port entry field.

Port Range: Selecting this will enable you to select a range of Ports to which the
policy will apply. The first Port in the range must be entered in the first Port entry
field and the last Port in the range must be entered in the second Port entry field.

Safe Ports: Any port greater than 1024 (1025-65535) is considered a safe port.

Dest Port: This specifies the Destination Port for the Outbound Policy. This is the
external (WAN side, outside of the firewall) Port that will be affected by the policy.
See Src Port above for configuration detail.

Transport Protocol: This specifies the Transport/ Transfer protocol for the policy. The
following protocol options are available: All, TCP, UDP, ICMP, AH, ESP and GRE.

Filtering Action: This specifies what action the policy takes:

Allow: Selecting this will cause the policy to allow packet transfer from the Src IP
through the Src Port to travel through the Dest Port to the Dest IP. All of these are
specified above and must be configured by the user.

Deny: Selecting this will cause the policy to deny packet transfer from the Src IP
through the Src Port to travel through the Dest Port to the Dest IP. All of these are
specified above and must be configured by the user.

Time Window Filtering: This field allows you to select a certain time frame from the
Time Group in which this policy will be active.

DB: Short for Database, this field allows you to select a user-defined IP Group for the
Src IP and Dest IP fields and user-defined Service Group for the Dest Port.
User-defined IP and Service Groups are created in IP Group and Service Group
pages.
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Diagnostic Test

The Diagnostic Test page shows the test results for the physical layer and protocol
layer for both LAN and WAN sides.

i Diagnostic Test: Tes? Compleic

BASIC
« OnePage Setup
s hide advanced settings Checking LAN Connection
?Dx::‘NISTRATION Testing Ethernet LAN connection PASS  HELFP
o LAN Checking ADSL Connection
. E Testing ADSL Synchronization FAIL HELP
* NAT Checking Circnit 0 for Network Conrection
0 B ey Test ATM OAM Segment Loop Back SKIPPED HELP

CAUEHL ST
: LR Test ATM OAM End-to-End Loop Eack SKIPPED HELP
« RIP Configuration
« Firewall Test Ethernet connect to ATM SKIPPED HELP
o Diagnosic Test Test PPPoPve O PPPOE connection SKIPPED HELP
o [Rimiip Telfla Test FFPoPvc O BPP layer connection SKIPPED HELP
;E“é'ﬁﬁl;"f‘e”” Test FFFoFvc O [P connect lo FEF SKIPPED HELF
o Admin Password Testing Internet Connection
« User Password Ping primary DNS SEIPPED HELP
& Migc Configuration Query DNS for www.conexant.com SKIPFED HELP
+ System Log Ping www.conezant.com SKIPFED HELP
e Code Update

Router

ADSL b

WAN

ATM

TCP connections
& Learned MAC Table |

Testing Ethernet LAN Connection: This test checks the Ethernet LAN interface
connection.

Testing ADSL Synchronization: This test checks the ADSL showtime. If this test
returns FAIL, all other tests will be skipped.

Test ATM OAM segment Loop Back: This test sends ATM OAM F5 Segment
loop-back request cells to the CO. This test will pass if response cell is received.
Some service providers might not support this test. If this test fails consistently
and the ADSL modem does not seem to be working, make sure the VPI and VCI
are configured correctly.

Test ATM OAM End-to-End Loop Back: This test sends ATM OAM F5 End to End
loop back request cells to the CO. This test will pass if response cell is received.
Some service providers might not support this test. If this test return FAIL
consistently and the ADSL modem does not seem to be working, make sure the
VPI and VCI are configured correctly.

Test Ethernet Connect to ATM: This test checks the ATM AAL5 module is loaded
correctly.

Test PPP Layer Connection: This test checks the PPP authentication.

Test IP Connect to PPP: This test checks a valid IP address assigned from the
service provider. Please note that on some ADSL services this test may fail
despite the fact that you have connected correctly.
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Ping Primary DNS: This test checks the primary DNS can be reached through pin
request.

Query DNS for www.conexant.com: This test checks the host name can be resolved
to IP address though domain name servers.

Ping www.conexant.com: This test checks the specified host can be reached
through pin request.
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Router Table

The Router Table page displays routing table and allows the user to manually enter
the routing entry. The routing table will display the routing status of Destination,
Netmask, Gateway and Interface. The interface brO means the USB interface; 100
means the loopback interface and pppl means the PPP interface. The Gateway is the
learned Gateway.

Route Tablg

BASIC
« OnePage Setup

& hide advanced settings
ADMINISTRATION 10000 255.255.255.0 | 10.0.0.2 | brd

- WAN
.
« DNS
o NAT
& Port Forwarding System Default Gateway Configuration
« ADSL Configuration

« RIP Configuration " HNene
o Firewall

& Diagnostic Test

Houte Table
. © Select Interface [FPe0 =

e« MAC Filtering

SECURITY
© Specity IP

» Admin Passward
s User Password

Destination Netmask Gateway | Interface

127001 255000 |127.0.0.1 |loO

 futo

& Misc Configuration EXECE
« System Log
» Code Updals Route Configuraiion

Destination Netmask Gateway

« Router

» ADSL = | | & Specify IF

o i C Select Interface | pFred =

e TCP connections
« Learned MAC Table =l Add »|  Submit | Reset 7

= B
System Default Gateway Configuration
BASIC ~
« OnePage Setup Weme
« hide advanced settings & Auto

ADMINISTRATION

o Wiy ' Select Interface |PPc0 =

. AN
« DNS 5

SN -
. AT Specify 1P
& Port Forwarding
& ADSL Configuration EXEONE
« RIP Configuration
o Firewall Route Configuration
& Diagnostic Test
+ Houte Janle Destination Netmask Gateway

« MAC Filtering )
SECURITY [ | & Specify [P
& Admin Password © Select Imerfacelm

s User Pagsword
e Misc Configuration
e System Log A ]| Suhuit | Reset

& Code Update

Mote: Save changes to flash to restore on power up.

Manually Configured Routes

) ‘# Destination | Netmask | Gateway

s TCP connections
e Learned MAC Table ~| -

Note: Click the Submit button to save the settings in temporary memory. If you make
changes the configurations.
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MAC Filtering

The MAC Filtering configuration page allows the user to set the configuration of IP
filtering. Enable and Disable MAC filtering by selecting the “Yes” or “No” radio buttons.

It MaC Filtering

BASIC _ .
o O B Filtering Enable: © Yes & No
AD‘W:;IESE'TV;'XTEIE:);EW” s Filtering Action: ¢ Block  Forward
o WAN
o LAN ID Src MAC Dest MAC T¥pe
e DNS
- wr  — - |
e Port Forwarding _I
« ADSL Configuration
« RIP Configuration
o FEiael (1) MAC address format : aabbeeddeefT, 000000000000 indicates DON'T CARE
e Diagnostic Test (2} Ethernet type format: aabb, 0000 indicates DON'T CARE
o Rimiip Teifly (3} The maximum number of entries is 16
& MAC Filtering
SECURITY

Adrnin Passwaor d
o User Password
& Misc Canfiguration
« System Log
e Code Update

Router

ADSL &

WAN

ATH
« TCF connec tions
& Learned MAC Table |

Source MAC: When the bridge filtering is enabled, enter the Source Mac address,
Select Block and click Add. Then all incoming WAN and LAN Ethernet packets
matched with this source MAC address will be filtered out. If the Forward is
selected, then the packets will be forwarded to the destination PC.

Destination MAC: When the bridge filtering is enabled, enter the Destination MAC
address, select Block and click Add. Then all incoming WAN and LAN Ethernet
packets matched with this destination MAC address will be filtered out. If the
Forward is selected, then the packets will be forwarded to the destination PC.

Type: Enter the hexadecimal number for the Ethernet type field in Ethernet_II packets.

52

Download from Www.Somanuals.com. All Manuals Search And Download.



Security

The links under Security are only to be accessed and configured, when it is login with
administrator login name and password.

Admin Password

The Admin Password Configuration page allows the user to set the password for
administrator.

Admin Level Username/Password Configuration

BASIC Do not uge &' in the password.
« OnePage Setup

& hide advanced settings
ADMINISTRATION Current Password |

o LAN Select Usemname  [admin

o NAT Select Password |

e Port Forwarding
& ADSL Gonfiguration Retype Password |

« RIP Configuration -

« Fitawal Sl | | e
e Diagnostic Test
s Route Table Settings need to be saved to Flash and the systern needs to be rebooted for changes to take effect.
& MAC Filtering
SECURITY

o Hidmin Fassword
& User Passwaord

& Misc Canfiguration
« System Log

e Code Update

o Router

s ADSL

- WAN

. ATH

e TCP connections
s Leamed MAC Table LI

User Name: admin

Password (default): epicrouter

Note: Click the Submit button to save the settings in temporary memory. If you make
changes the configurations.
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User Password

The User Password Configuration page allows the Admin user to set the password for
the general user. When logged in as a general user you can view the basic status.

User Level Usgrname/Password Configuration

BASIC Do not uge &' in the password.
« OnePage Setup

& hide advanced settings
ADMINISTRATION Current Password |

o WAN
o LAN Select Usemname  [user
e DNS
o NAT Select Password |
e Port Forwarding
& ADSL Gonfiguration Retype Password |

« RIP Configuration -
« Fitawal Sl | | e

e Diagnostic Test
s Route Table Settings need to be saved to Flash and the systern needs to be rebooted for changes to take effect.

s MAC Filiering
SECURITY

« Admin Password
o {ser Password

o Niisc Configuration

e TCP connections
o Leamed MAC Table |

User Name: user

Password (default): password

Note: Click the Submit button to save the settings in temporary memory. If you make
changes the configurations.

54

Download from Www.Somanuals.com. All Manuals Search And Download.



Misc Configuration

The Miscellaneous Configuration allows the user to set all the miscellaneous
configurations.

Miscellaneous Configuration

BASIC

« OnePage Setup
& hide advanced settings Al
ADWINISTRATION &

HTTP server access

' Restricted
= ~ LAN

.
« Port Forwarding ™ WAN Specify IP 100.010

e ADSL Configuration

« RIP Configuration Subnet Mask 255,000

o Firewall
© Dk T HTTF server port
« Route Table
o B Il HTTP Password Protection [Eratid 7]
SECURITY

o Admin Password
& User Password
o Misc Configuration FTP server Enshlad »
« System Log
« Code Update ¥ Disable WAN side FTP access

TFTF server Disabled v

7

« Router

* ADSL

. WA

- &M

e TCP connections
« Learned MAC Table =

¥ Disable WAN side access

er——
= DMZ HOST 1P I 2]

BASIC

+ OnePage Setup IGMP Proxy Disabled »
s hide advanced seitings

ADxZ“N'STRAT'O" PEP Half Bridge Disabled -
5

. DLA;NI\; PPP Reconnect on WAN Access Disabled ~
.

« NAT P

& o Farerd Comnect FFP when ADSL link isup  |Fnabled »
« ADSL Configuration
« RIP Configuration
o Firawall SNTP

o Diagnostic Test :
s Route Table Time Zone (+10) Brishanz -

« WAL Filtering : -
SECURITY Daylight Saving Time o

o Admin Password . :
o User Password User defined Time server 0000

s Migc Configuration

Code Updat
¢ Lode Update ADSL Status Refresh Rate (zeconds) |2

.
o ADSL e USB Engbled

. ATM I

+ Leamed IMAC Table El Stbrot | Reset | £

HTTP server access: This field allows the user to configure the Web pages can be
accessed from.

ALL: When this field is checked, it allows both WAN and LAN access to the Web
pages.

Restricted LAN: This field allows the Web pages access from LAN side.

Restricted WAN Specified IP & Subnet Mask: This field allows the Web access from

WAN side with a specify IP and Subnet Mask.

HTTP server port: This field allows the user to specify the port of the Web access.
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FTP server: This field allows the user to Enable or Disable the FTP connection. If you
want FTP access from the WAN side you must ensure there are no port forwards
for port 21.

TFTP server: This field allows the user to Enable or Disable the TFTP connection.

DMZ: A DMZ (De-Militarized Zone) is added between a protected network and an
external network, in order to provide an additional layer of security. When there is
a suspected packet coming from WAN, the firewall will forward this packet to the
DMZ host.

DMZ Host IP: The IP address of the DMZ host at LAN side.

DHCP Relay: If it is enabled, the DHCP requests from local PCs will forward to the
DHCP server runs on the WAN side of a network. To have this function working
properly, please disable the NAT to run on router mode only, disable the DHCP
server on the LAN port, and make sure the routing table has the correct routing
entry.

DHCP Target IP: The DHCP server runs on WAN side.

IGMP Proxy: Here is the global setting for IGMP Proxy. If it is enabled, then the
enabled IGMP Proxy on WAN PVCs will be working. Otherwise, no WAN PVC
can have IGMP Proxy working on it.

PPP connect on WAN access: If it is enabled, the PPP session will be automatically
established when there is packet wants to go out the WAN.

PPP Half Bridge: When the PPP Half Bridge is enabled, only one PC is able to
access the Internet and the DHCP server will duplicate the WAN IP address from
the ISP to the local client PC. Only the PC with the WAN IP address can access
the Internet. This function should only be used if one computer will be allowed to
connect to the internet (E.G a Software firewall computer or Proxy server).

Note: Click the Submit button to save the settings in temporary memory. If you make
changes the configurations.

56

Download from Www.Somanuals.com. All Manuals Search And Download.



System Log

The System Log page shows the events triggered by the system.

System Log

EREIE 0170171970 00-00:06> Fizewall is loaded, 1=l
* OnePage Setup 01/01/1970 00:00:06> CfeMgr: 'Fubsd.dlz' module loaded.

o hide advanced settings 01/01/1970 00:00:06> CieMgr: 'Washer.dlz' module loaded.
ADMINISTRATION 01/01/1970 00-00-00= CfgMgr: 'Shtw.dlz' module loaded.

WAN 01/01/1970 00:00:00> [nitialized Dynamic NAPT

T 01/01/1970 00:00:00> AT: Setting up veel, ¥PI=8, VCI=35

e 01/01/1970 00:00:00> ATH: Detected

Ons 01/01/1970 00:00:00> Ethernet Device 0 Detected

NAT -]
Fort Forwarding
ADSL Gonfiguration
RIP Configuration I™ Clear Log

Firewrall
Diagnostic Test LOG MESSAGE  |Al -
Route Tahle

& MAC Filtering Submit | Reset
SECURITY

o Admin Password

o User Peesra 1f you would like 1o save the log to a text file, right click here and select "Save Target Az ..." or "Save Link As .."

s Misc Configuration

+ System Log
e Code Update

e Router
« ADSL
- WAN
. ATM
.
.

TCF connectians
Learned MAC Table |

To clear the System Log simply click on the Clear Log button.
Note: Click the Submit button to save the settings in temporary memory. If you make
changes the configurations.
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Code Update

The code Update page allows the user to upload new firmware to the ADSL Router.

Code Tmage Update

BASIC BT

& OnePage Setup
hide ad d setting: " 0 oeh
o Duce advancec selings Select Image Download to start a Code Image Update. After Image Download is selected it will take a few seconds

ADMINISTRATION .
. WAN befare you can selsct the fils to be downloaded.

o LN
- DNS

o NAT

e Port Forwarding

« ADSL Configuration
& RIP Configuration
« Firewall

e Diagnostic Test

& Route Tahle

s MAC Filiering
SECURITY

« Admin Password

& User Passwaord
s Migc Configuration

o Leamed MAC Table |

To upload new firmware:

1. Download the latest firmware image from the website.

Save the file to your Desktop or other location.

Select the Browse button and locate the file saved in step 2.

Click on the Update button to start the process.

Once the upgrade has been completed the router will need to reboot.

ok w
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Status

Router

The Home page shows the Firmware Version and WAN and LAN interface status.

[+ Nide advanced sellings =] -
ADMINISTRATION Home Page
* VAN
- II;%NS BootCode Version: BC_CX82zxx 4.1.021
: AT Firmware Wersion: CX82xzxx 4.1.0.21_§
« Part Forwarding Customer Software Version: 4.1.0.21_8
« ADSL Configuration
« RIP Configuration
« Firguall
e Diagnostic Test
& Route Tahle

s MAC Filiering
SECURITY 1P Address

WAN

Subnet Mask ‘ MAC Address

e Admin Password
e User Password

& Misc Configuration
s System Log LAN
e Code Update

} X 1P Address | Subnet Mask MAC Address
o Router
o L 10002 2552552500 | D0:09:F3:00:00:3D
o WAN
* ATM
& TCP connections Total Number of Lan Interfaces: 1
e Learned MAC Table
* PPP Status Number of ethernet devices connected to the DHCP server: |

Save Setting and Reboot IP Address MAC Address

Ll
[ER

[+ Nide advanced sellings =] =
ADMINISTRATION
. AN
e LA WAN
+ DhS
+ NAT
o Port Forwarding ‘ 1P Address
s ADSL Configuration
« RIP Configuration
« Firguall
e Diagnostic Test
« Route Table LAN
s MAC Filiering
SECURITY
e Admin Password
e User Password
& Misc Configuration
s System Log
e Code Update

Subnet Mask ‘ MAC Address

1P Address = Subnet Mask MAC Address

10002 255255255.0 | 00:09:F3:00:00:8D

Total Number of Lan Interfaces: 1

- Nuimber of ethernet dewvices connected to the DHCF server: |
.

» ADSL
o WAN IP Address MAC Address
* ATM

& TCP connections

e Learned MAC Table
« PPP Status

=

10,003 T2:0B:49:ET:2B:23

Ethernet Link Status: UP
Save Setting and Reboat .
U$B Link Status: DOWN

Firmware Version: This field displays the Firmware Version number.

WAN: These fields display the IP Address, Subnet Mask, MAC Address for WAN
interface.

LAN: These fields display the IP Address, Subnet Mask, MAC Address for LAN
interface.

Number of Ethernet devices connected to the DHCP server: This field displays the

59

Download from Www.Somanuals.com. All Manuals Search And Download.



number of DHCP clients connected to the ADSL Wireless Router. It also shows
the IP address and MAC address of the attached DHCP clients.
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ADSL

The ADSL Status page shows the ADSL physical layer status.

[+ gz advanced semgs 7|

ADMINISTRATION ADSL STATUS
o WAN

o LAY [Fevar =]

T Restart [ E‘
o NAT

o Port Forwarding
« ADSL Configuration . Il
« RIP Configuration Showtime Firmware Version: 3.46

« Firewall Line State: ACTIVATION

o Diagnostic Test Modulation: N/A

« Route Table Annex Mode: ANNEX A

« MAC Filtering .

SEEY Startup Attemnpts: 0

« Admin Password Max Tz Power: -38 dBm/Hz

s User Pagsword CO Vendor: UNUSED_VENDOR_0

o Misc Configuration Elaspsed Time: 0 days 0 howrs 30 minutes 22 seconds

* System Log

e Code Update

Downstream | Upstream
SMR Margin NA& A dB

Router

e BDsy Line Attenuation | NA NA dB
WWAN

« ATM Errored Seconds

& TCP connections
& Learned MAC Table
e PPP Status

Loss of Signal

CRC Errors
Save Setting and Reboot

0] 4]
0 0
Lossof Frame | 0 0
0] 4]
Data Rate 0 0

‘ kbps =

Showtime Firmware Version: This field displays the ADSL data pump firmware
version number.

Line State: This field displays the ADSL connection process and status.

Modulation: This field displays the ADSL modulation status for G.dmt or T1.413.

Annex Mode: This field displays the ADSL Annex modes for Annex A or Annex B.

Startup Attempts: This field displays the ADSL connection attempts after loss of
showtime.

Max Tx Power: This field displays the transmit output power level of the CPE.

Co Vendor: This field displays the Central Office DSLAM vendor name. If available.

Elaspsed Time: This field displays the time of the modem has been in operation.
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WAN Status

The WAN Status page shows the information and status of WAN PVCs.

© Mide advanced Setings
ADMINISTRATION

o VAN

. AN

- DNE

+ NAT

o Port Forwarding

s ADSL Configuration
o RIP Configuration
« Firewall

o Diagnostic Test

s Route Table

o MAC Filtering
SECURITY

o Admin Password

s User Pagsword

o Misc Configuration
e Systemn Log

e Code Update

& TCP connections
& Learned MAC Table
e PPP Status

Save Setting and Reboot

WAN: These fields display the IP Address, Subnet Mask and MAC Address for the
WAN (ADSL) interface. Use the Virtual Circuit selection to selection different PVC
for status display.
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ATM Status

The ATM Status page shows all the statistics information of ATM cells.

:
ADMINISTRATION
o WAN

o Port Forwarding

s ADSL Configuration
o RIP Configuration
« Firewall

o Diagnostic Test

s Route Table

o MAC Filtering
SECURITY

o Admin Password
s User Pagsword

o Misc Configuration
e Systemn Log

e Code Update

& TCP connections
& Learned MAC Table
e PPP Status

Save Setting and Reboot

Reset Counters: This button allows user to reset the ATM Status counter.
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TCP connections

The TCP Status page shows the statistics for all TCP connections.

e OnePage Setup

e hide advanced settings
ADMINISTRATION

- WAN

. AN
- NS
& NAT

T | o N e e
+ Route Table J J
Dabre ED

* MAC Filtering
SECURITY

e Admin Password
e User Password

e Misc Caonfiguration
s System Log

e Code Update

o ATM

« TCP connections

o Learned MAC Table
s PPP Status
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Learned MAC Table

The Learned MAC Table page shows the current learned Bridge MAC table.

e OnePage Setup

o hide advanced settings
ADMINISTRATION

- WAN

. AN

- NS

. NAT

e Port Forwarding

e ADSL Configuration
* RIP Configuration
& Firewall

e Diagnostic Test

e Route Table

* MAC Filtering
SECURITY

e Admin Password

e User Password

e Misc Caonfiguration
s System Log
e Code Update

Aging Timeout: This field allows the user to enter the update period for the MAC
table.

Note: Click the Submit button to save the settings in temporary memory. If you make
changes the configurations.
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PPP Status

The PPP Status page shows the status of PPP for each PPP interface. See PPP.

=]
e OnePage Setup TFP
e hide advanced settings
ADMINISTRATION
o WAN Connection Pkis Pkis Byies Bytes

#

e LAN Name TReD (| M Status Sent Revd Sent Revd
e DNS
o Bl Mot

« Port Forwarding 1 PPPoPve (1 Pvc O PPFGE Connected N/ N/A N/t N/A

e ADSL Configuration
* RIP Configuration
e Firewall If a ¥ appears under Mode column, you need to check the W AN configuration to make sure the VC has the correct

« Diagnostic Test encapsulation.
« Route Tahls

* MAC Filtering ) 1
SECURITY Connection #

e Admin Password

« User Passwaord Comnext | Execute

e Misc Caonfiguration

e TCP connections
o Learned MAC Table
+ P20 Sialug

Sawe Getting and Febnat =

These fields display the following information on each PPP interface:

Connection Name (user defined)

Interface (PVC)

Mode (PPPoOE or PPP0A)

Status (Connected or Not Connected)

Packets Sent

Packets Received

Bytes Sent

Byte Received

Connect and Disconnect: Each PPP session can be individually controlled, simply
enter the desired connection number into the “Connection #” field and select
either connect or disconnect from the drop down menu and click on the “Execute”
button.

LB 2R 2B 2% 2B 2% 2R 4
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Save Settings/Reboot

The Save Settings/Reboot page allows users to save the new configuration to the
flash and reboot the system.

[~ ADWINTS TRATION 5|
o WAN g
o AN Save settings and reboot, Save & Reboot
s DNE . . .
o NAT Reboot modem without saving setings. Reboot Only
e Port Forwarding
Wireles:

ireless
s ADSL Configuration
o RIP Configuration
« Firewall

o Diagnostic Test

s Route Table

o MAC Filtering
SECURITY

o Admin Passwaort d

s User Pagsword

o Misc Configuration
e Systemn Log

o

& Learned MAC Table
e PPP Status

Save Setting and Reboot

When the configurations are changed via the Web pages, the settings need to be
saved into the flash, so it is necessary to go to this Save Settings/Reboot page to save
and reboot the system for the changes to be taken effect.

During the Save and Reboot, the following Web page will be displayed “Your setting
are being saved and the modem is being rebooted. Please wait.... After the Save and
Reboot, the following Web page will be displayed “Your setting have been saved and
the modem has rebooted.”

The Reboot without Saving page allows the user to reboot the system without save the
new configuration to the flash.

During the Reboot, the following Web page will be displayed “The modem is being
rebooted. Please wait....” After the Reboot, the following Web page will be displayed
“The modem has rebooted”.
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Appendix

Country ISP PVC
Australia All Internet providers VELS
VCI:35
. VPI:0
Belgium
VCI:33
VPI:0
Canada Telus
VCI:35
. VPI:8
Cybercity
VCI:35
Danmark
) . VPI:8
Tiscali
VCI:35
VPI:1
1 & 1 Internet DSL
VCI:32
VPI:1
AOL DSL
VCI:32
VPI:8
Arcor DSL
VCI:35
VPI:1
Freenet DSL
VCI:32
o VPI:1
Fireline networks
VCI:32
Deutschland
VPI:1
GMX Internet
VCI:32
VPI:8
Hansenet
VCI:35
VPI:8
Netcologne
VCI:35
VPI:1
Schlund
VCI:35
VPI:1
Snafu ADSL
VCI:32
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Country ISP PVC
|
Tiscali VPI1
VCI:32
. VPI:1
T-online
VCI:32
. VPI:1
Anderer Anbieter
VCI:32
VPI:8
Wannadoo
VCI:35
France
. . VPI:8
Tiscali
VCI:35
VPI:8
ISRAEL KPN PPPoE LLC
VCI:48
. VPI:8
Telecom ltalia
. VCI:35
Italian
) VPI:8
Rest oil presente
VCI:35
VPI:8
KPN PPPoA VC-MuX
VCl:48
) VPI:0
Netherlands BBeyond Bridge LLC
VCI:33
VPI:0
BBeyond PPPoA VC-MuX
VCI:35
VPI:0
New Zealand New Zealand Telecom
VCI:100
VPI:0
Portugal Todos os apresentador
VCI:35
VPI:1
Albura
VCI:32
) VPI:0
Spanish Colt Teeccom
VCI:35
VPI:8
Earth
VCI:32
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Country ISP PVC
|
Eresmas VP8
VCI:35
VPI:8
Jazztel
VCI:35
VPI:8
Ola Internet
VCI:35
. VPI:0
Retevision
VCI:35
VPI:8
Terra
VCI:32
. VPI:1
Spanish Tiscali
VCI:32
. VPI:8
Telefornica
VCI:32
VPI:8
Telepac
VCI:35
) VPI:1
Uni2
VCI:33
VPI:8
Ya.com
VCI:32
VPI:8
Wanadoo
VCI:32
e VPI:0
Island ssimi
VCI:35
. .. VPI:8
Suomi Landssimi
VCI:48
VPI:8
Vortex
VCl:48
) . VPI:1
Switserland Alle anbieter
VCI:32
) VPI:8
Sverige Skanova
VCI:35
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Country ISP PVC
|
Hinet VPLO
Taiwan VCI:33
VPI:0
Seednet
VCI:33
Etisalat Classical IP Single | VPI:8
] ] User VCI:35
United Arab Emirates - -
Etisalat Classical IP for VPI:8
Business VCI:35
) . . VPI:0
United Kingdom British Telecom
VCI:38
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Free Manuals Download Website
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http://www.404manual.com

http://www.luxmanual.com

http://aubethermostatmanual.com

Golf course search by state

http://golfingnear.com

Email search by domain

http://emailbydomain.com

Auto manuals search

http://auto.somanuals.com

TV manuals search

http://tv.somanuals.com
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