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Introduction

Congratulations on purchasing this Wireless Broadband Router. This Wireless Broadband Router is a cost-
effective IP Sharing Router that enables multiple users to share the Internet through an ADSL or cable
modem. Simply configure your Internet connection settings in the Wireless Broadband Router and plug your
PC to the LAN port and you're ready to share files and access the Internet. As your network grows, you can
connect another hub or switch to the router’s LAN ports, allowing you to easily expand your network. The
Wireless Broadband Router is embedded with a IEEE 802.11g/b MIMO access point that allows you to build
up a wireless LAN. The Wireless Broadband Router provides a total solution for the Small and Medium-sized
Business (SMB) and the Small Office/Home Office (SOHO) markets, giving you an instant network today,
and the flexibility to handle tomorrow's expansion and speed.

Features

High Internet Access throughput (up to 100M)

Allow multiple users to share a single Internet line

Supports up to 253 users

Internet Access via Cable or xXDSL modem

Access Private LAN Servers from the Public Network

Equipped with four LAN ports (10/100M) and one WAN port (10/100M)

Provides IEEE 802.11g/b MIMO wireless LAN access point

Support DHCP (Server/Client) for easy setup

Support advance features such as: Special Applications, DMZ, Virtual Servers, Access Control,

Firewall.

e Allow you to monitor the router’s status such as: DHCP Client Log, System Log, Security Log and
Device/Connection Status

e Easy to use Web-based GUI for configuration and management purposes

¢ Remote Management allows configuration and upgrades from a remote site (over the Internet)

Minimum Requirements

e One External xDSL (ADSL) or Cable modem with an Ethernet port (RJ-45)
e Network Interface Card (NIC) for each Personal Computer (PC)
o PCs with a Web-Browser (Internet Explorer 4.0 or higher, or Netscape Navigator 4.7 or higher)

Package Content

e One MIMO Broadband router unit
e One Quick Installation Guide
e One User Manual CD
e One Power Adapter
e Accessories
Note

The WAN “idle timeout” auto-disconnect function may not work due to abnormal activities of some network
application software, computer virus or hacker attacks from the Internet. For example, some software sends
network packets to the Internet in the background, even when you are not using the Internet. So please turn
off your computer when you are not using it. This function also may not work with some ISP. So please make
sure this function can work properly when you use this function in the first time, especially your ISP charge
you by time used.
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Get to know the Broadband Router

Back Panel

The diagram (fig1.0) below shows the broadband router’'s back panel. The router’s back panel is divided into
three sections, LAN, WAN and Reset:

Figure 1.0

1) Local Area Network (LAN)

The Broadband router’s 4 LAN ports are where you connect your LAN'’s PCs, printer servers, hubs and
switches etc.

2) Wide Area Network (WAN)
The WAN port is the segment connected to your xDSL or Cable modem and is linked to the Internet.
3) Reset
The Reset button allows you to do one of two things.

1) If problems occur with your router, press the router’s reset button with a pencil tip (for less than 5
seconds) and the router will re-boot itself, keeping your original configurations.

2) If problems persist or you experience extreme problems or you forgot your password, press the
reset button for longer than 5 seconds and the router will reset itself to the factory default
settings (warning: your original configurations will be replaced with the factory default settings)

Front Panel

On the router’s front panel there are LED lights that inform you of the router’s current status. Below is an

1

explanation of each LED and its description.

WLAN USB  WAN
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LED Light Status Description

PWR ON Router’s power supply is on
ON WAN port 100Mbps is connected
WAN 10/100M
Off WAN port 10Mbps is connected
ON WAN is connected
WAN LNK/ACT Off No WAN connection
Flashing WAN port is Activity (ACT)
LAN 10/100M ON LAN port 100Mbps is connected
Port 1-4 .
( ) Off LAN port 10Mbps is connected
ON LAN is connected
LAN LNK/ACT i
(Port 1-4) Off No LAN connection
Flashing LAN port is Activity (ACT)
ON Wireless LAN has been activated
WLAN-G Off Wireless LAN is disabled

Flashing Wireless LAN is Activity (ACT)

Setup Diagram

Figure 1.2 below shows a typical setup for a Local Area Network (LAN).

LTI

3 WAN

Power Reset

@_4
RO

ADSL or
Cable Mod

]
S O

Figure 1.2
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Getting started
This is a step-by-step instruction on how to start using the router and get connected to the Internet.
1) Setup your network as shown in the setup diagram above (fig 1.2).

2) You then need to set your LAN PC clients so that it can obtain an IP address automatically. All LAN
clients require an IP address. Just like an address, it allows LAN clients to find one another. (If you have
already configured your PC to obtain an IP automatically then proceed to step 3, page 11)

Configure your PC to obtain an IP address automatically

By default the broadband router’'s DHCP is on, this means that you can obtain an IP address automatically
once you've configured your PC to obtain an IP address automatically. This section will show you how to
configure your PC’s so that it can obtain an IP address automatically for either Windows 95/98/Me, 2000 or
NT operating systems. For other operating systems (Macintosh, Sun, etc.), follow the manufacturer’s
instructions. The following is a step-by-step illustration on how to configure your PC to obtain an IP address
automatically for 2a) Windows 95/98/Me, 2b) Windows XP, 2c) Windows 2000 and 2d) Windows NT.

2a) Windows 95/98/Me

1: Click the Start button and select Settings, then click Control Panel. The Control Panel window will
appear.

2: Double-click Network icon. The Network window will appear.

3: Check your list of Network Components. If TCP/IP is not installed, click the Add button to install it now.
If TCP/IP is installed, go to step 6.

4: In the Network Component Type dialog box, select Protocol and click Add button.

5: In the Select Network Protocol dialog box, select Microsoft and TCP/IP and then click the OK button to
start installing the TCP/IP protocol. You may need your Windows CD to complete the installation.

6: After installing TCP/IP, go back to the Network dialog box. Select TCP/IP from the list of Network
Components and then click the Properties button.

7: Check each of the tabs and verify the following settings:

e Bindings: Check Client for Microsoft Networks and File and printer sharing for Microsoft
Networks.

Gateway: All fields are blank.

DNS Configuration: Select Disable DNS.

WINS Configuration: Select Disable WINS Resolution.

IP Address: Select Obtain IP address automatically.

TCP/IP Properties

Bindngs |  Advanced | Ne®iOs |
DMS Configuration ] [ateway l WINS Configuation 1P Address

it [P address can be automatically azsigned to this computer.
[f pour network, does not automatically aszign P addreszes, ask
wour network. administrator for an address, and then bype it in
the space below.

(* i[btain an |P addiess automaticall

(" Specify an P address:

6
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8: Reboot the PC. Your PC will now obtain an IP address automatically from your
Broadband Router's DHCP server.

Note: Please make sure that the Broadband router's DHCP server is the only DHCP server available
on your LAN.

Once you've configured your PC to obtain an IP address automatically, please proceed to Step 3

2b) Windows XP

1: Click the Start button and select Settings, then click Network Connections. The Network
Connections window will appear.

2: Double-click Local Area Connection icon. The Local Area Connection window will appear.

3: Check your list of Network Components. You should see Internet Protocol [TCP/IP] on your list.
Select it and click the Properties button.

4: In the Internet Protocol (TCP/IP) Properties window, select Obtain an IP address automatically and
Obtain DNS server address automatically as shown on the following screen.

Internet Protocol (TCP/IP) Properties @g|

General | Alemate Configuration

“r'ou can get IP gettings assigned automatically if your nebwork. supports
thiz capability. Otherwize, you need to ask your network, administrataor for
the appropriate [P zettings.

(&) Obtain an IP address automatically
(O Uze the following IP address:

(@ilbtan DHS zerver address automatically

() Usg the fallowing DNS zerver addresses:

[ Ok ] ’ Cancel ]

5: Click OK to confirm the setting. Your PC will now obtain an IP address automatically from your
Broadband Router's DHCP server.

Note: Please make sure that the Broadband router's DHCP server is the only DHCP server available
on your LAN.

Once you've configured your PC to obtain an IP address automatically, please proceed to Step 3.

7
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2c) Windows 2000

1: Click the Start button and select Settings, then click Control Panel. The Control Panel window will
appear.

2: Double-click Network and Dial-up Connections icon. In the Network and Dial-up Connection
window, double-click Local Area Connection icon. The Local Area Connection window will appear.

3: In the Local Area Connection window, click the Properties button.

4: Check your list of Network Components. You should see Internet Protocol [TCP/IP] on your list.
Select it and click the Properties button.

5: In the Internet Protocol (TCP/IP) Properties window, select Obtain an IP address automatically and
Obtain DNS server address automatically as shown on the following screen.

Internet Protocol (TCP/IP) Properties 2l

General

V'ou can get 1P zettings assigned automatically if your nebwork supports
thiz capability. Othensize, you need to ask your netwark, adniniztrator for
the appropriate [P settingz.

* Obtain an IP address automatically

—{ Use the following IP address:

IF address: I . . .
Subnet mask: I . . .
Default gateysay; I . . .

&' Ohtain DMNS server address automatically

—{ Use the following DMS server addiesses:

Ereferred/ DS semver: I . . .
Slternate DHE server: I . . .
Advanced... |
Ok I Cancel |

6: Click OK to confirm the setting. Your PC will now obtain an IP address automatically
from your Broadband Router’s DHCP server.

Note: Please make sure that the Broadband router's DHCP server is the only DHCP server
available on your LAN.

Once you've configured your PC to obtain an IP address automatically, please proceed to Step 3.

8
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2d) Windows NT

1: Click the Start button and select Settings, then click Control Panel. The Control Panel window will
appear.

2: Double-click Network icon. The Network window will appear. Select the Protocol tab from the
Network window.

3: Check if the TCP/IP Protocol is on your list of Network Protocols. If TCP/IP is not installed, click the
Add button to install it now. If TCP/IP is installed, go to step 5.

4: In the Select Network Protocol window, select the TCP/IP Protocol and click the Ok button to start
installing the TCP/IP protocol. You may need your Windows CD to complete the installation.

5: After you install TCP/IP, go back to the Network window. Select TCP/IP from the list of Network
Protocols and then click the Properties button.

6: Check each of the tabs and verify the following settings:
o IP Address: Select Obtain an IP address from a DHCP server.
o DNS: Let all fields are blank.
o WINS: Let all fields are blank.

. Routing: Let all fields are blank.

Microsoft TCP/IP Properties EHE

IP Address | DNS | WINS Address | Routing |

An | address can be automatically azzigned to this network, card
by a DHCP server. [f pour netviork does not have a DHCP server,
agk, your network, admirigtrator for an address, and then twpe it in
the zpace below,

Adapter:

1] Realtek RTLE

I Famnily PCI Fast Ethernet Adapter

" Ohtain an IP address from a DHCP server
£ Specity an IP address

| B Edldress: |

Sbret b ashs I

[eranbEatemmam I

Advanced... |
0k I Cancel | Sppli |

7: Click OK to confirm the setting. Your PC will now obtain an IP address automatically from your
Broadband Router's DHCP server.

Note: Please make sure that the Broadband router's DHCP server is the only DHCP server
available on your LAN.

Once you've configured your PC to obtain an IP address automatically, please proceed to Step 3.

9
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3) Once you have configured your PCs to obtain an IP address automatically, the router's DHCP server will
automatically give your LAN clients an IP address. By default the Broadband Router’'s DHCP server is
enabled so that you can obtain an IP address automatically. To see if you have obtained an IP address,
see Appendix A.

Note: Please make sure that the Broadband router's DHCP server is the only DHCP server available on
your LAN. If there is another DHCP on your network, then you'll need to switch one of the DHCP servers
off. (To disable the Broadband router's DHCP server see chapter 2 LAN Port)

4) Once your PC has obtained an IP address from your router, enter the default IP address 192.168.2.1
(broadband router’s IP address) into your PC’s web browser and press <enter>

3 MSN.com - Microsoft Internet Explorer

File Edit View Favorites Tools Help

- — i
by ) = i
> ] » g | Search 1. Favorites

Address http://192.168.2.1

5) The login screen below will appear. Enter the “User Name” and “Password” and then click <OK> to login.

Note: By default the user name is “admin” and the password is “1234”". For security reasons it is
recommended that you change the password as soon as possible (in General setup/system/password,
see chapter 2)

Connect to 192.168.2.1

=
A

Default: admin/1234

User name: € admin ~ |

Password: LT

[ ]remember my password

N

6) The HOME page screen below will appear. The Home Page is divided into four sections, Quick Setup
Wizard, General Setup, Status Information and Tools.

FOIMAX ' i@ Y &
NETWORKING PEOPLE TOGETHER *mck Setup . *\_éénera\ Setup ¥ Status Info 8 "ESiem Tools

Quick Setup Wizard
The Quick Setup Wizard provides only the necessary configurations to
connect your Broadband router to your Intemet Senvice Provider (ISP)

through an external cable or a DSL moderm.

General Setup

The Broadband router supports advanced functions like Virtual Server,
#NAT Access Control, Hacker Attack Detection and DMZ. We highly

® Firewall recommend you keep the default settings.

Status Information

The Broadband router's status information provides the following
information about your Broadband router: Hardware/Firmware version, and
its current operating status.

Tools

Broadband router Tools - Tools include Configuration tools, Firmware
upgrade and Reset.Configuration tools allow you to Backup, Restore, or
Restore to Factory Default setting for your Broadband router. The
Firmware upgrade tool allows you to upgrade your Broadband router's
firmware. The RESET tool allows you to reset your Broadband router.

10
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Menu

Description

Quick Setup Wizard
(Chapter 1)

Select your Internet connection type and then input the configurations needed to
connect to your Internet Service Provider (ISP).

General Setup
(Chapter 2)

This section contains configurations for the Broadband router’'s advance
functions such as: Address Mapping, Virtual Server, Access Control, Hacker
Attack Prevention, DMZ, Special applications and other functions to meet your
LAN requirements.

Status Information

In this section you can see the Broadband router's system information, Internet
Connection, Device Status, System Log, Security Log and DHCP client

(Chapter 3) information.
This section contains the broadband router’s Tools - Tools include Configuration
Tools tools, Firmware upgrade and Reset. Configuration tools allow you to Backup
(Chapter 4) (save), Restore, or Restore to Factory Default configuration for your Broadband

router. The Firmware upgrade tool allows you to upgrade your Broadband
router's firmware. The RESET tool allows you to reset your Broadband router.

7) Click on Quick Setup Wizard (see chapter 1) to start configuring settings required by your ISP so that

you can start accessing the Internet. The other sections (General Setup, Status Information and Tools)
do not need to be configured unless you wish to implement/monitor more advance features/information.

Select the section (Quick Setup Wizard, General Setup, Status Information and Tools) you wish to configure
and proceed to the corresponding chapter. Use the selections on the web management’s top right hand
page (see below) to navigate around the web-based management User Interface.

11
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Chapter 1

Quick Setup

The Quick Setup section is designed to get you using the broadband router as quickly as possible. In the
Quick Setup you are required to fill in only the information necessary to access the Internet. Once you click
on the Quick Setup Wizard in the HOME page, you should see the screen below.

Step 1) Time Zone

The Time Zone allows your router to base its time on the settings configured here, this will affect functions
such as Log entries and Firewall settings.

" . /‘"\
EDIMAX . o
NETWORKING PEOPLE TOGETHER k uick SE{Up ¥ *\Genera\ Setup

L tatus Info "% gsiem Tools

Time Zone Management

Set the time zone of the Broadband router. This information is used for log entries and
firewall settings.

Time Zone : Asia/Taipei ~
NTP Server 1: clock stdtime_gov tw
NTP Server 2 : time-b.nist.gov
NTP Server 3 : tirme.nist.gov
#® Firewall Time - Sat Jan 1 08:23:42 2000 (GMT +08:00)
Save / Time Sync ] [ Refresh Time
Parameter Description

Select the time zone of the country you are currently in. The router will set its

Time Zone time based on your selection.
NTP Server # You can manually assign three time server addresses here.
Time Here shows the time of current router setting.

Click on NEXT to proceed to the next page (step 2) WAN Settings.

12
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Step 2) WAN Settings

In this section you have to select one of four types of connections that you will be using to connect your
broadband router’'s WAN port to your ISP (see screen below).

Note: Different ISP’s require different methods of connecting to the Internet, please check with your ISP as
to the type of connection it requires.

. % p7e
DIMAX 4% ‘E >
Emﬁmm.lptomt TOGETHER %uick Setup $4General Setup “SStatus Info N “Rslem Tools

WAN Settings

The Broadband router can be connected to your Service Provider through the following
methods:

Obtains an IP Address automatically from your Senice

.
.
« PPPo
.

@ Dynamic IP Provider
DDNS . Uses a Static IP Address. Your Senice Provider gives a
S LAN O |static IP Addrass Static IP Address to access Internet services.
'__ O PPPoE PPF over Ethernet is a common connection method used
Vireless o in xDSL connections.
# QoS © PPTP Point-to-Point Tunneling Protocol is a common connection
& NAT [netho-rlj— usid in xlDSLPconneclt.mns.
. ayer Two Tunneling Protocol is a common connection
® Firewall O e method used in xDSL connections.
Mare Configuration
Parameter Description
Dynamic IP Your ISP will automatically give you an IP address

Static IP Address Your ISP has given you an IP address already

Your ISP requires you to use a Point-to-Point Protocol over Ethernet (PPPoE)

PPPoE .
connection.
PPTP Your ISP requires you to use a Point-to-Point Tunneling Protocol (PPTP)
connection.
LoTP Your ISP requires you to use a Layer Two Tunneling Protocol (L2TP)

connection.

Click on one of the WAN type and then proceed to the manual’s relevant sub-section (1.1, 1.2, 1.3, 1.4, 1.5
or 1.6). Click on Back to return to the previous screen.

13
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1.1 Dynamic IP

Choose Dynamic IP if your ISP will automatically give you an IP address. Some ISP’s may also require that
you fill in additional information such as MAC address (see screen below).

Note: The MAC address section is optional and you can skip this section if your ISP does not require these
settings for you to connect to the Internet.

*

PO
EDIMAX . oy
NETWORKING PEOPLE TOGETHER Meluick Setup ‘$4General Setup

L tatus Info % “Rslem Tools

Dynamic IP Address

The Host Name is optional, but may be required by some Service Providers. The default
MAC Address is set to the WAN physical interface on the Broadband router. If required by
your Senvice Provider, you can use the Clone MAC Address button to copy the MAC
Address of the Metwork Interface Card installed in your PC and replace the WAN MAC
Address with this MAC Address.

Hostname :

[JUse00 |00 |00 |00 ||oo | |o0

Clone MAC -

® Firewall

Parameter Description

Your ISP may require a particular MAC address in order for you to connect to
the Internet. This MAC address is the PC’s MAC address that your ISP had
originally connected your Internet connection to. Type in this MAC address in
Clone MAC this section or use the “Clone MAC Address” button to replace the WAN MAC
address with the MAC address of that PC (you have to be using that PC for the
Clone MAC Address button to work). To find out the PC’s MAC address see
Appendix A. (see Glossary for an explanation on MAC address)

Click <OK> when you have finished the configuration above. Congratulations! You have completed the
configuration for the Cable Modem connection. You can start using the router now, if you wish to use some
of the advance features supported by this router see chapter 2, 3, 4.

14
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1.2 Static IP Address

Select Static IP Address if your ISP has given you a specific IP address for you to use. Your ISP should
provide all the information required in this section.

. . o 3
FOIMAX oee = 0
NETWORKING PEOPLE TOGETHER WMeuick Setup “$4Géneral Setup PStatus Info N ¥SYstem Tools

Static IP Address

If your Service Provider has assigned a Fixed IP address; enter the assigned [P Address,
Subnet Mask and the Gateway [P Address provided.

IP Address : 172 . |20 L . [254
Subnet Mask - 255 _|255 .| 255 (0
Default Gateway - 172 |20 |1 | (250

DNS - 168 |95 1 Ll

® Firewall

Parameter Description

IP Address This is the IP address that your ISP has given you.

Enter the Subnet Mask provided by your ISP

Subnet Mask (e.0. 255.255.255.0)

Default Gateway This is the ISP’s IP address gateway

DNS This is the ISP’s DNS server IP address

Click <OK> when you have finished the configuration above. Congratulations! You have completed the
configuration for the Fixed-IP x DSL connection. You can start using the router now, if you wish to use some
of the advance features supported by this router see chapter 2, 3, 4.

1.3 PPPoOE

Select PPPoE if your ISP requires the PPPOE protocol to connect you to the Internet. Your ISP should
provide all the information required in this section.

15
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REDIMAX

NETWORKING PEOPLE TOGETHER

# DHCP
# Static IP

P
= DONS

®LAN

Vireless

# QoS
®NAT
® Firewall

. % p7e
4% ‘E
%uick Setup “@AGeneral Setup PStatus Info N “Rslem Tools

PPP over Ethernet

Enter the PPPoE User Name and Password assigned by your Service Provider. The
Service Mame is normally optional. but may be required by some Service Providers. Enter
a |dle Time (in minutes) to define a maximum period of time for which the Intemet
connection is maintained during inactivity. If the connection is inactive for longer than the
Maximum Idle Time, then the connection will be dropped. You can enable the Connect on
Demand option to automatically re-establish the connection as soon as you attempt to
access the Internet again.

Login ID :
Password :
Senice Mame :

MTU : 1492
Connection Type : Keep Connection v

ldle Time - (1-1000 minutes)

CSmewm ] (o) (G

Parameter Description
Login ID Enter the Login ID provided by your ISP for the PPPoOE connection
Password Enter the Password provided by your ISP for the PPPoE connection

Service Name

This is optional. Enter the Service name should your ISP requires it, otherwise
leave it blank.

AC Name

This is optional. Enter the AC Name should your ISP requires it, otherwise
leave it blank.

MTU

This is optional. You can specify the maximum size of your transmission packet
to the Internet. Leave it as it is if you to not wish to set a maximum packet size.

Dial On Demand

If checked, gateway won't dial this session until received a packet that
requested Internet access. If unchecked, gateway dials this session
immediately after system powered up.

Silent Timeout

If specified a non-zero value, gateway disconnects this session after specified
idle time.

Auto Reconnect

If checked, gateway redials this session if session previously terminated by
ISP.

Auth Type

Select PAP or CHAP for the authentication type requested by your ISP.

Click <OK> when you have finished the configuration above. Congratulations! You have completed the
configuration for the PPPOE connection. You can start using the router now, if you wish to use some of the
advance features supported by this router see chapter 2, 3, 4.

1.4 PPTP

Select PPTP if your ISP requires the PPTP protocol to connect you to the Internet. Your ISP should provide
all the information required in this section.
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# Firewall

%uick Setup “®4Géneral Setup

L tatus Info N “Esiem Tools

PPTP

Point-to-Point Tunneling Protocol is a commeon connection method used in xDSL
connections.

« WAN Interface Settings
> Obtain an IP address automatically :

@ Use the following IP address :
IP Address 192 .|168 .0

Subnet Mask - 255

Default Gateway - 0 Lo .0 |0

= PPTP Settings

PPTP Semver : 192 | |168 | |0 |2
Login ID
Passward -

MTU - 1460

Idle Time -

Connection Type -

BEZEQ-ISRAEL :

Keep Connection hd
{1-1000 minutes)
[0 Enable (for BEZEQ network in ISRAEL use only)

[ Save and Reinit } [Reset ] [ Cancel ]

Parameter

Description

Obtain an IP address

The ISP requires you to obtain an IP address by DHCP automatically before
connecting to the PPTP server.

Use the following IP
address

The ISP give you a static IP to be used to connect to the PPTP server.

IP Address

This is the IP address that your ISP has given you to establish a PPTP
connection.

Subnet Mask

Enter the Subnet Mask provided by your ISP (e.g. 255.255.255.0)

Gateway

Enter the IP address of the ISP Gateway

PPTP Server

If your LAN has a PPTP gateway, then enter that PPTP gateway IP address
here. If you do not have a PPTP gateway then enter the ISP’s Gateway IP
address above

Enter the User Name provided by your ISP for the PPTP connection.

Login ID Sometimes called a Connection ID
Password Enter the Password provided by your ISP for the PPTP connection
MTU This is optional. You can specify the maximum size of your transmission packet

to the Internet. Leave it as it is if you to not wish to set a maximum packet size.

Silent Timeout

If specified a non-zero value, gateway disconnects this session after specified
idle time.

Dial On Demand

If checked, gateway won't dial this session until received a packet that
requested Internet access. If unchecked, gateway dials this session
immediately after system powered up.

Auto Reconnect

If checked, gateway redials this session if session previously terminated by
ISP.

BEZEQ-ISRAEL

Select this item if you are using the service provided by BEZEQ in Israel.

Auth Type

Select PAP or CHAP for the authentication type requested by your ISP.

Click <OK> when you have finished the configuration above. Congratulations! You have completed the
configuration for the PPTP connection. You can start using the router now, if you wish to use some of the
advance features supported by this router see chapter 2, 3, 4.
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15L2TP

Select L2TP if your ISP requires the L2TP protocol to connect you to the Internet. Your ISP should provide
all the information required in this section.

) 2 B |

NETWORKING PEOPLE TOGETHER

® Wireless
® QoS
@ NAT

® Firewall

» ;{‘q’.
%uick Setup “®4Géneral Setup

L tatus Info % “Rsiem Tools

L2TP

Layer Two Tunneling Protocol is a common connection method used in xDSL
connections.

=« WAN Interface Settings
> Obtain an IP address automatically :
@ Use the following IP address :

IP Address - 192 | |168 . |0 1100
Subnet Mask - 255 | [255 . |255 10
Default Gateway : 0 L0 |0 (0

+ L2TP Settings
L2TP Server -
Login ID -
Password ©
MTU : 1452
Connection Type

Keep Connection A

Idle Time - (1-1000 minutes)

[ Save and Reinit } [Reset I [ Cancel ]

Parameter

Description

Obtain an IP address

The ISP requires you to obtain an IP address by DHCP automatically before
connecting to the L2TP server.

Use the following IP
address

The ISP gives you a static IP to be used to connect to the L2TP server.

IP Address

This is the IP address that your ISP has given you to establish a L2TP
connection.

Subnet Mask

Enter the Subnet Mask provided by your ISP (e.g. 255.255.255.0)

Gateway

Enter the IP address of the ISP Gateway

L2TP Server

If your LAN has a L2TP Server, then enter that L2TP Server IP address here. If
you do not have a L2TP Server then enter the ISP’s Gateway IP address above

Enter the User Name provided by your ISP for the PPTP connection.

Login ID Sometimes called a Connection ID
Password Enter the Password provided by your ISP for the PPTP connection
MTU This is optional. You can specify the maximum size of your transmission packet

to the Internet. Leave it as it is if you to not wish to set a maximum packet size.

Silent Timeout

If specified a non-zero value, gateway disconnects this session after specified
idle time.

Dial On Demand

If checked, gateway won't dial this session until received a packet that
requested Internet access. If unchecked, gateway dials this session immediately
after system powered up.

Auto Reconnect

If checked, gateway redials this session if session previously terminated by ISP.

Auth Type

Select PAP or CHAP for the authentication type requested by your ISP.

Click <OK> when you have finished the configuration above. Congratulations! You have completed the
configuration for the L2TP connection. You can start using the router now, if you wish to use some of the
advance features supported by this router see chapter 2, 3, 4.
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Chapter 2

General Settings
Once you click on the General Setup button at the Home Page, you should see the screen below.

If you have already configured the Quick Setup Wizard you do NOT need to configure anything thing in the
General Setup screen for you to start using the Internet.

The General Setup contains advanced features that allow you to configure the router to meet your network’s
needs such as: Wireless, Address Mapping, Virtual Server, Access Control, Hacker Attack Prevention,
Special Applications, DMZ and other functions.

L tatus Info % “gslem Tools

NETWORKING PEOPLE TOGETHER %uick Setup e \éénera\ Setup

® System

® WAN
SLAN The Broadband router supports advanced functions like Virtual Server, Access Control,
- Hacker Attack Detection and DMZ.

General Setup

® Wireless
# QoS
#NAT

® Firewall

We highly recommend you keep the default settings.

Below is a general description of what advance functions are available for this broadband router.

Menu Description
Svstem This section allows you to set the Broadband router’s system Time Zone,
y Password and Remote Management Administrator.
WAN This section allows you to select the connection method in order to establish a
connection with your ISP (same as the Quick Setup Wizard section)
LAN You can specify the LAN segment’s IP address, subnet Mask, enable/disable
DHCP and select an IP range for your LAN
Wireless You can setup the wireless LAN’s SSID, WEP key, MAC filtering.
QoS You can setup the QoS bandwidth control policy.

You can configure the Address Mapping, Virtual Server and Special
NAT Applications functions in this section. This allows you to specify what
user/packet can pass your router's NAT.

The Firewall section allows you to configure Access Control, Hacker Prevention

Firewall and DMZ.

Select one of the above General Setup selections and proceed to the manual’s relevant sub-section
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2.1 System

The system screen allows you to specify a time zone, to change the system password and to specify a
remote management user for the broadband router.

. v, /
EuH:.Ip:.;mmmm ‘uick Setup "$4GEneral Setup *tatus Info N %Sienw Tools

System Settings

This page includes the basic configuration tools for the Broadband router's remote

Aanagement management access function.

® Firewall

Parameter Description

System Settings

. Select the time zone of the country you are currently in. The router will set its
Time Zone . :
time based on your selection.

. Allows you to select a password in order to access the web-based
Password Settings )
management website.

You can specify a Host IP address that can perform remote management
Remote Management functions

Select one of the above three system settings selections and proceed to the manual’s relevant sub-section

2.1.1 Time Zone

The Time Zone allows your router to reference or base its time on the settings configured here, which will
affect functions such as Log entries and Firewall settings.

. o p7s
uE«Hg‘mmmmam ‘uick Setup '$4General Setup *tatus Info "N gsienw Tools

Time Zone Management
Set the time zone of the Broadband router. This information is used for log entries and
firewall settings.
Time Zone - AsialTaipei v
NTP Server 1: clock.stdtime.gov.tw
NTP Server 2 time-b_nist.gov
NTP Server 3 - time_nist.gov
® Firewall Time - Sat Jan 1 08:35:14 2000 (GMT +08:00)
Save / Time Sync l [ Refresh Time

Download from Www.Somanuals.com. All Manuals Search And Download.



Parameter Description

Select the time zone of the country you are currently in. The router will set its

Time Zone time based on your selection.
NTP Server # You can manually assign three time server addresses here.
Time Here shows the time of current router setting.

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)

2.1.2 Password Settings

You can change the password required to log into the broadband router's system web-based management.
By default, there is no password. So please assign a password to the Administrator as soon as possible, and
store it in a safe place. Passwords can contain 0 to 12 alphanumeric characters, and are case sensitive.

EDIMAX “ @

NETWORKING PEOPLE TOGETHER uick SE{UP b‘ *\G‘eneral SE[UP

*tatus Info N "gsiem Tools

& System User Management
* Time Zone
You can change the password required to login the broadband router's system web-based
- P‘Ih- management. By default. the password is 1234. So please assign a password to the
note Wanageme Administrator as soon as possible, and store it in a safe place. Passwords can contain 0
® WAN to 16 alphanumeric characters, and are case sensitive.
Account : admin
Password : seee
Retype your Password : sese
® Fircwall
Parameter Description
Account Enter your account name to login to your Broadband router.
Password Enter your password

Enter your password again for verification purposes
Confirmed Password |Note: If you forget your password, you'll have to reset the router to the factory
default (password is 1234) with the reset button (see router’s back panel)

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)
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2.1.3 Remote Management

The remote management function allows you to designate a host in the Internet the ability to configure the
Broadband router from a remote site. Enter the designated host IP Address in the Host IP Address field.

. > 7N .
FDIMAX e = ) (
NETWORKING PEOPLE TOGETHER Meluick Setup " 4Geéneral Setup “Status Info N ¥5Ystem Tools

Remote Management
The remote management function allows you to designate a host in the Intemet to have
management/configuration access to the Broadband router from a remote site.
Remote Management Low IP © 0.0.0.0
Remote Management High IP - 0000
Remote Management Port - 8080
Ping from WAN side : Enable
® Firewall
Parameter Description

Please specify the IP range to the Remote Management IP fields. All the

IP Address Internet IPs that inside this range can manage this router from WAN side.

To avoid conflict of virtual server at port 80, user can specify a different port in

Port Remote Management Port for WAN side access.

Ping from WAN side is turned on by default and could be turned off if the Enable

Ping from WAN side | . box is unchecked.

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)
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2.2 WAN

Use the WAN Settings screen if you have already configured the Quick Setup Wizard section and you would
like to change your Internet connection type. The WAN Settings screen allows to specify the type of WAN
port connect you want to establish with your ISP. The WAN settings offer the following selections for the
router's WAN port, Dynamic IP, Static IP Address, PPPoE, PPTP, L2TP and DDNS.

L tatus Info % 'gsiem Tools

- » "-“\
EDIMAX e
NETWORKING PEGPLE TOGETHER Meluick Setup “®4Geéneral Setup

WAN Settings
The Broadband router can be connected to your Senice Provider through the following
methods:
© Dynamic IP grb;:\dnesr-an IP Address automatically from your Semvice
. Uses a Static IP Address. Your Serice Provider gives a
O [static IP Address Static IP Address to access Internet senices. :
PPP Ethernet t thod used
O PPPOE - XD;"LELDHHEL:?D”I:VE common connection method use
O prTP rethac used in xDSL connectons. —
o Fircwal © o
Parameter Description
Static IP Your ISP has given you an IP address already
DHCP Your ISP will automatically give you an IP addres
PPPoE Your ISP requires PPPOE connection.
PPTP Your ISP requires you to use a Point-to-Point Tunneling Protocol (PPTP)
connection.
L2TP Your ISP requires L2TP connection.
DDNS You can specify a DDNS server that you wish to use and configure the user

name and password provided by you DDNS service provider.

Once you have made a selection, click <More Configuration> at the bottom of the screen and proceed to
the manual’s relevant sub-section

2.2.1 Static IP

Select Static IP address if your ISP has given you a specific IP address for you to use. Your ISP should
provide all the information required in this section. (See chapter 1 “Static IP Address” for more detail)

2.2.2 DHCP

Choose the DHCP selection if your ISP will automatically give you an IP address. Some ISP’s may also
require that you fill in additional information such as MAC address (see chapter 1 “Dynamic IP” for more
detail)

2.2.3 PPPoOE (PPP over Ethernet)

Select PPPoE if your ISP requires the PPPOE protocol to connect you to the Internet. Your ISP should
provide all the information required in this section. (See chapter 1 “PPPoE" for more detail)
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2.2.4 PPTP

Select PPTP if your ISP requires the PPTP protocol to connect you to the Internet. Your ISP should provide
all the information required in this section. (See chapter 1 “PPTP” for more detail)

225L2TP

Select L2TP if your ISP requires the L2TP protocol to connect you to the Internet. Your ISP should provide
all the information required in this section. (See chapter 1 “L2TP” for more detail)

2.2.6 DDNS

DDNS allows you to map the static domain name to a dynamic IP address. You must get an account,
password and your static domain name from the DDNS service providers. This router supports DynDNS,
TZO and other common DDNS service providers.

L tatus Info N "gsiem Tools

. . /‘"\
EDIMAX ey
NETWORKING PEOPLE TOGETHER Maluick Setup “$4General Setup

DDNS
DDMS allows users to map the static domain name to a dynamic IP address. You must
get a account. password and your static domain name from the DDNS senvice providers.
+ Static IP Our products have DDNS support for www.dyndns.org and www.tzo.com now.
* PPPoE
: Senice Type - | Disable b
Usermame :
Password :
Hostname -
® Firewall
Parameter Description
Service Type Select a DDNS service provider or select Disabled to disable DDNS function.
Username The account that your DDNS service provider assigned to you
Password The password you set for the DDNS service account above
Host Name Your static domain name that use DDNS

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)
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2.3 LAN

The LAN Port screen below allows you to specify a private IP address for your router’s LAN ports as well as
a subnet mask for your LAN segment.

y  UeStatus Info  WASYystem Tools
to your LAN
IF Address 192 . 168 L |12 L1
Subnet Mask 255 L 255 L | 255 L0
DHCP Senver Status [ Enable
Start IP 5 s . [100
End P 3 3 .| 199
15t WINS Server U L0 .0 .10
2nd WINS Server U L0 .0 . |0
Provide Real DNS Sener 0O
Domain From Upper DHCP
Statie DHCP leases
ol HordwaroAddess | AsignedIPAddress |
1 |[oo 00 |00 00 00 200 000 . 000 . 000 . 000
2 |[oo .00 00 00 00 z 00 000 . 000 . 000 . 000
3 ||oo |00 |00 2|00 I 00 I 00 000 . 000 . 000 L 000
4 ||joo : 00 00 00 00 : 00 000 . 000 . 000 L 000
5 |00 00 00 00 00 00 o0 oo | ooo |, [ooo
6 [0 oo oo oo foo koo o0 | jooo | looo | [ooo
7 oo oo oo oo loo koo oo | oo | Jeoo | [ooo
8 |o0 ;|00 ;|00 ;|00 : |00 : oo 000 . (000 . |00 L |00
Dynamic DHCP Client List
Hardware Address Aszigned IP Hostname
00:12:D4:0F-AC:53 152.150.2.100 Joe

Parameter Description

This is the router’s LAN port IP address (Your LAN clients default gateway IP

IP address address)

IP Subnet Mask Specify a Subnet Mask for your LAN segment

You can enable or disable the DHCP server. By enabling the DHCP server the
router will automatically give your LAN clients an IP address. If the DHCP is not
DHCP Server Status |enabled then you'll have to manually set your LAN client’s IP addresses; make
sure the LAN Client is in the same subnet as this broadband router if you want
the router to be your LAN client’s default gateway

You can select a particular IP address range for your DHCP server to issue IP

IP Address Pool | jdresses to your LAN Clients.

WINS Server You can specify the WINS server to assign to DHCP clients.
Provide Real DNS When check this box, DHCP server will provide WAN DNS server to DHCP
Server clients. Otherwise, DHCP server will provide itself as the DNS server.

Domain from upper |Enable this to assign the domain name from WAN connection.
DHCP

Static DHCP leases is for user to statically associate an IP address to a

Static DHCP leases specific MAC address.

Dynamic DHCP Client | Dynamic DHCP Client List shows all IP addresses already assigned and the
List corresponding LAN PC hostname and their MAC addresses.

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)
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2.4 Wireless

Wireless Access Point builds a wireless LAN and can let all PCs equipped with IEEE 802.11b or 801.11g
wireless network adaptor connect to your Intranet. It supports WEP and WPA2 encryption to enhance the
security of your wireless network.

x Pl
2 DIMAX ey
NETWORKING PEOPLE TOGETHER E uick Setup * Né"eneral Setup

L tatus Info N "gstem Tools

® System Wireless Settings

The gateway can be quickly configured as a wireless access point for roaming clients
by setting the access identifier and channel number. It also supports data encryption
and client filtering.

® Firewall

2.4.1 Basic Settings

You can set parameters that are used for the wireless stations to connect to this router. The parameters
include Mode, ESSID, Channel Number and Associated Client.

AP Mode setting Page

FDIMAX “~ e

NETWORKING PEOPLE TOGETHER uick Setup S Né"eneral Setup

L tatus Info N "gstem Tools

Wireless Basic Settings

This page allows you to define ESSID. and Channel for the wireless connection. These
parameters are used for the wireless stations to connect to the Access Point.

Operation Mode : AP e
RF Band - 24 GHz (B+G) +
SSID - Default
Channel : v

® Firewall
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AP Bridge-Point to Point mode setting page

: 4% Q '{
MAX Iy
.JE«HEIP:OM TOGETHER %uick Setup "$4General Setup P Status Info ¥ !Sienw Tools

Wireless Basic Settings

This page allows you to define ESSID, and Channel for the wireless connection. These
parameters are used for the wireless stations to connect to the Access Point.

Operation Mode - AP Bridge-Point to Point A

RF Band : 24 GHz (B+G) v
Channel : 11 %
MAC Address 1 : 00 _|00 (00 _ |00 _|00 _ |00

Set Security : Set Security

® Firewall

AP Bridge-Point to Multi-Point mode setting page

. o ]
¥FDIMAX K = ) (
NETWORKING PEOPLE TOGETHER 3 uick SE{UP S/ Né"eneral Setup " tatus Info A stem Tools

Wireless Basic Settings

This page allows you to define ESSID. and Channel for the wireless connection. These
parameters are used for the wireless stations to connect to the Access Point.

Operation Mode : AP Bridge-Point to Multi-Point &3

RF Band - 24 GHz (B+G) v

Channel - 11 &
MAC Address 1: 00 .00 . |00 .00 .00 .00
MAC Address 2 - 00 |00 |00 . |00 |00 . |00
MAC Address 3 - 00 |00 |00 . |00 |00 . |00
MAC Address 4 - 00 |00 |00 . |00 |00 . |00

Set Security Set Security
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AP Bridge-WDS mode setting page

. . S 4
FDIMAX e =Y &
NETWORKING PEOPLE TOGETHER MBluick Setup " 4General Setup P Status Info N ¥5Ystem Tools

® System
® WAN

® Firewall

Wireless Basic Settings

This page allows you to define ESSID, and Channel for the wireless connection. These
parameters are used for the wireless stations to connect to the Access Point.

Operation Mode : b

RF Band - 24 GHz (B+G) v

SSID : Default

Channel : 11 %
MAC Address 1 : 00 _|00 (00 _ |00 _|00 _ |00
MAC Address 2 : 00 _|00 (00 _ |00 _|00 _ |00
MAC Address 3 - 00 [foo [loo  [foo [loo | |oo
MAC Address 4 - 00 [foo [loo  [foo [loo | |oo

Set Security :

Parameter

Description

Operation Mode

It allows you to set the AP to AP, Bridge or WDS mode.

It allows you to set the AP fix at 802.11b or 802.11g mode. You also can select

RF Band B+G mode to allow the AP select 802.11b and 802.11g connection
automatically.
SSID This is the name of the wireless LAN. All the devices in the same wireless LAN

should have the same ESSID.

Channel Number

The channel used by the wireless LAN. All devices in the same wireless LAN
should use the same channel.

MAC address

If you want to bridge more than one networks together with wireless LAN, you
have to set this access point to “AP Bridge-Point to Point mode”, “AP Bridge-
Point to Multi-Point mode” or “AP Bridge-WDS mode”. You have to enter the
MAC addresses of other access points that join the bridging work.

Set Security

Click the “Set Security” button, then a “WDS Security Settings” will pop up. You
can set the security parameters used to bridge access points together here
when your AP is in AP Bridge modes. You can refer to section 4.3 “Security
Settings” for how to set the parameters.

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)

2.4.2 Advanced Settings

You can set advanced wireless LAN parameters of this router. The parameters include Authentication Type,
Fragment Threshold, RTS Threshold, Beacon Interval, Preamble Type ...... You should not change these
parameters unless you know what effect the changes will have on this router.
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METWORKING PEOPLE TOGETHER *uick Setup "®4General Setup

L tatus Info N 35tem Tools

‘Wireless Advance Settings
These settings are only for more technically advanced users who have a sufficient
knowledge about wireless LAN. These settings should not be changed unless you know
what effect the changes will have on your Broadband router
Fragment Threshold - 2346 (256-2346)
RTS Threshaold - 2347 (0-2347)
Beacon Interval : 100 (20-1024 ms)
DTIM Period - 3 (1-10)
. N_AT Max Data Rate : Auto v
S Rirewsll Preamble Type - OlLong Preamble @ Short Preamble
Broadcast SSID : Enable
CTS Protect - QO Aute QAways @ none
TX Power - 100%
Turbo Mode - Enable
WM - [JEnable
Parameter Description
"Fragment Threshold" specifies the maximum size of packet during the
Fragment Threshold | fragmentation of data to be transmitted. If you set this value too low, it will
result in bad performance.
When the packet size is smaller the RTS threshold, the wireless router will not
RTS Threshold

use the RTS/CTS mechanism to send this packet.

Beacon Interval

The interval of time that this wireless router broadcast a beacon. Beacon is
used to synchronize the wireless network.

DTIM Period

The DTIM period you specify here indicates how often the clients served by this
access point should check for buffered data still on the AP awaiting pickup.

Max Data Rate

The “Data Rate” is the rate this access point uses to transmit data packets. The
access point will use the highest possible selected transmission rate to transmit
the data packets.

Preamble Type

The “Long Preamble” can provide better wireless LAN compatibility while the
“Short Preamble” can provide better wireless LAN performance.

Broadcast ESSID

If you enable “Broadcast ESSID”, every wireless station located within the
coverage of this access point can discover this access point easily. If you are
building a public wireless network, enabling this feature is recommended.
Disabling “Broadcast ESSID” can provide better security.

CTS Protect

It is recommended to enable the protection mechanism. This mechanism can
decrease the rate of data collision between 802.11b and 802.11g wireless
stations. When the protection mode is enabled, the throughput of the AP will be
a little lower due to many of frame traffic should be transmitted.

You can adjust the wireless transmit power here. By reduce the tx power can

Tx Power . : .
let the wireless signal only cover your working area.
Turbo Mode By enable the turbo mode can enhance the throughput up to 35Mbps.
WMM stands for Wi-Fi Multimedia. It is a standard created to define quality of
service (QoS) in Wi-Fi networks. This adds prioritized capabilities to Wi-Fi
WMM networks and optimizes their performance when multiple concurring

applications, each with different latency and throughput requirements, compete
for network resources.

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router.
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2.4.3 Security

This Router provides complete wireless LAN security functions, include WEP, IEEE 802.11x, IEEE 802.11x
with WEP, WPA with pre-shared key and WPA with RADIUS. With these security functions, you can prevent
your wireless LAN from illegal access. Please make sure your wireless stations use the same security
function.

2.4.3.1 WEP only

When you select 64-bit or128-bit WEP key, you have to enter WEP keys to encrypt data. You can generate
the key by yourself and enter it. You can enter four WEP keys and select one of them as default key. Then
the router can receive any packets encrypted by one of the four keys

. {l'-\
EDIMAX e
NETWORKING PEOPLE TOGETHER E: uick SB{UP N/ \G"eneral SB{UP

!Qtatus Info ™ gsienw Tools

# System Wireless Security Setup
This page allows you to setup the wireless security. Turning on WEP or WPA by using

Encryption Keys could prevent any unauthorized access to your wireless network.

Data Encryption : Mo encryption +

Authentication : No authentication +

® Firewall

Parameter Description

You can select the WEP key length for encryption, 64-bit or 128-bit. Larger WEP

Method key length will provide higher level of security, but the throughput will be lower.

When using shared key, user must input 10 hexadecimal digits for WEP64 and

Authentication | 55 it for WEP128. All the four WEP keys are set identical.

The WEP keys are used to encrypt data transmitted in the wireless network. Fill
the text box by following the rules : 64-bit WEP: input 10-digit Hex values (in the
"A-F", "a-f" and "0-9" range) as the encryption keys. 128-bit WEP: input 26-digit
Hex values (in the "A-F", "a-f" and "0-9" range) as the encryption keys.

Key

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)

2.4.3.2 802.1x only

IEEE 802.1x is an authentication protocol. Every user must use a valid account to login to this Access Point
before accessing the wireless LAN. The authentication is processed by a RADIUS server. This mode only
authenticates user by IEEE 802.1x, but it does not encryption the data during communication.
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Wireless Security Setup

This page allows you to setup the wireless security. Turing on WEP or WPA by using

Encryption Keys could prevent any unauthorized access to your wireless network.
Data Encryption : MNo encryption *
Authentication : By RADIUS server]id

Port 1812
RADIUS Setting : IP Address : (0.0.0.0
. Password
® Firewall
Parameter Description

RADIUS Server Port The service port of the external RADIUS server.

RADIUS Server IP The IP address of external RADIUS server.
address

RADIUS Server Password | The password used by external RADIUS server.

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)

2.4.3.3 802.1x WEP Static key

IEEE 802.1x is an authentication protocol. Every user must use a valid account to login to this Access Point
before accessing the wireless LAN. The authentication is processed by a RADIUS server. This mode also
uses WEP to encrypt the data during communication.

® P
REDIMAX . gam
NETWORKING PEOPLE TOGETHER MBluick Setup “$4General Setup

L tatus Info N b‘gstem Tools

Wireless Security Setup

This page allows you to setup the wireless security. Turing on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network

Data Encryption - WEP A
Method - 64 bits ¥
Authentication - A
Key Setting :
i Part 1812
¢ Firewall RADIUS Setting : IP Address : [0.0.0.0
Password -

For the WEP settings, please refer to section 2.4.3.1 “WEP only”. For the 802.1x settings, please refer to
section 2.4.3.2 “802.1x only”.
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2.4.3.4 WPA/WPA?2 Pre-shared key

Wi-Fi Protected Access (WPA) is an advanced security standard. You can use a pre-shared key to
authenticate wireless stations and encrypt data during communication. It uses TKIP or CCMP(AES) to
change the encryption key frequently. So the encryption key is not easy to be broken by hackers. This can
improve security very much.

OO
2EDIMAX . o
WETWORKING PEOPLE TOGETHER Mauick Setup “®4General Setup

L tatus Info N “gstem Tools

® System Wireless Security Setup
This page allows you to setup the wireless security. Turing on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.
Data Encryption : VWPA A
Method : TKIP |+
Authentication : pre-shared key e
Key Setting :
* kirewal
Parameter Description
TKIP can change the encryption key frequently to enhance the wireless LAN
WPA(TKIP) .
security.
This use CCMP protocol to change encryption key frequently. AES can provide
WPA2(AES) p ge encryp y frequently p

high level encryption to enhance the wireless LAN security.

The Pre-shared key is used to authenticate and encrypt data transmitted in the
Key Setting wireless network. Fill the text box by following the rules below. At least 8
characters pass phrase as the pre-shared keys.

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)
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2.4.3.5 WPA/WPA2 Radius

Wi-Fi Protected Access (WPA) is an advanced security standard. You can use an external RADIUS server to
authenticate wireless stations and provide the session key to encrypt data during communication. It uses
TKIP or CCMP(AES) to change the encryption key frequently. This can improve security very much.

. . A P
¥ DIMAX i " @
METWORKING PEOPLE TOGETHER E uick Setup 9 \_G'eneral Setup L. tatus Info A 8System Tools
® System Wireless Security Setup
This page allows you to setup the wireless security. Turning on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless network.
Data Encryption : WPA v
Method : TKIP »
Authentication : v
Part : 1812
®NAT .
. RADIUS Setting : IP Address : |0.0.0.0
® Firewall
Password :
Parameter Description
WPA(TKIP) TKIP can change the encryption key frequently to enhance the wireless LAN
security.
This use CCMP protocol to change encryption key frequently. AES can provide
WPA2(AES) p ge encryption key frequently p

high level encryption to enhance the wireless LAN security.

RADIUS Server IP The IP address of external RADIUS server.
address

RADIUS Server Port | The service port of the external RADIUS server.

RADIUS Server The password used by external RADIUS server.
Password

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)
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2.4.4 Access Control

This wireless router provides MAC Address Control, which prevents the unauthorized MAC Addresses from
accessing your wireless network.

. - % /.
MAX A Q X
.JE«HEIP:OM TOGETHER *uick Setup "$.4General Setup P Status Info ¥ gsienw Tools

Wireless Access Control

For security reason, the Access Point features MAC Address Filtering that only allows
authorized MAC Addresses associating to the Access Point.

MAC Address Filtering Table

[1Enable Wireless Access Control

o, | WAC hdros
—client list is empty now--
® Firewall m

[ Delete Selected ] [ Operation Mode ] [ Reset l

Parameter Description

Enable wireless access | Enable wireless access control
control

Fill in the "MAC Address" and "Comment" of the wireless station to be added
and then click "Apply". Then this wireless station will be added into the Access
Control List. If you find any issues before adding it and want to retype again.
Just click "Reset" and both "MAC Address" and "Comment" fields will be
cleared.

Add MAC address into
the list

If you want to remove some MAC address from the Access Control List, select
Remove MAC address |the MAC addresses you want to remove in the list and then click "Delete

from list Selected". If you want remove all MAC addresses from the table, just click
"Delete All" button. Click "Reset" will clear your current selections.

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)
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2.5Q0S

This router supports various types of QoS — Port-based QoS, Rate Policing QoS, and Guaranteed/Spare
Class QoS.

For Port based QoS, user can specify the High/Low queue priority for each Ethernet port and can apply total
rate limit to any port from 128Kbps to 32Mbps or at Full-rate(100Mbps). Flow control can also be
enabled/disabled on per-port basis.

For Application based QoS, user can specify a destination port number and associate it with a egress
priority(High or Low). For example, in Fig 35, if user config port 7297 with high priority, then user would
experience better service quality for such flows.

» . .
¥FDIMAX K = ) (
NETWORKING PEOPLE TOGETHER 3 uick SE{UP S/ Né"eneral Setup " tatus Info \ 8SYystem Tools

QoS Settings

Quality of Service (QoS) refers to the capability of a network to provide better senice to
selected network traffic. The primary goal of QoS is to provide priority including
dedicated bandwidth, controlled jitter and latency (required by some realtime and
interactive traffic). and improved loss characteristics. Also important is making sure
that providing priority for one or more flows does not make other flows fail.

date Policing QoS
® Guarante are
S

® Firewall

Parameter Description

User can differentiate packet priority by L4 port number or by physical Ethernet

Port-based QoS port number.

User can specify a L3/4 criterion and associate it with a maximum token

Rate Policing QoS (packet rate or data rate based).

Guaranteed/Spare | Your ISP requires PPPoE connection.
Class QoS
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2.5.1 Port-based QoS

For Application based QoS, user can specify a destination port number and associate it with a egress
priority(High or Low). For example, if user config port 7297 with high priority, then user would experience
better service quality for such flows.

For Port based QoS, user can specify the High/Low queue priority for each Ethernet port and can apply total
rate limit to any port from 128Kbps to 32Mbps or at Full-rate(100Mbps). Flow control can also be
enabled/disabled on per-port basis.

FDIMAX " Ker L
NETWORKING PEOPLE TOGETHER %uick Setup e N_Génera\ Setup tatus Info ™% gslem Tools

Port-based QoS

[JEnable Hardware QoS by Application
TELNET

HTTP

POP3

SMTP

SpecitcPors i Prio

® Firewall

[IEnable Hardware QoS by device port number
N i il
Control Limit Limit Priority

LAM 4

LAN 3

LAN 2

LAN 1

WAN

Parameter Description

Enable QoS hy Enable application-based QoS.
Application

Set the priority of the specified protocol name or port number to higher or

Protocol/Specific Port# | o
ower priority.

Enable QoS by device |Enable Port-based QoS.
port

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)
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2.5.2 Rate Policing QoS

This router supports Rate Policing QoS. User can specify a L3/4 criterion and associate it with a maximum
token (packet rate or data rate based). If a packet arrives and it matches to a rate policing entry, router
decreases entry’s allocated token by one (if pps based) or by packet length in bytes(if bps based). If
unfortunately the packet just run out of allocated tokens, then it would be dropped directly or logged to

software, depends on the setting of Drop Log field.

Rate Palicing QoS
Enabile Hardware Rate Policing Qo5

Hepa

Kepn ¥ Kapr =

.
Keps ¥ Haps ¥

Kips %

o T o

(] (Fonet)

Parameter Description
If you want to monitor the source IP of the packets, please select src IP.
Src/dst :
Otherwise, please select dst IP.
IP Address Specify the IP Address that you want to limit the transmit/receive rate.
IP Mask If you want to limit a subnet, you can specify the subnet mask here.
Protocol Specify the protocol you want to monitor, it can be TCP / UDP / or IP only.

Start / End Port

Specify the port ranges that you want to monitor. To classify all TCP or UDP
packets within same IP address / mask (regardless of port number) as same
rate policy, set 0 to both Start Port and End Port.

Rate / Unit / Specify the rate, unit, and the type of the limitation.
isByteCount
Select the behavior when the flow is over limitation. You can just drop the
Drop Log

packets or drop packet and log it.

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)
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2.5.3 Guaranteed / Spare Class QoS

User can first specify maximum WAN total bandwidth and then set bandwidth allocation rules according to
two different classes: Guaranteed or Spared. Rules in Guaranteed class are guaranteed to have specified
percentage of WAN Total bandwidth. At any period of time, if the aggregated bandwidth used by flows in
guaranteed class doesn’t exceed total bandwidth, the spared bandwidth is then available for allocating to the
flows in Spared class, according to the percentage configured.

For example, 192.168.1.1 is guaranteed to have 50Mbps bandwidth if it needs and 192.168.1.2 has 25Mbps
guaranteed on demand. If for a period of time, the aggregated bandwidth used by both hosts is 40Mbps , so
only 40% WAN bandwidth is consumed by Guaranteed class flows, then all other hosts in 192.168.1.0 can
compete to use the spared 60Mbps WAN bandwidth. If there exists another LAN on gateway, say,
192.168.2.0/24, then they can only use the rested bandwidth consumed by guaranteed and spared class.

Hardware Guaranteed Spare Class QoS
T Enable QoS Contrel

AN tide Totsl Banduwicth

mmmm

Parameter Description

The Queue (Group) ID groups all the connections with the same Queue ID into

Queue ID one rule and these connections share the same bandwidth in this rule.
If you want to monitor the source IP of the packets, please select src IP.
Src/Dst .
Otherwise, please select dst IP.
IP Address Specify the IP Address that you want to limit the transmit/receive rate.
IP Mask If you want to limit a subnet, you can specify the subnet mask here.
Protocol Specify the protocol you want to monitor, it can be TCP / UDP / or IP only.

Specify the port ranges that you want to monitor. To classify all TCP or UDP
Start / End Port packets within same IP address / mask (regardless of port number) as same
rate policy, set 0 to both Start Port and End Port.

Bandwidth allocation |Guaranteed or Spare.
policy
Percentage Input the percentage of total bandwidth that this queue have.

Differentiated Services Code Point is a model in which traffic is treated by
intermediate systems with relative priorities based on the type of services. If
you want to mark this Queue to specified DSCP type, enable this option and
filled a value in the DSCP value field.

DSCP Marking

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)
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2.6 NAT

Network Address Translation (NAT) allows multiple users at your local site to access the Internet through a
single Public IP Address or multiple Public IP Addresses. NAT provides Firewall protection from hacker
attacks and has the flexibility to allow you to map Private IP Addresses to Public IP Addresses for key
services such as Websites and FTP.

XS
EDIMAX (e
NETWORKING PEOPLE TOGETHER WMeluick Setup ®.4Gtneral Setup

L tatus Info % “grsiem Tools

NAT Settings

Network Address Translation (MAT) allows multiple users at your local site to access
the Internet through a single Public |P Address or multiple Public IP Addresses. NAT
provides Firewall protection from hacker attacks and has the flexibility to allow you to
map Private [P Addresses to Public IP Addresses for key senices such as the Web or
FTP.

# Fircwall

Parameter Description

You can have different services (e.g. email, FTP, Web etc.) going to different
service servers/clients in your LAN. The Virtual Server allows you to re-direct
a particular service port number (from the Internet/WAN Port) to a particular
LAN IP address and its service port number.

Virtual Server

Some applications require multiple connections, such as Internet games,
Special Applications |video conferencing, Internet telephony and others. In this section you can
configure the router to support these types of applications.

You can select special applications that need “Application Layer Gateway” to

ALG Setting support here.

It allows to Enable or Disable UPnP feature here. After you enable the UPnP
feature, all client systems that support UPnP, like Windows XP, can discover
this router automatically and access the Internet through this router without
any configuration. The NAT Traversal function provided by UPnP can let
applications that support UPnP smoothly connect to Internet sites without
any incompatibility problem due to the NAPT port translation.

UPNP Setting

Static Routing You can disable NAT function and setup the routing rules manually.

Click on one of the five NAT selections and proceed to the manual's relevant sub-section.
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2.6.1 Virtual Server

Use the Virtual Server function when you want different servers/clients in your LAN to handle different
service/Internet application type (e.g. Email, FTP, Web server etc.) from the Internet. Computers use
numbers called port numbers to recognize a particular service/lnternet application type. The Virtual Server
allows you to re-direct a particular service port number (from the Internet/WAN Port) to a particular LAN
private IP address and its service port number. (See Glossary for an explanation on Port number)

NETWORRING PEOPLE TOGETHER %uick Setup '$.4General Setup

L tatus Info % Esiem Tools

® System Virtual Server

‘You can configure the Broadband router as a Virtual Server so that remote users accessing senvices
such as the Web or FTP at your local site via Public IP Addresses can be automatically redirected
to local servers configured with Private IP Addresses. In other words, depending on the requested
senice (TCP/UDP) port number, the Broadband router redirects the external senice request to the
appropriate internal server (located at one of your LAN's Pirvate IP Address).

'WAN Port Range Server IP Address R s Protocol w
lange
-0 i |0 i N

0 ==:0 0 0 0 TCP % O

0 ~0 ==|0 10 10 10 0 ~ TCP ¥ O

# Static Route 0 -0 ===0 1o 1o 1o 0 n TCP »| O

@ Firewall 0 -0 ==>0 |0 |0 |0 0 . TCP ~»| O
0 -0 === 0 10 10 10 0 . TCP +| O

0 -0 =0 10 10 10 0 - TCP ¥ | O

0 ~0 ==|0 10 10 10 0 ~ TCP »| O

0 -0 === 0 {0 {0 {0 0 . TCP v O

Parameter Description

Enter the service (service/Internet application) port number from the Internet that
will be re-directed to the above Private IP address host in your LAN

Note: Virtual Server function will have priority over the DMZ function if there is a
conflict between the Virtual Server and the DMZ settings.

WAN Port Range

This is the LAN client/host IP address that the Public Port number packet will be
sent to.

Note: You need to give your LAN PC clients a fixed/static IP address for Virtual
Server to work properly.

Server |IP Address

This is the port number (of the above Private IP host) that the below Public Port
Server Port Range number will be changed to when the packet enters your LAN (to the LAN
Server/Client IP)

Protocol Select the port number protocol type (TCP, UDP).

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)

Example: Virtual Server

The diagram below demonstrates one of the ways you can use the Virtual Server function. Use the Virtual
Server when you want the web server located in your private LAN to be accessible to Internet users. The
configuration below means that any request coming form the Internet to access your web server will be
translated to your LAN’s web server (192.168.2.2).

Note: For the virtual server to work properly Internet/remote users must know your global IP address. (For
websites you will need to have a fixed/static global/public IP address)

40

Download from Www.Somanuals.com. All Manuals Search And Download.



[ © LG GG

Power Reset TX 4 3 2 1 WAN
ADSL or
Cable Modem
Internet
LAN E] Request
Website
Server I —

192.168.2.2
Internet

Configuration

Private |IP: 192.168.2.2
Private Port: 80

Type: TCP

Public Port: 80

2.6.2 Special Applications

Some applications require multiple connections, such as Internet games, video conferencing, Internet
telephony and others. In this section you can configure the router to support multiple connections for these
types of applications.

# < P o
FDIMAX 4. @ (4
NETWORKING PEOPLE TOGETHER Meuick Setup “$4General Setup e Status Info N ¥SYstem Tools
® Svystem Special Application
® WAN Some applications require multiple connections, such as Internet gaming. video conferencing, Intemet telephony
®TAN and others. These applications cannot work when Network Address Translation (NAT) is enabled. If you need to

run applications that require multiple connections, specify the port normally asseciated with an application in the
® Wireless Trigger Port field select the protocaol type as TCP or UDP, then enter the public ports associated with the trigger

Q port to open them for inbound traffic.

Incoming c Trigger igger Trigger
R £ T e
uppP TCP || 554 554

Quick Time 4 ~ | |6970-6999 O

® Static Route MSN Gaming Zone |[TCP | [28800-29000 TCP v/ 6667 6667 B
® Fircwall TCP v TCP |+ |0 0 ]
TCP v TcP v [0 0 O

TCP v TcP v [0 0 O

TCP v TP v o 0 O

TCP v TcP v [0 0 O

TCP v TcP v [0 0 B
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Parameter

Description

Name

The description of this setting.

Incoming Type

Select the Inbound port protocol type: “TCP”, “UDP” or both

Incoming Port Range

Enter the In-coming (Inbound) port or port range for this type of application
(e.g. 2300-2400, 47624)

Note: Individual port numbers are separated by a comma (e.g. 47624, 5775,
6541 etc.). To input a port range use a “dash” to separate the two port number
range (e.g. 2300-2400)

Trigger Type

Select whether the outbound port protocol is “TCP”, “UDP” or both.

Trigger Start/Finish
Range

This is the out-going (Outbound) range of port numbers for this particular
application

Enable

Enable the specified Special Application function.

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)

Example: Special Applications

If you need to run applications that require multiple connections, then specify the port (outbound) normally
associated with that application in the "Trigger Port" field. Then select the protocol type (TCP or UDP) and
enter the public ports associated with the trigger port to open them up for inbound traffic.

Example:
Incoming Incoming Trigger
Name Type Port Trigger Type Start Port Trigger Finish Port Enable
Range
MSN
Game TCP 2300-2400, UDP 28800 28800 MSN Game Zone
47624
Zone
Battle.net UDP 6112 UDP 6112 6112 Battle.net

In the example above, when a user trigger’s port 28800 (outbound) for MSN Game Zone then the router will
allow incoming packets for ports 2300-2400 and 47624 to be directed to that user. Note: Only one LAN
client can use a particular special application at a time.
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2.6.3 ALG Settings

You can select applications that need “Application Layer Gateway” to support.

. - L :
EDIMAX _ v Q I £
METWORKING PEOPLE TOGETHER ‘ulck Setup "S4General Setup “TStatus Info N ¥SYystem Tools
Application Layer Gateway
Below are applications that need router's special support to make them work under the
NAT. You can select applications that you are using.
PPTP (Enable software solution [J) [ Client/Server(IP: [0.0.0.0 D
IPSec [ Client/Server(IP- [0.0.0.0 b
L2TP [ Client
FTP [ Client/Server(IP- [0.0.0.0 D
® Firewall Het Meeting [ Client/Server(IP- [0.0.0.0 D
DirectX 7 [ Client/Server(|P: | 0.0.0.0 ]
SIP [ Client/Server(IP: [0.0.0.0 D
ICUll [F] Client/Server(IP: [0.0.0.0 ]
ICQ / AOL Instant Messenger [ Client/Server
Yahoo Messenger [ Client/Server
mIRC [F] Client/Server
VDOlive [ Client
Quake [ Client
Counter Strike / Half Life [ Client
Blizzard Battlenet (StarCraf, Diabloll) | [ Client/Server(IP: [0.0.0.0 b
RealAudio [ Client
CUseeMe [ Client

Parameter Description

You can select to enable “Application Layer Gateway”, then the router will let

Enable that application correctly pass though the NAT gateway.

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)

2.6.4 UPnP Settings

With UPnP, all PCs in you Intranet will discover this router automatically. So you do not have to do any
configuration for your PC and can access the Internet through this router easily.

. . Gy .
FDIMAX oy =Y (
NETWORKING PEOPLE TOGETHER Meuick Setup S 4Gtneral Setup *Status Info N ¥SYstem Tools

UPnP Configuration

UPnP is more than just a simple extension of the Plug and Play peripheral model. It is
designed to support zero-configuration, invisible networking, and automatic discovery for a
breadth of device categories from a wide range of vendors. With UPnP, a device can
dynamically join a network, obtain an IP address. convey its capabilities. and learn about
the presence and capabilities of other devices-all automatically: truly enabling zero
configuration networks. Devices can subsequently communicate with each other directly:
thereby further enabling peer to peer networking.

UPNP Service - [JEnable
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Parameter

Description

UPNP Feature

You can Enable or Disable UPnP feature here. After you enable the UPnP
feature, all client systems that support UPnP, like Windows XP, can discover
this router automatically and access the Internet through this router without any
configuration. The NAT Traversal function provided by UPnP can let
applications that support UPnP smoothly connect to Internet sites without any
incompatibility problem due to the NAPT port translation.

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)

2.6.5 Static Routing

This router provides Static Routing function when NAT is disabled. With Static Routing, the router can
forward packets according to your routing rules. The IP sharing function will not work any more in Static

Routing mode.

Note: The DMZ function of firewall will not work if static routing is enabled.

¥DI

NETWORRING PEOPLE TOGETHER ‘uick Setup “®4General Setup

® Wircless
® QoS

oy

L tatus Info "% gslenw Tools

Hardware Static Route

You can enable Static Routing to turn off NAT function of this router and let this router
forward packets by your routing policy.

oo ootk Hoxttop P oo

0.0.0.0 255 255 265 255 0.0.0.0 e
0.0.0.0 255 255 265 255 0.0.0.0
0.0.0.0 255 255 265 255 0.0.0.0
0.0.0.0 255 255 265 255 0.0.0.0
0.0.0.0 255 255 265 255 0.0.0.0

SR

Parameter Description
Route The network address of destination LAN.
Route Mask The subnet mask of destination LAN.
The next stop gateway of the path toward the destination LAN. This is the IP of
Next Hop IP the neighbor router that this router should communicate with on the path to the
destination LAN.
Interface The interface that go to the next hop (router).

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)
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2.7 Firewall

The Broadband router provides extensive firewall protection by restricting connection parameters, thus
limiting the risk of hacker attack, and defending against a wide array of common Internet attacks. However,
for applications that require unrestricted access to the Internet, you can configure a specific client/server as a
Demilitarized Zone (DMZ).

Note: To enable the Firewall settings select Enable and click Apply

L talus Info % “gslem Tools

» /‘"\
EDOIMAX oy
NETWORKING PEOPLE TOGETHER MGluick Setup "$.4General Setup

Security Settings (Firewall)

The Broadband router provides extensive firewall protection by restricting connection
parameters, thus limiting the risk of hacker attack, and defending against a wide array
of common attacks. However, for applications that require unrestricted access to the
Internet, you can configure a specific client/server as a Demilitarized Zone (DMZ).

= DMZ Host

Parameter Description

Access Control List allows you to specify which hosts users can or cannot have

Access Control List . L
access to certain Internet applications

URL Filter URL Filter allows you to specify which URLs can’t be accessed by users.

. The Broadband router's firewall can block common hacker attacks and can log
Anti-DoS o
the attack activities.

The DMZ Host function allows you to re-direct all packets going to your WAN

DM2Z Host port IP address to a particular IP address in your LAN.

Click on one of the firewall selections and proceed to the manual’s relevant sub-section
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2.7.1 Access Control List

If you want to restrict users from accessing certain Internet applications/services (e.g. Internet websites,
email, FTP etc.), then this is the place to set that configuration. Access Control allows users to define the
traffic type permitted in your LAN. You can control which PC client can have access to these services.

2D

NETWORKING PEOPLE TOGETHER

« Firewall

# URL Filter
# Anti-DoS
# DMZ Host

. o —
Basor Woso B
%uick Setup @4Geéneral Setup PStatus Info N ¥System Tools

Hardware Access Control List

Policy:| Allow all except ACL (without log) +

ioi —orectonp e | P | ooy | Time v
195165 2 01288 258 255 0 F

. Egress, Dest IP/Port v TCP ~/|0 [ Sun [ Mon ¥ Tue From{0 ~[{0 ~ O
0 0 0 10 M Wed [ Thu Fri [£]Sat To: 23 ¥ [/ 59 v

: Egress, Dest IP/Part TCP ~||0 [ 8un [ Mon [ Tue From|0 0 + o
0 j0 10 {0 Wed ¥ Thu [¥IFri []Sat To 23 ¥ || 59 v

2 Egress, Dest IP/Port v TCP ~ 0 [ Sun [¥Mon [ Tue From|0 *H0 «
0 0 0 10 ¥ Wed [£] Thu [IFri [¥]Sat To: 23 ¥ 59 @
Egress, Dest [P/Port |+ TCP | |0 [#1Sun [# Mon ] Tue From|0 »[0
0 10 10 10 FwWed I Thu [#Fri [7]Sat To 23 ¥| 59 v

. Egress, Dest IP/Port % TCP ~ /0 [ Sun [¥]Mon [ Tue From|0 ~H0 »
0 0 0 10 ¥ wed [4] Thu [IFri [¥]Sat To: 23 ¥ |59 ¥

5 Egress, Dest IP/Port |+ TCP >~ |0 [ Sun [#Mon [ Tue From|0 *0 o
0 10 10 10 FwWed I Thu [#Fri [7]Sat To 23 ¥| 59 v

. Egress, Dest IP/Port TCP +||0 [ Sun [#]Mon [ Tue From|0 *H0 » 0
0 0 0 10 M wed [ Thu [IFri [¥]Sat Tos 23 ¥ |59 ¥

z Egress, Dest [P/Port v TCP * |0 [ Sun [#Mon [ Tue From|0 *0 o
0 10 10 10 FwWed I Thu [#Fri [7]Sat To23 ¥| 59 v

Parameter Description
Policy User can choose to log or not to log packets which match any configured ACL.
Ingress means packets from LAN to Gateway and Egress means packets from
Gateway to WAN. Pay special attention to the “Egress, source IP/port” direction
Direction/IP group. The source IP address of an LAN-to-WAN packet will be already
changed to gateway'’s public IP address. That means if you created a system-
wise egress rule, please specifying the Gateway WAN IP address as the
source IP.
Tvpe Specify the traffic type here. You can pick TCP for TCP traffic, UDP for UDP
yp traffic, or IP for all kind of IP traffic.
Port Specify the TCP/UDP port number for filtered traffic.
. You can select a range of day and time that the specified PCs will not able to
Day/Time . :
access the Internet on these time period.
Enable You can Enable/Disable some policies by check their enable checkbox.

You can now configure other advance sections or start using the router (with the advance settings in place)
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Example: Access Control

In the example below, LAN client A can only access websites that use Port 80. However, LAN client B is able
to access websites and any other service that uses ports between 80 and 999.

9 ° t_JL_JL_JL_JL_Jﬁ

Power Reset TX 4 3 2 1 VAN

o

ADSL or
Cable Modem

E 8]

==
Internet
192.168.2.2 192.168.2.3

Website

Server
Configuration Configuration
IP: 192.168.2.2 IP: 192.168.2.3
Port: 80-80 Port: 80-999
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2.7.2 URL Filter

You can block access to some Web sites from particular PCs by entering a full URL address or just keyword
of the Web site.

o 3 .
FDIMAX Ked Y (
NETWORKING PEOPLE TOGETHER uick Setup ¥ 4Géneral Setup “Status Info N §System Tools

URL Filter Configuration

You can block access to certain Web sites from a particular PC by entering either a full
URL address or just a keyword of the Web site. Any web access traffic(ie. destined ta any
TCP port) is inspected by hardware at wirespeed.

URL string pattern to be blocked Source IP range | Enable |

00000000
0.0.0.0-0.0.0.0
0.0.0.0-0.0.0.0
00000000

£
@

00000000
00000000
00000000

Ooooio|o|o|o

00000000

Parameter Description

You can enter the full URL address or the keyword of the web site you want to

URL String Pattern block.

Source IP Range You can specify a range of LAN PCs that apply to the URL filter feature.
Enable URL Blocking | Check the check box to Enable URL Blocking

You can now configure other advance sections or start using the router (with the advance settings in place)
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2.7.3 Anti-DoS (Denial of Service)

The Broadband router's firewall can block common hacker attacks, including Denial of Service, Ping of Death,
Port Scan and Sync Flood.

® System

® WAN

If Internet attacks occur the router can log the events.
{‘:’" \ LY
‘Quicl«, Setup 9 4Géneral Setup *E\ws Info gsicn‘l Tools

DoS Configuration

The Broadband router's firewall can block common hacker attacks, including DoS, Discard
Ping from WAN and Port Scan.

[JDo$ Prevention Enable

l:lpackelsﬂSecnnd
l:lpal:kel'a’Secnnd
ml:lpacke(s@econd
l:lpackelsﬂSecnnd

Bl Jacketsisocond
I:lF‘ackemSecond
ml:lpackelsﬁecnnd
I:lpacka(sﬁSEDnnd

l:lF\aws
ml:lﬂaws
l:lF\uws
ml:lﬂaws

Level

Whole System Flood

Per-Source IP Flood

Whole System FlowCnt Control
Per-Source IP FlowCnt Control

UdpLand
1 >

Sensitivity

Parameter

Description

DoS Prevention Enable

Enables selected Anti-DoS features.

Ignore LAN-Side Check

Skip DoS checks for all LANCOWAN packets.

Whole system flood

System-wide DoS threshold for SYN/FIN/UDP/ICMP flooding.

Per-source IP flood

SYN/FIN/UDP/ICMP flooding threshold per host. Offending host would be
blocked for 120 seconds (default) if Source IP Blocking is enabled.

Whole system FlowCnt
Control

System-wide Flow Count Control for TCP/UDP or both protocols.

Per-source IP FlowCnt

SYN/FIN/UDP/ICMP Flow Count Control per host. Offending host would be

Control blocked for 120 seconds (default) if Source IP Blocking is enabled.
TcpUdpPortScan Port scan detection. Sensitivity could be Low or High.
All DoS items System-wide Dos detection.

Click <Apply> at the bottom of the screen to save the above configurations. You can now configure other
advance sections or start using the router (with the advance settings in place)
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2.7.4 DMZ

If you have a local client PC that cannot run an Internet application (e.g. Games) properly from behind the
NAT firewall, then you can open the client up to unrestricted two-way Internet access by defining a DMZ Host.
The DMZ function allows you to re-direct all packets going to your WAN port IP address to a particular IP
address in your LAN. The difference between the virtual server and the DMZ function is that the virtual server
re-directs a particular service/Internet application (e.g. FTP, websites) to a particular LAN client/server,
whereas DMZ re-directs all packets (regardless of services) going to your WAN IP address to a particular
LAN client/server.

*uick Setup “4Gtneral Setup P Status Info N §5t9n1 Tools

® System DMZ Configuration
If you have a local client PC that cannot run an Intemet application properly behind the
NAT firewall, you could open the client up to unrestricted two-way Internet access by
defining a Virtual DMZ Host
DMZ Host - 0 |0 0 o [IEnable
General L4 protocol forward - [JEnable
ICMP forward - [CJEnable
Apply

Enable/disable DMZ

Note: If there is a conflict between the Virtual Server and the DMZ setting, then
Virtual Server function will have priority over the DMZ function.

Enable DMZ DMZ Host Input the IP address of a particular host in your LAN that will receive
all the packets originally going to the WAN port/Public IP address above

Note: You need to give your LAN PC clients a fixed/static IP address for DMZ to
work properly.

General L4 protocol Check this to enable the general layer 4 protocol forwarding function.
forward
ICMP forward Check this to allow the ICMP packets forward to the DMZ host.

You can now configure other advance sections or start using the router (with the advance settings in place
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Chapter 3

Status

The Status section allows you to monitor the current status of your router. You can use the Status page to
monitor: the connection status of the Broadband router's WAN/LAN interfaces, the current firmware and
hardware version numbers, any illegal attempts to access your network, and information on all DHCP client
PCs currently connected to your network.

. A a
EDIMAX + e @ <)
NETWORKING PEOPLE TOGETHER ‘ulck Setup "$4Gtneral Setup T Status Info N ¥SYstem Tools
« Status System
Firmware Version - 125
Firmware Date 2006/09/18 13:56:04
Loader Version - 0020
NAT - Enable
L4 Switching : Enable
LAN
IP Address - 192168 21
Subnet Mask - 255 255 266 0
MAC Address - 00-0E-2E-92-B2-4B
DHCP Server - Enable
LAN 1: Link is Up. 100Mbps, full- duplex
LAN 2 - Link is down. Mo cable detected
LAN 3 : Link is down. No cable detected
LAN 4 : Link is down. No cable detected
Received : 1626 packets, 146084 bytes
Transmitted : 565 packets, 349137 bytes
Dropped - 0 packets
WAN
Connection Method - DHCP Client
IP Address - 0000
Subnet Mask : 0.0.0.0
Default Gateway : 0.0.0.0
DNS IP Address : 0.0.0.0
MAC Address : 00:0E:2E:92:B2:4C
WAN Port - Link is down_
Received - 0 packets, 0 bytes
Transmitted - 0 packets, 0 bytes
Dropped - 2 packets
Wireless
SSID: Default
BSSID : 00:0E:2E:92:82:48
Parameter Description

Status and Information | Shows the router’s system information

This router supports five types of Log messages: System Log, ACL Log, URL

Logs filter, DoS Log and New connection Log.

Select one of the above five Status selections and proceed to the manual’s relevant sub-section
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3.1 Status and Information

The Status and Information section allows you to view the router’s system information

i o 8
EDIMAX b o £ = 3 < )
NETWORKING PEOPLE TOGETHER tulck Setup W 4General Setup " Status Info N ¥System Tools
« Status System
. Firmware Version - 125
Firmware Date * 2006/09/18 13:56:04
Loader Version : 0.0.20
NAT : Enable
L4 Switching : Enable
LAN
IP Address - 192168 2.1
Subnet Mask - 255 255 266 0
MAC Address - 00-0E-2E-92:B2:4B
DHCP Server : Enable
LAN1: Link is Up. 100Mbps. full- duplex
LAN 2 : Link is down. No cable detected
LAN3: Link is down. No cable detected
LAN 4 - Link is down. No cable detected
Received - 2461 packets, 212315 bytes
Transmitted - 797 packets, 518375 bytes
Dropped - 0 packets
WAN
Connection Method : DHCP Client
IP Address : 0.0.0.0
Subnet Mask - 0.0.0.0
Default Gateway - 0000
DNS IP Address - 0000
MAC Address - 00-0E-2E-92-B2:4C
WAN Port - Link is down_
Received - 0 packets, 0 bytes
Transmitted - 0 packets, 0 bytes
Dropped - 2 packets
Wireless
88D - Default
BSSID 00-0E-2E-92-B2-4B
Parameter Description

You can see the router’s system information such as the router’s: System

Information Information, LAN Information, WAN Information, and Wireless Information.

3.2 Logs

This router supports five types of Log messages: System Log, ACL Log, URL filter, DoS Log and New
connection Log. You can Enable or Disable each of these Logs.

3.2.1 System Log

® = 7% -ﬁ' /
FDIMAX R ‘g
NETWORKING PEOPLE TOGETHER *uick Setup . '-_Génera\ Setup PSStatus Info "N 8System Tools

& Status System Log Configuration

System Log
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3.2.2 ACL Log

» L0 * r{
MAX 4% 4
«EJHEI;:@“: TOGETHER %uick Setup "$4Getneral Setup PoStatus Info N "-gsiem Tools

« Status ACL Log Configuration

ACL Log - Enable

ACL Log
n Log

P /.
FDIMAX A * ‘!
NETWORKING PEOPLE TOGETHER *uick Setup ‘e '\_Génera\ Setup “SStatus Info stem Tools

URL Filter Log Configuration

URL Filter Log

n Log

3.2.4 DoS Log

T
FDIMAX o = (
NETWORKING PEOPLE TOGETHER uick Setup *®4Gtneral Setup Status Info N ¥SYstem Tools

« Status DoS Log Configuration

DoS Log : [¥]Enable

P /.
FDIMAX A * ‘!
NETWORKING PEOPLE TOGETHER *uick Setup ‘e '\_Génera\ Setup “SStatus Info stem Tools

NAT Log Configuration

New MNAPT Log - Enable

MNew NAPT Log
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Chapter 4

Tool

This page includes the basic configuration tools, such as Configuration Tools (save or restore configuration
settings), Firmware Upgrade (upgrade system firmware) and Reset.

WS f
e .Q 5
"8 4Géneral Setup  PNStatus Info |

o Status Firmware Management

Firmware Version 125

9 Firmware Update -
# ACL Log
: e __Facmry Default
Parameter Description

Firmware Version This shows your current firmware version.

This tool allows you to upgrade the Broadband router’s system firmware. To
upgrade the firmware of your Broadband router, you need to download the
Firmware Upgrade |firmware file to your local hard disk, and enter that file name and path in the
appropriate field on this page. You can also use the Browse button to find the
firmware file on your PC.

You can use the "Factory Defaults" tool to force the Broadband router to

Factory Default perform a power reset and restore the original factory settings.

In the event that the system stops responding correctly or in some way stops
functioning, you can perform a reset. Your settings will not be changed. To
perform the reset, click on the System Restart button. You will be asked to
confirm your decision. The reset will be complete when the power light stops
blinking. Once the reset process is complete you may start using the router
again.

System Restart

Select one of the above three Tools Settings selection and proceed to the manual’s relevant sub-section
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Appendix A
How to Manually find your PC’s IP and MAC address
1) In Window’s open the Command Prompt program

‘ommand Prompt
.0

Microsoft Windows 2008 [Uer
¢C> Copyright 1985-1999 Mic

LHERS

2) Type Ipconfig /all and <enter>

ommand Prompt

M soft Windows 2008 [Uersion 5.80.21951
{C> Copyright 1985-1999 Microsoft Corp.

C:~>ipconfig ~all
Windows 2688 IF Configuration

e : pete
Primary DNS Suffix

Mode Type . . . . : Broadcast
IP Routing Enabled. No

WINS Proxy Enabled : No

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

Description : Realtek RTL813%2(fA> PCI Fast Ethernet
Adapter

Physical Adde - —58-FC-FE-B2-DB

DHCP Enabled. H ]

Autoconf igura H

IP fAddres -

Subnet Ma:

Default Ga

DHGCP Server

DNS Sepvers . .

Lease Obtained H December B%. 2081 ?:18:45 PM
Lease Expires H December 14, 2081 2:18:45 PM|

e Your PC’s IP address is the one entitled IP address (192.168.1.77)
e The router’s IP address is the one entitled Default Gateway (192.168.1.254)
e Your PC's MAC Address is the one entitled Physical Address (00-50-FC-FE-02-DB)
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Glossary

Default Gateway (Router): Every non-router IP device needs to configure a default gateway’s IP address.
When the device sends out an IP packet, if the destination is not on the same network, the device has to
send the packet to its default gateway, which will then send it out towards the destination.

DHCP: Dynamic Host Configuration Protocol. This protocol automatically gives every computer on your
home network an IP address.

DNS Server IP Address: DNS stands for Domain Name System, which allows Internet servers to have a
domain name (such as www.Broadbandrouter.com) and one or more IP addresses (such as 192.34.45.8). A
DNS server keeps a database of Internet servers and their respective domain names and IP addresses, so
that when a domain name is requested (as in typing "Broadbandrouter.com" into your Internet browser), the
user is sent to the proper IP address. The DNS server IP address used by the computers on your home
network is the location of the DNS server your ISP has assigned to you.

DSL Modem: DSL stands for Digital Subscriber Line. A DSL modem uses your existing phone lines to
transmit data at high speeds.

Ethernet: A standard for computer networks. Ethernet networks are connected by special cables and hubs,
and move data around at up to 10/100 million bits per second (Mbps).

Idle Timeout: Idle Timeout is designed so that after there is no traffic to the Internet for a pre-configured
amount of time, the connection will automatically be disconnected.

IP Address and Network (Subnet) Mask: IP stands for Internet Protocol. An IP address consists of a series
of four numbers separated by periods, that identifies a single, unique Internet computer host in an IP network.
Example: 192.168.2.1. It consists of 2 portions: the IP network address, and the host identifier.

The IP address is a 32-bit binary pattern, which can be represented as four cascaded decimal numbers
separated by “."”: aaa.aaa.aaa.aaa, where each “aaa” can be anything from 000 to 255, or as four cascaded
binary numbers separated by “.”: bbbbbbbb.bbbbbbbb.bbbbbbbb.bbbbbbbb, where each “b” can either be 0
orl.

A network mask is also a 32-bit binary pattern, and consists of consecutive leading
1's followed by consecutive trailing 0’s, such as

11111111.11111111.11111111.00000000. Therefore sometimes a network mask can also be described
simply as “x” number of leading 1's.

When both are represented side by side in their binary forms, all bits in the IP address that correspond to 1's
in the network mask become part of the IP network address, and the remaining bits correspond to the host
ID.

For example, if the IP address for a device is, in its binary form,
11011001.10110000.10010000.00000111, and if its network mask is,
111211211.11111111.11110000.00000000

It means the device’s network address is
11011001.10110000.10010000.00000000, and its host ID is,

00000000.00000000.00000000.00000111. This is a convenient and efficient method for routers to route IP
packets to their destination.

ISP Gateway Address: (see ISP for definition). The ISP Gateway Address is an IP address for the Internet
router located at the ISP's office.

ISP: Internet Service Provider. An ISP is a business that provides connectivity to the Internet for individuals
and other businesses or organizations.

LAN: Local Area Network. A LAN is a group of computers and devices connected together in a relatively
small area (such as a house or an office). Your home network is considered a LAN.

MAC Address: MAC stands for Media Access Control. A MAC address is the hardware address of a device
connected to a network. The MAC address is a unique identifier for a device with an Ethernet interface. It is
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comprised of two parts: 3 bytes of data that corresponds to the Manufacturer ID (unique for each
manufacturer), plus 3 bytes that are often used as the product’s serial number.

NAT: Network Address Translation. This process allows all of the computers on your home network to use
one IP address. Using the broadband router’'s NAT capability, you can access the Internet from any
computer on your home network without having to purchase more IP addresses from your ISP.

Port: Network Clients (LAN PC) uses port numbers to distinguish one network application/protocol over
another. Below is a list of common applications and protocol/port numbers:

Application  Protocol Port Number
Telnet TCP 23
FTP TCP 21
SMTP TCP 25
POP3 TCP 110
H.323 TCP 1720
SNMP UCP 161
SNMP Trap UDP 162
HTTP TCP 80
PPTP TCP 1723
PC Anywhere TCP 5631
PC Anywhere UDP 5632

PPPOE: Point-to-Point Protocol over Ethernet. Point-to-Point Protocol is a secure data transmission method
originally created for dial-up connections; PPPoE is for Ethernet connections. PPPoE relies on two widely
accepted standards, Ethernet and the Point-to-Point Protocol. It is a communications protocol for transmitting
information over Ethernet between different manufacturers

Protocol: A protocol is a set of rules for interaction agreed upon between multiple parties so that when they
interface with each other based on such a protocol, the interpretation of their behavior is well defined and
can be made objectively, without confusion or misunderstanding.

Router: A router is an intelligent network device that forwards packets between different networks based on
network layer address information such as IP addresses.

Subnet Mask: A subnet mask, which may be a part of the TCP/IP information provided by your ISP, is a set
of four numbers (e.g. 255.255.255.0) configured like an IP address. It is used to create IP address numbers
used only within a particular network (as opposed to valid IP address numbers recognized by the Internet,
which must be assigned by InterNIC).

TCP/IP, UDP: Transmission Control Protocol/Internet Protocol (TCP/IP) and Unreliable Datagram Protocol
(UDP). TCP/IP is the standard protocol for data transmission over the Internet. Both TCP and UDP are
transport layer protocol. TCP performs proper error detection and error recovery, and thus is reliable. UDP
on the other hand is not reliable. They both run on top of the IP (Internet Protocol), a network layer protocol.

WAN: Wide Area Network. A network that connects computers located in geographically separate areas (e.g.
different buildings, cities, countries). The Internet is a wide area network.

Web-based management Graphical User Interface (GUI): Many devices support a graphical user interface
that is based on the web browser. This means the user can use the familiar Netscape or Microsoft Internet
Explorer to Control/configure or monitor the device being managed.
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	 Example: Access Control  
	Idle Timeout: Idle Timeout is designed so that after there is no traffic to the Internet for a pre-configured amount of time, the connection will automatically be disconnected. 

