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Introduction
Chapter 1 Introduction

This product is an access pointfor IEEE 802.11g/b 2.4GHz
wireless networ k You can use this access point to build upa
wireless LAN.

The product supports WEP, ESSID and MAC address filter
functions to consolidate the wireless network security. With
ESSID authentication, 64/128 bit WEP encr yption and MAC
address filtering you can prevent unauthorized wireless
stations from accessing your wireless networ k

The product’s dipole antennais detachable byconnecting to a
RP-SMA connector. Users caninstall a high gain antenna to
the connector for better networ klinkquality so that you can
build wireless network with more flexbility.

This product provides easyto use user interface and allows
users to configuring from web browser. Also it integrates
DHCP serwer to provide multiple wireless and wired users to
get their IP address automatically. With the versatile of
features, this productis the best choice for you to integrate
your wireless and wired networ kseamlessly.

1.1 Package Contents

The Access Pointincludes the following items:
* One Access Point
* One Power Adapter
* One User's Manual
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Introduction
1.2 Features

* Complies with the IEEE 802.11g/b 2.4GHz specificati on.

* Highdatarate 54,11, 5.5, 2 and 1M bps network s peed.

* Seamlesslyintegrate wireless and wired Ethernet LAN
networ ks.

* Provides aninternal 5-Port Fast Ethernet Switch for
wired Ethernet connection.

 Auto rate fallbackin case of obstacles or interferences.

* Provide 64/128-bit WEP Data Encryption function to
protect the wireless data transmissions.

* Built-in DHCP ser ver supports auto IP addresses
assignment.

* Supports Web-bas ed c onfigurati on.

1.3 Specifications

* Standards: IEEE 802.11g/b (Wirel ess), IEEE 802.3
(Wired)

* Data Rate: 54/11/5.5/2/1Mbps auto fallback

 Security. 64/128-bit WEP Data Encryption

* FrequencyBand: 2.400~2.4835GHz (Industrial Scientific
Medical Band)

* Radio Technology: Direct Sequence Spread Spectrum
(DSSS)

* Antenna: External detac hable dipol e antenna (with RP-
SMA connector)

* Connectors: 10/100Mbps RJ-45 x 1

* Power: 12VDC, 1A

* Transmit Power: 18dBm (T ypical)

* LEDs: Power, LAN Link/Activity, Wireless Activity

* Dimension: 30(H) x 187(W) x 100(D) mm

* Temperature:

Operating: 32~ 131°F (0~55°C)
Storage: - 4~158°F(-20~70°C)
* Humidity: 10- 90% (Non-condensing)
« Certification: FCC, CE
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Introduction

1.4 Physical Description

Front Panel

Onthe Access Point’'s front panel there are LED lights that
inform you of the Access Point’s current status. Belowis an
explanation of each LED.

10/ 100M
o o 0 o0 o
NETWORKING PECPLE TOGETHER 1 2 3 4 5
e O O o o 0 00
Wireless-g AP | 5 Ports Switch — _—

Power

: ' +Antenna |s't'F'a"nsmitt'i'ﬁg or
: + Flash Ning dat
Wireless & b oL
Activity 1Green, 1 Antennalis not
: ' Off rtransmitting or receiving

: : 1 data.

A validlinkis

i i established.
LAN EGreen?""'"'"'"""?'ﬁ:"‘"'}:""'""""'t't""""""""""""
Link/Activity i Flashi't!Stransmitting or
: fleCeVNg data,
H iNolink is established.
Back Panel

Access Point’s connection ports are located onthe back panel.
Belowis the description of each connection port.

Reset  12VDC
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Introduction

* Antenna Connector
This round connection is standard R everse SMA connector
where any antennas with Reverse SMA connector can
connect tothe Access Poaint.

* DC Adapter Port
Insert the power jackof the power adapter into this port.

* LAN Port
The Access Point's LAN portis where you connect to your
LAN’s networ kdevices.

* Reset
The Reset button allows youto do one of two things.

1) If problems occur with your Access Poaint, press the reset
button with a pencil tip (for less than 4 seconds) and the
Access Point will re-boot itself, keeping your original
configurations.

2) If problems persist or you experience exreme problems
or you forgot your password, press the reset button for
longer than 4 seconds and the Access Point will reset
itself to the factory default settings (warning: your original
configurations will be replaced with the factory default
settings).

4
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W ireless L AN AP Connection
Chapter 2 Wireless LAN AP Connection

1. Locate an optimum location for the Wireless LAN
Access Point.
The best | ocation for your Access Pointis usually at the
center of your wireless network, with line of sightto all of
your mobile stations.

2. Connect the Wireless LAN Access Point to your
router, hub or switch.
Connect one end of standard UTP cable to the Access
Point's LAN Port and connect the other end of the cable
to a switch, arouter or ahub. The Access Point will then
be connected to your existed wired LAN Networ k

3. Connect the DC Power Ad apter to the Wireless L AN
Access Point’s Power Socket.
Only use the power adapter supplied with the Access
Point. Using a different adapter may damage the product.

The Hard war e In stallation is complet e.

5
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W ireless L AN AP Configuration
Chapter 3 Wireless LAN AP Configuration
3.1 Getting Started

This Access Point provides web-based configuration tool
allowing you to configure from wired or wireless stations.
Follow the instructions below to get started c onfiguration.

From Wired Station
1. Make sure your wired station is inthe same subnet with
the Access Poaint.
The default IP Address and Sub Maskofthe Access Point
is:
Default IP Address: 192.168.2.1
Default Subnet: 255.255.255.0

Configureyour PC to bein the same subnet with the
Access Point.

1la) Windows 95/98/Me
1. Clickthe Start button and sel ect Settings, then click
Control Panel. The Control Panel window will appear.
2. Double-clickNetwork icon. T he N etwork window will

appear.
3. Check your list of Network Components. If TCP/IP is not
installed, click the Add button toinstall it now. If TCP/IP is

installed, goto step 6.

4. Inthe Network Component Ty pe dialog box, select
Protocol and click Add button.

5. Inthe Select Network Protocol dial og box, select
Microsoft and TCP/IP and then click the OK button to
startinstalling the TCP/IP protocol. You may need your
Windows CD to complete the installati on.

6. After installing TCP/IP, go backto the Network dial og
box Select TCP/IP fromthelist of Network
Conponents and then click the Pr operti es button.

6

Download from Www.Somanuals.com. All Manuals Search And Download.



W ireless L AN AP Configuration

7. Checkeach of the tabs and erifythe following settings:
* Bindings: Check Client for Microsoft N etworks and File
and printer sharing for Microsoft Networks.
* Gateway: All fields are blank
* DNS Configuration: Select Disable DNS.
* WINS Configuration: Select Disable WINS R esolution.

¢ IP Address: Select Specify an |P Address. Specify the

IP Address and Subnet Maskas following example.

v' IP Address: 192.168.2.3 (anyIP address within
192.168.2.2~192.168.2.254 is available, do not
setup 192.168.2.1)

v" Subnet Mask 255.255.255.0

8. Reboot the PC. Your PC will now have the IP Address you
specified.

1b) Windows 2000
Clickthe Start button and sel ect Settings, then click
Control Panel. The Control Panel window will appear.

2. Double-clickNetwork and Dial-up C onnections icon. In
the N etwork and Dial-up  Connection window, double-
clickLocal Area Connectionicon. The Local Area
Connection window will appear.

3. Inthe Local Area Connection window, click the
Properties button.

4. Check your list of Network Components. You should see
Internet Protocol [TCP/IP] on  your list. Selectit and
clickthe Pr operti es button.

5. Inthe Internet Protocol (TCP/IP) Properties window,
select Use the following IP address and s pecify the IP
Address and Subnet maskas following.

v' IP Address: 192.168.2.3 (anyIP address within
192.168.2.2~192.168.2.254 is available, do not
setup 192.168.2.1)

v" Subnet Mask 255.255.255.0

6. ClickOK to confirm the setting. Your PC will now have
the IP Address you specified.

7
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1c) Windows NT
Clickthe Start button and sel ect Settings, then click
Control Panel. The Control Panel window will appear.

2. Double-click Network icon. T he N etwork window will
appear. Selectthe Protocol tab fromthe Network window.

3. Checkifthe TCP/IP Protocol is on your list of Netw ork
Protocols. If TCP/IP is notinstalled, click the Add button
toinstall it now. If TCP/IP is installed, go to step 5.

4. Inthe Select Network Protocol window, select the
TCP/IP Protocol and clickthe Ok buttonto start
installing the TCP/IP protocol. You may need your
Windows CDto complete the installation.

5. After youinstall TCP/IP, go back to the Network window.
Select TCP/IP from the list of Netw ork Protocols and
then click the Properties button.

6. Checkeach of the tabs and erifythe following settings:

¢ IP Address: Select Specify an IP address. Specifythe
IP Address and Subnet Maskas following example.
v' IP Address: 192.168.2.3 (anyIP address within
192.168.2.2~192.168.2.254 is available, do not setup
192.168.2.1)
v Subnet Mask 255.255.255.0

o DNS: Let all fields are blank

e WINS: Let all fields are blank

e Routing: Let all fields are blank.

7. ClickOK to confirm the setting. Y our PC will now have
the IP Address you specified.

2. Enter 192.168.2.1from Web Browser to get into the
Access Point's configurati on tool.

3. Ascreen will be popped up andrequest youto enter user
name and password. T he default user name and
password is as follows.

User Name: Admin
Password: 1234

8
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W ireless L AN AP Configuration

Enter the default user name and password, then press OK
button directly.

Connect to 192.168.2.1

=
E Y
i

Defaulk: adminf1234

User name: |ﬁ | v |

Password: | |

[C1Remember my passwaord

4. Youcan start configuring the Access Point.

From Wi ireless Station
1. Make sure your wireless stationis in the same subnet
with the Access Paint. Please refer tothe step 1 abowve
for configuring the IP Address and Sub Maskofthe
wireless station.

2. Connecttothe Access Point.
The Access Poaint's ESSID is “def ault” and the WEP
Encryption function is disabled. M ake sure your wireless
station is using the same ESSID as the Access Pointand
associate your wireless station to the Access Point.

3. Enter 192.168.2.1from Web Browser to get into the
Access Point’s configuration tool.

4. Enter the user name and password and then press OK
button and you are availabl e to configure the Access
Point how.

9
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W ireless L AN AP Configuration
3.2 Configuring the Access Point
3.2.1 Status and Information

Onthis screen, you can see the general information of the
Access Pointincluding Alias Name, Firmware Version, ESSID,
Channel Number, Status, |P Address, MAC Address, etc.

P

® WAL Filtnring

3.2.2 Wireless Setting

This Access Point supports AP, Station, Bridge and WDS
modes. “AP Mode” provides pure access point function. The
simplest wayto build up a wireless LAN is to use “AP Mode”.
“Station Mode” provides the function to connect to other AP
without bridge function. “AP Bridge M ode” provides the
function to bridge more than 2 wired Ethernet networks
together by wireless LAN. You can use two access points with
“AP Bridge-Point to Point mode” to bridge two wired Ethernet
networ ks together. If you wantto bridge mor e than two wired
Ether net networks together, you haveto use enough access
points with “AP Bridge-Point to Multi-Point mode”. An

10
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W ireless L AN AP Configuration

access point with “AP Bridge-Point to Point mode” or “AP
Bridge-Point to Multi-Poi nt mode” can only be usedto bridge
wired Ethernet networ ks together. It can't accept connection
from other wirel ess station at the same time. If you want an
access point to bridge wired Ethernet network and provide
connection service for other wireless station at the same time,
you hawe to set the access point to “AP Bridge-WDS mode”.
Simplyspeaking, “AP Bridge-WDS mode” functionis the
combination of “AP mode” and “AP Bridge-Poi nt to Multi-Poi nt
mode”.

AP mod e setting page:

P

11
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Station-Ad Hoc mode setting pag e:

* Sywtem Usiity
* Configuration Tosl
# Upgrade

 Reset

© Basie Setting
Adunneed Satting

® Bscurey

® s Sarver

® MAC Fillarieg

* Sywtem Usiity

* Configuration Tosl

* Upgrade Y (
® Reset

Canesl )

B b
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AP Bridg e-Point to Point mode setting page:

A S

13
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AP Bridg e-W DS mode setting page:

wic Settng

Advanced Setting

14
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' W ireless LAN AP Configuration

Parameter :Description

»The alias name of this access point. You
Alias Name ishould assign Alias Name in “AP mode” and
e A DHIGEWDS 00 - srnersssesrsesserseee
:It allows youtosetthe AP fix at 802.11b or
:802.11g mode. You also canselect B+G
:mode to allow the AP select 802.11b and
e Q021G COMNection automatically, ...
1The ESSID (upto 31 printable ASCII
icharacters) is the unique name identifiedin a
EWLAN. The ID prevents the unintentional
\merging of two co-located WLANSs. Please
ESSID imake sure that the ESSID of all stations in
ithe same WLAN network are the same. The
rdefault ESSID is “def ault”. You should
iassign Alias Name in “AP mode” and “AP
OPOPIROONEL = AL o L= DIS T 11/
:Select the appropriate channel fromthe list
iprovided to correspond with your network
Esettings. Channels differ from country to
rcountry.
»Channel 1- 11 (North America)
Channel :Channel 1- 14 (Japan)
Number ;Channel 1- 13 (Europe)
\There are 14 channels available.
EYou should assign Alias Name in “AP
'mode”, “AP Bridge-Point to Point mode”, “AP
:Bridge-Point to Multi-Point mode” and “AP

‘Bridoe-WDS mode”

Band
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W ireless L AN AP Configuration

!If you wantto bridge more than one wired
\Ether net networks together with wirel ess
ELAN, you have to set this access pointto
MAC  ;“AP Bridge-Pointto Point mode”, “AP
Address  :Bridge-Point to Multi-Point mode” or “AP
'Bridge-WDS mode”. You have to enter the
‘MAC addresses of other access points that

QN e bridging work

'C Show Active Clients , then an
“Active Wireless Client T able” will pop up.
EYou can see the status of all active wireless
istations that are connecting to the access
ipoint.

Associated
Clients

Click Apply button at the bottom of the screento save the
above configurations. You can now configure other advance
sections or start using the Access Point.

Active Wireless Client Table

“Active Wireless Client T able” records the status of all active
wireless stations that are connecting to the access point. You
can lookup the MAC Address, N umber of Transmitted Packets,
Number of Received Packets and Encryption Status of each
active wireless client in this table.

16
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W ireless L AN AP Configuration

st Talile - Micesedl I besraed Exgilonss

Active Wireless Client Table

This table shows the MAL &
encrypled status for each a

Tore B B B B

o | o |

Parameter Descrlptlon

MAC address of this active wireless station.

Address

TxPacket iThe number of trans mitted packets that are
isent out from this active wirel ess station.

T T P e T N e e P T T O TP T TP T TR T

RxPacket -The number of recelved paclets that are

u.um.-;.umm. g TR IT

hows if the Wireiess ciient is in Power Sawving

Eib]?g"""'??ﬁ'e"'ﬁ'ﬁ%é'f n'second before dissoci ation. if the

Time iwireless keeps idle long than the expired time,
ithis access point will dissociate it. The
iwireless client station has to associate again

iwhen it become acti ve.

ireless 1t Tabl

Close ;Refreshthe “Active Wireless Client Table'.

17
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W ireless L AN AP Configuration
3.2.3 Advanced Setting

You can set advanced parameters of this access point. The
parameters include Authentication Type, Frag ment Threshold,
RTS Threshold, Beacon Interval, DTIM Period, Trans mit Rate,
Broadc ast ESSID, Operating Rates Mode, CTS Protection,
Transmit Bust Mode. You should not change these
parameters unless you know what effect the changes will
have on this access point.

18
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Parameter . Description

! There are two authentication types:
1“Open System” and “Shared Key'.
*When you select “Open Systen”,
i wireless stations can associate with
'this access point without WEP
1encryption. When you select “Shared
EKey’, you shoul d also setup WEP key
tinthe “Encryption” page and wirel ess
» stations should use WEP encryptionin
Ethe authentication phase to associate
1with this access point. If you select
»“Auto”, the wireless client can
Eassociate with this access point by
rusing any one of these two
thentication types. ......
ent Threshol d” sp the
Fragment maximum size of packetduring the
Threshold fragmentation of datato be transmitted.
If you set this value too low, it will res ult
e A PR PETTOT MG
When the packet e
RTS threshold, the access point will
RTS Threshold not use the RTS/CTS mechanism to
send this packet.

1 Theinter val of time that this access

Beacon Interval :point broadcast a beacon. Beacon is

'used to synchronize the wireless

Authentication
Type

Data Rate” is access
point uses to transmit data packets.

DataRate | Theaccess point will use the highest
Epossible selected trans mission rate to
transmit the data packets.

19
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W ireless LAN AP Configuration

1 The “Long Preamble” can provide
» better wirel ess LAN compatibility while

Preamble Type Ethe “Short Preamble” can provide

1 If you enable “Broadcast ESSID”, every
iwireless station located within the
1 coverage of this access point can
Broadcast ESSID . discov_er _this access p_oint easily. If you
rare building a public wireless network,
renabling this feature is recommended.
i Disabling “Broadcast ESSID” can
s DIOME, DEHEr SECURLY. s
1If you enable “IAPP”, it will allow
IAPP Ewireless station roaming between IAPP
renabled access points withinthe same

1wireless LAN.

1 This is also called CTS Protection. It is
irecommended to enable the protection
*mec hanism. T his mechanismcan
1decrease therate of data collision
ibetween 802.11b and 802.11g wireless
i stations. When the protection mode is
venabled, the throughput of the AP will
Ebe alittle lower due to manyof frame
'traffic should be trans mitted.

802.11g
Protection

Click Apply button at the bottom of the screento save the
above configurations. You can now configure other advance
sections or start using the Access Poaint.

20
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3.2.4 Security

This Access Point provides complete wireless LAN sec urity
functions, include WEP, IEEE 802.11x, |EEE 802.11x with
WEP, WPA with pre-shared key and WPA with RADIUS. With
thes e sec urity functions, you can prevent your wireless LAN
fromillegal access. Please make sure your wireless stati ons
use the same security function.

WEP

WEP is an authentication algorithm, which protects authorized
Wireless LAN users against eavesdropping. T he
Authentication type and WEP key of wireless stations must be
the same with the Access Point. This Access Point supports
64/128- bit WEP Encr ypti on function. With this function, your
data will be tr ans mitted over the wireless network secur ely.

21
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Parameter . Description

1 You can select the 64-bit, or 128bit key to
rencrypt trans mitted data. Larger WEP key
Key ilength will provide higher level of sec urity, but
Length :the throughput will be lower. You alsocan
1select Disabl e to trans mit data without
LENCTYPHON, s
ou mayselectto select ASCIl Characters
alphanumeric format) or Hexadeci mal Digits
Key i(inthe“A-F”, “a-f"and “0-9" range) to be the
Format :WEP Key. For example:
{ ASCII Characters: guest

i Hexadecimal Digits: 12345abcde

22
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i The WEP keys are used to encrypt data

i transmitted in the wireless networ k Fill the text

i box byfollowing the r ules below.

i 64-bit WEP: input 10-digit Hex values (inthe

{“A-F7, “a-f and “0-9” range) or 5-digit ASCII

icharacter as the encryption keys.

i 128-bit WEP: i nput 26-digit Hex values (in the

VYA-F7, “a-f" and “0-9” range) or 13-digit ASCII

st GIALACLENS, 85,E08, ENCTYPHON KB VS, vssssssnssssen

Default ! Select one of the four keys to encrypt your

Key vdata. Only the key youselectitin the “Default
tkey’ will take effect.

Key1l -
Key4

Click Apply button at the bottom of the screento save the
above configurations. You can now configure other advance
sections or start using the Access Point.

802.1x

IEEE 802.1x is an authentication protocol. Every user must
use a valid account to login to this Access Point before
accessing the wireless LAN. T he authentication is processed
by a RADIU S server. You can use an exter nal RADIUS server
or use the RADIUS server built-in with the Access Point. This
mode only authenticates user by IEEE 802.1x, but it does not
encryption the data during communication.

23

Download from Www.Somanuals.com. All Manuals Search And Download.



W ireless L AN AP Configuration

FC =V S | D=l e gl oo
You can select to use the internal
Useinternal {RADIUS server to process the
MDS5/PEAP  :authentication job. The internal RADIUS

RADIUS Server iserver uses MD5/PEAP authenticati on

RADIUS Server :The IP address of exter nal RADIU
IP address server.

RADIUS Server iThe service port of the external
OO 1o L SOOI o = 1

RADIUS Ser ver EThe password used by external
Password  'RADIUS server.

Click Apply button at the bottom of the screento save the
above configurations. You can now configure other advance
sections or start using the Access Point.

24
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802.1x W EP static key

IEEE 802.1x is an authentication protocol. Every user must
use a valid account to login to this Access Point before
accessing the wireless LAN. T he authentication is processed
by a RADIU S server. You can use an exter nal RADIUS server
or use the RADIUS server built-inwith the Access Point. This

mode also uses WEP to encrypt the data during
communication.

Parameter :Description

T T e T T T L T O T T T T T T DA D L T T T T L LI TN

iYou can select the 64-bit or 128-bit key
ito encrypt trans mitted data. Larger WEP
ikey length will provide higher level of
KeyLength isecurity, but the throughput will be lower.
iYou also can select Disab le to trans mit
{data without encryption.

25
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EYou mayselectto select ASCII
*Characters (al phanumeric format) or
\Hexadecimal Digits (inthe “A-F”, “a-f’
KeyFormat iand “0-9" range) to be the WEP Key. For
rexample:
VASCII Characters: guest
sS4 ecimal Digits: 12345abede ]
'The WEP keys are used to encryptdata
'transmitted inthe wireless networ k Fill
-the text box byfollowing the rules bel ow.
-64 bit WEP: input 10-digit Hex values (in
'the “A-F", “a-f" and “0-9" range) or 5-digit
Keyl-Key4 "ASCII character as the encryption keys.
-128 bit WEP: input 26-digit Hex values
'(|nthe “A-F", “a-f" and “0-9" range) or 13-
'dlglt ASCII characters as the encryption
'Select one of the four keys to encrypt
Default Key iyour data. Only the key you selectitin
............................;Ehﬁ.‘.‘.'??.‘?f.é}l.%” fey.will take effect s
iYou can select to use theinternal
Useinternal :RADIUS server to process the
MD5 PEAP authentlcaﬂon]ob Theinternal RADIUS
RADIUS Ser ver iserver uses MD5 PEAP authentication
RADIUS Ser ver i The IP address of exter nal RADIUS
IP address

e service port of the external RADIUS
Port .server

RADIUS Server 'The password used by external RADIU S
Password __iserver.

Click Apply button at the bottom of the screento save the

above configurations. You can now configure other advance
sections or start using the Access Point.

26
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W ireless L AN AP Configuration
W PA pre-shared key
Wi-Fi Protected Access (WPA) is an advanced security
standard. You can use apre-shared key to authenticate
wireless stations and encrypt data during communication. It

uses TKIP to change the encryption key frequently. T his can
improve security very much.

Parameter Descrlptlon

P can change the encryption key

WPA(TKIP) :frequentlyto enhance the wireless LAN

iThis Use CCMP protocol to change

WPA2(AES) Eencr.yptlo_n keyfrequently_AES can
i provide high level encryption to

_enhancethe wireless LAN security.

“This will use TKIP or AES based on the
WPA?2 Mixed :other communication peer

i automaticall y.

27
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You mayselectto select ASCII
Characters (al phanumeric format) or
Hexadecimal Digits (inthe “A-F”, “a-f’

Pre-shared Key -

Format and “0-9" range) to be the Pre-shar ed
Key. For exampl e:
ASCII Characters: iamguest
e a0 CIMA Digits: 12345abede.......
The Pre-shared keyis usedto
authenticate and encrypt data
transmitted in the wireless networ k Fill
the text box byfollowing the rules
Pre-shared Key : below.
Hex WEP: input 64-digit Hex values (in
the “A-F”, “a-f” and “ 0-9” range) or at
least 8 character pass phrase as the
pre-shared keys.

Click Apply button at the bottom of the screento save the
above configurations. You can now configure other advance
sections or start using the Access Poaint.

W PA RAIUS

Wi-Fi Protected Access (WPA) is an advanced s ecurity
standard. You can use an external RADIUS server to
authenticate wireless stations and provide the session keyto
encrypt data during communication. It uses TKIP to change
the encr yption keyfrequently. This canimprove security very
muc h.
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Parameter

WPA(TKIP)

WPA2(AES)

WPA2 Mixed

RADIUS Ser ver

RADIUS Ser ver

Description

TKIP can change the encryption key
frequently to enhance the security.

This use CCMP protocol to change |
encryption keyfrequently. AES can

provide high level encryption to enhance
ireless, LAN security.

ii'use TKIP or AES based on the

The IP address of exter nal RADIUS

S

The service port of the external R ADIUS
server

The password used by external RADIU S

Password

server.

Click Apply button

at the bottom of the screento save the

above configurations. You can now configure other advance

sections or start us

ing the Access Point.
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3.2.5 Radius Server

This Access Point provides aninternal RADIUS server to
authenticate wireless station users. You haveto add user
accounts tothe RADIUS server. The wireless station user has
touse one of these accounts tologinto the Access Point
before access the wireless LAN. You also hawe to add secret
key to the RADIUS server. RADIUS server clienthastouse
one of these secret keys tologinthe RADIU S ser ver before
aski ng the RADIUS server to authenticate the uses for it.

1 Enaivin Foadies Surver
Wsars Prafie jup w 96 usen)

Autharication Cllent (4p ta 1§ chenin)

P it
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Enable Radius Select to enable the RADIUS server.
Server :

' This tabl e recor ds the accounts of users

1you wantto allow to access your

.vmreless networ k An accountincludes
User Proflletable'the ‘User name” and “Password”.

vwireless LAN user has to enter correct

: “Username” and “Password” before

the/sheis allowed to access the wireless

iFill |nthe ‘Username”, “Password” and
{“Re-Type Password” of the new
iaccountto be added and then click
Add an user i“Add”. Then this new account will be
account Eadde_d into the account tabl e_bel_ow. If
ryoufind any typo before adding it and
'wanttoretype again. Just click“Reset”
.and “Username”, “Password” and “Re-
. TypeRassword: fields will be cleared,
' If you wanttoremove some account
Remove us er :fromthe table, select the accounts you
account from the :Wanttoremove in the table and then
table 'click“Delete Selected”. If you want
iremove all user accounts from the
s S JUStClick Delete AIl buton,
Reset Click“Reset” will clear your current
: selectlons.
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' This tabl e recor ds the clients of the

1 RADIUS ser \er that need to
vauthenticate wireless LAN users.
Authentication client information
rvincludes the “Client IP” and “Secret

1 Key'. An authentication client has to
Eusethe “Secret Key'tologintothe
'RADIUS ser \er before it can startto
»authenticate wireless LAN users. An
Eauthentication clientcanbe an access

Authentication
Client table

.F|II inthe “Client IP", iSecret Key’ and
“Re-Type Secret Key’ of the new
authentication clientto be added and

Add an ithen click “Add”. Then this new
authentication rauthentication will be added into the
client 1 authentication client table below. If you

Efind anytypo before adding it and want
'toretype again. Just click“Reset” and
'“CllentIF_’" “SecretKey and “Re-Type

YO
.authentlcatlon client fromthe table,
Remove 1 select the authentication clients you
authentication 'wanttoremovein the table andthen
clientfromthe :click“Delete Selected”. If you want
table remove all user authentication clients
rfromthe table, just click“Delete All”

Reset

eset” will clear your current
selectlons

Click Apply button at the bottom of the screento save the
above configurations. You can now configure other advance
sections or start using the Access Poaint.
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3.2.6 MAC Address Filtering

This Access Point provides MAC Addr ess Filtering, which
prevents the unauthorized MAC Addresses from accessing
your wireless networ k

Parameter Description

1
T O T L T O L O L O T L L L L O L L L L L L L LT LU L L

Filtering i Enable or disable the MAC Address

» of wireless stations you want to allow to
1access your networ k T he “Comment”
Hfield is the description of the wireless

» station associated with the “MAC
EAddress" and is helpful for youto
‘recognize the wireless station.

MAC Address
Filtering Table
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:Inthe bottom “New’ area, fill inthe
1 “MAC Address” and “Comment” of the
rwireless stationto be added and then
Add MAC : click“Add”. Then this wireless station
address intothe ! Will be added into the “MAC Address
table 'Filtering Table” abowe. If you find any
1 typo before adding it and want toretype
1again. Justclick “Clear” and both “MAC
' Address” and “Comment” fields will be

' 3
L R

Remove MAC If you wanttoremove some MAC
address fromthe ! address fromthe “MAC Address
table » Filtering Table”, selectthe MAC

Eaddress es you want toremove in the
'table and then click “Delete Selected”. If
1you want remove all MAC addresses
Efromthe table, just click“Delete All”
; button.

"""""'F';é;;'t"'"'"'"5'&'fi'El'é’j"F'e'é's'ét"""\'/b'i'l'l"c"l'éar"'%b'r"{:'ijFr'éH'{""""
: selections.

Click Apply button at the bottom of the screento save the
above configurations. You can now configure other advance
sections or start using the Access Point.
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3.2.7 System Utility

Fromhere, you can define the Access Point's P Address and
Login Password and enabl e the Access Pointto bea DHCP
Server.

System Usllity

Erim
prowr

= Paswwend Suttings

Fue-Erter Paowsrd

* Mansgemars iF

Parameter ...
rd (upto 1
Current d|g|t alphanumeric string) of the Access
Password ! + Point. The default password for the

Access Poaintis 1234. Notethat the
: password is case
: Enter the passwo
aJphanumerlc string) you wanttologin
New Password 'tothe Access Point. Note that the

\ password is case-sensitive.
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1 Reconfirm the password (up to 15-digit
Re-Enter 1 alphanumeric string) you wantto login
Password Eto the Access Point. Note that the
: Designate the Access Point's IP
i Address . This IP Address should be
vunique in your network. The default IP
Address 19 192,168.2. 1, v vussssrn
i Specify a Subnet Maskfor your LAN
isegment. The Subnet Maskofthe
i Access Pointis fixed and the value is

IP Address

Subnet Mask

isable the DHCP Ser ver.

Servi

Click Apply button at the bottom of the screento save the
above configurations. You can now configure other advance
sections or start using the Access Point.

3.2.7.1 DHCP Server Setting

DHCP Server will automaticall ygive your LAN client an IP
address. If the DHCP is not enabled then you'll have to
manuallyset your LAN client's IP addr ess.

Parameter ' Description

O
1 Specify the gateway IP in your networ k
Default"(D;atewayE This IP addr ess should be different from
s d G MANAGEMEIL LD, e eerrsgsesspsesae
1 Thisis the ISP’s DNS ser ver |P address
Domain Name Ethat theygawe you; or you can s pecify
Server IP 1your own preferred DNS server IP

i address.
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EYou can designate a particular 1P
raddress range for your DHCP ser ver to
vissue IP addresses to your LAN Clients.
StartIP/End 1P 'By defaultthe IP range is from: Start IP
'192 168.2.100 to End IP 192.168.2.200.

Domain Name : u can specify the Domain Name for
o SO ACCESS PO eensrgsansssngesies

: The DHCP Server when enabled will
:temporanlyglve your LAN client an IP
taddress. Inthe Lease Time setting you
» can specifythe time period that the
DHCP Server lends an | P address to
'your LAN clients. The DHCP Server will
: change your LAN client's IP address
1when this time threshold period is
'reached.

Lease Time

Click Apply button at the bottom of the screento save the
above configurations. You can now configure other advance
sections or start using the Access Point.

3.2.7 Configuration Tool

The Configuration Tools screen allows you to save (Backup)
the Access Point's current configuration setting. Saving the
configuration settings provides an added protection and
conwvenience should problems occur with the Access Point
and you hawetoresetto factory default. When you save the
configuration setting (Backup) you canre-load the saved
configuration into the Access Point through the Restore
selection. If extreme problems occur you canusethe Restore
to FactoryDefault selection, this will set all configurations to
its original default settings (e.g. when youfirst purchased the
Access Point).
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Rarameter Des

EUse the Bac kup" tool to save the
' Access Point's current configurati on to

» afile named "config.bin" on your PC.

1 You can then use the "Restore" tool to
Configuration :upload and restore the saved
Tools ' configuration to the Access Point.
-Alternatlvely, you can use the "Restore
-to FactoryDefault" tool to force the
'Access Point to perform a power reset

i and restore the original factor ysettings.
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3.2.8 Firmware Upgrade

This page allows youto upgrade the Access Point's firmware.

WEB Upgrade

Parameter '

This tool al ows yout rade the
Access Point's system firmware. To
upgrade the firmwar e of your Access
Point, you needto download the
firmware file to your local hard disk, and
enter that file name and pathin the
appropriate field on this page. Youcan
alsousethe Browse buttontofindthe
firmware file on your PC. Please r eset
the Access Point whenthe upgrade
process is complete.

Firmware
Upgrade

Once you' ve selected the newfirmwar e file, click Apply button
at the bottom of the screen to start the upgrade process. (Y ou
may have to wait afew minutes for the upgrade to complete).
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Once the upgrade is complete you can start using the Access
Point.

3.2.9 Reset

You can reset the Access Point's system should any problem
exist. Thereset function essentially Re-boots your Access
Point's system.

PAAMELEL  ereeed DESCIPHON e
Inthe eventthat the system stops
responding correctly or in some way
stops functioning, you can perform a
reset. Your settings will not be

Reset changed. T o perform the reset, clickon
the Apply button. You will be asked to
confirm your decision. Once the reset
process is complete you may start
using the Access Point again.
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Chapter 4 Troubleshooting

This chapter provides solutions to problems usually
encountered during the i nstallation and oper ation of the
Access Paint.

1. Howto manually find your PC’s IPand MAC
Address?
1) InWindows, openthe Command Prompt program
2) Type Ip config /all and Enter
Your PC’s |P address is the one entitled IP
address
. Your PC’s MAC Address is the one entitled
Physical Address

2. What is BSS ID?
A group of wireless stations and an Access Point
compose a Basic Ser\ice Set (BSS). Computersina
BSS mustbe configured with the same BSSID.

3. What is ESSID?
An Infrastructure configurati on coul d also support
roaming capability for mobile wor kers. M ore than one
BSS can be configured as an Extended Service Set
(ESS). Users within an ESS could roam freely between
BSSs while maintaining a continuous connection to the
wireless networ kstations and the Wireless LAN Access
Points.

4. Can databe intercepted while tran smitting through
theair?
WLAN features two-fold protectionin security. On the
hardware side, as with Direct Sequence Spread
Spectr um tec hnol ogy, it has the inher ent scr ambling
security feature. Onthe softwar e side, the WLAN series
offers the encryption function (WEP) to enhance
securityand access control.
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5. What is W EP?
WEP stands for Wired Equival ent Privacy, adata
privacy mechanism based on a 64(40)-bit shared key
algorithm.

6. What isaMAC Address?
The Media Access Control (MAC) address is a unique
number assigned bythe manufacturer to any Ether net
networ king device, such as anetwor k adapter, that
allows the networktoidentifyit at the hardware lewel.
For all practical purposes, this number is usually
permanent. Unlike IP addresses, which can change
everytime acomputer logs on to the networ k, the MAC
address of a device stays the same, making it a
val uable identifi er for the network.
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