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1 Preface

Modern server systems are becoming increasingly complex. The requirements
with respect to the management of such systems are growing accordingly.

In response to this development, a number of vendors founded the “Intelligent
Platform Management Interface” (IPMI) initiative with the objective of defining a
standardized, abstract, message-based interface between the central system
controller (Baseboard Management Controller - BMC) and intelligent hardware
for platform management. For further details on IPMI, please refer to section
"IPMI - technical background" on page 21.

The integrated Remote Management Controllers iRMC S2 and iRMC S3 (in the
following iRMC S2/S3 for short) each represent a BMC with integrated LAN
connection and extended functionality. In this way, the iIRMC S2/S3 offers
comprehensive control over PRIMERGY servers, irrespective of the system
status. In particular, the iRMC S2/S3 allows for out-of-band management
(Lights Out Management, LOM) of PRIMERGY servers. Out-of-band
management uses of a dedicated management channel that enables a system
administrator to monitor and manage servers via remote control regardless of
whether the server is powered on.

Figure 1: iRMC S2 on the system board of a PRIMERGY server

iRMC S2/S3 11
Download from Www.Somanuals.com. All Manuals Search And Download.



Purpose and target groups of the manual

As an autonomous system on the system board of a modern PRIMERGY
server, the iRMC S2/S3 has its own operating system, its own web server,
separate user management and independent alert management. The

iRMC S2/S3 remains powered up even when the server is in stand-by mode.

This manual describes how to configure the iRMC S2/S3 and the various user
interfaces available.

1.1 Purpose and target groups of the manual

This manual is aimed at system administrators, network administrators, and
service staff who have a sound knowledge of hardware and software. It provides
basic information on the technology behind IPMI and deals with the following
aspects in detail:

— Logging on to the iRMC S2/S3

— Configuring the iRMC S2/S3

— User management on the iRMC S2/S3

— Advanced Video Redirection via iRMC S2/S3

— Remote Storage via iRMC S2/S3

— iRMC S2/S3 web interface

— Telnet/SSH-based interface (Remote Manager) of the iRMC S2/S3
— Configuring the iIRMC S2/S3 with the Server Configuration Manager
— Updating the firmware

— Remote installation of the operating system via iRMC S2/S3

— IPMI OEM Commands

Service

If you have any further questions on remote management for PRIMERGY
servers, contact the service and support partners responsible for you.
Other information

http://www.ts.fujitsu.com
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Functions of the iRMC S2/S3

1.2  Functions of the iRMC S2/S3 (overview)

The iRMC S2/S3 supports a wide range of functions that are provided by
default. With Advanced Video Redirection (AVR) and Remote Storage, the
iRMC S2/S3 also provides two additional advanced features for the remote
management of PRIMERGY servers. To use AVR and Remote Storage, you
require a valid license key, which can be purchased separately.

Standard functions of the iRMC S2/S3
® Browser access

The iRMC S2/S3 features its own web server which can be accessed by the
management station from a standard web browser.

e Security (SSL, SSH)

Secure access to the Web server and secure graphical console redirection
including mouse and keyboard can be provided over HTTPS/SSL. An
encrypted connection protected using SSH mechanisms can be set up to
access the iRMC S2/S3 using the Remote Manager. The Remote Manager
is an alphanumeric user interface for the iRMC S2/S3.

e ServerView Integration

The ServerView agents detect the iRMC S2/S3 and automatically assign it
to the relevant server. This means that it is possible to start the iIRMC S2/S3
web interface and text console redirection using the ServerView Remote
Management Frontend directly from ServerView Operations Manager.

e Power management

Irrespective of the status of the system, you have the following options for
powering the managed server up or down from the remote workstation

— using the iRMC S2/S3 web interface
— using the Remote Manager and the command line interface (CLP)
— with a script.

iRMC S2/S3 13
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Functions of the iRMC S2/S3

e Power consumption control
The iRMC S2/S3 allows comprehensive power consumption control on the
managed server. In addition, you can specify the mode (minimum power
consumption or maximum performance) that the iIRMC S2/S3 uses to control
power consumption on the managed server. You can switch between these
modes as required.

o Customer Self Service (CSS)
Summary tables for the server components, sensors and the power supply
on the iRMC S2/S3 web interface provide information in a separate column
as to whether the server component affected is a CSS component or not. In
addition, error list of the system event log (SEL) shows for every event
whether it has been triggered by a CSS component.

e Text console redirection
You can start a Telnet/SSH session to the iRMC S2/S3 from the ServerView
Remote Management Frontend. This calls the Remote Manager, via which
you can start a text console redirection session.

e Basic functions of a BMC
The iRMC S2/S3 supports the basic functions of a BMC such as voltage
monitoring, event logging and recovery control.

e “Headless” system operation
The managed server does not require a mouse, monitor or keyboard to be
connected. The benefits of this include lower costs, far simpler cabling in the
rack and increased security.

e Identification LED
To facilitate identification of the system, for instance if it is installed in a fully
populated rack, you can activate the identification LED from the iRMC S2/S3
web interface.

e Gilobal error LED
A global error LED informs you of the status of the managed system at all
times and at the same time shows the CSS (Customer Self Service) status.

e Power LED
The power LED informs you whether the server is currently switched on or
off.

14
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Functions of the iRMC S2/S3

e LAN

On some systems, the LAN interface of the fitted system NIC (Network
Interface Card) on the server is reserved for the management LAN. On other
systems, you have the option of configuring this LAN interface to

— reserve it for the management LAN
— set it up for shared operation with the system or
— make it completely available to the system.

The ports marked with a wrench symbol are assigned to the iRMC S2/S3
(see figure 7 on page 42).

e Command line interface (CLP)

In addition to the Remote Manager, the iRMC S2/S3 also supports SMASH
CLP (System Management Architecture for Server Hardware Command
Line Protocol) as standardized by the DMTF (Distributed Management Task
Force).

e Simple configuration - interactive or script-based
The following tools are available for configuring the iRMC S2/S3:

— iRMC web interface

— Server Configuration Manager

— The server management tool IPMIVIEW
— BIOS Setup

It is also possible to carry out configuration with the Server Configuration
Manager or IPMIVIEW using scripts. This means that it is possible to
configure the iIRMC S2/S3 when the server is first configured via ServerView
Installation Manager. It is also possible to configure a large number of
servers on the basis of scripts.

e® Support for the LocalView service panel

If PRIMERGY servers are equipped with a ServerView local service panel,
this module allows you to determine what module is faulty and whether you
can replace the faulty module yourself.

e Local user management

The iRMC S2/S3 has its own user management function which allows up to
16 users to be created with passwords and to be assigned various rights
depending on the user groups they belong to.

iRMC S2/S3 15
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Functions of the iRMC S2/S3

e Global user management using a directory service

The global user IDs for the iRMC S2/S3 are stored centrally in the directory
service's directory. This makes it possible to manage the user identifications
on a central server. They can therefore be used by all the iIRMC S2/S3s that
are connected to this server in the network.

The following directory services are currently supported for iRMC S2/S3
user management:

Microsoft® Active Directory
Novell® eDirectory
OpenLDAP

OpenDS

o CAS-based single sign-on (SSO) authentication

The iRMC S2/S3 supports Centralized Authentication Service (CAS)
configuration, which allows you to configure the iRMC S2/S3 web interface
for CAS-based single sign-on (SSO) authentication.

The first time a user logs in to an application (e.g. the iRMC S2/S3 web
interface) within the SSO domain of the CAS service, they are prompted for
their credentials by the CAS-specific login screen. Once they have been
successfully authenticated by the CAS service, the user is granted access
to the iIRMC S2/S3 web interface as well as to any other service within the
SSO domain without being prompted for login credentials again.

e DNS/DHCP

The iRMC S2/S3 provides support for automatic network configuration. It
has a default name and DHCP support is set by default so that the

iRMC S2/S3 gets its IP address from the DHCP server. The iRMC S2/S3
name is registered by the Domain Name Service (DNS). Up to five DNS
servers are supported. If DNS/DHCP is not available, the iRMC S2/S3 also
supports static IP addresses.

e Power supply
The iRMC S2/S3 is powered by the standby supply of the system.
e Alert management

The alert management facility of the iRMC S2/S3 provides the following
options for forwarding alerts (alerting):

— Platform Event Traps (PET) are sent via SNMP.

— Direct alerting by email.
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— A modem can be connected to the serial interface. This can then be used
to send alerts (e.g. to a mobile phone via SMS).

In addition, the iRMC S2/S3 provides the ServerView agents with all the
relevant information.

Read, filter and save the system event log (SEL).
You can view, save and delete the contents of the SEL
— by using the iIRMC S2/S3 web interface or

— by using the Telnet/SSH-based interface (Remote Manager) of the
iRMC S2/S3.

Read, filter and save the internal event log (iEL).
You can view, save and delete the contents of the iEL
— by using the iIRMC S2/S3 web interface or

— by using the Telnet/SSH-based interface (Remote Manager) of the
iRMC S2/S3.

Extended functionality of the iRMC S2/S3

Alongside the standard functionality, the iIRMC S2/S3 also supports the
Advanced Video Redirection and Remote Storage functions.

Advanced Video Redirection (AVR)

The iRMC S2/S3 supports Advanced Video Redirection which offers the
following benefits:

— Operation over a standard web browser. No additional software needs to
be installed in the management station other than the Java Runtime
Environment.

— System-independent graphical and text console redirection (including
mouse and keyboard).

— Remote access for boot monitoring, BIOS administration and operation
of the operating system.

— AVR supports up to two simultaneous “virtual connections” for working
on a server from a different location. It also reduces the load on the
network by using hardware and video compression.

iRMC S2/S3 17
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— Local monitor-off support: It is possible to power down the local screen
of the managed PRIMERGY server during an AVR session in order to
prevent unauthorized persons from observing user input and actions
carried out on the local server screen during the AVR session.

— Low bandwidth

In the case of a reduced data transfer rate, you can configure a lower
bandwidth (bits per pixel, bpp) in terms of color depth for your current
AVR session.

o Remote Storage
Remote Storage makes a “virtual” drive available which is physically located
on a remote workstation or made available centrally on the network using a
Remote Storage server.
The “virtual” drives available with Remote Storage are simply managed in
much the same way as local drives and offer the following options:
— Read and write data.
— Boot from Remote Storage.
— Install drivers and small applications.
— Update BIOS from remote workstation.

(BIOS update via USB)

Remote Storage supports the following device types to provide a “virtual
drive” on the remote workstation:
— CDROM
— DVD ROM
— Memory stick
— Floppy image
— CDISO image
— DVD ISO image
A Remote Storage server provides an ISO image centrally on the network in
the form of a “virtual drive”.
Remote Storage permits either the simultaneous connection of up to two
“virtual” drives at the remote workstation or the provision of an ISO image
via a Remote Storage server.
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1.3 Communication interfaces of the

IRMC S2/S3

The iRMC S2/S3 provides the following communication interfaces:

iRMC S2/S3 web interface (web interface)

The connection to the iRMC S2/S3 web server is established over a
standard web browser (e.g. Microsoft Internet Explorer, Mozilla Firefox).

Among other things, the web interface of the iRMC S2/S3 provides you with
access to all system information and data from the sensors such as fan
speeds, voltages, etc. You can also configure text-based console redirection
and start graphical console redirection (Advanced Video Redirection, AVR).
In addition, administrators can fully configure the iRMC S2/S3 over the web
interface. Secure access to the iRMC S2/S3 web server can be provided
with HTTPS/SSL.

Operation of the iIRMC S2/S3 over the web interface is described in chapter
"IRMC S2/S3 web interface" on page 135.

Remote Manager: Text-based Telnet/SSH interface via LAN
You can call the Remote Manager

— from the ServerView Remote Management Frontend,
— directly from a Telnet/SSH client.

The alphanumeric user interface of the Remote Manager provides you with
access to system and sensor information, power management functions and
the error event log. In addition, you can launch text console redirection or a
SMASH CLP shell. If you call the Remote Manager over SSH (Secure Shell),
the connection between the Remote Manager and the managed server is
encrypted.

Operation of the iRMC S2/S3 using the Remote Manager is described in
chapter "iRMC S2/S3 via Telnet/SSH (Remote Manager)" on page 321.

Remote Manager (Serial): Text-based serial interface over Serial 1

The Remote Manager (serial) interface is identical to the Remote Manager
interface.
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1.4 Communication protocols used by the
iRMC S2/S3

The communication protocols and ports used by the iRMC S2/S3 are shown in

table 1.

Remote side of the

Communication

iRMC S2/S3 side of the connection

connection direction (port number / protocol)
RMCP - 623/UDP
«— 623/UDP
HTTP port - 80/TCP
- 80/TCP
HTTPs port - 443/TCP
“ 443/TCP
Telnet - 3172/TCP
“— 3172/TCP
SSH - 22/TCP
«— 22/TCP
Trap - 162/UDP
Email - 25/TCP
«— 25/TCP
Remote Storage - 5901/TCP
«— 5901/TCP
VNC ports
Standard port - 80/TCP
«— 80/TCP
Secure port - 443/TCP
«— 443/TCP

Table 1: Communication protocols and ports used by the iRMC S2/S3

As of iIRMC S2/S3 firmware version 5.00, the Remote Storage port is

E used only for the Remote Storage server and client-internal
communications. For integrated Remote Storage (via the Java applet),
the http port is used.
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1.5 IPMI - technical background
The iIRMC S2/S3 makes the BMC functions available over the IPMI interface.

Intelligent Platform Management

The “Intelligent Platform Management” initiative is a response to the increasing
complexity of modern server systems. A number of manufacturers have joined
this initiative in order to come up with a new solution for monitoring these server
systems.

The term “Intelligent Platform Management” expresses the core aspect of this
approach to the solution: Functions for monitoring and recovery of systems are
implemented directly in the hardware and firmware for platform management.

Objective

The objective was to define a standardized, abstract and message-based
interface between the central system controller (Baseboard Management
Controller - BMC) and intelligent platform management hardware.

The standardization committees combined the central characteristics of various
platform management modules into standardized descriptions.

Definition

The IPMI specification defines:
“IPMI is a hardware level interface specification that is ‘management
software neutral’ providing monitoring and control functions that can be
exposed through standard management software interfaces such as
DMI, WMI, CIM, SNMP, etc. As a hardware level interface, it sits at the
bottom of a typical management software stack” [see section "IPMI and
other management standards" on page 22].
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Advantage

The IPMI specifications ensure the independence of functions for inventory,
logging, recovery and monitoring of a system by the system processor, BIOS or
operating system.

This means that a system can still be involved in platform management when it
is shut down and turned off.

IPMI and other management standards

IPMI is best used in conjunction with system management software running
under the relevant operating system. Integration of the IPMI functionality into the
management functionality offered by a management application and the
operating system results in a powerful platform management environment.

An overview of the relationship between IPMI and the management software
stack is shown by figure 2:

STANDARD Remaote I/F
z *—— (2.9. RPC, SHNMP)
A MWanagement 'In-band’
= Applications Remote Access
5, i . STANDARD SAN I/F
£Eo (e.g. DML, Tl
i Service Provider
=g *— STANDARD AW IiF
W =0 SPInterface (2.9 DMI-CI\AM)
o
% Instrumentation Code
5
= IPMIIF Code
------------------------------------------ «— |PMI I
= [ IPMI HAV F ]
R
% Basehoard Management
% Controller
T

Figure 2: IPMI in the management software stack (source: IPMI specification, see section
"References" on page 29)
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IPMI, IPMB and ICMB
The IPMI initiative resulted in three central standards:

— IPMI. Intelligent Platform Management Interface Specification
describes the higher-level architecture, the current commands, event
formats, data packets and properties that are used in IPMI-based systems.

— IPMB. Intelligent Platform Management Bus
is an I°C based (write only) bus, which provides a standardized connection
between various modules in a common housing.
IPMB can also be used as a standardized interface for remote management
modules.

— ICMB. Intelligent Chassis Management Bus
(Not currently implemented in the ServerView remote management
environment.)
provides a standardized interface for exchange of platform management
information and for control across systems. ICMB is designed in such a way
that it can be implemented with a device that is connected to the IPMB.

IPMI implementation

The core element of an IPMI implementation is the Baseboard Management
Controller (BMC).
The BMC performs the following tasks:

— The BMC organizes the interface between the system management
software and the platform management hardware.

— It provides autonomous functions for monitoring, event logging and recovery
control.

— The BMC acts as a gateway between the system management software and
IPMB.

IPMI allows platform management to be extended: Additional management
controllers can be connected via the IPMB. The IPMB is an I°C based serial
bus, which runs between the main modules of the system. It is used for
communication with and between the management controllers.

With the support of multiple management controllers, IPMI provides a scalable
architecture: A complex server system can use multiple controllers for
monitoring different subsystems, e.g. power supplies, hot swap RAID drive
modules etc.
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In addition, IPMI provides ‘low level’ [2C commands, which can be accessed via
a management controller connected to the IPMB on 'unintelligent’ I°C modules
that cannot process IPMI commands.

An overview of the fundamental elements of an IPMI implementation is available
in figure 3 on page 25.
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Figure 3: IPMI block diagram (source: IPMI specification, see section

"References" on page 29)
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IPMI and “in band” and “out of band” management

In the field of system management, a distinction is made between “in-band” and
“out-of-band” management:

— The term “in-band” management is used when the operating system is
running on the managed server.

— The term “out-of-band” management is used when the operating system is
not running on the managed server, for instance if the hardware is faulty.

As different interfaces are available in an environment with IPMI compatible
systems, you can manage IPMI compatible systems either “in band” or “out of
band”.

IPMI-over-LAN

“IPMI-over-LAN” is the current name for the specification of the LAN interface in
the IPMI standard. This specification stipulates how IPMI messages can be sent
to or from the BMC of a managed system - encapsulated in RMCP (Remote
Management Control Protocol) data packets. These RMCP data packets are
transferred via an Ethernet LAN connection using the UDP (User Datagram
Protocol) under IPv4 (Internet Protocol Version 4).

The RMCP protocol has been specified to support the management of system
statuses in which the operating system is not running. The RMCP is a simple
inquiry/response protocol.

The interface for such a connection is provided on an onboard LAN controller
assigned to the BMC.

The interface can only be provided by an on-board LAN controller, not by
an inserted LAN card.
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Of the two ports that RCMP uses under UDP, the BMC communicates with the
LAN controller via port 623 (primary RMCP Port).

UDP datagrams to . SEL,
"Mgmt. POrt" oo ». Datagrams | SDR,
e — ] < TP FRU
by BMC ]
Remote A ERE Y
/ . LAN
L I Controller [¢ —»  BMC
system I E.g_gmn
TN po  oFC System Bus
QOutgoing packets ) ) I
from system Il incoming
software packets

Figure 4: BMC and LAN controller

Serial Over LAN interface (SOL)

“Serial Over LAN” is an interface compliant with the IPMI V2.0 standard, which
controls transfer of serial data over a LAN connection. In particular, SOL
specifies the packet formats and protocols for transferring serial data streams
over a LAN between the serial controller on the managed computer and a
remote workstation. SOL is based on the IPMI-over-LAN specification.

In order to establish an SOL connection, a remote management application first
initiates an IPMI-over-LAN session with the BMC. After this has been done, the
SOL services can be activated from the remote workstation. The data traffic
between the serial controller and the remote workstation is handled over the
same |IPMI session as the IPMI commands.

As soon as an SOL connection has been established, data transfer between the
serial controller and the remote workstation is carried out as follows:

— Transfer from the serial controller to the remote workstation:
The data stream issued by the serial controller is partitioned by the BMC,
packaged and then sent to the remote workstation over the LAN.

— Transfer from the remote workstation to the serial controller:
BMC unpacks the characters contained in the packages sent by the remote
workstation and forwards them to the serial controller as a character stream.
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Figure 5: BMC and SOL

The SOL character data is then exchanged between the BMC of the managed
system and the remote workstation as SOL messages. The SOL messages are
encapsulated in RMCP+ data packets and transferred in UDP datagrams over
an Ethernet LAN connection using IPv4 (Internet Protocol Version 4). The
RMCP+ protocol is based on the RMCP protocol, but includes extensions for
encryption, authentication, etc.

Serial over LAN permits “headless” management by console redirection by both
the BIOS and the operating system of the managed server. High-cost
concentrator solutions are not required.

Channel concept under IPMI

‘Channels’ provide the mechanisms with which IPMI messages are routed to
the BMC via various connection carriers. Up to nine channels can be supported.
The system interface and the primary IPMB are fixed. The other seven channels
are available for the implementation.

Channels can be either ‘session based’ or ‘sessionless’. The ‘session’ concept
has two meanings: It is either a concept for user authentication (see the section
"User identifications" on page 29) or a concept for routing multiple IPMI
message streams via a single channel.

Examples of ‘session based’ channels are LAN channels or serial / modem
channels. Examples of ‘sessionless’ channels are the system interface and the
IPMB.
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User identifications

For ‘session based’ channels (see the section "Channel concept under IPMI" on
page 28), a user login is necessary. By contrast, the ‘sessionless’ channels
have no user authentication.

Under IPMI, the user configuration is channel specific. Thus, users can have
different privileges depending on whether they are accessing the BMC via the
LAN channel or the serial channel.

References
Information about the IPMI standards can be found on the Internet:

http://developer.intel.com/design/servers/ipmi/index.htm

1.6 DCMI (Data Center Management Interface)

The iRMC S2/S3 supports the DCMI (Data Center Management Interface)
protocol, which is compliant with the IPMI V2.0 standard. DCMI has been
designed to improve manageability and energy efficiency of server systems that
are deployed in large data centers.

To meet the hardware management requirements of servers within data
centers, DCMI supports, among others, the following key features:

— Inventory functions (server identification)

— Power Management and power monitoring
— Power consumption monitoring and control
— Event logging

— Temperature monitoring

Detailed information about DCMI can be found on the DCMI home page:

http://www.intel.com/technology/product/DCMI
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1.7 Changes since the previous versions of the
manual

iRMC S2/S3 - integrated Remote Management Controller
(edition July 2012)

This manual refers to the iRMC S2/S3 firmware version 6.5x and replaces the
following online manual: “iRMC S2/S3 - integrated Remote Management
Controller”, May 2012 edition.

The manual includes the following updates:

e The "0 Watt Technology" feature is described in Chapter "7 iRMC S2/S3 web
interface".

e The former chapter "12 IPMI OEM Commands" has been expanded and is
now an Appendix ("12 Appendix") to the manual, containing the following
sections:

"12.1 IPMI OEM Commands supported by the iRMC S2/S3" (former
chapter "12 IPMI OEM Commands")

"12.2 Configuring the iRMC S2/S3 via SCCI and scripted configuration"
(new section).

iRMC S2/S3 - integrated Remote Management Controller
(edition May 2012)

This manual refers to the iRMC S2/S3 firmware version 6.5x and replaces the
following online manual: “iRMC S2 - integrated Remote Management
Controller”, November 2011 edition.

New iRMC S2/S3 features (described in Chapter "7 iRMC S2/S3 web
interface"):

o Agentless HDD monitoring (iRMC S3 only)

If the managed server supports the "agentless HDD monitoring" feature, the
HDD<n> status of each individual HDD is directly read and reported to the
iRMC S2/S3 via a dedicated lightpath status sensor and thus can be
displayed even in the case no ServerView agents are running.

e Backing up/restoring BIOS settings, flashing BIOS

If the BIOS of the managed server meets the corresponding feature
requirements, the iRMC S2/S3 allows you to perform the following actions:
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— Backing up several BIOS parameters in ServerView® WinSCU XML
format and restoring them in ServerView® WinSCU XML format from a
file.

— Updating BIOS via "upload from file" or via TFTP.

e For some server types, you can select the Low Noise mode under
Power Consumption Options (IRMC S3 only).

iRMC S2/S3 - integrated Remote Management Controller
(edition November 2011)

This manual refers to the iRMC S2/S3 firmware version 5.5x and replaces the
following online manual: “iIRMC S2 - integrated Remote Management
Controller”, May 2011 edition.

The following topics are no longer part of this manual:

— Former section "4.4 Global user management for the iRMC S2/S3". As of
SVOM V5.50, this section will be integrated in the "User Management in
ServerView" manual.

— Description of the Server Configuration Manager dialog pages (former
sections 9.2 and the following). Instead, the reader is advised to use the
Online Help of the Server Configuration Manager.

iRMC S2/S3 - integrated Remote Management Controller
(edition May 2011)

This manual refers to the iRMC S2/S3 firmware version 5.5x and replaces the
following online manual: “iIRMC S2 - integrated Remote Management
Controller”, April 2011 edition.

The manual applies to both iRMC S2 and iRMC S3. Functional differences in
between the iRMC S2 and the iRMC S3 are pointed out separately in the
manual.

iRMC S2 - integrated Remote Management Controller (edition April 2011)

The April 2011 edition of the iIRMC S2 manual refers to the iRMC S2 firmware
version 5.5x and replaces the following online manual: “iIRMC S2 - integrated
Remote Management Controller”, July 2010 edition.

e New iRMC S2 features:
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— Inaddition to the system event log (IPMI SEL), the iIRMC S2 now features
an internal event log.

— The iRMC S2 now supports both IPv4 and IPv6 addresses.
— The iRMC S2 now supports the Open DS directory service.

— iIRMC S2 Configuration (iIRMC S2 firmware settings) can be restored via
the iRMC S2 web interface.

— Email alerting is now also supported for global iRMCS2 user IDs.
e Chapter "5 Advanced Video Redirection (AVR)":

In addition to some minor changes, the menu of the AVR window has been
supplemented with the Power Control entry, allowing you now to power on /
power down / reboot the server directly from the AVR window.

e Chapter "7 iRMC S2 web interface":

— Power Supply page: The Power Supply Redundancy Configuration feature is
available for some server types.

— System Event Log Content page:

GUI language "German":
Event description and resolutions are described in German.

GUI language "Japanese":
Resolutions are described in Japanese.

— The DNS Configuration page now additionally includes the functionality of
the former DHCP configuration page, which is no longer available.

— New / modified pages corresponding to the new iRMC S2 features
mentioned above.

e Chapter "8 Remote Manager":

New / modified menus corresponding to the new iRMC S2 features internal
event log and IPv6 addressing.

e Chapter "9 Server Configuration Manager":

New / modified menu pages corresponding to the new iRMC S2 features
IPv6 addressing and Open DS support.
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1.8 ServerView Suite link collection

Via the link collection, Fujitsu Technology Solutions provides you with numerous
downloads and further information on the ServerView Suite and PRIMERGY
servers.

For ServerView Suite, links are offered on the following topics:
e Forum
e Service Desk
e Manuals
e Product information
e Security information
e Software downloads
e Training
The downloads include the following:

— Current software versions for the ServerView Suite as well as
additional Readme files.

— Information files and update sets for system software components
(BIOS, firmware, drivers, ServerView agents and ServerView update
agents) for updating the PRIMERGY servers via ServerView Update
Manager or for locally updating individual servers via ServerView
Update Manager Express.

— The current versions of all documentation on the ServerView Suite.

You can retrieve the downloads free of charge from the Fujitsu
Technology Solutions Web server.

For PRIMERGY servers, links are offered on the following topics:
Service Desk
Manuals

Product information

Spare parts catalogue

Access to the link collection

You can reach the link collection of the ServerView Suite in various ways:
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1.

Via ServerView Operations Manager.
» Select Help — Links on the start page or on the menu bar.
This opens the start page of the ServerView link collection.

Via the ServerView Suite DVD 2 or via the start page of the online
documentation for the ServerView Suite on the Fujitsu Technology Solutions
manual server.

You access the start page of the online documentation via the
following link:

http://manuals.ts.fujitsu.com
» In the selection list on the left, select Industry standard servers.
» Click the menu item PRIMERGY ServerView Links.
This opens the start page of the ServerView link collection.
Via the ServerView Suite DVD 1.

» In the start window of the ServerView Suite DVD 1, select the option
Select ServerView Software Products.

» Click Start. This takes you to the page with the software products of the
ServerView Suite.

» On the menu bar select Links.

This opens the start page of the ServerView link collection.

1.9 Documentation for ServerView Suite

The documentation for the ServerView Suite can be found on the ServerView
Suite DVD 2 supplied with each server system.

The documentation can also be downloaded free of charge from the Internet.
You will find the online documentation at hsp://manuals.ts.fujitsu.com under the
link Industry standard servers.
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Notational conventions

1.10 Notational conventions

The meanings of the symbols used in this manual are as follows:

é Warning

This symbol is used to draw attention to risks which
may represent a health hazard or which may lead
to data loss or damage to the hardware.

i

This symbol is used to highlight important
information and tips.

>

This symbol indicates an action which you must
carry out.

Text in italics

In running text, commands, menu items, and the
names of buttons, options, files and paths are
shown in italics.

<text>

Indicates variables which must be replaced by
current values.

Monospaced font

Output from the system is shown in monospaced
font.

Monospaced font
Bold monospaced font

Commands to be entered at the keyboard are
shown in bold, monospaced font.

[square brackets]

Indicate optional entries.

{braces}

Indicate a list of alternatives separated by “I".

[Keyboard] [symbols]

Keys are shown as they appear on the keyboard. If
uppercase characters are to be entered explicitly,
this is indicated for instance by - for A.

If two keys are to be pressed simultaneously, this
is indicated by a hyphen between the two keyboard
symbols.

Table 2: Notational conventions

If reference is made to passages elsewhere in this manual, the title of the
chapter or section is named and the page number given refers to the start of the

section.

iRMC S2/S3
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2 Logging on to the iIRMC S2/S3 for
the first time

The factory default settings of the iRMC S2/S3 allow you to log in to the
iRMC S2/S83 for the first time without the need for any configuration activities.

2.1 Requirements

On the remote workstation:

— Windows: Internet Explorer as of Version 7.x:
Linux: Mozilla Firefox 3.x.

— For console redirection:
Sun Java Virtual Machine Version 1.5.0_06 or higher.

In your network:
— You must have a DHCP server in your network.

— If you want to log in with a symbolic name rather than an IP address at the
iRMC S2/S3 web interface, the DHCP server in your network must be
configured for dynamic DNS.

— DNS must be configured. Otherwise you must ask for the IP address.
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2.2 iRMC S2/S3 factory defaults

The firmware of the iRMC S2/S3 provides a default administrator ID and a
default DHCP name for the iRMC S2/S3.

Default administrator ID:

Administrator ID: admin
Password: admin

E Both the administrator ID and the password are case-sensitive.

For reasons of security, it is recommended that you create a new
administrator account once you have logged in, and then delete the
default administrator account or at least change the password for the
account (see section "User Management" on page 263).

Default DHCP name of the iRMC S2/S3

The default DHCP name of the iRMC S2/S3 uses the following pattern:
IRMC<SerialNumber>

The serial number corresponds to the last 3 bytes of the MAC address of
the iRMC S2/S3. You can take the MAC address of the iRMC S2/S3 from
the label on your PRIMERGY server.

After you have logged in, the MAC address of the iRMC S2/S3 can be
found as a read-only entry above the fields on the page Network Interface
(see page 239).
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2.3 Logging into the iRMC S2/S3 web interface

» Open a web browser on the remote workstation and enter the DNS name or
IP address of the iRMC S2/S3.

You can take the DNS name of the iRMC S2/S3 from the label on your
PRIMERGY server.

The following login prompt appears:

X

Authentication Required

e A username and password are being requested by http:ff111.11 .11 111, The site says:
“IRMC S2@RX3I00552-iRMC"

User Mame: | admin

Password: | sssss

[ Ok l ’ Cancel

Figure 6: Login prompt for the iRMC S2/S3 web interface

. | If the login prompt does not appear, check the LAN connection (see
section "Testing the LAN interface" on page 47).

» Type in the data for the default administrator account.
User name: admin
Password: admin

» Click OK to confirm your entries.

The iIRMC S2/S3 web interface opens showing the System Information page (see
page 146).
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3  Configuring the iRMC S2/S3

The following tools are available for configuring the iRMC S2/S3:
— BIOS / TrustedCore / UEFI setup utility (see page 44)
— iIRMC S2/S3 web interface (see page 135)

— Server Configuration Manager (see page 347)

This chapter provides you with information about the following topics:

— Configuring the LAN interface of the iRMC S2/S3 using the BIOS /
TrustedCore / UEFI setup utility (see page 44).

— Configuring text console redirection via LAN using the BIOS / TrustedCore /
UEFI setup utility (see page 48).

— Configuring the serial interface of the iRMC S2/S3 using the BIOS /
TrustedCore / UEFI setup utility (see page 57).

— Configuring the iRMC S2/S3 over the web interface (for an overview, see
page 63).

3.1  Configuring the LAN interface of the
iRMC S2/S3

This section describes:

— Requirements for configuring the LAN interface

— Configuring the LAN interface in the BIOS / TrustedCore® / UEFI setup utility
— Testing the LAN interface

"Spanning Tree" tree for the connection of the iIRMC S2/S3 must be
deactivated (e.g. Port Fast=enabled; Fast Forwarding=enabled).
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3.1.1 Prerequisites

Note the following requirements with respect to configuring the IP address:

— The LAN cable must be connected to the correct port. (see section
"Connected to the correct LAN port?" on page 42).

— Interaction between the IP addresses of the iRMC S2/S3 and the system
(see the section "Interaction between the IP addresses of the iRMC S2/S3
and the system" on page 43).

3.1.1.1  Connected to the correct LAN port?

The interface for a LAN connection is provided on an onboard LAN controller
assigned to the iRMC S2/S3 (see also figure 4 on page 27).

Depending on the server type, the system board of a PRIMERGY server
provides two or three LAN interfaces. The ports marked with a wrench symbol
are assigned to the iRMC S2/S3 (in figure 7, for example, these are port 1 and
the top left-hand port).

Check that the LAN cable is connected to the correct port.

Depending on the type of PRIMERGY server, different ports may be
marked with the wrench symbol.

Activity [ﬁlﬁﬂ Activity 100 1000 Activity 100 1000

Dedicated Service / Management LAN

(port exclusively for the (1) Egé Shared LAN

a LAN speed up to 1000 MBit/s f

is available, depending on the
server hardware.) ( ) LAN (port exclusively
for the system)

Figure 7: Ports for the iRMC S2/S3 (indicated by wrench symbol)
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3.1.1.2 Interaction between the IP addresses of the iRMC S2/S3 and the
system

The LAN controller of the PRIMERGY server requires a separate IP address for
the iRMC S2/S3 in order to ensure that data packets are reliably transferred to
the iRMC S2/S3 (and not to the operating system).

The IP address of the iRMC S2/S3 must be different from that of the system
(operating system).

3.1.1.3 Access from a different subnet

If the remote workstation accesses the iRMC S2/S3 of the managed server from
a different subnet and DHCP is not used, you must configure the gateway.

3.1.2 Configuring the LAN interface: Configuration tools

You can configure the iRMC S2/S3’s LAN interface in a number of ways:
Depending on the type of the PRIMERGY server
— using the BIOS / TrustedCore / UEFI setup utility (see page 44),

— IRMC S2/S3 web interface (see section "Network Settings - Configure the
LAN parameters" on page 238),

— using the Server Configuration Manager (see chapter "Configuring
iRMC S2/S83 using the Server Configuration Manager" on page 347).
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3.1.3 Configuring the LAN interface using the BIOS /
TrustedCore / UEFI setup utility

You can configure the iRMC S2/S3’s LAN interface using the BIOS /

TrustedCore / UEFI setup utility:

— Usethe BIOS/ TrustedCore setup utility to configure the LAN interface of the

iRMC S2.

— Use the UEFI (Unified Extensible Firmware Interface) setup utility to
configure the LAN interface of the iRMC S3.

3.1.3.1 Configuring the LAN interface of the iRMC S2 by using the BIOS

| TrustedCore setup utility

m IPv6 addresses are not supported in the BIOS / TrustedCore setup utility.

» Call the BIOS / TrustedCore setup utility of the managed server. Do this by

pressing while the server is booting.

» Call the LAN parameter configuration menu:

— BIOS: Advanced — IPMI — LAN Settings

— TrustedCore: Server — IPMI — LAN Settings

Systen Comsole

Server

LAN Settings

Iten Specific Help

Enab ledl
Service LAN Port: [Servicel
DHCP : [Disabledl
Local IP Address: [172.025.089.1191

Subnet Mask: [255.255.255.1281
Gateway Address: [172.025.089.0011

A LAN based
conmunication interface
between a remote systen
and the local iRMC
(integrated Remote
Management Controller).
It is used for Console
Redirection(text and
graphical) and for
transferring e.g. power
managenent commands from
the remote system to the
iRMC wvia LAN.

F1 11 —r+
Esc 3 Enter

F3
F10

Figure 8: LAN Settings menu (shown here for the TrustedCore setup utility)
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Configuring the LAN interface of the iRMC S2/S3

Configure the following settings:

Service LAN
Set the value to Enabled.

Service LAN Port
The Service setting is recommended.

The Service setting is mandatory for the Type TX150 S6
PRIMERGY server.

DHCP
If you enable DHCP, the iRMC S2 gets its LAN settings autonomously
from a DHCP server on the network. In this case, the values for Local
IP Address, Subnet Mask, etc. are set automatically.

Do not activate the DHCP option if no DHCP server is
available. If you activate the DHCP option and there is no
DHCP server available, the iRMC S2 goes into a search loop
(i.e. it constantly searches for a DHCP server).You can specify
that the DHCP and DNS services are to be used after initial
installation, using the iRMC S2 web interface, for instance (see
section "DNS Configuration - Configuring DNS for the

iRMC S2/S3" on page 249).

By default, the following name is passed to the DHCP server
on initial installation of the iRMC S3:

iRMC<last 3 bytes of the MAC address>.

Local IP Address
Enter the IP address you have determined for the iRMC S2 of the
managed system.

Subnet Mask
Enter the subnet mask for the network. the iRMC S2 is connected to.

Gateway Address
Specify the IP address of the gateway of the network the iRMC S2 is
connected to.

Save the settings.
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» If you want to use console redirection on the iRMC S2 continue with section
"Configuring text console redirection for the iIRMC S2" on page 49.

If you do not want to use text console redirection on the iRMC S2, exit the
BIOS/TrustedCore setup and continue with the next section "Testing the LAN
interface".

3.1.3.2 Configuring the LAN interface of the iRMC S3 by using the UEFI
setup Utility

» Call the UEFI setup utility of the managed server. Do this by pressing
while the server is booting.

» Call the iRMC LAN parameter configuration menu:

Server Mgmt — iRMC LAN Parameters Configuration

p Utility - Ci

[Enabled]

Figure 9: iRMC LAN Parameters Configuration Menu
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» Configure the following settings:

Management LAN
Set the value to Enabled.

Management LAN Port
The Management setting is recommended.

For details on configuring the remaining settings see section

E "Network Settings - Configure the LAN parameters" on page 238
and/or refer to the manual "BIOS (Aptio) Setup Utility" manual
corresponding to your server.

» Save the settings.

» If you want to use console redirection on the iRMC S3, continue with section
"Configuring text console redirection for the iRMC S3" on page 53.

If you do not want to use text console redirection on the iRMC S3, exit the
UEFI setup and continue with the next section "Testing the LAN interface".

3.1.4 Testing the LAN interface

You can test the LAN interface as follows:

» Use a web browser to attempt to log into the iIRMC S2/S3 web interface. If
no login prompt appears, it is probable that the LAN interface is not working.

» Test the connection to the iIRMC S2/S3 with a ping command.
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3.2 Configuring text console redirection via
LAN using the BIOS / TrustedCore / UEFI
setup utility

Text console redirection will be available depending on the configuration of text

console redirection and on the operating system of the server

— either for the duration of the BIOS POST phase only or

— beyond the BIOS POST phase while the operating system is running.

This section describes:

— Configuration of text console redirection via LAN using the BIOS /
TrustedCore setup utility (for iRMC S2)

— Configuration of text console redirection via LAN using the UEFI setup utility
(for iRMC S3)

— Special requirements of the operating system used that you need to take
account of if you also want to use console redirection while the operating
system is running.

You can also configure text console redirection via LAN using the
iRMC S2/S3 web interface (see section "BIOS Text Console - Configure
and start text console redirection" on page 292).
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3.2.1 Configuring text console redirection for the

iRMC S2

» Call the BIOS / TrustedCore setup utility of the managed server. Do this by

pressing while the server is booting.

Settings in the Peripheral Configuration menu
» Call the Peripheral Configuration menu:

Advanced — Peripheral Configuration

Systen Console

Peripheral Configuration

Item Specific Help

Serial 1: [Enabled] Selects which device
Serial 1 Address: [3FB-IRQ] 41 uses the shared serial
(i RMC]] port.
USE Fromt: [Enabled]
USE Rear: [Enabled]
USB Devices: [Alll
LAN Controller: [LAN 1 & 21
LAN 1 Opron: [PXE]
LaN 2 Opron: [Disabled]l
F1 i —r+ F9
Esc > Enter F10

Figure 10: Peripheral Configuration menu (as it appears in the TrustedCore setup utility)

» Configure the following settings:

Serial 1

Set the value to Enabled.

Serial 1 Address

Accept the first value pair proposed.

Serial Multiplexer

Set the value to iRMC.

iRMC S2/S3
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Settings in the Console Redirection menu

>

>

Call the Console Redirection menu:
Server — Console Redirection

The appearance of the Console Direction menu varies depending on
the setup utility (BIOS or TrustedCore) you are using.

Make the following settings in the BIOS setup utility:

Console Redirection:

Figure 11: Console Redirection menu (as it appears in the BIOS setup utility)

Console Redirection
Set the value to Enabled.

Port
Set the value to Serial 1.

Baud Rate
Specify the baud rate.

Protocol
Leave this setting unchanged. (The setting depends on the terminal
type used.)

Flow Control
Leave this setting unchanged. (The setting depends on the terminal
type used.)
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Mode
This setting affects the behavior of console redirection while the
operating system is running (after the POST phase has completed) -
see section "Using console redirection while the operating system is
running" on page 55:

Standard
Console redirection is terminated after the BIOS POST phase.

Enhanced
Console redirection continues to be available after the BIOS

POST phase.

» Make the following settings in the TrustedCore setup utility:

System Console

Server

Console Redirectiom Item Specific Help

(lin—-board COM A If enabled, it will

Baud Rate [96001 use a port on the
Console Type [VT100+] motherboard .
Flow Control [CTS-RT31

Continue C.R. after POST: [Dnl

F1 T —/+ F9
Esc L Enter F10

Figure 12: Console Redirection menu (as it appears in the TrustedCore setup utility)

Com Port Address
Set the value to On-board COM A.

Baud Rate
Specify the baud rate.

Console Type
Leave this setting unchanged. (The setting depends on the terminal

type used.)
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Flow Control

The setting depends on the terminal type used. The settings must be
the same on both terminal and managed server.

Continue C.R. after POST:
This setting affects the behavior of console redirection while the
operating system is running (after the POST phase has completed) -
see section "Using console redirection while the operating system is
running" on page 55:

off

Console redirection is terminated after the BIOS POST phase.

On
Console redirection continues to be available after the BIOS

POST phase.
Exiting the BIOS / TrustedCore setup utility
» Save your settings and exit the BIOS/TrustedCore setup utility.

» Continue with section "Testing the LAN interface" on page 47.
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3.2.2 Configuring text console redirection for the
iRMC S3

» Call the UEFI setup utility of the managed server. Do this by pressing
while the server is booting.

» Call the Server Mgmt menu:

Aptio Setup Utility - Copyright (C) 2011 Americar

Serial Multip

i console fedirection

Figure 13: Server Mgmt Menu

» Make the following settings:

Serial Multiplexer
Set the value to iRMCS3.

iRMC S2/S3
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» Call the Console Redirection menu:

e Redirection:

Figure 14: Console Redirection menu
Make the following settings in the Console Redirection menu:

Console Redirection
Set the value to Serial 1. In this case, the terminal uses the first serial

interface.

Baud Rate
Specify the baud rate.

Protocol
Leave this setting unchanged. (The setting depends on the terminal

type used.)

Flow Control
The setting depends on the terminal type used. The settings must be
the same on both terminal and managed server.

Exiting the UEFI setup utility

>

>

Save your settings and exit the UEFI setup utility.

Continue with section "Testing the LAN interface" on page 47.
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3.2.3 Using console redirection while the operating
system is running

Depending on the operating system used on the managed server, you can
continue to use console redirection after the BIOS POST phase.

DOS

The BIOS setting for console redirection mode must be set as follows (see
section "Settings in the Console Redirection menu" on page 50):

— BIOS setup utility: Mode: Enhanced
— TrustedCore setup utility: Continue C.R. after POST: On

Windows Server 2003 / 2008

If activated during Windows installation, console redirection is thereby
automatically configured.

If console redirection is activated after Windows installation has
completed, you must configure console redirection manually.

Windows Server 2003 /2008 handles console redirection automatically after the
POST phase. No further settings are necessary. While the operating system is
booting, the Windows Server 2003 SAC console is transferred:

&8 140.100.100.231 RX200-52-1 [SP 140.100.100.231:23]

Computer iz booting. SAC started and initialized.

Use the "ch —7" command for information about using channels.
Uze the "7" command for general help.

SAC>
EUENT: The CHD command iz now available.
sac>il

Figure 15: Windows Server 2003 SAC console
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Linux

You must configure a Linux operating system in such a way that it handles
console redirection after the POST phase. Once it has been configured, you
have unrestricted access from the remote workstation.

Settings required
The settings may differ between program versions.

SuSe and RedHat
Add the following line to the end of the file /etc/inittab:

xx:12345:respawn:/sbin/agetty <baud-rate> ttySO

RedHat
Insert the following kernel boot parameter in the file /etc/grub.conf:

console=ttyS0O,<baud-rate> console=tty0

SuSE
Insert the following kernel boot parameter in the file /boot/grub/menu.lst

console=ttyS0,<baud-rate> console=tty0
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3.3 Configuring and using the serial interface
of the iRMC S2/S3

The serial interface of the iRMC S2/S3 offers you the following possibilities:

— You can use the terminal application Remote Manager (Serial) over a null
modem cable (see section "Using the Remote Manager (Serial) interface"
on page 62).

— Inthe case of an iRMC S2, you can forward alerts via modem. You can
configure alerting via modem using the web interface of the iRMC S2 (see
section "Serial / Modem Alerting - Configure alerting via modem" on
page 255).
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3.3.1

Configuring the serial interface of the iRMC S2

» Call the BIOS / TrustedCore setup utility of the managed server. Do this by

pressing while the server is booting.

» Call the Peripheral Configuration menu to configure the serial port:

Advanced — Peripheral Configuration

Systen Console

Peripheral Configuration

Item Specific Help

Serial 1: [Enabled] Selects which device
Serial 1 Address: [3FB-IRQ 41 uses the shared serial
i RMC]} port.
USB Fromt: [Enabled]
USB Rear: [Enabled]
USE Devices: [Alll
LAN Controller: [LAN 1 & 21
LaN 1 Opron: [PXE]
LaN 2 Opron: [Disabled]l
F1 11 —r+ F9
Esc > Enter F10

Figure 16: Peripheral Configuration menu (as it appears in the TrustedCore setup utility)

» Configure the following settings:

Serial 1

Set the value to Enabled.

Serial 1 Address

Accept the first value pair proposed.

Serial Multiplexer

Set the value to iRMC.
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Configuring and using the serial interface of the iRMC S2/S3

The following values are not shown in the menu and are preset (see
page 62, “Terminal program (VT100+)"):

Bits per second

9600

Data bits
8

Farity
None.

Stop bits
1

Flow Control
None
Exiting the BIOS / TrustedCore setup utility
» Save your settings and exit the BIOS/TrustedCore setup utility.

» Continue with section "Testing the LAN interface" on page 47.
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3.3.2 Configuring the serial interface using of the
iRMC S3

» Call the UEFI setup utility of the managed server. Do this by pressing
while the server is booting.

» Call the Server Mgmt menu:

Aption Setup Utility - Copyri 2011 American

Figure 17: Server Mgmt menu

» Configure the following settings:

Serial Multiplexer
Set the value to iRMCS3.

» Call the Serial Port 1 Configuration menu to configure the serial port:

Advanced — Super 10 Configuration — Serial Port 1 Configuration:
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io Setup Utility - Copyri 1 American Meg:

serial Port [Enabled]

Figure 18: Serial Port 1 Configuration menu

» Configure the following settings:

Serial Port
Set the value to Enabled.

Device Settings
Displays the base 1/O address and the interrupt used to access the
corresponding serial port, e.g. |I0=3F8h; IRQ=4.

Accept the value pair proposed.

The following values are not shown in the menu and are preset (see
page 62, “Terminal program (VT100+)"):

Bits per second
9600

Data bits
8

FParity
None.

Stop bits
1
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Flow Control
None

Exiting the UEFI setup utility
» Save your settings and exit the UEFI setup utility.

» Continue with section "Testing the LAN interface" on page 47.

3.3.3 Using the Remote Manager (Serial) interface

If you connect a computer over a null modem cable and start a terminal program
(VT100+) on this computer, you can access the Remote Manager (Serial)
terminal program. The Remote Manager (Serial) interface is identical to the
Remote Manager interface (see chapter "iRMC S2/S3 via Telnet/SSH (Remote
Manager)" on page 321).

Prerequisites

On the managed server:
The Serial Multiplexer BIOS setting must be configured on the iRMC (see
section "Configuring the serial interface of the iRMC S2" on page 58).

Terminal program (VT100+):
Configure the following port settings for the terminal program:

Bits per second
Set the value to 9600.

Data bits
Set the value to 8.

Farity
Set the value to None.

Stop bits
Set the value to I.

Flow Control
Set the value to None.
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3.4 Configuring the iRMC S2/S3 over the
iIRMC S2/S3 web interface

» Start the IRMC S2/S3 web interface (see section "Logging into the
iRMC S2/S3 web interface" on page 136).

3.4.1 Configuring the LAN parameters

» In the navigation area, click Network Settings (see section "Network Settings
- Configure the LAN parameters" on page 238).

Configuring the LAN settings

» Configure the LAN settings on the Network Interface page. See the section
"Network Interface Settings - Configure Ethernet settings on the iRMC
S2/S3" on page 239 for the settings required.

Configuring ports and network services

» Configure the ports and network services on the Ports and Network Services
page. See the section "Ports and Network Services - Configuring ports and
network services" on page 245 for the settings required.

Configuring DHCP/DNS (Dynamic DNS)

» Configure the DHCP and DNS settings in the DNS Configuration page. See
the section "DNS Configuration - Configuring DNS for the iRMC S2/S3" on
page 249 for the settings required.
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3.4.2 Configuring alerting

The pages for configuring alerting are grouped in the navigation area under
Alerting (see section "Alerting - Configure alerting" on page 253).

Configuring alert forwarding over SNMP
» In the navigation area, click SNMP Traps. The SNMP Traps page appears.

» Configure SNMP trap forwarding. See the section "SNMP Trap Alerting -
Configure SNMP trap alerting" on page 254 for the settings required.

Configuring alert forwarding to a mobile phone via modem
(only with the iRMC S2)

» Inthe navigation area, click Serial / Modem. The Serial / Modem Alerting page
appears.

» Configure alert forwarding via modem. See the section "Serial / Modem
Alerting - Configure alerting via modem" on page 255 for the settings
required.

Configuring email notification (email alerting)

» In the navigation area, click Email. The Email Alerting page appears.

» Configure email alerting. See the section "Email Alerting - Configure email
alerting" on page 257 for the settings required.

3.4.3 Configuring text console redirection

» Configure text console redirection in the BIOS Text Console window. See the
section "BIOS Text Console - Configure and start text console redirection”
on page 292 for the settings required.
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4 User management for the
iRMC S2/S3

User management for the iRMC S2/S3 uses two different types of user
identifications:

— Local user identifications are stored locally in the iRMC S2/S3’s non-
volatile storage and are managed via the iRMC S2/S3 user interfaces.

— Global user identifications are stored in the central data store of a
directory service and are managed via this directory service’s interfaces.

The following directory services are currently supported for global
iRMC S2/S3 user management:

Microsoft® Active Directory
Novell® eDirectory
OpenLDAP

OpenDS

This chapter provides information on the following topics:

— User management concept for the iRMC S2/S3
— User permissions
— Local user management on the iRMC S2/S3

For detailed information on the global user management using the
individual directory services, please refer to the "User Management in
ServerView" manual.
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Concept

4.1 User management concept for the
iIRMC S2/S3

User management for the iRMC S2/S3 permits the parallel administration of
local and global user identifications.

When validating the authentication data (user name, password) which users
enter when logging in to one of the iRMC S2/S3 interfaces, iRMC S2/S3
proceeds as follows (see also figure 19 on page 67):

1. The iRMC S2/S3 compares the user name and password with the locally
stored user identifications:

e If the user is authenticated successfully by iRMC S2/S3 (user name and
password are valid) then the user can log in.

e Otherwise, the IRMC S2/S3 continues the verification with step 2.

2. The iRMC S2/S3 authenticates itself at the directory service via LDAP with
a user name and password, determines the user rights by means of an
LDAP query and checks whether the user is authorized to work with these
at the iRMC S2/S3.
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iRMC S2/S3 web Serial
interface SSH Teln.et interface
Login Login Login Login
SSL SSH

\

User name, password

\

SSL SSH

iRMC S2/S3

| local user identifications |

SSL
‘<User name, passwoD
SSL

LDAP login Directory service

| Global user identifications

Bild 19: Login authentication via the iRMC S2/S3

Although optional, the use of SSL for the LDAP connection between the

E iRMC S2/S3 and directory service is recommended. An SSL-secured
LDAP connection between iRMC S2/S3 and the directory service
guarantees secure data exchange, and in particular the secure transfer
of the user name and password data.

SSL login via the iIRMC S2/S3 web interface is only required if LDAP is
active (LDAP enable option, see page 274).
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4.2 User permissions

The iIRMC S2/S3 distinguishes between two mutually complementary types of

user permissions:

— Channel-specific privileges (via assignment to channel-specific permission
groups)

— Permissions to use special iRMC S2/S3 functions

The privileges and permissions required for the use of the individual
iRMC S2/S3 functions are described

— for the iRMC S2/S3-web interface, on page 138,

— for the Remote Manager, on page 330.

Channel-specific privileges (channel-specific permission groups)

The iRMC S2/S3 assigns each user identification to one of the following four
channel-specific permission groups:

— users

— Operator

— Administrator
- OEM

Since iIRMC S2/S3 assigns these permissions on a channel-specific basis,
users can have different permissions, depending on whether they access the
iRMC S2/S3 over the LAN interface or the serial interface.

The scope of permissions granted increases from User (lowest permission level)
through Operator and Administrator up to OEM (highest permission level).

The permission groups correspond to the IPMI privilege level. Certain
permissions (e.g. for Power Management) are associated with these
groups or privilege levels.
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Permissions to use special iRMC S2/S3 functions

In addition to the channel-specific permissions, you can also individually assign
users the following permissions:

— Configure User Accounts
Permission to configure local user identifications

— Configure iRMC S2/S3 Settings
Permission to configure the iRMC S2/S3 settings.

— Video Redirection Enabled
Permission to use Advanced Video Redirection (AVR) in “View Only” and
“Full Control” mode

Remote Storage Enabled
Permission to use the Remote Storage functionality

Preconfigured user ID

The firmware of the iIRMC S2/S3 provides a default administrator ID for the
iRMC S2/S3 which possesses all permissions:

Administrator ID: admin
Password: admin

Both the administrator ID and the password are case-sensitive in the
case of local users.

It is urgently recommended that you create a new administrator account
as soon as possible once you have logged in, and then delete the default
administrator account or at least change the password for the account
(see section "User Management" on page 263).
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4.3 Local user management for the iRMC S2/S3

The iIRMC S2/S3 possesses its own local user management. Up to 16 users to
be configured with passwords and be assigned various rights depending on the
user groups they belong to. The user identifications are stored in the

iRMC S2/S3’s local, non-volatile storage.

The following options are available for user management on the iRMC S2/S3:
— User management via the web interface

— User management via the Server Configuration Manager

4.3.1 Local user management using the
iRMC S2/S3 web interface

User management on the iRMC S2/S3 requires Configure User Accounts
permission.

You can view a list of configured users under the web interface. You can also
configure new users, change the configuration of existing users and remove
users from the list.

» Start the IRMC S2/S3 web interface (see section "Logging into the
iRMC S2/S3 web interface" on page 136).

Showing the list of configured users
» Inthe navigation area, click the User Management - iRMC S2/S3 User function.

The User Management page opens containing a list of configured users (see
page 264). Here, you can delete users and call the page for configuring new
users.

This page is described in section "User Management" on page 263.
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Configuring new users
» On the User Management page, click the New User button.

The New User Configuration page opens. This page allows you to configure
the basic settings for the new user. This page is described in section "New
User Configuration - Configuring a new user" on page 265.

Modifying the configuration of a user

» On the User Management page, click the name of the user whose
configuration parameters you want to change.

The User “<name>" Configuration page opens showing the settings for the
selected user. Here, you can change the configuration parameters for the
new user. This page is described in section "User “<name>” Configuration -
User configuration (details)" on page 266.

Deleting users

» On the User Management page, click on the Delete button in the same line as
the user to be deleted.

4.3.2 Local user management via the Server
Configuration Manager

E Prerequisite:

The current ServerView agents must be installed on the managed server.

User management on the iRMC S2/S3 requires Configure User Accounts
permission.

User management via the Server Configuration Manager largely conforms to
user management using the iRMC S2/S3 web interface.

In chapter "Configuring iRMC S2/S3 using the Server Configuration Manager"
on page 347 is described how to start the Server Configuration Manager.

For details on the individual Configuration Manager dialogs, please refer to the
online help of the Server Configuration Manager.
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4.3.3 SSHv2 public key authentication for iRMC S2/S3
users

In addition to authentication by means of a user name and password, the
iRMC S2/S3 also supports SSHv2-based public key authentication using pairs
of public and private keys for local users. To implement SSHv2 public key
authentication, the SSHv2 key of an iIRMC S2/S3 user is uploaded to the
iRMC S2/S3 and the iRMC S2/S3 user uses their private key with the program
PuTTY or the OpenSSH client program ssh, for example.

The iRMC S2/S3 supports the following types of public keys:

— S8SH DSS (minimum requirement)
— SSH RSA (recommended)

The public SSHv2 keys that you upload to the iRMC S2/S3 can be available
either in RFC4716 format or in OpenSSH format (see page 84).

Public key authentication

In outline, public key authentication of a user on the iRMC S2/S3 happens as
follows:

The user who wishes to log into the iRMC S2/S3 creates the key pair:
— The private key is read-protected and remains on the user's computer.
— The user (or administrator) uploads the public key to the iRMC S2/S3.

If the configuration allows this, the user can now log into the iRMC S2/S3
extremely securely and without the need to enter a password. The user is only
responsible for keeping their private key secret.

The following steps are necessary to set up private key authentication. They are
described in the subsequent sections:

1. Creating the public and private SSHv2 keys with the program PuTTYgen or
ssh-keygen and saving them in separate files (see page 73).

2. Loading the public SSHv2 key onto the iIRMC S2/S3 from a file
(see page 77).

3. Configuring the program PuTTY or ssh for SSHv2 access to the iRMC S2/S3
(see page 79).
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4.3.3.1 reating public and private SSHv2 keys

You can create public and private SSHv2 keys

— with the program PuTTYgen or

— with the OpenSSH client program ssh-keygen.

Creating the public and private SSHv2 keys with PuTTYgen

Proceed as follows:

» Start PuTTYgen on your Windows computer.

The following window appears when PuTTYgen is started:

Z PulTY Key Generator,

File kKev Conversions Help

(=
Mo key.

Actionz

Generate a public/private key pair
Load an existing private key file

Save the generated key

Parameters

Type of key to generate:

Murnber of bitz in a generated key:

() 55H-1 [R5A] (3) 55H-2 BS54

Generate

() 55H-2 D54
1024

Bild 20: PuTTYgen: Creating new private and public SSHv2 keys

generation of the keys.

Under Parameters, select the key type SSH-2RSA and click Generate to start

The progress of the generation operation is then displayed under Key (see

figure 21 on page 74).
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& PuTTY Key Generator

File Kkey Conversions Help

Key
Fleaze generate zome randomness by moving the mouse over the blank area.

[lllll ]

Bild 21: PuTTYgen: Creating a new key pair (progress bar).

» Move the mouse pointer over the blank area of the progress display to
increase the randomness of the generated keys.

When the keys have been generated, PuTTYgen displays the key and the
fingerprint of the public SSHv2 key:

& PuTTY Key Generator

File Key Conversions Help

Fey
Public key for pasting into Open3SH authorized_keys file:

ssh-rsa

SAAARINzaCT po2EALALRIDALAIE ALY kel KoCbhREBIDOOEX Qival swRNODM
AzHBIC i 2p2+344./kgE 299k CET LViZ0u] plLAwCWID PV CHesFUY 4R w/wk G 3hgp
n9mG THS zZIME4M 0 s gunnF23mT Flh+s 13N n5229g wd SrvuurSiwp/aqDIL/ Pj28E =
rza-kep-20090807

Key fingerprink: (ssh-lsa 1024 Bd: 20:07:7d: c4:ba:47:68:30:(2:c4: alch: 0o 7743 )

Key comment: rza-key-20090807
Key pazzphrase:

Confirm paszphrasze:

Achions

Generate a public/private key pair
Load an existing private key file Load

Save the generated key q Save public key ] ’ Save private key D
Parameters

Type of key to generate:

() 55H-1 [RE4) () 55H-2 BS54 () 55H-2 D5A

Mumber of bits in a generated key: 1024

Bild 22: PuTTYgen: Creating a new private SSHv2 key (progress bar).

» Click Save public key to save the public SSHv2 key to a file. You can upload
the public key to the iRMC S2/S3 from this file (see page 77).

» Click Save private key to save the private SSHv2 key to a file for use with
PuTTY (see page 79).
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Creating the public and private SSHv2 keys with ssh-keygen

If it is not already pre-installed in the Linux distribution you are using, you
can obtain OpenSSH from hstp://www.openssh.org.

You will find a detailed description of the operands in the OpenSSH
OpenSSH manual pages under http://www.openssh.org/manual. html

Proceed as follows:
» Call ssh-keygen to generate an RSA key pair:

ssh—keygen -t rsa

ssh-keygen logs the progress of the key generation operation. ssh-keygen
queries the user for the file name under which the private key is to be stored
and for the passphrase for the private key. ssh-keygen stores the resulting
private and public SSHv2 keys in separate files and displays the fingerprint
of the public key.

Example: Generating an RSA key pair with ssh -keygen

$HOME/benutzerl ssh—keygen -t rsa

Generating public/private rsa key pair.
Enter file in which to save the key
($HOME/benutzerl/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again: __1_____
Your identification has been saved in
$HOME/benutzerl/.ssh/id_rsa.
Your public key has been saved in
$HOME /benutzerl/.ssh/id_rsa.pub.
The key fingerprint is:
ee:99:d7:ac:8f:8e:c7:2f:2c:9b:81:80:3F:84:28:7d —
benutzerl@mycomp

@® @ O
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Explanation:

1.

ssh-keygen requests the file name under which the SSHv2 key is to be
saved. If you press to confirm without entering a file name,
ssh-keygen uses the default file name id_rsa.

. ssh-keygen requests you to enter a passphrase (and to confirm it) that

is used to encrypt the private key. If you press to confirm
without entering a passphrase, ssh-keygen does not use a passphrase.

ssh-keygen informs the user that the newly generated private SSHv2
key has been saved in the file /.ssh/id_rsa.

ssh-keygen informs the user that the newly generated public SSHv2
key has been saved in the file /.ssh/id_rsa.pub.

. ssh-keygen displays the fingerprint of the public SSHv2 key and the

local login to which the public key belongs.
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4.3.3.2 Loading the public SSHv2 key onto the iRMC S2/S3 from a file

Proceed as follows:

» Underthe iRMC S2/S3 web interface, open the detailed view for the required
browser (in this case user3) iRMC S2/S3 User Management page:

S Serverliew

™ peizch | * A%Z
—-——>53::i..

PRIMERGY RX300 S6 ServerView® Remote Management iRMC 52 Web Server
R
A

iRMC S2 User Information

ystem Information
MC 52 User Enabled:

| Power Management Name: admin

[# Power Consumption Password:

[l Sensors
Corfirm Password:

 EventLog
g SerieMangement Description: | User 02 Deseription
1 Network Settings [teriioh i

User Shell [Text Access): | Remote Manager |
IRMC 2 Usar i
- LDAP Confi
ok CAS:EoRflgurationy Privileges and Permissions
[ Consale i
Video Redirection (IWS) LAN Charnel Privilege: | DEM v
~Remote Starage Serial Channel Privilage: | OEM [
- Text Console (SOL)
~iRMC 52 S5H Access Configure User Accourts:
iRME 52 Telnet Access Corfigure IRMC 52 Settings
Videa Redirection Enabled
Eogeut Remate Storage Enabled: (1 )

Refresh

_ ] Apply
User SSHvZ public key upload from file ({there is no key assigned to this user) \
A

S55Hw2 Public Keyfile: F \w-haoliehMy Documentsh) SSH key.txt ! ,
N Upload _

Email Configuration

Email Enabled:
hdzil Format
Preferad Mail Server

Email Address:

Temperature Sensors: |
Systam Hang: ||

Fan Sensors: |

Critical Hardwars Errors: |

FOST Errers: | v| Security:
System Status: NND"\e Vl Disk DOrivers & Contrallers:
Network Interface: | Warning | Remote Management:

System Powwer: | Warning (% | Memary:
Other: | None  w |

Apply | ==t I v

Bild 23: iRMC S2/S3 web interface: Loading the public SSHv2 key onto the iRMC S2/S3

» Click Browse in the group User SSHv2 public key upload from file (1) and
navigate to the file containing the required public key (2).
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» Click Upload to load the public key onto the iRMC S2/S3.

After the key has been successfully uploaded, the iRMC S2/S3 displays the
key fingerprint in the group User SSHv2 public key upload from file:

User SSHv2 public key upload from file

Key fingerprint: RS 1023 ee 99:d7:0:0F BeicT 2F:20:9b:8 1 9030 84:28:7d
S5Hv2 Publi ey file roWEE.. ]
Mrload

Keyp fingerprint:|[RSA([1023 e :99:d7:ac:8f :8e:c7:2f:2¢:9b:81:80:31.84:28:7d

Key type Key length MD5 fingerprint of the saved key

Bild 24: Display of the key fingerprint

. | Forreasons of security, make sure that the fingerprint shown here
matches that shown in PuTTYgen (see figure 22 on page 74) under

Key fingerprint.
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4.3.3.3 Configuring PUuTTY and the OpenSSH client for using the public
SSHv2 key

Configuring PuTTY for using the public SSHv2 key

The PuTTY program allows you to set up a public-key-authenticated connection
to the iRMC S2/S3 and log in either under your user name or using the auto-
login mechanism. PuTTY handles the authentication protocol automatically on
the basis of the public/private SSHv2 key pair previously generated.

Proceed as follows:
» Start PuTTY on your Windows computer.

The following window appears when PuTTY is started:

25 PullTY, Configuration

Categom:
(=) Sessioh A Basic options for your PUTTY session
L.Dgglng Specify pour connection by host name or IP addiess
(= Terminal Host N 1P add o
Keyboard ogt Hame [or IP address) Port:
Bell
Featuras Praotacal:
- Window (O Baw O Telnet (O Rlogn () S5H
A
Bppea.rance Load, save or delete a stored session
ehaviour
Translation Saved Sessions
Selection TH300-55
Colours :
Default Settings
=) Connection T¢12052
Framy Tx200-54
Rilagin ]
=-55H
Kex Close window on exit:
i;‘:h O dways O Never (3 Only on clean evit
Tunnels A
[ About ] [ Help ] [ Open l ’ LCancel ]

Bild 25: PuTTY: Selecting and loading an SSH session

» Select a saved SSH session or create a new SSH session for the
iRMC S2/S3 for which you want to use the SSHv2 key.
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» Click Load to load the selected SSH session.

» Choose SSH - Auth to configure the SSH authentication options.

This opens the following window:

X PuTTY Configuration

Category:
(= Session ~ Basic options for your PuTTY session
L.ogglng Specify pour connection by host name or [P address
= Terminal
Host Hame [or I address) Fort
Keyboard
Bel | 172.25.250.200 ||22 |
Features Pratocal:
= Window OBaw  Olelnet  OPRlogn () 55H
A
PREarance Load. save or delete a stored zession
Biehaviour
Translation Saved Sessions
Selection |Tx300-35 |
Colours ;
Default Settings
= Connection [ﬂ
Data Carrs
o)
Rlogin
=- 55H /
Kex . .
Cloze window on exit:
= O dlways O MNever (& Only on clean exit
Tunnels ¥
[ About ] [ Help ] [ Open ] [ LCancel

l

Bild 26: PuTTY: Loading an SSH session

This opens the following window (see figure 27 on page 81).
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2% PulTY Configuration

Category:
(=) Sezsion ~ Options controling S5H authentication
o1 L.oglgmg Authentication methods
e'?gjboa[ ’ [ Attempt TIS or CryptoCard auth [S5H-1)
Bell Atternpt "keyboard-interactive” auth [SSH-2)
Wi Zeatures Authentication parameters
= InAEvp\learance [ &llow agent forwarding
Behaviour [ Allow attempted changes of usemame in S5H-2
Translation Private key file for authentication:
Selection CF.\v-hoIie\My documentstd S5H ey priv) | Browse... )
Colours
[=)- Connection
Data
Prozy
Telnet
Rlogin
= 55H
=
®11
Tunnels v
’ About ] [ Help ] [ Open ] ’ Cancel ]

Bild 27: Configuring the SSH authentication options

» Select the file containing the private key that you want to use with the
iRMC S2/S8.

Please note:

At this point, you require the private key (see page 74) and not the
public key that you loaded onto the iRMC S2/S3.
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Under Connection - Data, you can additionally specify a user name for
automatic login onto the iRMC S2/S3.

£ PuTTY Configuration

Categony:
= Session ~ Data to send to the server
o1 Lloglglng Login detailz
emina
Keyboard tho-login ugemnanms admin )
Bel
Features
(= Windaw Terminal-type string wkerm
Appearance .
Bzﬁaviour Teminal speeds 38400,33400
Tranhslation

Selection
Colours Yariable Add

[=- Connection

Prozy

Telnet

Filagin

=- S5H

Fex
Auth
=11
Tunnelz e

Terminal details

Environment wariables

[ About ] [ Help ] [ Open l [ Cancel ]

Bild 28: PuTTY: Specifying the user name for automatically logging into the iRMC
S2/S3

Configuring the OpenSSH client program ssh for using the public SSHv2
key

You establish an SSHv2-protected connection to the iRMC S2/S3 using the
OpenSSH client program ssh. You can log in either under your current local login
or under a different login.

The login must have been configured as a local login on the iRMC S2/S3
and the associated SSHv2 key must have been loaded on the
iRMC S2/S3.

ssh reads its configuration options in order from the following sources:
1. Command line arguments that you specify when calling ssh:

2. User-specific configuration file (SHOME/.ssh/config)
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Although this file contains no security-critical information, read/write
permission should only be granted to the owner. Access should be
denied to all other users.

3. System-wide configuration file (/etc/ssh/ssh_config)
This file contains default values for configuration parameters
— if there is no user-specific configuration file or

— if the relevant parameters are not specified in the user-specific
configuration file.

The value found first applies for each option.

You will find detailed information on the configuration of ssk and on its
operands on the manual pages for OpenSSH under

http://www.openssh.org/manual.html
Proceed as follows:
» Start ssh, to log in to the iRMC S2/S3 under SSHv2-authentication:
ssh =1 [<user>] <iRMC_S2/S3>
or
ssh [<user>@]<iRMC_S2/S3>

<user>
User name under which you want to log into the iRMC S2/S3. If you
do not specify <user>, ssh uses the user name under which you are
logged into your local computer to log you in to iRMC S2/S3.

<iRMC_S2/S3>
iRMC S2/S3 name or IP address of the iRMC S2/S3 you want to log
into.

Example: SSHv2-authenticated login on the iRMC S2/S3

For the following ssh- call, it is assumed that ssh-keygen has been used to
generate a public/private RSA key pair as described under "Example:
Generating an RSA key pair with ssh -keygen" on page 75 and that the
public key Userl/.ssh/id_rsa.pub has been loaded onto the iRMC S2/S3 for an
iRMC S2/S3 user user4 (see page 77).

You can then log in from your local computer under SHOME/User1 as follows
on the iIRMC S2 "RX100_S52-iRMC" using the login user4:
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ssh user4@RX100_S52-1RMC

4.3.3.4 Example: Public SSHv2 key

The following shows the same public SSHv2 key in both RFC4716 format and
in OpenSSH format.

Public SSHv2 key in RFC4716 format

———— BEGIN SSH2 PUBLIC KEY ————

Comment: "rsa—key—-20090401"
AAAAB3NzaClyc2EAAAABJQAAAIBScBsgPI9B74qNa9+w8Ccv3kDVVu2boKCGLV4hx
vo+AUFrF6sYdGey1QQ7MkwSeax3NmoZBkvkRONWNFZSqxkPCkd//LyUi19US5/9Ar
IxJThXUz1PPVzuBtPaRB7+bISTIVMUorNwrcN48b6AA0YBhKCA4AOtOP10Gs fc+F
pGJ2iw==

———— END SSH2 PUBLIC KEY ——-

Public SSHv2 key in OpenSSH format

ssh-rsa
AAAAB3NzaClyc2EAAAABJIQAAAIBScBsgP9B74qNa9+w8Ccv3kDVVu2hoKCGLv4hx
v6+AUFrF6sYdGey1QQ7MkwSeax3NmoZBkvkRINNTZSqgxkPCkd//LyUi19US5/9Ar
IxJThXUz1PPVzuBtPaRB7+bISTJIVMUorNwrcN48b6AA0YBhKCA4AOtOP10Gws fc+F
pGJ2iw== rsa—-key—20090401
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5 Advanced Video Redirection
(AVR)

A valid license key is required to use the Advanced Video Redirection
function.

Advanced Video Redirection (AVR) allows you to control the mouse and
keyboard of the managed server from your remote workstation and to show the
current graphical and text output from the managed server.

The AVR Java applet allows you to use the Remote Storage function
(see chapter "Remote Storage" on page 111).

This chapter provides information on the following topics:

— Checking the AVR settings
— Using AVR
— Menus of the AVR window
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5.1 Requirements:
Check the AVR settings

Check the following important settings before using AVR:

Graphics mode settings on the managed server

AVR supports the following graphics modes:

Resolution Refresh rates Maximum
[in Hz] color depth
[bits]
640 x 480 (VGA) 60; 75; 85 32
800 x 600 (SVGA) |56; 60; 72; 75; 85 | 32
1024 x 768 (XGA) |60; 70;75;85 |32
1152 x 864 60; 70; 75 32
1280 x 1024 (UXGA) | 60; 70; 75; 85 |16
1280 x 1024 (UXGA) | 60 24
1600 x 1200 (UXGA) | 60; 65 16
1680 x 1050° 60 16
1920 x 1080" 60 16
1920 x 1200° 60 16

Table 3: Supported display settings

T iRMC S3 only

If a high-resolution graphics mode is set on the server (shown on a gray
background in the table), this is shown on the iRMC S2/S3 web interface.

E Only VESA-compliant graphics modes are supported.
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Supported text mode

The iRMC S2/S3 supports the following common text modes:

40 x 25
80x25
80 x 43
80 x 50

Refer to the Help system for your operating system for information on the display
settings.

Keyboard settings
E The keyboard settings must be identical:

on the remote workstation,
— on the managed server,
— on the iRMC S2/S3.
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5.2 Using AVR

» To start AVR, click the Srart Video Redirection or Start Video Redirection (Java
Web Start) button on the Advanced Video Redirection (AVR) page of the
iRMC S2/S3 web interface (see page 302).

The Advanced Video Redirection window (AVR window) opens, showing you
the display on the managed server.

The AVR window also contains the following elements:

— Menu bar: The Preferences and Extras menus allow you to configure the
AVR settings and to control the AVR (see page 101). Remote Storage is
used to call the remote storage function (see page 105).

Languages (see page 107) menu allows you to set the language
(German/English) in which the menus and dialog boxes of the AVR
window are to be shown.

— Integrated special keys (see page 91).

— The Local Monitor <status> indicator shows whether the local monitor of
the managed server is switched on (see section "Local Monitor Off"
function" on page 90).

Menu bar L Integrated special keys  Local Monitor <status>

Ki admin@111.11."1.11{Full Control) - iRMC 52 Advanced Video Redirection EEX

(| Extras Remote ge Power Control Languages Preferences Help

Mouse Sync| [Ctrl| (Al Win| | &8Gr| | Contest | |[Lock) CtrI—An—De Local Monitar alvways of
[ ouse sy (o] et | | win] |ater| [corcex| ook i an DCocalontar dhwaye o)

Press CTRL + ALT + DELES

Figure 29: Advanced Video Redirection (AVR) window
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5.2.1 Using a low bandwidth

In the case of a reduced data transfer rate, you can configure a lower bandwidth
(bits per pixel, bpp) in terms of color depth for your current AVR session (see
page 109).

5.2.2 Parallel AVR sessions

AVR can be used by two user sessions simultaneously. One user has full control
over the server (full-control mode) and the other can only passively observe
keyboard and mouse operation of the server (view only mode).

When AVR is first started, you are initially in view only mode. You will always be
asked if you want to switch to full-control mode. If you decide to switch to full-
control mode and another full-control mode session is already active, the
existing session is switched to view-only mode.
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5.2.3 Local Monitor Off" function

The Local Monitor Off function of the iRMC S2/S3 allows you to power down the
local monitor of the managed server for the duration of your AVR session. In this
way, you ensure that the inputs you make and the actions you perform on the

local monitor on the server using AVR cannot be seen. The identification LED
flashes to indicate "Local Monitor Off* mode on the server.

You configure the “Local Monitor Off” function on the Advanced Video Redirection
page of the iIRMC S2/S3 web interface (see page 302). After you have
configured the system appropriately, you can switch the local monitor of the
server on and off from the remote workstation as follows:

— In Full Control mode in an AVR session using the Extras menu

— directly on the Advanced Video Redirection page with administrator or OEM
permissions

You can also configure that the local monitor is always switched off
automatically whenever a new AVR session is started.

The current status of the local monitor is shown in the AVR window in blue
letters to the top right of the integrated special keys:

The local monitor is always switched on and cannot be switched off, as
the Enable Local Monitor Off option (see page 307) is deactivated.

Local Monitor On
The local monitor is on, but can be switched off.

Local Monitor Off
The local monitor is off, but can be switched on.

Local Monitor always off
The local monitor is always switched off and cannot be switched on
because a high-resolution graphics mode has been set on the managed
server (see table 3 on page 86).
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5.2.4 Redirecting the keyboard

Keyboard redirection only works when the focus is on the AVR window.

» If keyboard redirection appears not to be working, simply click on the AVR
window.

» If the keyboard does not respond, check that the AVR window is not in view-
only mode. How to switch to full-control mode is described on page 103.

Special key combinations

AVR passes all normal key combinations to the server. Special keys such as
Windows keys are not sent. Some special key combinations suchas +
[F4] cannot be sent, because they are interrupted by the client’s operating
system. In such cases, you should use the integrated special keys or the virtual
keyboard.

Integrated special keys

Below the menu bar of the AVR window, you will find a bar containing the special
keys. These keys are implemented as “sticky keys”, i.e. they remain pressed
when you click them and only return to their normal position when you click them
again.

Using the integrated special keys, you can, for instance, use Windows keys or
special key combinations which are not sent by AVR if you press them on your
own keyboard.

IMouse Sync | [ctrl @ Lwin | |acr | |context | |[Lock]| |ctri-ait-Del

Figure 30: AVR window - integrated special keys

[Mouse Sync

Press this key to synchronize the mouse pointers (see also section
"Synchronizing the mouse pointer" on page 93).

[CtrI]
Left CTRL key (corresponds to the key on your keyboard).

[Alt]
Alt(ernate) key (corresponds to the key on your keyboard).
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[Win]
Left and right Windows keys (correspond to the keys on your keyboard
between the left and right and keys).

[Alt Gr
Alt(ernate) Gr(aphic) key (corresponds to the key on your
keyboard).

[Context

Context menu for the selected object (corresponds to the key
combination + on your keyboard).

[Lock
Caps lock (corresponds to the key on your keyboard).

[Ctrl-Alt-Del
Corresponds to the key combination [Ctrl]+ + on your
keyboard.

Virtual keyboard

The virtual keyboard (see figure 31) provides you with a functional
representation of the keyboard. All key combinations are available when you
use the virtual keyboard. This means that you can use the virtual keyboard as
a fully functional replacement for a real keyboard.

You activate the virtual keyboard in the AVR window from the Extras menu (see
page 102).

Virtual Keyboard
Keyhoard

FL|Fz | Fx | Fa B Fs | Fe | F7 | Fe B Fo | Fio | Fu | Fiz e T

mmE
o

(1]
wlafwlefsfefafufifofrfa[+]#
Caps |a|s|d|f|g|h|i|k|1]|d

# | Emter

¥lx|c|v|b|mn Shift

-
m , .
Bl | | AltGr |;:j =] |cn|

Figure 31: Virtual Keyboard (keyboard layout: German (DE))

ENT
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Secure Keyboard

If you are connected to the iRMC S2/S3 web interface over an HTTPS
connection, entries at the keyboard are transferred over a secure SSL
connection.

5.2.5 Redirecting the mouse

The mouse pointer on the managed server is moved synchronously with the
mouse on the remote workstation. You configure the mouse redirection settings
in the AVR window under Mouse Mode in the Preferences menu (see page 108).

5.2.5.1 Synchronizing the mouse pointer

When the AVR window is first opened, it is possible that the mouse pointer on
the remote workstation (local mouse pointer) is not yet synchronized with the
mouse pointer on the managed server.

To synchronize the two mouse pointers, use one of the following alternatives
(see figure 32 on page 94):

» Click in the menu bar of the AVR window.

» Move the local mouse pointer to the top left corner of the AVR window. The
mouse pointer on the managed server automatically follows this movement.
The pointers are synchronized when the two mouse pointers completely
overlap.
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E admin@111.11.11.11 {Full Control) - iRMC $2 Advanced Video Redirection (=13
Remote Storage Power Control Languages Preferences Help

wc |Conte><‘t| |[Lock]| |CtrI-AIt-DeI| Local Monitor alvways an

\S

Press CTRL + ALT + DELES®

Press the| Mouse Syné key

or
(1) Drag the local mouse cursor to the top left corner.

(2) The server’s mouse pointer follows automatically.

(3) The mouse pointers are synchronized when they completely
overlap and e displayed as a single mouse pointer.

Figure 32: Synchronizing the local mouse pointer and the mouse pointer of the managed
server

Correct synchronization of the mouse pointers requires that certain
@ settings are made on the managed server. If the managed server has

been installed using the ServerView Installation Manager these settings

has been preconfigured automatically by the Matrox VGA installation.

If synchronization of the mouse pointers does not function correctly, for
instance because the preconfigured settings have been changed, you
can restore correct synchronization of the mouse pointers by making the
settings described below. The settings must be made on the managed
server.
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The settings for the mouse pointer synchronization are supported only
for the operating system which runs the managed server.

If the software which controls the mouse is active, sometimes the mouse
pointer cannot be synchronized.

5.2.5.2 Managed Windows server:
Adjusting the settings for synchronization of the mouse pointers

On a Windows server, you can either make the settings for mouse pointer
synchronization using a batch program or using the Windows Start menu and
the context menu.

You must adjust the following settings:

— Speed of the mouse pointer
— Hardware acceleration

When you adjust the settings using a batch program, the Matrox graphics
driver is installed as well as the mouse pointer speed and hardware
acceleration being adjusted.

You can make all the settings for the managed server either directly at the
managed server or from the remote workstation over AVR.

Adjusting the settings on the managed server using a batch program
Proceed as follows:
» Open a DOS prompt window.

» Switch to the folder in which the batch program install_kronos2_vga.bat for
the relevant Matrox VGA driver installation (32-bit or 64-bit) is located.

E By default, you will find the install_kronos2_vga.bat programs under:

C:\Program Files\Fujitsu\ServerView Suite\Installation Manager\
Conteni\V10.09.12.00\DRWVIDEO\MATROX\iIRM C\W2K

and on your ServerView Suite DVD 1.
» Type setup.bat to start the batch program.

» Reboot the managed server when the batch program has executed.
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Adjusting the settings on the managed server using the Windows Start

menu and the context menu
Proceed as follows to adjust the mouse pointer:

» Choose

Start - Settings - Control Panel - Printers and Other Hardware - Mouse and

choose the Pointer Options tab.

This opens the following window:

Mouse Properties

Buttors | Pointers | Pointer Options | \wheel | Hardware

Fation

[§L—:€: Select a pointer speed:
Toow ———— F >

@ance pointer precision >

SnapTo

i dialog box

Wizibility

% [] Display pointer trails

[::_::“ Hide painter while typing

[ Autamatically move pointer to the default buttorn in a

[ 5how lacation of pointer when | press the CTRL key

I 0K H Cancel H

Figure 33: Mouse Properties - Pointer Options
» Set the Pointer Speed to a medium value.
» Disable the Enhance Pointer Precision option.

» Click the button to save the settings.
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Proceed as follows to adjust the hardware acceleration:
» Right-click on the desktop background.
» In the context menu that appears, choose:

Properties - Settings tab, Advanced button, and the Troubleshooting tab.

This opens the following window:

Plug and Play Monitor and NVIDIA GeForce4 MX 4405... [2][X]

Color Management &4 GeForced Mx 4405E with AGPSH
General Adapter taritor Troubleshoot

. Are pou having problems with your graphics hardware? These
zettings can help you troubleshoot displap-related problems.

Hardware acceleration

tanually contral the level of acceleration and performance supplied by
your graphics hardware. Use the Display Troubleshooter to azsist you in
making the change.

Hardware acceleration:

MNone J Full

Dizable cursor and bitmap accelerations. Use this sething ta corect
prablems with the mouse pointer, o to cormect problerms with corupt
images.

Enable write combining

[ ak l[ Cancel ” Apply ]

Figure 34: Properties - ... - Troubleshooting: Hardware acceleration

» Set the Hardware Acceleration to a value as shown in figure 34.

» Click the button to save the settings.
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5.2.5.3 Managed Linux server:
Adjusting the settings for synchronization of the mouse pointers

Prerequisite: The managed server is running under one of the following Linux
operating systems:

— Red Hat 4.x
Red Hat 5.x
Suse 9.x
Suse 10.x
Suse 11.x

Different graphical user interfaces (GUIs) are available for Suse Linux and
Redhat Linux. The most important GUIs are:

— Gnome
- KDE

You can adjust the mouse pointer synchronization settings on the managed
server either using commands or under menu guidance.

You must adjust the following settings:

— Mouse motion acceleration = 1
—  Mouse motion threshold =1

You can make all the settings for the managed server either directly at the
managed server or from the remote workstation over AVR.

Adjusting temporary settings on the managed server using commands

Use the xset command to make the settings for Pointer acceleration and Pointer
threshold (recommended values: 1 in each case) for the duration of the current
session.

Command syntax:

xset m(ouse)1lacceleration]threshold]

Proceed as follows:
» Call a command line tool.
» Run the command xser with the following arguments:

xsetm1l1
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Adjusting permanent settings on the managed server using a
configuration file (KDE)

You make permanent settings as follows for KDE:

>

Change the settings in the text file /root/.kde/share/config/keminputrc as
follows:

[Mouse]
Acceleration=1
Threshold=1

[E It is not necessary to set the values again after rebooting the server.

Adjusting the permanent settings on the managed server under menu
guidance

[E It is not necessary to set the values again after rebooting the server.

You make permanent settings as follows for KDE:
E The procedure for KDE described below only applies to Suse Linux.

» Choose

N - Control Center - Peripheral - Mouse - Advanced tab

The Mouse - Control Center window opens:

[ # Mouse - Control Center 3—55*.

File Wicw Ecttings Help |

Index | Searc| b |:_'.- 5 Mouse
@Back General |g_..—50r'rheme Advanced |Mou5e Navigation | -
l Display Pointer acceleration:

—~ | 10x 2

Painter threshaold:
[ [ i20 pixels 5
[ [ 1 [ 1 [ [ [ [ [

Daouble clickinterval:

S [ : | | -, | | 400 msec
@Remote Cant... ! !

Figure 35: Mouse Control Center window

Printers
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» Set the following values in the Mouse Control Center window:

— Pointer acceleration: 1.0x (minimum value)
— Pointer threshold: 20 pixels (maximum value)

» Save the settings.
» Reboot the managed server.

E It is not necessary to set the values again after rebooting the server.

You make permanent settings as follows for Ghome:
» Call the gconf-editor editor under the shell.

» Choose: desktop - gnome - peripherals - mouse

» Modify the following attribute values:

motion_acceleration 1
motion_threshold 1
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5.3 Menus of the AVR window

The menu bar of the AVR window contains the following menus:

The Extras menu allows you to control the AVR session. You can also make
a virtual keyboard available.

You can set up and clear remote storage connections with the Remote Storage
menu.

The Power Control menu allows you to power the server up/down or to reboot
the server.

The Languages menu allows you to set the language (German/English) used
to display the AVR menus and dialogs.

The Preferences menu allows you to configure the mouse, keyboard and
logging settings.
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5.3.1 Extras menu

You can select the following functions in the Extras menu:

K admin@111.11.11.11 {Full Control) - iRMC 52 Advanced Video Redirection

Extral| Remote Storage Power Control Languages Preferences Help

Virtual Keyboard... 3 Local Monitar always on

Update local monitor state

Turn local monitor on
Turn local monitor off

Refresh Screen

Take Full Control
Disconnect Session...
Relinquish Full Control

Exit

Figure 36: AVR window - Extras menu

Virtual Keyboard ...
The Virtual Keyboard window opens (see figure 31 on page 92).

Update local monitor state
Refreshes the display of the local monitor state.

Turn local monitor on
Switches on the local monitor of the managed server.

This function is disabled in the following cases, even if the local
monitor is switched off:

— you are in view-only mode,

— A high-resolution graphics mode is set on the managed server
(see table 3 on page 86).
Local monitor <status> display:
Local Monitor always off
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Turn local monitor off
Switches off the local monitor of the managed server.

This function is disabled in the following cases, even if the local
monitor is switched on:

— you are in view-only mode,

— When AVR was started, the Local Monitor Off option was not
enabled under Local Monitor (see page 306).
Local monitor <status> display:
Local Monitor always on

Refresh Screen
Refreshes the AVR window.

Take Full Control...

Switch to full-control mode. (This function is disabled if you are already
in full-control mode.)

An already existing full-control session will be notified by the
notified. If the currently existing full-control session refuses your
attempt to take full control, your session will remain in view-only
mode.
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Disconnect Session...

Terminate another AVR session.

It is only possible to terminate other AVR sessions with
Disconnect Session. To terminate your own session, choose Exit.

A list of current AVR sessions appears:

E] Disconnect Session

10 Mame Status
1] admin Wiew Ol
1 admin Full Contral

| 0], | | Cancel ‘

Figure 37: Extras menu - Disconnect Session

» Select the AVR session that you wish to terminate.

» Click OK to confirm that you want to terminate the selected AVR
session.

» Click Cancel if you do not want to terminate the selected AVR session.

Relinquish Full Control...

Exit

Switch to view-only mode. (This function is disabled if you are already in
view-only mode.)

Terminate your own AVR session.
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5.3.2 Remote Storage menu

You call the remote storage functionality under Remote Storage:

K/ admin@111.11.11.111 {Full Control) - iRMC 52 Advanced Video Redirection

Remote Storage | Power Control Languages Preferences Help

Remote Sturage.. |C0nte>d| |[Lock]| |CtrI-Art-DeI| Local Monitar akways an

Figure 38: AVR window - Remote Storage menu

Remote Storage...
Click Remote Storage... to open the Storage Devices window (see
page 115). This window allows you to attach or detach media on the
remote workstation as Remote Storage devices (see chapter "Remote
Storage" on page 111).
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5.3.3 Power Control menu

The Power Control menu allows you to power the server up/down or to reboot the
server:

Kl admin@111.11.11.11 (Full Control) - iRMC 52 A

Extras Remote Storage | Power Control | Languages
Power Off
Power Cycle
Press Power Button

Reset
Pulse NMI

Gracefull Reboot
Gracefull Shutdown

Figure 39: AVR window - Power Control menu

Power On
Switches the server on.

Power Off
Powers the server down, regardless of the status of the operating
system.

Power Cycle
Powers the server down completely and then powers it up again after a
configured period. You can configure this time in the Power Cycle Delay
field of the ASR&R Options group (see page 234).

Press Power Button
Depending on the operating system installed and the action configured,
you can trigger various actions by briefly pressing the power-off button.
These actions could be shutting down the computer or switching it to
standby mode or sleep mode.

Reset
Completely restarts the server (cold start), regardless of the status of the
operating system.
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Pulse NMI
Initiates a non-maskable interrupt (NMI). A NMI is a processor interrupt
that cannot be ignored by standard interrupt masking techniques in the
system.

Graceful Reboot
Graceful shutdown and reboot.
This option is only available if ServerView agents are installed and
signed onto the iRMC S2/S3 as “Connected”.

Graceful Shutdown
Graceful shutdown and power off.
This option is only available if ServerView agents are installed and
signed onto the iRMC S2/S3 as “Connected”.

5.3.4 Languages menu

From the Languages menu, choose the language in which the menus and dialog
boxes of the AVR window are to be shown:

K admin@111.11.11.11 (Full Control) - iRMC 52 Advanced Video Red
Lanuuane:| Preferences Help

Extras Remote Storage Power Control

(crt] [ ] [vim | [aor] [contexd]

== English
Deutsch (German)
* B3R (Japanese)

Figure 40: AVR window - Languages menu
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5.3.5 Preferences menu

The Preferences menu allows you to configure the mouse mode, keyboard layout,
global logging, low bandwidth, and the internal TCP port:

E:.P references.

Mouse Synch On Mode Change

Mouse Mode:  |Relative Mode v
Keyboard Layout: |English (US) |~
Global Logging:  None -]
Console Log File: |E|OT|
Low Bandwidth: | None -

Internal TCP Port: [5301 |

[ ox | | cancel |

Figure 41: AVR window - Preferences menu

. | If Video Redirection is executed in the Num Lock On mode on the server
1 side, the client side also turns to Num Lock ON.

Mouse Synch On Mode Change
Default: Enabled.
Specifies whether or not mouse pointer synchronization should be kept
up after changing the Mouse Mode (see below).

Mouse Mode
Specifies the mouse mode (Hide Mode (Relative), Absolute Mode or
Relative Mode).

Depending on the server operating system, you must make the following
settings:

— Windows: Absolute Mode, Hide Mode (Relative) or Relative Mode
— Linux: Hide Mode (Relative) or Relative Mode

E] Default setting: Absolute Mode
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Keyboard Layout
Specifies the keyboard layout for the virtual console.

The keyboard layout at the managed server must also be set
accordingly, i.e. the keyboard layout settings of AVR client and
AVR server must be identical.

Global Logging
Default: No global logging.
Specifies whether global logging is to be carried out.

m Global logging must be disabled, i.e. None must be set!

Console Log File
Specifies the log file for global logging.

Depending on your selection under Global Logging, this option
may be disabled.

Low Bandwidth
In the case of a reduced data transfer rate, you can configure here a
lower bandwidth (bits per pixel, bpp) in terms of color depth for your all
AVR sessions at the same iRMC S2/S3.

None
Default.
No lower bandwidth.

3 bpp
3 bpp color depth (8 colors).

8 bpp
8 bpp color depth (256 colors).

Internal TCP Port
Default: 5901
Specifies the internal TCP port for the integrated Remote Storage Client

used at the AVR Client.
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6 Remote Storage

m A valid license key is required to use the Remote Storage function.

Remote Storage makes available to the managed server a “virtual” drive which
is located elsewhere in the network. Up to two media can be redirected.

You can provide the source for the virtual drive as follows:

— Via a remote storage connection as a physical drive or image file at the
remote workstation using the AVR Java applet (see page 113) via a remote
connection:

Remate
workstation

=

; . - . | ]
|_CD/DVD-ROM drive Accessing the "virtual” drive | | ‘ [ ]

<fscsssssscssssssssss ﬁ

Managed server

Floppy disk drive

Video Redirection ‘ iRMC S2/53 ‘

Figure 42: Remote storage via a remote connection

— As a CD/DVD ISO image file centrally in the network via a Remote Storage
server (see page 127):

Accessing the =
— s y "wirtual” drive I I
= S LITIIIILTY
| | Hard disk
E==—=] == ]
Server Managed server
Video Redirection | Remote Storage Server | IRMC 52/S3

Figure 43: Remote storage via a Remote Storage Server
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Parallel remote storage connections:
The following are possible concurrently:

— either up to two Remote Storage connections to virtual drives at the
remote workstation (if the connection is established over the AVR
Java applet)

or
— one Remote Storage connection to a Remote Storage server.

Itis not possible to establish concurrent Remote Storage connections via
an applet and via the Remote Storage server.

The Remote Storage page of the iRMC S2/S3 web interface allows you to
obtain information on the status of the current remote storage
connections and establish the connection to a Remote Storage server
(see page 312).

112

Download from Www.Somanuals.com. All Manuals Search And DownI og/tld(.: S2/S3



Providing remote storage at the remote workstation

6.1 Providing remote storage at the remote

workstation

If you provide the source for a virtual drive on the remote workstation then the
remote storage functionality supports the following device types:

Floppy
CD ISO image

DVD ISO image
CD, DvD

m Optical storage media (CD, DVD) are automatically displayed (offered for

selection). Other remote storage media must be made available as
remote storage by manually selecting the appropriate device type.

m Devices connected as remote storage are recognized as the USB

connected devices by the iIRMC S2/S3. They cannot be used if no USB
connection is available (e.g. no USB driver exists).

You can use the virtual drive to install an operating system on your PRIMERGY
server from the remote workstation (see chapter "Remote installation of the
operating system via iRMC S2/S3" on page 371).

This section provides information on the following topics:

Starting Remote Storage

Provision of storage media for Remote Storage
Connecting storage media as remote storage
Clearing Remote Storage connections

Removing media made available for Remote Storage
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6.1.1 Starting Remote Storage

You start the Remote Storage function using the AVR Java applet (see section
"Advanced Video Redirection - Start Advanced Video Redirection (AVR)" on
page 302).
» Start the iIRMC S2/S3 web interface (see section "Logging into the

iRMC S2/S3 web interface" on page 136).

» Open the Advanced Video Redirection page and click on the Start Video
Redirection, button to start Advanced Video Redirection (see section
"Advanced Video Redirection - Start Advanced Video Redirection (AVR)" on
page 302).

This opens the AVR window.

» Inthe menu bar in the AVR window, choose:
Remote Storage - Remote Storage...

Kl admin@172.17.46.87 (Full Control) - iRMC 52 Advanced ¥ideo Redirection

Remote Storage | Power Control Languages Preferences Help

R—'ee °" Local Monitar always on

Figure 44: AVR window - Remote Storage - Remote Storage...

The Storage Devices dialog box opens, containing the storage media currently
available for Remote Storage.
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“Storage Devices” dialog box on a Windows system

B Storage Device X

Path Device Type

Q o, CD-ROM
el

Figure 45: Storage Devices dialog box

. | When a storage medium is inserted in an optical drive (CD ROM, DVD
1 ROM) the contents are displayed automatically.

Floppy disk drives and CD ROM / DVD ROM drives are not displayed in
the list unless a medium is inserted.

If a storage medium is inserted, but its contents are not displayed, the
storage medium is reserved by the local explorer.
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“Storage Devices” dialog box on a Linux system

age Device (%]
Path Device Tvpe
H Jdev/sdb Floppy
& [dev/sdc Memory LISk
29 jdevisro CD-ROM
| add... | | Connect | ‘ Remove... ‘ ‘ Refresh
Figure 46: Storage Devices dialog box
« | Physical storage media must be mounted to allow them to be connected
as Remote Storage devices. Mounted storage media are automatically

displayed in the Storage Devices dialog box.
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6.1.2 Provision of storage media for emote Storage

» In the Srorage Devices dialog box, click Add... .
The Add Storage Device dialog box opens.
“Add Storage Device” dialog box on a Windows system
Look in: ‘ﬁ\mnPEﬁﬂ |v| E
[ w7z _7201_SviM_10.00.07.01.is0
Storage Type: DVD ISO Image | v
ICD ISO Image
DVD IS0 Image
Floppy
File Name:  |W7_72071_SVIM_10.09.07.01.s0 |
Files of Type: [All Files <]
‘ Select H Cancel |
Figure 47: Add Storage Device dialog box (Windows)
“Add Storage Device” dialog box on a Linux system
Look in: ||j[ |'| E
3 _systest Jimages 3 1ocal_qa_serverJ opt
1 bin 1imgl 3 lost+found =3 proc
] boot Jimg2 ] media 3 root
[J dev Jimg3 3 mnt [ rtesy | storage Type: [DVD ISO Image |+
Jetc CIJAVA ] nt-tools ] shin CD 150 Image
3 home b 3 ntools 3 share DWD ISO Image
Flopmy
4] 1 I [
File Name: | |
Files of Type: |All Files I~
| Select || Cancel ‘
Figure 48: Add Storage Device dialog box (Linux)
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>

In the Add Storage Device dialog box, navigate to the directory of the remote
storage medium that you want to make available for remote storage from
your remote workstation.

Select the required device type under Storage Type.

The following storage types can be selected:

— Floppy
— CDISO image
— DVD ISO image

m Physical storage devices must be mounted on Linux systems.

Specify the storage medium you wish to connect as Remote Storage under
File Name:

— Inthe case of an ISO image (ISO/NRG image), enter the file name.
Alternatively, click on the file name in the Explorer.

— Inthe case of a drive, enter the name of the drive, e.g.
“D” for drive D (Windows)
— /dev/... (Linux)

“Add Storage Device” dialog: Selecting the storage medium (Windows)

[ Add Storage Device @

] Data

[T Test

3 Test1

D eraofie] Storage Tye:

D ImageFile2

[} imageFile3

File Name: |ImageF|Ie1 |

Files of Type: |AI| Files |,‘
‘ Select ‘ | Cancel |

Figure 49: Add Storage Device dialog: Selecting the storage medium
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“Add Storage Device” dialog: Selecting the storage medium (Linux)

B Add Storage Device @

Look in: ‘@ Data (E)

00| O—
MIE=EIEES

I WinPE2.0

[ SeStEe1_7.810.00.is0
[ SVIM_10.09.10.00\50
D Userlmages.bmp

Storage Type: | DVD ISO Image :

File Name: | SviM_10.09

1000.is0

Files of Type: |AII Files

"|

| Select | | Cancel ‘

Figure 50: Add Storage Device dialog: Selecting the storage medium

Click Select to confirm your selection.

The selected storage medium is made available for Remote Storage and
displayed in the Storage Devices dialog.

Display in the “Storage Devices” dialog (Windows)

i Storage Davices
Path

g EdmageFiled
T

.. Conne

| Dievice Tyne
08D Image

Lok |

[ Bemove-. [ Retrwsn |

X

Figure 51: Storage Devices dialog: The provided storage medium is displayed.
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Display in the “Storage Devices” dialog (Linux)

i Storaga Davices

CO-ROM
3“;_3 }hurm-)’im:lul-\.ﬁﬁlﬁvw_10n DVD B0 Imiage

Cognect | Hemow... |

[ox |

Rifrosly

Pt Dievice Type
L—l fdev/sd Floppy
L [devfude Bemory Disk
A devis0
T fdev/srd

Figure 52: Storage Devices dialog: The provided storage medium is displayed.
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6.1.3 Connecting storage media as remote storage

» Inthe Storage Devices dialog (see figure 51 and figure 52 on page 120), click
the storage medium that you want to connect as Remote Storage.

» Click Connect to connect the selected storage medium as Remote Storage.

The Storage Devices dialog opens with the message regarding safe removal.
The storage medium is connected as Remote Storage.

If you wish to connect two storage devices as Remote Storage at the
same time, a confirmation dialog box is displayed before the
connection is established (see section "Connecting two storage
devices as Remote Storage at the same time" on page 123).

Storage Devices dialog: Showing Remote Storage connection (Windows)

K Storage Devices

Plense, SuFely TEMoVE Your S100ame deace(s) thal you are SHATRG With YOUr server bisfore disconnecting storsge.

Diseopnect

oK

Figure 53: Storage Devices dialog: The storage medium is connected as Remote Storage.
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Storage Devices dialog: Showing Remote Storage connection (Linux)

K Storage Devices =
Pat Dervicu Type
3o
Taa

s, safisly Deve your SHre disacois) Bl you ane shaning with your sonves befonn dsconneciing s1orago,
Discopnect |

o

Figure 54: Storage Devices dialog: The storage medium is connected as Remote Storage.
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Connecting two storage devices as Remote Storage at the same time

The example in the following section illustrates how to simultaneously
connect two storage media as Remote Storage on a Windows system.
The same procedure applies for Linux systems.

In figure 55, you can see that two storage devices have been provided as
Remote Storage:

<!

FPath Device Type
4 D) CD-ROM
o £y DVD-ROM
VD

Figure 55: Storage Devices dialog: Connecting 2 storage devices as Remote Storage

» Select the two storage devices and click Connect to connect the storage

devices as Remote Storage.

The system then makes a proposal regarding the assignment of your
storage devices to USB 1.1 and USB 2.0 (see figure 55 on page 123).
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Path Device Type
'3 ‘: UsB 2.0 D CD-ROM
% = UsB11 Ed CWD-ROM
fovo”
[ ox | | swa | | cancar |

Figure 56: Connection Type dialog: Assignment to USB 1.1 and USB 2.0

» Click Swap if you want to swap the assignment of the storage devices to
USB 1.1 and USB 2.0.

Fath Device Type

% = UsEZ20 Ed DWD-R O
o’
D CD-ROm

| OK | ‘ Swap | | Cancel ‘

Figure 57: Connection Type dialog: Assignment to USB 1.1 and USB 2.0 swapped

» Click OK to connect the storage devices as Remote Storage.
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6.1.4 Clearing Remote Storage connections

The Remote Storage connection is automatically released when the AVR
session is disconnected.

» Open the Storage Devices dialog (see section "Starting Remote Storage" on
page 114).

The list of storage media connected as Remote Storage is displayed (using
Windows in the example).

| Fath Device Type

Please, safely remove your storage device(s) that you are sharing with your server before disconnecting storage.

Add... | | Disconnect | Remove... Refresh

0K

Figure 58: Storage Devices dialog: Clearing Remote Storage connections

» “Safely remove” the storage device, i.e. ensure that no more
applications/programs are accessing the storage media.

» Click Disconnect to clear all Remote Storage connections.
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6.1.5 Removing the storage medium

Remove a storage medium from the list of media available for Remote Storage

as follows:

» Open the Storage Devices dialog (see section "Starting Remote Storage" on

page 114).

The list of storage media available for Remote Storage is displayed (using
Windows in the example):

™

Path

Device Type

A
o

S
S
m

CO-ROM

DD-RO

Add... Connect

Remove... | ‘ Refresh |

OK

Figure 59: Storage Devices dialog: Removing a Remote Storage medium

» Select the storage medium you want to remove.

» Click Remove... to remove the storage medium.
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6.2 Providing remote storage via a Remote
Storage server

You can use a Remote Storage server to provide an image file (ISO/NRG
image) as remote storage for any number of PRIMERGY servers that can be
administered via iRMC S2/S3. You can use this image file to boot one or more
PRIMERGY servers from the remote workstation (see chapter "Remote
installation of the operating system via iRMC S2/S3" on page 371).

The Remote Storage server is available for Windows systems

The Remote Storage server is available in a 32-bit and 64-bit variant for
Windows. The 32-bit and 64-bit versions of the Remote Storage server
must not be installed at the same time on 64-bitsystems.

You will find the individual variants of the Remote Storage server on your
ServerView Suite DVD 1 under

SVSoftware\Software\Remote View\iRMC

Making the ISO image available to the PRIMERGY Server via Remote
Storage

The following requirements must be satisfied if your PRIMERGY server is to use
the image file made available by the Remote Storage server:

— The Remote Storage server must be installed (see page 128).
— The Remote Storage server must be started (see page 133).

— The managed server’'s iRMC S2/S3 must be connected to the Remote
Storage server (see page 312).

Booting from WinPE 2.x-based ISO images

A PRIMERGY server running iRMC S2/S3 and a firmware version > 3.60A is
required to boot from a WinPE 2.x-based ISO image (e.g. Windows Server 2008
and ServerView Installation Manager).
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6.2.1 Installing the Remote Storage server

The Remote Storage server is available in 32-bit and 64-bit versions. The 32-bit
and 64-bit versions of the Remote Storage server must not be installed at the
same time on 64-bit systems.

The installation programs RemoteStorageServer_Installer32.exe and
RemoteStorageServer_Installer64.exe for installing the Remote Storage server are
located on the ServerView Suite DVD 1 under

SVSoftware\Software\Remote View\iRM C\Widows_32 and
SVSoftware\Software\Remote ViewNiRM C\Widows_x64 respectively.

Once installation has been completed successfully, your installation directory
contains a number of files including RemoteStorageServer.exe.
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6.2.2 Remote Storage server execution modes

You can execute the Remote Storage server in the following modes as required:
— as a background service
— as a stand-along program

You configure the Remote Storage server execution mode via a graphical user
interface (see page 130).

Executing the Remote Storage server as a service
The following points should be noted

— The image file can be located either on a computer in the network or on the
same host on which the Remote Storage server is running.

If the image file is not on the computer on which the Remote Storage
server is running, you must specify the path of the image file in UNC
notation. You also need a user account with access permissions on
the image file.

— When the host on which the Remote Storage server is located is booted, the
remote storage server starts automatically. The Remote Storage server is
then executed until it is explicitly terminated or the host is shut down.

— When the host on which the Remote Storage server is located is booted, the
image file becomes available automatically.

Executing the Remote Storage server as a stand-alone program
The following points should be noted

— The image file (ISO/NRG image) may be present locally on the Remote
Storage server or on an assigned network drive.

— When the host on which the Remote Storage server is located is booted, you
must start the image file “manually”.
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6.2.3 Configuring, starting and exiting the Remote

Storage server

You configure, start and exit the Remote Storage server via a graphical user

interface (GUI).

Calling the Remote Storage server’s raphical user interface

You call the Remote Storage server’s graphical user interface as follows:

» Choose Start - Programs - Fujitsu RemoteStorageServer - Remote Storage Server.

The Remote Storage server’s graphical user interface appears:

9 Remote Storage Server, E@E‘

Select wour parameter For the
Fujitsu Technology Solutions RMC Remate Storage Server

Mandatory Settings
150 Image Path and Fils name:

E:\Remote_Storage_Files\RemStorSery_ISOFilel TestImageFile.iso

Optional Settings

D Force using Pork

Run as service

O Use Local System Account @ Log On As Uset

Log On as User |
Password | sees

Confirm Password | eeee

Status Messages:

IRMC RSS5 wer, 2,0,09112.321
IRMC SRY ver, 2,1,11027.1

Browse...

-

] [ Help

Status: Idle

Figure 60: The Remote Storage server’s graphical user interface (here in the “Idle” state)

130

Download from Www.Somanuals.com. All Manuals Search And Downlo

MC S2/S3
ad.



Providing remote storage via a Remote Storage server

Configuring the Remote Storage server

Configuration is only possible if the Remote Storage server is in the “idle”
state, i.e. it is not being executed.

In the graphical user interface, you specify the image file made available as
remote storage together with other parameters:

ISO Image Path and Filename:
» Enter the path and name of the image file directly in the field.
or:

» Click the Browse... button and then navigate to and select the required
image file in the Choose a file dialog which now opens and then
confirm.

If the Remote Storage server is to run as a service (see the Run

m as Service option on page 132) and the image file is located on a
computer in the network, you must specify the path of the image
file in UNC notation. You must also ensure that the account
entered under Log On As User (see page 132) is valid and has
access permissions on the share on which the image file is
located.

Force Using Port
If you have configured a port number other than the default port number
(5901) for the iIRMC S2/S3’s remote storage port (see page 248), then
you must activate this option and enter the configured port number in the
associated field.

Force Using IP Address
If the host on which the Remote Storage server is executed possesses
more than one LAN connection:
You can specify the IP address of the LAN connection that is to be used
for the Remote Storage server if this is executed as a service.
By default, the Remote Storage server uses the first detected LAN
connection.
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Run as Service
Activate this option if the Remote Storage server is to be executed as a
service in the background (see page 129).

» Select one of the two options below:

Use Local System Account
The Remote Storage server is executed as a service under the
local system account.

In this event, the image file (ISO/NRG image) must be located
on a local drive.

Log On As User
he Remote Storage server is executed under the user account
that you specify in the following input fields.

Specify the user name in the form:
— For local users: \Logon-Name
— For domain users:

DOMAIN\LogOnName
or
LogOnName @ DOMAIN<mailto:LogOnName @ DOMAIN>

The image file (ISO/NRG image) can be located on a network

E drive if the Log On As User option is enabled. In this event, the
specified account must have access permissions on the
network drive on which the image file is located. You must also
specify the image file in UNC notation (see input field 1SO
Image Path or Filename on page 131).

» Click the Apply button to activate your settings.
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Starting the Remote Storage server

» Click the Start button to start the Remote Storage server as a service or as
a stand-alone program:

© Remote Storage Server, _ @g|
Select your parameter Far the iRMC RSS wer, 2.0,09112.321
Fujitsu Technology Solutions iRMC Remote Storage Serwer RMC SRy ver, 2.1.11027.1

Mandatory Settings

150 Image Path and File name:

Optional Settings

Log On as User
Password

Confirm Password

Status Messages:

0: Mon May 11 15:34:34 2009 Applied new settings
1: Mon May 11 15:34:35 2009 Started

Status: Running

Figure 61: The Remote Storage server is executed (“Running” status)

Status Messages:

The logged execution states of the Remote Storage server are displayed
here.

If the Run as service execution mode is configured (see page 132), then
the Remote Storage server is started automatically when the computer
on which the Remote Storage server is installed is booted.

Execution of the Remote Storage server is not interrupted automatically
if the graphical user interface is exited.
Exiting the Remote Storage server

» Click the Stop button to terminate execution of the Remote Storage server.
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7 IRMC S2/S3 web interface

The iRMC S2/S3 not only has its own operating system, but also acts as a web
server, providing its own interface. You can choose whether to show the menus
and dialog boxes of the iRMC S2/S3 web interface in German, English or
Japanese.

When you enter values in the iRMC S2/S3 web interface, you often receive
assistance in the form of tool tips.

The software described below is based in part on the work of the
Independent JPEG Group.
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7.1  Logging into the iRMC S2/S3 web interface

» Open a web browser on the remote workstation and enter the (configured)
DNS name (see page 249) or IP address of the iRMC S2/S3.

Different login screens appear depending on whether LDAP access to a
directory service has been configured for the IRMC S2/S3 (LDAP enabled
option, see page 274):
If no login screen appears, check the LAN connection (see section
"Testing the LAN interface" on page 47).

— LDAP access to the directory service is not configured for the
iRMC S2/S3 (LDAP enabled option is not activated) and Always use SSL
Login option (see page 274) is not activated:

Authentication Required

6 A username and password are being requested by http:/f111.11.11.111. The site says:
"RMC S2@RXI00552-RMC"

User Mame: | admin

Password: | seses

I K l ’ Cancel ]

Figure 62: Login screen for the iRMC S2/S3 web interface (LDAP access not
configured and the “Always use SSL login” option is not selected)

» Type in the data for the default administrator account.
User name: admin
Password: admin
E Both the User name and the Password are case-sensitive.

For reasons of security, it is recommended that you create a
new administrator account once you have logged in, and then
delete the default administrator account or at least change the
password for the account (see "User “<name>" Configuration
- User configuration (details)" on page 266).

» Click OK to confirm your entries.
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— LDAP access to the directory service is configured for the iRMC S2/S3
(LDAP enabled option is activated) or Always use SSL Login option is
activated):

S Serverliew ruffrsu

PRIMERGY Server View® Remote Management iRMC S2 Web Server =l oeutsch | * HEZ
Login required to continue.

Flease login with 2 valid usemame and pasaword

& System Info
* iRMC 52

Login required to continue

UserName:

Fassword: | |

Secure (ssLk [

Lagin

iser Management
le Redirection
L.Text Console (50L)
L.IRME S2 SSH Access
*IRMC 52 Telnet Access

Refresh

Figure 63: Logih screen for the iRMC S2/S3 web interface (LDAP access configured)

The user name and password are always SSL-protected when

E they are transmitted. If you activate the Secure (SSL) option, all
communication between the web browser and the iRMC S2/S3 is
carried out over HTTPS.

» Type in the data for the default administrator account.
User name: admin
Password: admin

For reasons of security, it is recommended that you create a
new administrator account once you have logged in, and then
delete the default administrator account or at least change the
password for the account (see "User “<name>" Configuration
- User configuration (details)" on page 266).

» Click Login to confirm your entries.

The iIRMC S2/S3 web interface opens showing the System Information page (see
page 146).
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7.2 Required user permissions

table 4 provides an overview of the permissions which are required in order to
use the individual functions available at the iRMC S2/S3 web interface.

Functions in the iRMC S2/S3 web interface Permitted with §l Required
IPMI privilege [ iRMC S2/S3-
level specific
permission
)
=)
£
o B |3
E|o | 5|8
318 |2 |8
o |q |w|&
Sl ln |c |w
< 5l
5 2|5 |9
= «©
2 S|E 2|5
|5 |2 B |®»
- ] =} S | [}
£ 212 |5|0
E B [ Y- Y= b
o S/ 8/805 5|25
O |« |O |D O |0 > |x
Open the System Overview page. X | X | X|X
Switch identification LED on/off. X | X|X]|X
Set Asset Tag Configuration. X
Edit Operating System Informations“
Open the System Component Information page. X| X | X|X
Reset Memory Error Counter. X
View SPD Data. X[ X | X|X
Open the Backup/Restoration of BIOS Single Parameter | X | X | X
Settings page.?
Edit Backup/Restoration of BIOS Single Param. Settingsz) X | X
Open the BIOS Update Settings page.?) X | X | X|X
Perform BIOS update 2 X | X X
Open the iRMC S2/S3 Information page. X| X | X|X
Reboot iRMC S2/S3. X | X
Load license key onto the iRMC S2/S3. X
Set Miscellaneous Options X
Open the Save iRMC S2/S3 FW Settings page. X | X
Table 4: Permissions to use special the iRMC S2/S3 web interface
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Functions in the iRMC S2/S3 web interface Permitted with §| Required
IPMI privilege [ iRMC S2/S3-
level specific
permission
7]
=)
£
0|5 |3
£323
)
2|18 |4|¢g
2 » | c |W
()
512|358
= «©
2 S|E 2|5
s | L oo |3 |®
2 |10 3|3 |x|e
E|® 2192 |0 |0
E B [ N Y— b
S/ 8/805 5|2 |5
O |< |O |D O |0 > |x
Select Include User Settings. X
Select any other setting option(s). X
Import iRMC S2/83 settings in WinSCU XML format from X | X
file.
Open/edit the Certificate Upload page. X
Open/edit the Generate a self-signed RSA Cert. page X
Open iRMC S2/S3 Firmware Update page. X| X | X|X
Set firmware selector. X | X
Perform Firmware Update from File. X
Update firmware via TFTP (iRMC S2/S3 TFTP Settings). X
Open Power On/Off page. X | X|X|X
Modify Boot Options. X
Use Power Control. X | X | X
Open/edit the Power Options page. X
Open Power Supply Info page. X | X|X|X
Open/edit Power Consumption Configuration page X
Open Current Power Consumption pagez) X
Open/edit Power Consumption History pagez). X
Open Fans page. X| X | X|X
Start fan test (Fan Test group). X | X | X|X
Set Fan Check Time (Fan Test group). X
Table 4: Permissions to use special the iRMC S2/S3 web interface
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Functions in the iRMC S2/S3 web interface Permitted with §| Required
IPMI privilege [ iRMC S2/S3-
level specific
permission
7]
o
£
0|5 |3
£12153
)
2|18 |4|¢g
2 » | c |W
()
52|52
= «©
2 S|E 2|5
s | L oo |3 |®
2 |10 3|3 |x|e
E|® D/ 2 4|0
E B [ N Y— b
S/ 8/805 5|2 |5
O |< |O |D O |0 (> |x
Select individual Fans (System Fans group). X
Set Fan Fail Action / Delay Time. X
Open Temperature page X | X|X|X
Define action on critical temperature. X
Open Voltages page. X| X | X|X
Open Power Supply page. X | X|X|X
Configure power supply redundancy X
Open Component Status page. X | X|X|X
Open System Event Log Content page. X| X | X|X
Clear the system event log (SEL). X | X|X
Save event log (SEL). X | X | XX
Define the severity for the display of SEL entries X | X|X
Open Internal Event Log Content page. X | X
Clear the internal event log (iEL). X | X
Save event log (iEL) X | X
Define the severity for the display of SEL entries X | X
Open Event Log Configuration page. X| X | X|X
Edit System Event Log Configuration settings. X
Edit Internal Event Log Configuration settings. X
Open/edit Server Management Info. page. X
Open/edit the Network Interface page. X

Table 4: Permissions to use special the iRMC S2/S3 web interface
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Functions in the iRMC S2/S3 web interface Permitted with §| Required
IPMI privilege QN iRMC S2/S3-
level specific
permission

Configure iRMC S2/S3 Settings
Video Redirection Enabled

Configure User Accounts
Remote Storage Enabled

Administrator

Operator

Edit CAS Generic Configuration
Edit CAS User Privilege and Permissions

Modify the BIOS Console Redirection Options.

Start Console Redirection.

Logon in window for power mgmt & text console red.

Start the text console (Enter Console).

Telnet login

Table 4: Permissions to use special the iRMC S2/S3 web interface
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Required user permissions

Functions in the iRMC S2/S3 web interface Permitted with §l Required
IPMI privilege @§ iRMC S2/S3-
level specific
permission
7]
o
£
0 |3 |3
£418)2
o|lo s |8
O |q |Ww e
2 » | c |W
| o
51252
' @ E
% S5 |x|£ S
s | . |2 |Q|®
2 |10 3|3 |x|e
E|® D/ 2 4|0
E B [ N Y— b
z(E8|805|5(2|5
Ol |O|DflO |O |5 |x
) Action is only possible if no agents are running.
2) Feature is not available on all systems.
Table 4: Permissions to use special the iRMC S2/S3 web interface
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Structure of the user interface

7.3

Structure of the user interface

The iIRMC S2/S3 web interface is structured as follows:

Selected function

S Serverliew

Interface language selector

) atn: e 300 567 -HMC - Server Views BMC 52 Web Serw o [Fee 5 750D 3,10 ) - Meazitla Fin o

e RS

Title bar  Logout button

System Cverview |

= System Informati
H System Dweniew

: System Components
= iRmMC 52

iRME 52 Infarmation

CETP—

P 180 @) Fomwua Om
wrrce LBD: @ 0%
estuen: @

P

Tom On

- Save .
. Cerificate Upload
- Generate Certificate
- iRME 52 Update
= Fower Management
Pamer On/Of
- Power Options
- Power Supply Info
= Power Consumption
- Consumption Optian:
Cunent Consumption,
- Pomer History
= Sensors
Fans
- Temperature
- Woltages
- Power Supply
. Compenent Status
= Event Log
IFMI SEL content
Internal Event Log
Canfiguration
-Gerver Wanagement
= Hetmork Settings
- Ethemet
- Pors and Senvices
DHS
= Alerting
- SNMP Traps
Serialhodem
- Email
=) User Management
- iRME 52 User

CAS Configuration
5 Consale Redirection
- BIOS Text Console
- Wideo Redirection
Aideo Redirection (WS
‘Remote Storage
Tesd Console (SOL)
ARMC 52 SSH Ascess
IRMC &2 Telnet Avcess

Refresh

- LDAP Configuration

& ninmey

System davat Tag 4

.

IS s $.00 R, 1 G8IBHMT
B

Syrtesn Locaen A0 Halle1
P

Frocket Mama Sarint Pt BowsVermonor  £84
o Mt L= i v e
FUATEY  Fuden  PRMERGYRIO00 B0 TLOTOOND  EIMIETRIMAVIN ) He
uATEY Baae wane NAM EEMLIIIRDIE  WEEN 08 e
e paLTA Baint BPEMOGBIA  CNTNGGEONNINY  AJCINOSTIY w0 et
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A

Navigation area

Working area

Figure 64: Structure of the iRMC S2/S3 web interface
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Structure of the user interface

Choosing the language for the iRMC S2/S3 web interface

On the right of the black bar above the work area, you will find a flag icon. Click
this icon to choose the language (German / English / Japanese) used to display
the navigation area, menus and dialog boxes of the iIRMC S2/S3 web interface.

Navigation area

The navigation area contains the menu tree structure whose nodes combine the
links to the individual iRMC S2/S3 functions arranged on a task basis. When you
click one of these links (in figure 64: System Overview), the link is enabled and the
work area for that function is displayed showing any output, dialog boxes,
options, links and buttons.

Below the links to the individual iRMC S2/S3 functions, you will find the links
Logout and Refresh:

® Logour allows you to terminate the iRMC S2/S3 session after you have
confirmed this in a dialog box. Different login screens appear after the
session has been closed depending on whether LDAP access to a directory
service has been configured for the iIRMC S2/S3 (LDAP enabled option, see
page 274):

— If LDAP access to the directory service is not configured for the
iRMC S2/S3 (LDAP enabled is not activated) and then Always use SSL login
option (see page 274) is deactivated, the following login screen appears:

S Serverlfiew FujiTsu

PRIMERGY ServerWliew Remote Management iRMC 52 Web Server = peutsoh | @ A=

Login required to continue.

Please login with 2 walid usemame and pasaward

¥ System Information
I+ IRMEC 52 Login required to continue

[ Fower Management
i Fawer i o |
# Sensors

[# Event Log

-.Gemer Management

# Hetwork Settings

# Aletting

F User Management

# Console Redirection
Text Console (S0L)
IRME 52 S3H Access

~iRMC 52 Telnet Access

Refresh

Figure 65: Login page (after logging out)
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Structure of the user interface

Click Login to open the login screen of the iRMC S2/S3 web interface
(see figure 62 on page 136). This allows you to log in again if you wish.

— If LDAP access to the directory service is configured for the iRMC S2/S3
(LDAP enabled option is activated) or the Always use SSL login option (see
page 274) is deactivated, the appropriate login screen appears (see
figure 63 on page 137).

e Click Refresh to refresh the contents of the iIRMC S2/S3 web interface.

Alternatively, you can configure the interface to automatically update
the contents periodically (see "Enable Auto Refresh” on page 246).
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System Information - Information on the server

7.4 System Information -
Information on the server

The System Information entry contains the links to the following pages:
"System Overview - General information on the server" on page 147

"System Component Information - Information on the server components"
on page 152
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System Information - Information on the server

7.4.1 System Overview -

General information on the server

The System Overview page provides information on

— the system status,
— system (general information)
— the operating system of the managed server,

— system FRUs (Field Replaceable Units) / IDPROM.

— current overall power consumption of the managed server

In addition, the System Overview page allows you to enter a customer-specific

asset tag for the managed server.

S ServerView

PRIMERGY ServerView® Remote Management iRMC 52 Web Server

=loautseh | * B&S

=) System Infarmation System Status

i System Dverviem

L Fystem Companents Fower LED: () Power On

) iRMC 52 Error LED: (@) Off

# Power Management ces LED: @ Elinking

F Paower Cansumption \dertity LED: () OfF Tum On
[ Sensars

# Event Log

LoServerManagement

Asset Tag Configuration
[ Network Settings

+ Alerting System Asset Tag: |
% Usar Management :

& Cansale Redirection
Apphy

fvideo Redirection LIWS)

. Remote Storage

- Text Consele (S0L) System Information

IRMC 52 95 H focass System Type: PRIMERGY RX300 S8

IRME 52 Telnet Acoess Chassis Type: RXI00SER1
Serial: VLET000045
Refresh BI0S Version: 5.00 Rew. 1.09.2618.H1

System GUID: 00000000-0000-0000-0000-00189958CEZA

Operating System

System Hame: RX300S82
System Dascription; Server
System 0/5: Windows Server 2008 R2 Datacenter Edition (64
System IF: 172.17 46,58
System Location: ABS Hallel
System Contact

System FRUIDPROM Information

Bosrd Versionar  £SS

FRU o racturer FRU Product Name Serisl
Name Irfr mation or Model Number
Chassis FUJITSW Product  PRIMERGY RX300 56 YLOTODODAS  S26361-K1344V1X% 0263 No
MainBoard  FUJITSU Board D261a 21301135 S26364.D2640-015  WeS10 G851 N
PsUt DELTA Board DPES00GB-2A  CMZDOD4S0027E3 SOF ‘es

Other Info Component

Current Overall Power Consumption

Currert Minimum Pesk  Average Current ¢ Maximum
Fowsr  Power Power  Fower Fower

e

Figure 66: System Overview page
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System Information - Information on the server

System Status

The status of the global error LED, the CSS LED and the identification LED are
shown under System Starus. You can also switch the PRIMERGY identification
LED on and off.

System Status

Power LED: Q Fawer On
Error LED: @ On
Css LED: ) o

Idertify LED: @ Off  Tum On |

Figure 67: System Overview page - System Status

Power LED
Power status of the server.
The following statuses are possible:

— On: “Power ON” (green)
— On: “Standby mode (green) with text “Suspend to RAM (Standby)”.
— Off: “Power OFF” (orange)

Error LED
Informs about the server‘s Global Error LED:

Status Info Global Error LED Status of the servers
(iRMC S2/S3) | on the Server

off does not light up. No critical event.
on lights red. Prefailure event for a non CSS component.
blinking flashes red. Critical event.

CSS LED

Informs about the server's CSS (Customer Self Service) LED:

Status Info CSS LED on the Status of the server
(iRMC S2/S3) | Server
off does not light up. The server is operational.
on lights orange. Prefailure event for a CSS component.
blinking flashes orange. Defective CSS component.
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System Information - Information on the server

Identify LED
Server identifier.
The following statuses are possible:

— On (blue)
— Off (grey)

Turn On/Turn Off
Click Turn On / Turn Off to toggle the PRIMERGY identification
LED on and off.

Asset Tag Configuration

Under Asset Tag Configuration, you can enter a customer-specific asset tag for
the managed server.

The customer-specific asset tag allows you to assign the server an
inventory number or other identifier of your choice.

With Windows-based systems, this customer-specific asset tag is
provided automatically by the WMI (Windows Management
Instrumentation). It can then be evaluated by in-house tools or used for
integration in enterprise management systems (such as CA Unicenter).

Asset Tag Configuration

System Asset Tag: | assettag added by a.baker via R-SCLx

Apply |

Figure 68: The System Overview - System Status page

System Asset Tag
You can enter the asset tag here.

» Click Apply to accept the asset tag.
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System Information - Information on the server

System Information

System Information lists information on the managed server.

System Information

System Type: PRIMERGY RX100 56
Chassis Type: RX100551
Serial: WR2F X000
BIOS Version: .00 R1.12.2542
Systern GUID: 00000000-0000-0000-0000-000AE424F7EC

Figure 69: System Overview page - System Information

Operating System Information

Operating System Information lists information on the operating system of the
managed server.

Operating System Information

System Mame: RX100552
System 045 Windows Server 2005 Enterprise Edition (=54)
System IP: 172.25.80.241 /172 25680.245
Systemn Location:
Systermn Contact:

Figure 70: System Overview page - Operating System Information

If no ServerView agents are running, you can edit the System Location and
System contact fields, otherwise these fields are not editable.

After the ServerView agents have been started, your initial values will be
overwritten by the values automatically detected by the agents.
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System Information - Information on the server

System FRU / IDPROM Information

Information on the FRUs (Field Replaceable Units) is listed under

System FRU/IDPROM Information. FRUs are system components that can be
released and removed from the system. The CSS Component column indicates
for each of the components whether the CSS (Customer Self Service)
functionality is supported.

System FRUIDPROM Information

Eoard
Product Wersion

FRU Manutacturar FRU Hame Serizl Part or csg
Name Infor mation HNurmber Number Component
or Model Cther
Irfio
. FRIMERG™ S2E361-
Chassis FsC Froduct RXA00 S5 Y R2 FXICIN, KB 0225 No
n FRIMERG™ S2E361-
hainBoard FSC Froduct RXADD 55 K2 Faooooo: 1B\ 0225 Mo

. §26361.  WeS01
MainBoard FiC Board D254Z  HS54YOM001GTAE001CAI0A1 N
aintear oar D2E4Z-B10 G301 °

FsU DELTA Board DPS-iSDUB AFDCOF31000255 5604350111 52 Mo

Figure 71: System Overview page - System FRU / IDPROM Information

Current Overall Power Consumption
E This option is not supported for all PRIMERGY servers.

Current Overall Power Consumption

Current  Mini murm Paak Aorerage Current [ k=i mum
Poverar Povwrer Power Poverar Poweer

ez wan s wa s 157w [ e wee

Figure 72: System Overview page - Current Overall Power Consumption

Under Current Overall Power Consumption you can see all the measurements
current, minimum, maximum and average power consumption for the server in
the current interval.

A graphical display also shows the current power consumption of the server
compared with the maximum possible power consumption.
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7.4.2 System Component Information -
Information on the server components

The System Component Information page provides information on the CPU and
the main memory modules. The CSS Component column indicates for each of the
components whether the CSS (Customer Self Service) functionality is
supported.

The following status icons indicate the possible statuses of the system
components:

OK: Component status is okay.

v
I::j Component slot is empty.
H

Warning: The status of the component has deteriorated.

Fault: The component has a fault.

Table 5: Status of the system component
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System Information - Information on the server

S ServerView

wE Remote Management IRMC 52 Web Server ™ peytsch | * BHE
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Figure 73: System Component Information page

On PRIMERGY servers with support for TPM (Trusted Platform Module),
this page indicates whether TPM is enabled or disabled.

System CPU Information

This group provides information on the status, IDs, CSS capability and

performance of the CPU(s) in the managed PRIMERGY server.

iRMC S2/S3
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System Information - Information on the server

System Memory Information

This group provides information on the status, IDs, CSS capability and
performance of the main memory modules in the managed PRIMERGY server.

Select
Here you can select individual memory modules to which the action you
select under Please select memory action from list is to be applied.

Select all
Selects all memory modules.

Deselect all
Cancels your selection.

Please select memory action from list
This list allows you to select an action to be applied to the selected
memory modules.

Apply to the selected modules
Applies the selected action to the selected memory modules.

View SPD Data / No SPD Data
Clicking the toggle button View SPD Data / No SPD Data shows or hides
vendor-specific details (Serial Presence Detect (SPD) data) for the
individual memory components.

The SPD data for a memory component is stored in an EEPROM
integrated in the component and serves to allow the BIOS to
automatically detect this memory component (RAM, DIMM).
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BIOS - Backing up/restore BIOS settings, flashing BIOS

7.5 BIOS - Backing up/restore BIOS settings,
flashing BIOS

The BIOS entry contains the links to the following pages:

"Backup/Restoration - Saving/Restoring BIOS single parameter settings
to/from a file" on page 155

"BIOS - Updating BIOS via "upload from file" or via TFTP" on page 159

These pages are only displayed if the BIOS of the managed server
supports the corresponding feature requirements.

7.5.1 Backup/Restoration - Saving/Restoring BIOS
single parameter settings to/from a file

The Backup/Restoration of BIOS Single Parameter Settings page provides you with
the following options:

— Back up single BIOS parameters in ServerView® WinSCU XML format and
save the backup to a file.

— Restore single BIOS parameter settings in ServerView® WinSCU XML
format from a file.

5 ServerView

S T ServervienD WSl R fermat
nnnnn
fiac o Pilmra - it Filansma
Bl g 5 Faquest DGR Paramates Dacasp | Save Baskuy b Fils
% T e Bak b File |

B Powar Conumpsan
# Germam
W EvintiLen

1 b ptored bacalty by Sue IALS 63 Tads e stus maay not be snabled for all semas ates
1) Mete: n the sl pawens an ot afls

L Bave Badhui b Ve will s Ba iRME 53 1ocal cobr o1 he BIOS pardmeted 1o & Bl

BHOS Singh View ® WinSCU XML Fodimed

.......... |

M o
MG 53 Teinel Aviem

..... -

Figure 74: Backup/Restoration of BIOS Single Parameter Settings page
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BIOS - Backing up/restore BIOS settings, flashing BIOS

7.5.1.1 Backing up single BIOS parameters in ServerView® WinSCU
XML format

The Backup BIOS Single Parameters in ServerView® WinSCU XML format group
allows you to back up single BIOS parameter settings in ServerView® WinSCU
XML format and to save the backup to a file.

Backup BIOS Single Parameters in ServerView® WinSCU XML format

Backup Status: Operation successtul

Backup Filename: Edit Filename I

Request BIOS Paramater Backup | | Save Badkup to File | Clear Status |

Figure 75: Backup BIOS Single Parameters in ServerView® WinSCU XML format

Backup Status
Displays the status of the current backup process. Successful completion
is indicated by "Operation Successful". The Backup Status is only
displayed if a backup is currently in process or has completed.

You can clear the status display by clicking the Clear Status button, which
is only available if a status is currently displayed.

Clear Status
Clears the status information indicated under Backup Status. This button
is only available if a status is currently displayed under Backup Status.

Backup Filename
This input field is disabled ("grayed out") by default. Initially, it displays the
file name that is dynamically generated by the iRMC S2/S3.

Edit Filename
Enables the Backup Filename field, thus allowing you to enter a file
name (.pre) of your choice.

Save Filename
Saves the edited file name, which, starting from now, will be the
name displayed by default in the Backup Filename field.
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Request BIOS Parameter Backup
Initiates a backup of single BIOS parameter settings in ServerView®
WinSCU XML format. The backup (with the name specified in the
Backup Filename field) is stored locally on the iRMC S2/S3.

Once the backup process has started, the current process status is
displayed under Backup Status.

E Notes on the backup process:

— During the backup process, all buttons and input fields are
disabled.

— If powered off, the managed server will be automatically
powered on.

— Ifthe serveris powered on, a reboot is required. Otherwise, the
backup process will remain in state "Boot Pending".

— The managed server is powered off after the backup has
completed.

Save Backup to File
Opens a browser dialog allowing you to save the iRMC S2/S3-local copy
of the BIOS backup data to a file (<name -of-your-choice>.pre).

This button is only displayed when a backup of single BIOS parameters
in ServerView® WinSCU XML format is available in the local store of the
iRMC S2/S3.

7.5.1.2 Restoring single BIOS parameters in ServerView® WinSCU XML
format

The Restoration BIOS Single Parameters in ServerView® WinSCU XML format group
allows you to restore single BIOS parameter settings from a restoration file in
ServerView® WinSCU XML format.

Restoration BIOS Single Parameters in ServervView® WinsSCcU XML format

Restoration Status: Operation successful

Restoration File:

Apply I Clear Status I

Figure 76: Restoration BIOS Single Parameters in ServerView® WinSCU XML format
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Restoration Status

Displays the status of the current restoration process. Successful
completion is indicated by "Operation successful". The Restoration Status
is only displayed if a restoration is currently in process or has completed.

You can clear the status display by clicking the Clear Status button, which
is only available if a status is currently displayed.

Clear Status

Clears the status information indicated under Restoration Status. This
button is only displayed if a status is currently indicated under
Restoration Status.

Restoration File

Clicking the input field or clicking Browse... opens a browser dialog
allowing you to navigate to a file (.pre) containing a backup of single BIOS
parameters in the ServerView® WinSCU XML format.

Apply
Initiates the restoration of single BIOS parameter settings based on the
file specified in the Restoration File field.
Once the restoration process has started, the current process status is
indicated under Restoration Status.
E Notes on the restoration process:

— During the restoration process, all buttons and input fields are
disabled.

— If powered off, the managed server will automatically be
powered on.

— If the managed server is powered on, the server is to be
rebooted. Otherwise the restoration process will remain in
state "Boot Pending".

— The managed server is powered off after the restoration has
completed.
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BIOS - Backing up/restore BIOS settings, flashing BIOS

7.5.2 BIOS - Updating BIOS via "upload from file" or via
TFTP

The BIOS Update Settings page provides information on the current BIOS version
on the managed server and allows you to update the BIOS via "upload from file"
orvia TFTP.

You will find the appropriate BIOS image for your PRIMERGY server on
ServerView Suite DVD 1 or you can download it under
http://support.ts.fujitsu.com/com/support/downloads.html.

& ServerView

BadmpRutestion BIOE Yersion: W61 R1.6.0 far 02090 Ain
1 U
il iRMC 33
. RIS Upladd Frain Fila
&1 Power Cansumption
u Fila: Bacerta
B rimis s =
# Everd Loy
Agply |
Bamnt
1 b i g - -
i Alarting “‘. TFTF M _‘.M_ " imnps.
il lnet Managemest
TFTF Servar, 0000
= Cansole Radirectien B e ——— Tl
Vidao Rudiection (W) Updsta fila’ |Baat.bin
tamate o ge
Taxd Comels (3011 Agoly TFTP Tut 1 TETP St
(ME 520 S0 A
IRME 53 Talnet Ascess
Rafrash

Figure 77: BIOS Update Settings page

iRMC S2/S3 159
Download from Www.Somanuals.com. All Manuals Search And Download.



BIOS - Backing up/restore BIOS settings, flashing BIOS

Updating (flashing) the BIOS - course of events and important notes

The following overview applies for both updating the BIOS via "upload from file"
and updating the BIOS via TFTP.

Details on how to initiate the steps described in this overview are
described below in this section.

During the complete update process, the current update status is
indicated in the BIOS Update Settings page.

S ServerView

RX30057_FU_38

BIOS Update Settings

+ System Information BIOS Information
= sios
Badwp/Restoration BIDS Varsion: W4.8.5.1 R1.40 for D2030-Atx
BI0S Updats

EIRMC 22 BIOS Upload From File
# Power
) Fower Consumption (a\os Flash Status: Fils Transfenred Suscessfully ]
% Sensons Tede FIe |
& Event Log :

Servar Managament Status indication
 Hebuok Settings
# Aletin
 Use ; 1

o1 b, oS THTRUptista Solinds

# Console Redirection (a\os Flash Status File Transfered ]

Video Reditzction (JWS) TR e

Remote Storage e e

Test Consale (SOL)

iRMC 53 SSH Access I onaar I s 5 I

A7 TETF Ted FTP Start st TETF Shatl
IRMC 53 Telnet Access
et (g Warning: A BIOS firmware update is currently in progress. Do not Power Off or Reset the 9v:ui_-r!]

Figure 78: Updating BIOS - (TFTP) download successfully finished

Updating the BIOS comprises the following steps:
1. In the first step, you download the update file.
m The update file must be a UPC file.

After the update file has been downloaded, the following occurs:

— If the server is powered off, the server will be automatically powered on
to initiate the flash process.

— Ifthe server is already powered on, you must restart the server to initiate
the flash process.

CAUTION!

If a BIOS update is currently in progress, do not power-off or restart
the server.
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2. Subsequently, flash data is transferred to memory. The status display will
indicate when the transfer has successfully completed.

3. Before the actual flashing process is started, the flash/update image is
checked.

K adminaos SR e IRMC 5253 Advanced Video Redirection

Extras Hemole Storage Power Control  Languages  Praferences  Help

Mouse Sync| (Cirl| |AR) (Win| |ARGr | (Contexd | |[Lock]| (Clrl-A8-Del | Locnl Marior abverys on

Figure 79: Updating BIOS - checking update/flash image

4. Once the update/flash image is successfully verified, the actual flashing
process is started. The status indication shows the percentage completion
of the flash process.

5. After the BIOS update has successfully completed, the server is powered
off. The following entry is written to the system event log (SEL):

BIOS TFTP or HTTP/HTTPS flash OK

BIOS Information

This group provides information on the current BIOS version on the managed
server.
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BIOS Upload from File

The BIOS Upload from File group allows you to perform an online update of the
BIOS on the managed server. To do this, you must provide the current BIOS
image in a file.

BIOS Upload From File

Apply |

Figure 80: BIOS Update Settings page - BIOS Update from File

Update file
File in which the BIOS image is stored.

A UPC-format file is required for performing the BIOS Upload from
File function.

Browse...
Opens a file browser that allows you to navigate to the update file.

» Click Apply to activate your settings and to start flashing the BIOS.
CAUTION!

If a BIOS update is currently in progress, do not power-off or restart
the server.
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BIOS TFTP Update Settings

The BIOS TFTP Update Settings group allows you to perform an online update of
the BIOS on the managed server. To do this, you must provide the current BIOS
image in a file on a TFTP server. The BIOS is flashed when TFTP is started.

BIOS TFTP Update Settings

TFTF Server: |0.0.0.0
Update File: |biosz.bin

Apply | TFTF Test | TFTF Start |

Figure 81: BIOS Update Settings page - BIOS TFTP Update Settings

TFTP Server
IP address or DNS name of the TFTP server on which the file with the
BIOS image is stored.

Update file
File in which the BIOS image is stored.

A UPC-format file is required for performing the BIOS TFTP Update
Settings function.

» Click Apply to activate your settings.
» Click TFTP Test to test the connection to the TFTP server.

» Click TFTP Start to download the file containing the BIOS image from the
TFTP server and to start flashing the BIOS.

CAUTION!
If a BIOS update is currently in progress, do not power-off or restart
the server.
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7.6 iRMC S2/S3 - Information, firmware and
certificates

The iRMC S2/53 entry contains the links to the following pages:
— "IRMC S2/S3 Information - Information on the iRMC S2/S3" on page 165
— "Save iRMC S2/S3 Firmware Settings - Save firmware settings" on

page 169

— "Certificate Upload - Load the DSA/RSA certificate and private DSA/RSA
key" on page 172.

— "Generate a self-signed Certificate - Generate self-signed RSA certificate
on page 179

— "iIRMC S2/S3 Firmware Update" on page 181
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7.6.1 iRMC S2/S3 Information -
Information on the iRMC S2/S3

The iRMC S2/S3 Information page provides you with the following options:

— View information on the firmware and the SDRR version of the iRMC S2/S3,
set the firmware selector and load a firmware image and restart the
iRMC S2/S3.

— View information on the active iRMC S2/S3 sessions.

— Load license key onto the iRMC S2/S3.
— Make settings for the layout of the iRMC S2/S3 web interface.

IRMAC 32 Irtarrhation Fermvaare Yerson: § 204 (Base V3. 106 FT)
Sawe Comquias Ftmrvare Oals: Des 212010 1407 42
Firmmare Bunirg. LaweFiitremats Imige
Catiiaste Usleal Hiwr dhwimr Vermion. T Chip 10 S8 a4 @7 0= 28 18 00
Ganarats Cotnean FihE argson: 3,90 10 053 REOED
MG G2 W dats
B P oot Managamant Aabrat MAE 52
& P
Sa Acthve Session Information
i Ugar Upsr fassion  Ssswion Sawan Ramons
Abkass  Hame K Typw  Priviegs Sl Fust
IVRIOLIE adnin X Slasdare Fum Cenben Vidwe edimcten 1800
HTLADLE admin 2 HTTP CEM ek U 73
NTOAGAE admin 3 WTTE  OEM ik 404
2700 sdmin 2 Hrm oru Wb GUl Bl
atash

@ Haion ot {lawa ab Stad) in Masigation
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Figure 82: iRMC S2/S3 Information page
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Running Firmware

Under Running Firmware, you can view information on the firmware and the
SDRR version of the iRMC S2/S3 and restart the iRMC S2/S3.

Running Firmware

Firmwware Yersion: 5254 (Basze: W3 10A5P7)
Firrware Date: Dec 21 20110 - 14:47:42

Firrmvware Running: Lowe Firmesare Image

Hardw=are “ersion: 2 Chip ID: 84 44 BT 04 28 1B 60
SDRR Yersion: 2,10 |D 0262 Rx20055

Rebost IRMEC 52 |

Figure 83: iRMC S2/S3 Information page - Firmware Information and iRMC S2/S3 reboot

Reboot iRMC 52/S3
Reboots the iRMC S2/S3.

The Reboot iIRMC S2/53 button is disabled during the BIOS POST
phase of the managed server.

Active Session Information

The Active Session Information group shows all the currently active iRMC S2/S3
sessions.

Active Session Information

IP User User Session Session Session  Remote
Address Mame Id Type Priwilege Shell Port
217.9.101.12  admin 2 HTTF OEM Web U 1456
A72.25.82.120 admin 2 IPMI 1.5 Administrator IP AL 1181

Figure 84: iRMC S2/S3 Information page - Active Session Information
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License Key

The License Key group allows you to load a license key onto the iRMC S2/S3.

License Key

“ou do hawe a walid permanent license key installed
Flease enter vour license key into the area belom!

Upload I

Figure 85: iRMC S2/S3 Information page - License Key

You require a valid license key to be able to use the iRMC S2/S3
functions Advanced Video Redirection (see page 302) and Remote Storage
(see page 312).

You can purchase the license key.

Upload
When you click this button, the license key specified in the input field is
loaded onto the iRMC S2/S3.

Miscellaneous iRMC S2/S3 Options

The Miscellaneous iRMC S2/S3 Options group allows you to make settings for the
layout of the iIRMC S2/S3 web interface.

Miscellaneous iRMC S2 Options

Default Language: | English v
Temperature Units: | Degree Celsius v
Color Schema: | Style Guide Version 2.2 W
[ show video Redirection in Navigation
Show Video Redirection (Java iWeb Star) in Navigation
Show Text Console (S0L) in Navigation
[ showLogout in Navigation

Apply |

Figure 86: iRMC Information page - Miscellaneous Options

Default Language
Specifies the language (German / English / Japanese) that is set as
default the next time the iRMC S2/S3 web interface is called.
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Temperature Units
Specifies the unit used for displaying temperature values at the
iRMC S2/S3 web interface (degrees Celsius / degrees Fahrenheit). This
setting applies for the current session and is preset the next time the
iRMC S2/S3 web interface is called.

Colour Schema
Specifies the color scheme for displaying the iRMC S2/S3 web interface.
This setting applies for the current session and is preset the next time the
iRMC S2/S3 web interface is called.

Show Video Redirection in Navigation
Adds the Video Redirction link to the navigation area. This link allows you
to directly start video redirection (see "Video Redirection - Starting AVR"
on page 308).

Show Video Redirection (Java Web Start) in Navigation
Adds the Video Redirction (JWS) link to the navigation area. This allows
you to directly start video redirection (Java Web Start) (see "Video
Redirection - Starting AVR" on page 308).

Show the Text Console (SOL) in Navigation
Adds the Text Console (SOL) link to the navigation area. This allows you to
directly start text console redirection (see section "Text Console
Redirection (via Serial over LAN) - Start text console redirection” on
page 295).

Show the ’Logout’ in Navigation
This option is only available if the iIRMC S2/S3 information page is
displayed in the StyleguideVersion 2.2 color scheme.

Adds the Logout link to the navigation area. This allows you to logout via
the navigation area.

168 Download from Www.Somanuals.com. All Manuals Search And DownI 0%(.: S2/S3



iRMC S2/S3 - Information, firmware and certificates

7.6.2 Save iRMC S2/S3 Firmware Settings -
Save firmware settings

The Save iRMC S2/S3 Firmware Settings page allows you to save the current
firmware settings and a number of other settings for the iRMC S2/S3 in a file.
Additionally, you can load the firmware settings onto the iRMC S2/S3 again.

— The firmware settings selected under Save iRMC S2/S3 Firmware settings in
ServerView® WinSCU XML format are saved in a file with the name
IRMC_S2_settings.pre or iRMC_ S3_settings.pre, respectively. In the Server
Configuration Manager (WinSCU), you can use the Import... button to load
the firmware settings onto the iRMC S2/S3 again.

— The firmware settings selected under Save iRMC S2/S3 Firmware settings in
binary (BMCCLONE.exe) format are saved in a file with the name
IRMC_S2_settings.bin or IRMC_ S3_settings.bin, respectively. You can use
the Import iRMC S2/S3 Firmware settings in ServerView® WinSCU XML format
from file group to load the firmware settings onto the iRMC S2/S3 again.

CAUTION!

Always save the setting using
Save iRMC S2/S3 Firmware settings in ServerView® WinSCU XML format.

Save iIRMC S2/S3 Firmware settings in binary (BMCCLONE.exe) format
should only be used if the system module of the managed server is being
replaced.

If you want to save the user settings (Include User Settings), you require
Configure User Accounts permission. In all other cases, Configure
IRMC S2/83 settings permission is sufficient.
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Figure 87: Save iRMC S2/S3 Firmware Settings page

Save iRMC S2/S3 firmware settings ...

The data is exported from the iRMC S2/S3 in logical sections, each
corresponding to a selected option.

The option All other Firmware settings causes the firmware to export all current
ConfigSpace values that have not already been exported together with another
section. New implemented values are automatically exported with newer
firmware versions.

Save
Click Save to save the selected settings.

Save All
Click Save All to save all the settings.
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Import iRMC S2/S3 Firmware settings in ServerView® WinSCU XML
format from file

Config File
Configuration file (default: iRMC_S2_settings.bin | iRMC_S3_settings.bin) in

the ServerView® WinSCU XML format from which you want to load the
firmware settings onto the iRMC S2/S3.

Browse
Opens a file browser that allows you to navigate to the configuration file.
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7.6.3 Certificate Upload - Load the DSA/RSA certificate
and private DSA/RSA key

The Certificate Upload page allows you to load a signed X.509 DSA/RSA
certificate (SSL) from a Certificate Authority (CA) and/or your private DSA/RSA
key (SSH) onto the iRMC S2/S3.

The iRMC S2/S3 is supplied with a predefined server certificate (default

E certificate). If you want to access the iRMC S2/S3 over secure SSL/SSH
connections, it is recommended that you replace the certificate with one
signed by a Certificate Authority (CA) as soon as possible.

m Input format of the X.509 DSA/RSA certificate and the private DSA/RSA
key:

The X.509 DSA/RSA certificate and the RSA/DSA must both be
available in PEM-encoded format (ASCII/Base64).
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Figure 88: Certificate Upload page
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Displaying the currently valid (CA) DSA/RSA certificate

» In the group Certificate Information and Restore, click View Certificate 1o show
the currently valid SSH/SSL-certificate.

» In the group Certificate Information and Restore, click View CA Certificate to
show the currently valid CA certificate.

S Serverliew

FRIMERGY TX180 S7.

Serveriew® Remote Management iRMC 82 Web Server

System Information
= iRMC 52
iRMC §2 Information
Sawe Configuration
Ceniticate Upload
Generate Cerificate
iRMC: 52 Update
i#l Power hanagement
% Power Consumption
i Sensors
i Evert Log
Server hanagement
& Netuork Settings
i Merting
i User hanagement
# Console Redirection
‘“deo Redirection
\deo Redirestion (JuNE)
Remote Storage
Tt Console (S0L)
iRMC 52 S6H Aooess
iRMC §2 Telnet Access

Refresh

Nate: ou may upload the coments of 2 baseGd (FEM) encoded IL309 centificate and the matching DISAMRS A private key imo the iRMC 52
The maximum size for the base 54 (PEM encoded privare key is 4036 bytes.
The maximum size for the base 64 (FEW) encaded certificate is G144 bytes

Current CA Certificate

Varsion: 3
Serial Number: D
Signature Algorithm: shaliith RS AEneryption
Publio ey: 2043 bit RSA
Issued From
Common Name (CN): Servertiew Root Cé
Organization (0] Fuitsu Technolagy Solutions GmbH
City or Lacality (L): Minioh
Courtry (C]: DE
ate or Province [ST): Bavaria
Email Address [emailAddress); Serveriew @ s fujtsu.com
Walid
alid From: £pr 22 14:37:44 2009 GMT
Walid To: fpr 20 14:37:44 2010 GMT
Issued To
Comman Name (CN): Serversew Root CA
Organization (0): Fujitsu Technology Solutions GmbH
City ar Locality (L): Minich
Courtry [C]; DE
State or Province [ST): Bavaria
Email Address (emailAddress): Serverview @ s fujitsu.com

Mew Cenificans | Mew CA Cenficate | Dafaul Centificats Default CA Cenificats

CA Certificate upload from file

Hote: You may upload the contents of the basefd (PEM) encoded X508 CA cerificate fram local file
After you have uploaded the files, il cunent hitps connectionswill be closed and the hitps senver will be automatically restarted. This can take
up to 30seconds and no IRMC 52 reset is required.

CA, Certificatefile: |
Upload

SSL Certificate and DSA/RSA private key upload from file

Mote: You may upload the contents of the baseB4 (FEM) encoded X 508 certificate and the baseS4 (FEM) encoded DSA/RSA private key from
local files.

Important: Both files need to be uploaded at the same time

After you have uploaded the files, il cunent hitps connectionswill be closed and the hitps senver will be automatically restarted. This can take
up to 30seconds and no IRMC S2 reset is required.

35L Private Keyfile: | [ burehsushen.. |
SSL Certificats file: | [ puchsuchen.. |

Upload

SSL DSARSA certificate or DSARSA private key upload via copy & paste

Mote: Altematively you may paste the contents of the basefd (FEM) encoded X.5600 SSL cedificate or the baseBd (PEM) encoded DEA/RSA
private key into the textbox below for upload to the iRMC 52

Figure 89: Certificate Upload page - display of the currently valid SSL/SSH certificate
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Restoring the default certificate default CA certificate

» In the group Certificate Information and Restore, click Default Certificate t0
restore the default certificate delivered with the firmware after you have
confirmed that you wish to do so.

» In the group Certificate Information and Restore, click Default CA Certificate 10
restore the default CA certificate delivered with the firmware after you have
confirmed that you wish to do so.

S ServerView

ServerView® Remote Management iRMC $2 Web Server

Default Certificate Restore

[ System Information Default Certificate Restore
RMC 52

IRME 52 Information

De you really want to restore the default SEHISEL cerfificate provided with the firmware?
Save Configuration

L Cerificate Upload [— Cancel

L Generate Cedifinate

L iRMC 52 Update
[+ Power Management

[ Pawer Consumption
# Sensors
# Event Log
Server Management
¥ Metwork Settings
& Alering
[l User Manzgement
o IRMC SZ User
o LDAP Gonfiguration
L. CAS Configuiation
[# Cansole Redirection
Wideo Redireetion (J/S)
Remote Storage
Text Console (SOL)
IRMC 52 SSH Access
IRMC 52 Telnst Accass

Logout

Refresh

Figure 90: Certificate Upload page - Restoring the default CA certificate
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Loading a CA certificate from a local file

Use the CA Certificate upload from file group to load a CA certificate from a local
file.

CA Certificate upload from file

Mote: ¥ou may upload the contents of the baseB4 (PEM) encoded X509 CA certificate fram local file.
After you have uploaded the files, all current Htps connections will be clozed and the hitps server will be automatically
restarted. Thiz can take up to 30seconds and no IRMC 52 rezet iz required.

CA Certificate
file: oW,

Upload I

Figure 91: Loading a CA certificate from a local file

Proceed as follows:
» Save the CA certificate in a local file on the managed server.

» Specify this file under CA Certificate File by clicking the associated Browse...
button and navigating to the file containing the CA certificate.

» Click Upload to load the certificate and/or the private key onto the iRMC
S2/S3.

When you upload the certificate and/or private key, all the existing
HTTPS connections are closed and the HTTPS server is
automatically restarted. This process can take up to 30 seconds.

No explicit reset of the iIRMC S2/S3 is required.

» Click View CA Certificate to make sure that the certificate has been loaded
successfully.
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Loading the DSA/RSA certificate and private DSA/RSA key from local files

You do this using the group
SSL Certificate and DSA/RSA private key upload from file.

The private key and the certificate must be loaded on the iRMC S2/S3 at
the same time.

SSL Certificate and DSARSA private key upload from file

Mote: You may upload the contents of the baseB4 (PEM) encoded ¥ 509 cerificate and the basefd (PEM) encoded DSARSA private key
from local files.

Important: Both files need to be uploaded &t the same time.

After you have uploaded the files, all current Hitps connections will be closed and the hitps server will be automatically restarted. This can
take up to 30seconds and no IRMC 52 reset is required.

5L Private Keyfile:
S5L Cerificate file:
Upload I

Figure 92: Loading the DSA/RSA certificate/private DSA/RSA key from local files

Proceed as follows:

» Save the X.509 DSA/RSA (SSL) certificate and the private DSA/RSA key in
corresponding local files on the managed server.

» Specify the files Private Key File and Certificate File by clicking on the
associated Browse button and navigating to the file which contains the
private key or the certificate.

» Click Upload to load the certificate and the private key onto the iRMC S2/S3.

When you upload the certificate and private key, all the existing
HTTPS connections are closed and the HTTPS server is
automatically restarted. This process can take up to 30 seconds.

No explicit reset of the IRMC S2/S3 is required.

» Click View Certificate to make sure that the certificate has been loaded
successfully.
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Entering the DSA/RSA certificate/private DSARSA key directly

You do this using the group SSL DSA/RSA certificate or DSA/RSA private upload via
copy & paste.

Do not use this method to load a root certificate onto the iRMC S2/S3.
Always load a root certificate using a file (see page 177).

SSL DSARSA certificate or DSA/RSA private key uploadvia copy & paste

Mote: Atternatively you may paste the contents of the base64 (PEM) encoded X509 SSL cedificste or the haseB4 (PEM) encoded
DSARSA private key into the texthox below for upload to the IRMC 52,

Impottant: Both files needs to be uploaded one after the other.

Important: Do not upload your C& cerificate with this method into the IRMC 52, Use upload from file instesd.

Impottant: &fter you heve uploadediasted the filz(s) in the texthox below, you need to restart the IRMC 52 manually.

Upload |

Figure 93: Entering the DSA/RSA certificate/private DSARSA key directly

Proceed as follows:
» Copy the X.509 DSA certificate or the private DSA key to the input area.

You cannot simultaneously enter the certificate and key for the same
upload.

» Click Upload to load the certificate or the private key onto the iRMC S2/S3.

» Use the Remote Manager to reset the iRMC S2/S3 (see section "Service
processor - IP parameters, identification LED and iRMC S2/S3 reset" on
page 339).

This is necessary in order to make a certificate or private key loaded
onto the iRMC S2/S3 valid.

» Click View Certificate to make sure that the certificate has been loaded
successfully.
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7.6.4 Generate a self-signed Certificate -
Generate self-signed RSA certificate

You can create a self-signed certificate using the Generate a self-signed Certificate

page.

G ServerView

ystem Inform ation
RMC 52

iRMC 52 Information
Save Configuration
Cerificate Upload
Generate Certificate
iRMC 52 Update

+ Power Management

[ Fower Consumption

(# Sensars

[ EwentLog

Sener Management

[ Network Settings

* mlerting

[+ User Management

% Console Redirection
Video Rediraction (JS)
Remote Storage
Text Console (SOL)
IRME 52 S5H Access
IRME 52 Telnet Access

Logout

Refresh

Generate a self signed RSA Certificate

Certificate Information and Restore

View Cetificate |

Default Cettificate |

Certificate Creation

If you create a new RSA certificate and key, al current Fitps connections will be closed and the hitps server will be automatically restarted
Depending on the keysize, this process can take U to S minUtes and no IRMC 52 reset is required

Cammen Name [CH)
Organizstion (0]
o Unit (OU)

RX300-S62-iRNIC. ep-esp-a-3

iRMC 52

Courtry [C)

State or Frovince [ST)
City or Locality (L)
Emsil Address

valid From
walid For (days)
Key Length [bits)

Create

Figure 94: Generate a self-signed RSA Certificate page
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Certificate Information and Restore

The Certificate Information and Restore group allows you to view the currently
valid DSA/RSA certificate and/or restore the default RSA/DSA certificate.

View Certificate
You can view the currently valid DSA/RSA certificate using this button.

Default Certificate
You can use this button to restore the default certificate delivered with the
firmware after you have confirmed that you wish to do so.

Certificate Creation

Proceed as follows to create a self-signed certificate:
» Enter the requisite details under Certificate Creation.
» Click Create to create the certificate.

When generating the new certificate, all the existing HTTPS
connections are closed and the HTTPS server is automatically
restarted. This can take up to 5 minutes depending on the key length.

No explicit reset of the iIRMC S2/S3 is required.
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7.6.5 iRMC S2/S3 Firmware Update

The iRMC S2/83 Firmware Update page allows you to update the iRMC S2/S3
firmware online. To do this, you must provide the current firmware image either
locally on a remote workstation or on a TFTP server.

Here you can also see information on the iRMC S2/S3 firmware and set the
firmware selector.

S Serverliew

PRIMERGY mote Management iRMC 52 Web Serve I | * B&k=
iRMC S2 Firmware Update
[ Systam, Infsmmation Firmware limage Information
= iRME 52
i RNG; 2 e Firmware Imoge | Booter Firmware  SDRR  SDRR Cheok .
Sawe Configuration 9% Wersion Wersion Wersion  Id  sum
Certthicateipload Low Firmmare Image  3.10 5260 310 0283 OK  Running
Generate Cerificate
i IRME 82 Update High Firmware Image 310 5224 309 0263 OK  Inactive
[+ Power Management
[# Fower Consumption Firmweare Selector: | Lom Fimmare Image v
[+ Sensors
¥ EventLog Apply
--Sewer Management
W Hemen nathan Firmware Update from File
Alarting
e Management Flash Selector: | Auto - inactive Fimuare |
ConsleiRedingtion Update File: | [ burchsuchen
Widea Redirection (IS)
Apply
WIC 52 Telnet Acoess (L B
TFTP Server: [0.0.0.0 |
Logaut
Updzte File: | t_sdrbin |
Refresh Flash Selector: | Auto - inactive Fimmare v
Apply TFTP Test | TFTP Start

Figure 95: iRMC S2/S3 Firmware Update page

iRMC S2/S3

Download from Www.Somanuals.com. All Manuals Search And Download.

181



iRMC S2/S3 - Information, firmware and certificates

Firmware Image Information

Under Firmware Image Information, you can view information on the firmware
version and the SDRR version of the iRMC S2/S3 and set the firmware selector.

Firmware Image Information

. Booter Firmware S0RR  SDRR Check
Firmware Image . . ) Status
Version  Wersion  Version Id surm

Lows Firmware Image 3.08 3TTA 3.94 0223 ak Running

High Firmware Image 3.08 378 3.43 0zz3 akK Inactive

Firmware Selector: | Low Firmware Image w

Apply |

Figure 96: iRMC S2/S3 Firmware Update - Firmware Information

Firmware Selector
You use the firmware selector to specify which firmware image is to be
activated the next time the iRMC S2/S3 is rebooted.

You have the following options:
— Auto - FW Image with highest FW version

The firmware image with the most recent version is selected
automatically.

— Low FW Image

The low firmware image is selected.
— High FW Image

The high firmware image is selected.
— Select FW Image with oldest FW version

The firmware image with the oldest version is selected.
— Select most recently programmed FW

The most recently updated firmware image is selected.
— Select least recently programmed FW

The least recently updated firmware image is selected.

Apply
Click Apply to set the firmware selector to the option you have set under
Firmware Selector.
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Firmware Update from File

The Firmware Update from File group allows you to update the iRMC S2/S3
firmware online. To do this, you must provide the current firmware image in a file
on a remote workstation.

You will find the appropriate firmware image for your PRIMERGY server on
ServerView Suite DVD 1 or you can download it under
http://support.ts.fujitsu.com/com/support/downloads.html.

Firmware Update from File

Flash Selector: | Auto - inactive Firmuware v
Apply |

Figure 97: iRMC S2/S3 Firmware Update page - Firmware Update from File

Flash Selector
Specify what iRMC firmware is to be updated.

You have the following options:
— Auto - inactive firmware
The inactive firmware is automatically selected.
— Low Firmware Image
The low firmware image (firmware image 1) is selected.
— High Firmware Image

The high firmware image (firmware image 2) is selected.
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Update file
File in which the firmware image is stored.

The files listed below each allow you to update one component of
the iRMC S2/S3 firmware in every update run (runtime firmware
and SDR record).

The file rt_sdr_<D-number>_4_08g_00.bin is also available for
some PRIMERGY servers / blade servers. This allows you to
update all the components of the iIRMC S2/S3 firmware in a single
operation.

dcod<FW-Version>.bin
Updates the runtime firmware.

<SDR-Version>.SDR
Updates the SDR record.

Browse...
Opens a file browser that allows you to navigate to the update file.

» Click Apply to activate your settings and to start updating the iRMC S2/S3
firmware.

iRMC S2/S3 TFTP Settings

The iRMC S2/S3 TFTP Settings group allows you to update the iRMC S2/S3
firmware online. To do this, you must provide the current firmware image in a file
on a TFTP server.

You will find the appropriate firmware image for your PRIMERGY server on
ServerView Suite DVD 1 or you can download it under
http://support.ts.fujitsu.com/com/support/downloads.html.

IRMC S2 TFTP Settings
TFTF Serwver:
Upd=ate File:
Flash Selector: | Auto - inactive Firmware e
Apply | TFTP Test | TFTP Start |

Figure 98: iRMC S2/S3 Firmware Update page - iRMC S2/S3 TFTP Settings

TFTP Server
IP address or DNS name of the TFTP server on which the file with the
firmware image is stored.
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Update file
File in which the firmware image is stored.

The files listed below each allow you to update one component of
the iRMC S2/S3 firmware every time TFTP is started (runtime
firmware and SDR record).

The file rt_sdr_<D-number>_4_08g_00.bin is also available for
some PRIMERGY servers / blade servers. This allows you to
update all the components of the iIRMC S2/S3 firmware in a single
operation using a TFTP server.

dcod<FW-Version>.bin
Updates the runtime firmware.

<SDR-Version>.SDR
Updates the SDR record.

Flash Selector
Specify what iRMC firmware is to be updated.

You have the following options:
— Auto - inactive firmware
The inactive firmware is automatically selected.
— Low Firmware Image
The low firmware image (firmware image 1) is selected.
— High Firmware Image
The high firmware image (firmware image 2) is selected.
» Click Apply to activate your settings.
» Click TFTP Test to test the connection to the TFTP server.

» Click TFTP Start to download the file containing the firmware image from the
TFTP server and to start updating the iRMC S2/S3 firmware.
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7.7 Power Management

The Power Management entry contains the links to the power management pages
for your PRIMERGY server:

"Power On/Off - power the server up/down" on page 187.

— "Power Options - Configuring power management for the server" on
page 191.

— "Power Supply Info - Power supply and IDPROM data for the FRU
components" on page 198.
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7.7.1  Power On/Off - power the server up/down

The Power On/Off page allows you to power the managed server on and off. You
are informed of the server’s current power status and are also able to configure
the behavior of the server during the next boot operation.

S ServerView

PRIMERGY ServerView® Remote Management iRMC 52 Web Server Mpasch | * A=

Power Onl/Off

Power Status Summary

# System Inform ation
®

[* iRMC 52

Pawer Managemant Power Status: Fomer On
- Powar On/Off Pawer On Counter: 10 Months 13 Days 18 Hours 10 Minutes
. Power Dptians Last Power On Reason: Power on - Clock ortimer

Last Power Off Reason: Pomer off - Clodk ortimer

d Power Supply Info
[ Power C

& Sensors Boot Options
¥ Event Log - —
! Sener Management ErrorHalt Seftings:| v|
& Natwok Settings Boot Device Selector: || ~
[ Aletting
% User . Apsly |
* Console
|- Vides Redirection LIS Power Control
{-Remote Storage
| Text Console (30L) Power On O Pouer Cycls
{IRMC 52 SSH Access O immediste Power ot () Graceful Power Ot (Shutdoun) !
#-IRME 52 Telnet Access © Immediate Reset © @raceful Reset tReboot) !

© Putse i © Press Powar Button 2

Lagout

Appl
e I |

) ote(2):'Press Power Button! smulates 3 short press on the Power Button of the server. Depending on the Operation System and the
configured action, the server can shutdown, suspend, hibemate or continue operation

Figure 99: Power On/Off page

Power Status Summary

The Power Status Summary group provides information on the current power
status of the server and on the causes for the most recent Power On/Power Off.
In addition, a Power On counter records the total months, days and minutes
during which the server has been powered.

Power Status Summary

Fower Status: Power On
Povvear On Courter: 1 vears 4 Months 22 Days 7 Hours 45 Minutes
Lzst Powser On Reason: Fower on - Remote control via Remaote Manager
Lzst Powser OF Reazon: Fower off - Clodk artimer

Figure 100: Power On/Off page - Power Status Summary
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Boot Options

The Boot Options group allows you to configure the behavior of the system the
next time it is booted. You can set whether the BIOS is to interrupt the boot
process for the system if errors occur during the POST phase.

The options set here only apply to the next boot operation. After this, the
default mechanism applies again.

Boot Options
Error Halt Settings: | Continue w
Boot Device Selector: | Mo Change w
Apply |

Figure 101: Power Management - Boot Options page

» Select the desired BIOS behavior from the Error Halt Settings list:

Continue
Continue the boot process if errors occur during the POST phase.

Halt on errors
Interrupt the boot process if errors occur during the POST phase.

» From the Boot Device Selector list, select the storage medium you wish to boot
from.

The following options are available:

— No change: The system is booted from the same storage medium as
previously.

— PXE/iSCSI: The system is booted from PXE/iSCSI over the network.
— Harddrive: The system is booted from hard disk.
— CDROM/DVD: The system is booted from CD /DVD.
— Floppy: The system is booted from floppy disk.
» Click Apply to activate your settings.

188 Download from Www.Somanuals.com. All Manuals Search And DownI og/tld(.: S2/S3



Power Management

Power Control - powering the server up and down/rebooting the server

The Power Control group allows you to power the server up/down or to reboot
the server.

Power Control
Prower On O Fower Cycle
O Immediate Fower Off O Graceful Power Off (Shutdown)
O Immediate Reset O Graceful Reset (Reboot) !
O Fulse NI O Press Power Button 2
Apply |

Figure 102: Power On/Off page, Restart (server is powered up)

Power Control

O Fower On Poweer Cycle
Immediate Power Off Graceful Power Off (Shutd awn) !
Immediate Reset Graceful Reset (Reboot) !
Fulse Mhil Fress Power Button 2
Apply |

Figure 103: Power On/Off page, Restart (server is powered down)

Power On
Switches the server on.

Immediate Power Off
Powers the server down, regardless of the status of the operating

system.

Immediate Reset
Completely restarts the server (cold start), regardless of the status of the

operating system.

Pulse NMI
Initiates a non-maskable interrupt (NMI). A NMI is a processor interrupt
that cannot be ignored by standard interrupt masking techniques in the

system.

Press Power Button
Depending on the operating system installed and the action configured,
you can trigger various actions by briefly pressing the power-off button.
These actions could be shutting down the computer or switching it to
standby mode or sleep mode.
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Power Cycle
Powers the server down completely and then powers it up again after a
configured period. You can configure this time in the Power Cycle Delay
field of the ASR&R Options group (see page 234).

Graceful Power Off (Shutdown)
Graceful shutdown and power off.
This option is only available if ServerView agents are installed and
signed onto the iRMC S2/S3 as “Connected”.

Graceful Reset (Reboot)
Graceful shutdown and reboot.
This option is only available if ServerView agents are installed and
signed onto the iIRMC S2/S3 as “Connected”.

» Click Apply to start the required action.
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7.7.2 Power Options -
Configuring power management for the server

The Power Options page allows you to define the server’s behavior after a power
outage and specify the server’s power on/off times.

ServerView

Power Options
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Figure 104: Pdwer Options page
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Power Restore Policy - Specify behavior of the server after a power outage

The Power Restore Policy group allows you to specify the server’s power
management behavior after a power outage.

Power Restore Policy

() Alvways power off

() Ahnays pawer on
@ Restore to powered state priorto power loss

Apply |
Figure 105: Power Options page, Power Restore Policy

Always power off
The server always remains powered down after a power outage.

Always power on
The server is always powered up again after a power outage.

Restore to powered state prior to power loss
The power up/down status of the server is restored to the status prior to

the power outage.
» Click Apply to activate your settings.

The configured action will be performed after a power outage.
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Power On/Off Time - Specify power on/off times for the server

The input fields of the Power On/Off Time group allow you to specify the times at
which the server is powered up/down for the individual days of the week or for
specified times during the day.

E Specifications in the Everyday field take priority!

The Trap fields also allow you to configure whether the iIRMC S2/S3 sends an
SNMP trap to the management console before a planned power-on / power-off
of the managed server and, if so, how many minutes before the event this
should be done. No traps are sent if you specify the value “0”.

Power On/Off Time

On Time Off Time

0300 Sunday

0500 Mondane
Tuesday
Wednesday
Thur sday
Frid=y
Saturday

hh:mm hh:mm
Ewveryday

Trap Tr=p
a] o] Minutes in advance
Apply |

Figure 106: Power Options page, Power On/Off Time
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0 Watt Technology
Please note:
— This feature is only supported by the iRMC S3.
— This feature is not supported for all PRIMERGY servers.

The "0 Watt Technology" feature allows you to reduce the server’s standby
power consumption to 0 watts. Every time the server is powered off, the server’s
standby power consumption is reduced to 0 Watt (0 Warr mode).

server can only be powered on by pressing the Power button or the PSU
Primary Resume button.

E In the 0 Wart mode, the server can no longer be managed remotely. The

However, by applying the Scheduled option (see page 196) you can
specify a time interval at which the PSU is awoken from 0 Watt mode and
thus both remote management and Wake-on-LAN (WOL) can be used.

0 Watt Technology

Dizabled
Enabled
@ Scheduled

Apply |

Figure 107: Power Options page, 0 Watt Technology

Disabled
Disables 0 Wart mode and remains in / switches to the standard power
on/off mode. The server can be managed remotely at any time.
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Enabled

Enables 0 Wart mode.

Even if Enabled has been configured, the 0 Watr mode is blocked in the
following cases:

Power-cycle request / power-on delay

A power cycle request powers down the server without enabling
0 Watt mode, i.e. 0 Watt mode will not be enabled in the delay between
powering down and powering up during a power cycle:

— Any power-on request occurring within the delay causes the
server to be powered on after the delay is over.

— If no power-on request occurred during the delay, the iRMC S3
enables the 0 Wart mode after the delay time period has passed.

Thermal power-on prohibition

If the Temperature Monitoring mode (system thermal power on
prohibition) has been configured in the BIOS/UEFI setup menu, 0 Watt
mode will not be enabled.

ASR&R

Any ASR&R action currently reducing the retry counter prevents
0 Wart mode from being enabled. This applies even if the server was
finally powered off after the retry counter reached 0.

Scheduled Power On/Off Time (see "Power On/Off Time - Specify
power on/off times for the server" on page 193)

As long as a Power On/Off timer configured in the iRMC S3 Power
Options page is active, 0 Watt mode cannot be enabled.

0 Watt mode also cannot be enabled if the Power On/Off timer gets
deactivated while the server is powered off. In this case, only next
power-off transition will enable 0 Watt mode. No scheduled Power
On/Off timer will then prevent 0 Watt mode from being enabled.

Global Error LED

If the global Error LED indicates any problematic system health
conditions, the iRMC S3 will not enable 0 Watt mode. This is because
the server must be able to report system health problems even if
powered off.
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e System Identification LED

As long as the System Identification LED is on, the iRMC S3 will not
enable 0 Watt mode.

e Advanced Video Redirection (AVR)

If an AVR session is currently active, the iRMC S3 will not enable
0 Wart mode. Once all AVR sessions have been finished (i.e, no AVR
is active), the iRMC S3 will enable 0 Warr mode.

o Remote Storage Server (RSS), Telnet/SSH Sessions

If an RSS session or an SSH/Telnet session is currently active, the
iRMC S3 will not enable 0 Wart mode. This prevents the remote
interface connections to the iRMC S3 from being lost.

o AC power fail

If an AC fail occurs and the PSU (Power Supply Unit) is in the 0 Wazt
mode or in the scheduled mode, the PSU will return to system
standby. Depending on the power restore policy settings (see

page 192), the iRMC S3 determines whether the server is to be
powered on. If the power restore policy is set to Always power off, an
AC fail will never result in 0 Watt mode. 0 Watt mode may be reached
after the next system power on.

Scheduled

Enables 0 Watt mode and also displays the 0 Wart Technology
Administration Window. The 0 Watt Technology Administration Window allows
you to specify a time interval at which the PSU is awoken from 0 Wait
mode and thus both remote management and Wake-on-LAN (WOL) can
be used.

0 Watt Technology Administration Window
Start Time End Time
hh:mm hh:mm
11:00 15:30
Apply |

Figure 108: Power Options page, 0 Watt Technology Administration window

Start Time
Defines the beginning (hh:mm) of the time interval.
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End Time
Defines the end (hh:mm) of the time interval.

» Click Apply to activate your settings.

» Click Apply to activate your settings.
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7.7.3 Power Supply Info - Power supply and IDPROM
data for the FRU components

The Power Supply Info page provides you with information on the power supply
specifications and the IDPROM data of the FRUs of the server.

The CSS Component column indicates for each of the components whether the
CSS (Customer Self Service) functionality is supported.

S ServerView

dmin | Logout FUWTSU

PRIMERGY ServerViews Remote Management iRMC $2 Web Server [ paisch | * Q&S

Power Supply Information

@ Systerm Infarmation ‘Power Supply 'PSUT" IDPROM Information
* iRMC 52
Pouer Managemant
i il g Fraduct Name Serial Part Board Versionor  C&§
Power On/Of Hame Infar mation or Model Humber Mumber Cther Info Companent
Power Options
% PSU1  DELTA Bosrd  DPS-8006E-2 A CMZD0S4B0027E3 A3IC40105779 SOF Yes
i Power Supphy Info
[ Power Consumption
Bl sersors Output Standby Harinzs! Winimum h=sd Ripple Minimum Wzsd mu
= Number Power Woltage Woltage Voltage and noise Current Currert
[ Event Log
i.Server Management 1 No 12.00 v 1164 1238 120 mif 100 A 6553 A
[# Neboorc Settings 7 ez 505 Y 480y 530 50 mw 000 A 500 A
[ plerting
# User Management
e Tatal Pesk Peak  Inrush  Inrush Input Input Input AT Dropout
Al ConsolarRediachion Capacity  Capacity  Holdup  Current  Interval Range 1 R=nge 2 Frequency Tolerance
i Midea Redirection (U6
H 200wy BO0W  1Zsec  E0A Mms  100-290Y  90-284Y 4763 Hz 12 ms
i Remate Storage
L. Text Console (SOL)
(iRMC 52 S5H Access

LIRMC 52 Telnet Access
Logaut

Refresh

Figure 109: Power Supply Info page
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7.8 Power Consumption
The Power Consumption entry contains the links to the pages for monitoring and
controlling the power consumption of the managed server:

"Power Consumption Configuration - Configure power consumption of the
server" on page 200.

— "Power Options - Configuring power management for the server" on
page 191. (Not shown on all servers with iRMC S2/S3.)

— "Power Consumption History - Show server power consumption” on
page 207 (Not shown on all servers with iRMC S2/S3.)
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7.8.1 Power Consumption Configuration - Configure
power consumption of the server

The Power Consumption Configuration page allows you to specify the mode the
iRMC S2/S3 uses to control the power consumption of your PRIMERGY server.

S Serverliew Useradmin | logout | FUJITSU

PRIMERGY ServerView® Remote Management iRMC S2 Web Server S ewtsch | * Ba=

m Power Consumption Configuration

& System Information Power Consumption Options
M 52

ower Management Fower Cortrol Mode: | P ower Mgmt Disabled v
wuver Consumption Povrer Monitoring Units: | att = |

DRl A Iptone Enzble Power Monitoring:
Curent Consumption

Power Histary B

# Sensor

[ Event Log

i Semer Management
# Network Settings

[ pleting

[ User Manzgement

# Cansole Redirection
i Midea Redirection (AIS)
{-Remote Storage

i Text Consale (S0L)

L iRME 52 S5H Access
iRMC 82 Telnet Access

Lagout

Refresh

Figure 110: Power Consumption' Configuration page

Prerequisite:

The following requirements must be met in order to configure power
consumption control:

— The managed PRIMERGY server must support this feature.

— The Enhanced Speed Step or the Processor Power Management option
must be enabled in the Advanced Menu of the BIOS setup.

If you set the “Power Limit” power control mode in the Power Consumption
Options group or in the Scheduled Power Consumption Configuration, the
Power Limit Options group is also displayed (see page 202).
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Power Consumption Options

The Power Consumption Options group allows you to select the power control
mode and specify whether the power consumption should be monitored over

time.

Power Control Mode
Mode for controlling the power consumption of the managed server:

Power Mgmt. Disabled:

The iRMC S2/S3 allows the operating system to control power
consumption.

Best Performance:

The iIRMC S2/S3 controls the server to achieve best performance. In
this event, power consumption can rise.

Low Noise: (iIRMC S3 only)

The iRMC S3 controls the server to achieve the lowest possible noise
emission. This feature is not supported for all PRIMERGY servers
and only available for specific configurations.

Minimum Power:

The iIRMC S2/S3 controls the server to achieve the lowest possible
power consumption. In this event, performance is not always ideal.

Power Limit:

The Power Limit Options group is displayed (see "Power Limit Options"
on page 204).

Scheduled:

The iRMC S2/S3 controls power consumption in accordance with a
schedule that you can define using the SCU (see "Scheduled Power
Consumption Configuration" on page 202).

Power Monitoring Units
Unit of electrical power used to display power consumption:

Watt

BTU/h (British Thermal Unit/hour, 1 BTU/h corresponds to 0.293
Watt).
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Enable Power Monitoring
If you enable this option, power consumption is monitored over time.

Power monitoring is enabled by default as of Version 3.32 of the
firmware.

This setting only takes effect on PRIMERGY servers that support
power monitoring.

» Click Apply to activate your settings.

Scheduled Power Consumption Configuration

The Scheduled Power Consumption Configuration group allows you to specify in
detail the schedules and modes (operating-system-controlled, best
performance, lowest power consumption) that the iRMC S2/S3 uses to control
power consumption on the managed server.

The Scheduled Power Consumption Configuration group only appears if you
have enabled the power control mode scheduled in the Power Consumption
Options group.

Configuration for scheduled power control mode assumes that the
Enhanced Speed Step option has been enabled in the BIOS setup. If this is
not the case, a message to this effect is displayed.

If this message appears even though “Enhanced Speed Step” is
enabled, this may be because:

— The CPU (e.g. low-power CPU) of the server does not support
scheduled power control.

— The system is currently in the BIOS POST phase.
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Figure 111: Powér Consumption Configuration page (scheduled)

Time 1
Time [hh:ss] at which the IRMC S2/S3 starts power control as defined in
Mode 1 on the relevant day of the week.

Time 2
Time [hh:ss] at which the IRMC S2/S3 starts power control as defined in
Mode 2 on the relevant day of the week.

Mode 1
Power consumption mode used by the iRMC S2/S3 for power control as
of Time 1 on the relevant day of the week.

Mode 2
Power consumption mode used by the iRMC S2/S3 for power control as
of Time 2 on the relevant day of the week.

Set Time 1 < Time 2, otherwise the power control mode specified under
Mode 2 will only be activated at Time 2 on the relevant day of the following
week.

E Specifications in the Everyday field take priority.
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» Click Apply to activate your settings.

You can also configure scheduled power control using the Server
Configuration Manager (see chapter "Configuring iRMC S2/S3 using the
Server Configuration Manager" on page 347).

Power Limit Options

The Power Limit Options group is displayed under the following circumstances:

— The power control mode Power Limit is selected and enabled in the Power
Consumption Options group.

— The power control mode Scheduled is enabled in the Power Consumption
Options group and the power control mode Power Limit is enabled at least
once in the Scheduled Power Consumption Configuration group.

The power limit then applies to all periods for which this power control mode
is enabled in the Scheduled Power Consumption Configuration group.

S Serverliew

PRIMERGY

ServerViews Remote Management iRMC S2 Web Server

Deutsch | =

m Power Consumption Configuration

iRMC 82 Telnet Access

Lagout

Refresh

& :System Informatian Power Consumption Options
RMC 52
[l Power Management Fower Control Mode: | P ower Limit v
wuver Consumption Fower Monitoring Units: | Watt ol
DRl A Iptone Enzble Power Monitoring:
Current Consumptian
P ower Histo
= b Apply
# Sensors
[ Event Log i
' Power Limit Options
L Senver
# Network Setti [y
hmok Satings Power Limit: 400 |Watt
[ pleting ) 350_"\ . .
A — Warning Threshold: | | Percen
R Fovrer Limit Grace Period: |5 Minutes
Lo Video Reditestion (JiS) Action resching Power Limit: | Continue |
i Remote Starage Enable dynamic Power Contral:
i Test Console (S0L)
L iRME 52 S5H Access Apply

1) Hote: Graceful Shutdon as action after reashing power limit requires installed and running Sarvar/iew Agents

Figure 112: Power Consumption Configuration page (scheduled)

Power Limit

Maximum power consumption (in Watts).
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Warning Threshold
Threshold as a percentage of the maximum power consumption
specified under Power Limit. When the threshold is reached, the action
defined under Action Reaching Power Limit is performed.

Power Limit Grace Period

Period (in minutes) for which the system waits after the threshold has
been reached until the action is performed.

Action Reaching Power Limit
Action to be performed after the threshold has been reached and the
grace period has expired.

Continue
No action is performed.

Graceful Power Off (Shutdown)
Shut down the system "gracefully" and power it down.

This option is only supported if ServerView agents are
installed and signed onto the iRMC S2/S3 as “Connected”.

Immediate Power Off

The server isimmediately powered down irrespective of the status
of the operating system.

Enable Dynamic Power Control
The power limit is controlled dynamically. If this option is enabled, the
iRMC S2/S3 controls the power consumption of the server system by

reducing the CPU’s power consumption as soon as the Warning Threshold
is reached.
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7.8.2 Current Power Consumption -
Show the current power consumption

E This view is not supported by all PRIMERGY servers with iRMC S2/S3.

The Current Power Consumption page shows the current power consumption of
the system components and of the overall system.

S Serverliew

PRIMERGY ServerView® Remote Management iRMC S2 Web Server Floeutsch | * B&=

Current System Power Consumption

Current Overall Power Consumption

[# System Infarmation
 iRME 52

(# Power Management
i

= Currert Minimum Peak  Average Current / Maximum
=l Power Consumption Power Power Power  Power Power
i Consumption Options

Power History

]

| Sensors
| Event Log Power Supply Power Distribution

Sener Management

Current Currert £ Total
Fover System Power

]

| Netrork Settings Mo Designstion
| #letting
| User Management @ 1 PSUA Power 10 att
| Console Rediraction
..\ideo Redirection (JWrS) @ 2 FPSU2 Power Power supply - Not present
Remote Storage

- Text Console (SOL)
~iRMC 52 S5H Access
~iRMC 52 Telnet Avcess

Status

[

[

10 /10 Wiatt(100%) | Over configured Fower Limit

"

Detailed Power Consumption Information

Current Current / Total

Logout Mo Designation TS St Status

Refresh € 1 CPUTPower 15wt _ 150 Watt150%) 0K
&) 2 CPUZPower 20%Wait _ 20710 Watt (200%) 0K
& 3 FanPowsr  9wat _:|Qf10Waﬂ(QD%) Ok
&) 4 Memory Fower 8iatt _:lgmow.m(gom oK
& 5 MDD Power 17 wWatt _ A7 A0 Wt (170%) DK

Figure 113: Current Power Consumption page
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7.8.3 Power Consumption History -
Show server power consumption

The Power Consumption History page charts the power consumption of your
PRIMERGY server.

E This page is not shown on all PRIMERGY servers with iRMC S2/S3.

S ServerlView

wiE Remote Management iRMC S2 Web Server ™ peutsch |

Power Consumption History

[ System Infarmation
[ iRME 52

[ Power Managemeant

Current Overall Power Consumption

Currert Minimum Peak  Awverage

Current / Maxi mum
Power Power Power  Power

=l Power Consumption Pawer

Consumption Options

Famer History
# Sensers - -
[# Event Log Power History Options
Server Management i
[ Network Seftings Fower Manitoring Units: | i v ‘
# Alstting Power History Period: | 1 hour ~|
] User Managemeant Enable Power Monitaring: [¥]
[# Consale Redirection
L. Wideo Redirection (WUS) Apply | Delete History
- Remote Storage
L. Text Consale (SOL) Power History Chart
{IRME 52 S5H Access
LLiRME 82 Telnet Access Selected Period: Minc10 Avg:10 Maxid
Favwer
[ivaty]
Logout
106
Refrach
104
102
10
93
95
94
82
9

17:30 1740 17:50 1800 1810 18:20

Last 60 minutes
dygraphs library http:#/dynraphs coms Copyright @ 2009 License

Save History

<

Figure 114: Power Consumption History page
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Current Power Consumption
m This option is not supported for all PRIMERGY servers.

Under Current Power Consumption you can see all the measurements for the
server power consumption in the current interval: current, minimum, maximum
and average power consumption.

A graphical display also shows the current power consumption of the server
compared with the maximum possible power consumption.

Current Overall Power Consumption

Currert  Mini rmumm Peak  Awverage Current § Mazxi munm
Povver Povver Poear Povweer Fovver

S—

Figure 115: Power Consumption History - Current Power Consumption

Power History Options

You specify the parameters for displaying the power consumption under Power
History Options.

Power History Options
Poveear Monitoring Units: | Wratt b
Povwear History Period: | 1 wear w

Ernable Power Monitoring:

Apphy I Delete Histons I

Figure 116: Power Consumption History - Power History Options

Power History Units
Electrical power units:

— Watt

— BTU/h (British Thermal Unit/hour, 1 BTU/h corresponds to
0.293 Watt).
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Power History Period
Period for which the power consumption is charted.

The following intervals can be selected:

1 hour
Default.
Measurements for the last hour (60 values). Since one
measurement is generated every minute, this shows all the
measurements of the last hour.

12 hours
Measurements for the last 12 hours. One measurement is shown
for each five-minute period (every 5th measurement, 144 values
in all).

1 day
Measurements for the last 24 hours. One measurement is shown
for each 10-minute period (every 10th measurement, 144 values
in all).

1 week
The measurements for the last week. One measurement per hour
is shown (every 60th measurement, 168 values in all).

2 weeks
The measurements for the last month. One measurement is
shown for each period of approx four hours (every 120th
measurement, 168 values in all).

1 month
The measurements for the last 6 months. One measurement is
shown for each period of approx one day (every 240th
measurement, 180 values in all).

1 year
Measurements for the last 12 months. One measurement is
shown for each two-day period (every 2880th measurement, 180
values in all).
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Enable Power Monitoring
Specifies whether power monitoring is to be carried out.

Power Monitoring) is enabled by default as of Version 3.32 of the
firmware.

This setting only applies to PRIMERGY servers that support
consumption logging.

» Click Apply to activate your settings.

» Click Delete History to delete the displayed data.

Power History Chart

Power History Chart shows the power consumption of the managed server over
time in the form of a graph (using the settings made under Power History
Oprions). The difference between the actual power consumption and the power
consumption displayed in the power history chart may amount to about 20%.

Power History Chart
250

225 Min: 218 liax: 230 Avg: 248 [dattd

200

175

150

125

100

Power CWatt]

78

50

25

Jul Aug Sep Ot Moy Dec Jan Feb Mar At May Jun
last year

Figure 117: Power Consumption History - Power History Chart
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7.9 Sensors - Check status of the sensors

The “Sensors” entry provides you with pages which allow you to check the
statuses of sensors of the managed server:

"Fans - Check fans" on page 212.

— "Temperature - Report the temperature of the server components" on
page 215.

— "Voltages - Report voltage sensor information" on page 217.
— "Power Supply - Check power supply" on page 218.
— "Component Status - Check status of the server components" on page 220.

To facilitate checking the status, the sensor status is not only shown in the form
of the current value, but also using a color code and a status icon:

Black (font color)/ The measured value is within the normal operational

" value range.
v

Orange (font color)/ The measured value has exceeded the warning

threshold.
g System operation is not yet jeopardized.
1
Red (font color)/ The measured value has exceeded the critical
threshold.
E System operation may be jeopardized and there is a

risk of loss of data integrity.

Table 6: Status of the sensors
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7.9.1

Fans - Check fans

The Fans page provides information on fans and their status.

< ServerView

System Information
RAC 52

ower Management

ouner Consumption

Fan Test

Fan Check Time
Disable FAN Test: []

Apply To Selected Fans |

F.
:”S Apply | Start Fan Test
Woltages
Power Supphy Sysiam s
‘. Companent Status
3 Normal Shutdown
& Event Log Select No Designation [ERDSIT] Rewvolutions RE:Z:M Delay Status Con’?isnem
Server Management (Percart) (Seconds) P
[ Nebwok Settings =
1 FAN1SYS 4200 00 Continue 1 FAN on, runnin. Yes
# Alerting L] ] g
[ Usar Management O & 2 ranzsvs 4020 a8 Continue a0 FAN on, running Yes
(# Conzole Redirection -
Video Redirection (IS} O & = ranesys 4140 a8 Continue a0 FAN on, running Yes
Remote Storage
T Console (500 [0 & 4 Fanasys 4zo0 100 Cantinue w0 FAN on, running Ves
IRMC: 32 5 SH Hodese O & = ranssys 4200 100 Continue 40 FAN an, running Yes
iRMC 52 Talnat Accass
[0 & & FaniPsu1 s3s0 100 Cantinue w0 FAN on, running Ves
Logout .
[0 & 7 FanzpPsul saan 00 Continue 1 FAN on, running Yes
Refrash
[] & B FANIPSU2 o Continue 90 FANnotinstalled  Yes
[0 @ o FawzPsu2 o Continue 80 FANnotinstalled  Yes
Select Al | Desslect All
| continue after sels cted fan fails, Shutdown Delay 300 | Seconds

1) Note: An astivated fan fail raaction raquires installed and unning Servervien Agents

Figure 118: Fans page
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Fan Test - Test fans

The Fan Test group allows you to specify a time at which the fan test is started
automatically or to start the fan test explicitly.

Instead of the formerly used full speed testing, most new systems now

E provide a modified fan test feature which performs the fan test with a
speed near to the currently required speed. In this case, the fan test is no
longer acoustically noticeable.

Fan Check Time
Enter the time at which the fan test is to be started automatically.

Disable Fan Test
Select this option to disable fan testing.

» Click Apply to activate your settings.

» Click Start Fan Test to start the fan test explicitly.

System Fans - Specify server behavior in the event that a fan fails

The System Fans group provides you with information on the status of the fans.
You can use the options or buttons to select individual fans or all the fans and
specify whether the server should be shut down after a specified number of
seconds if this fan fails.

Select all
Selects all fans.

Deselect all
All selections are cancelled.

» Select the fans for which you wish to define the behavior in the event of a
fault.
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» Define the behavior in the event of a fault using the list at the bottom of the
work area:

— Choose continue if the server is not to be shut down if the selected fans
fail.

— Choose shutdown-and-power-off if the server is to be shut down and
powered down if the selected fans fail. If you choose this option, you must
also specify the time in seconds between failure of the fan and shutdown
of the server (Shutdown Delay) in the field to the right of the list.

In the case of redundant fans, shutdown is only initiated if more
than one fan is faulty and shutdown-and-power-off is also set for
these fans.

» Click Apply to the selected Fans to activate your settings for the selected fans.
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7.9.2 Temperature - Report the temperature of the server
components

The Temperature page provides information on the status of the temperature
sensors which measure the temperature at the server components, such as the
CPU and the Memory Module and the ambient temperature.

S ServerView
PRIMERGY ServerView® Remote Management iRMC 52 Web Server | peutzch | ® HA=
st SxetemInfomation Temperature Sensor Information (in °Celsius)
I+ iRMC 52
[ Power Management
- Temperature Warning Critical  Fail
¥ Fower Consumption e No  Designation “mejijic) Level Lewal Reaction “YE
= Sensors
i O & 1+ Ambient 22 Erd 4z Continue  OK
ans
eHpEmtn [0 & 2z sytemboard 38 5 70 Continue  OK
Valtages
Power Supply 0O @ = CPU1 33 a3 97 Continue  OK
L. Component Status
@ iintisg [ & a cru a2 98 97 Continue OK
Dl Managemient OO0 & s oivmaa 28 7 82 Continue  OK
F Netuwork Settings
[ Alatting il & DIMM24 78 82 Continue  MA
[ User Management
e e reian ] 7 DIMM3A 8 82 Continue NA
Yidso Rediragtion W3), il 2 DIMM-1B 78 82  Continue N
‘Remote Storags
~Texd Consele (SOL) O 9 DIMM-ZB 78 82 Continue  N/A
JRMC 52 $5H Acoess
IRMC 52 Telnet fioess ] 10 DiMmae 78 82 Continue  NA
i M DIMMAC 8 82 Continue NA
Lagout
il 12 piMmze 78 82  Conlinue NA
Refresh
] 13 pimmac 8 82 Continue  MA
[ & 14 o a0 78 82 Continue OK
i 15 DimMmzD 7 B2 Continue  MNA
il 18 DIMM3D 78 82 Continue A
D 17 DIMM-1E 78 8z Continue MR
0 18 DimmzE 8 82 Continue  MA
o 18 DIMM3E 7 B2 Continue  NA
il 20 DIMM-AF 78 82 Continue  MA
] 21 DIMM2F 8 82 Continue NA
D 22 DI h-3F 78 a2 Continue NSA
Select Al | DesalactAll
[Continue | after reaching sitical temperature
Apply To Selected Sensors

_i) Nate: An activated temperature fail rzaction requires installed and running Servervisw Agents.
Figure 119: Temperature page

You can use the options or buttons to select individual temperature sensors or
all the temperature sensors and specify whether the server is to be shut down
if the critical temperature is reached at the selected sensors.
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Select all
Selects all temperature sensors.

Deselect all
All selections are cancelled.

» Select the sensors for which you wish to define the behavior in the event that
the critical temperature is reached.

» Define the behavior in the event that the critical temperature is reached
using the list at the bottom of the work area:

— Choose continue if the server is not to be shut down if the critical
temperature is reached at the selected sensors.

— Choose shutdown-and-power-off if the server is to be shut down and
powered down if the critical temperature is reached at the selected
sensors.

» Click Apply to the selected Sensors to activate your settings for the selected
temperature sensors.
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7.9.3 Voltages - Report voltage sensor information

The Voltages page provides information on the status of voltage sensors
assigned to the server components.

S ServerView
PRIMERGY. ServerView® Remote Management iRMC 52 Web Server [l peutsch | * HE=
Voltages
. System|nfoimation Voltage Sensor Information
# iRMC 52 -
¥ Fower Management o z -
' Current Minimum Maximum Memimal |
[# Fower Consumption o Designafion  vijue  valus  Value | valug NS Stafus
ke & BATT 3.0V 208 201 250 200 welt  OK
Fans
Temperaturs & 2z sTeY3AV 232 209 258 220 welt  OK
ot
P° "ge; \ & = RMCizveTEY 120 142 128 120 wolt  OK
awer Supply
Companent Status & 4 iRMCiEvETEY 181 171 189 180 Mot OK
# EventLog
N . & & Lewtovwster 100 080 110 100 wolt  OK
ever Managemen
Netwark Settings & & Lewtswster 181 1686 1885 180 Wolt  OK
Alatting
I ; & MAIN 124 1208 1108 1201 1200 Vot OK
# User Managemen
[ Consele Redirestion & 8 MaNstsy 513 47 557 513 et  OK
LoViden Redirection (JUS)
R te St a a MAIN 3.3 337 3.06 358 3.30 Walt Ok
emots Sterage
Text Console (SOL) ﬂ 10 10H 14w 1.10 1.00 120 1.10 Walt Ok
© IRMLC 52 SSH Access
©IRME 52 Telnet Access G 11 10H 1.8W 181 167 192 1.80 Waolt oK
& = ICH 1.5V 150 139 161 150 el  OK
Logout
a 13 10H 1% ALK 1.10 1.00 120 1.10 Waolt Ok
Refresh; & 14 cPulisv 180 167 193 180 et OK
@ 15 CPUZ 1.8V 1.80 167 192 1.80 Walt oK

Figure 120: Voltages page
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7.9.4 Power Supply - Check power supply

The Power Supply page provides information on the power supplied from the
power supply units. For some server types, the Power Supply page also allows
you to configure power supply redundancy settings.

S ServerView

PRIMERGY

Server¥iew® Remote Management iRMC 52 Web Server

Power Supply

& System |nfarmation Power Supply Sensor Information

[* iRMC 52 —

[ Fower Management _ T

[# Power Consumption e Status Component

B zensnn € 1 Powerunit  Fully redundant Mo
Fans
Temperature @ 2 PSLA PSU not installed Yes
3 olaggs @ 3 PSU2 PSU not installed s
Fawer Supply
Component Status d 4 F3U3 Fowersupply - OK res

Evéntiog o s PsU4 Powersupplhy - Ok e

- Senrer Management

[ Netmotk Settings

[# Alerting

[# User Management Power Supply Redundancy Configuration

[# Console Redirection - -

LMideo Redirestion (IWS) PSU Redundancy Mode: |

Remote Storage
-iEE 52 S ol IR |0l s s e

“-IRMC S2 Telnet Access AC Redundancy 2 + 2 (2 AC Sources)
AL Redundancy 1+ 1 (2 AC Sources)

Logeut

Refresh

Figure 121: Power Supply page
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Power Supply Redundancy Configuration
m This functionality is not available with all servers.

The Power Supply Redundancy Configuration group allows you to set the
redundancy mode for the managed server. It depends on the servers
capabilities which options are actually available.

PSU Redundancy 1 + 1 Spare PSU
System operation is guaranteed for 1 PSU fail in the case of 2 PSUs in
total.

PSU Redundancy 2+ 1 Spare PSU
System operation is guaranteed for 1 PSU fail in the case of 3 PSUs in
total.

PSU Redundancy 3+ 1 Spare PSU
System operation is guaranteed for 1 PSU fail in the case of 4 PSUs in
total.

AC Redundancy 2 + 2 (2 AC sources)
2 of the 4 PSUs are each connected to a separate AC source. This
ensures that the system can continue operation even if a power line or a
single PSU fails.

AC Redundancy 1 + 1 (2 AC sources)
Each PSU (of 2 PSUs in total) is connected to a separate AC source. This
ensures that the system can continue operation even if a power line or a
single PSU fails.
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7.9.5 Component Status -
Check status of the server components

The Component Status page provides information on the status of the server
components. The CSS Component column indicates for each of the components
whether the CSS (Customer Self Service) functionality is supported.

S ServerView

PRIMERGY ServerView® Remote Management iRMC $2 Web Server [ pautsch * H&Z
Component Status [

. ) = =
[ System Information Component Status Sensor Information
E iRMC 52
Hl Proiwi:Maha e merit N Tae s Entity Entity LED Signal css
[ Fower Consumption B 1d Instance avallable Status Campenart
oneas @ 1 Ambient Extemal Environment i No ok No
Fans
Temperature @ 2 cru Processar 0 Yes ok Na
Volt
P° agf; ‘ & = crw Processor 1 Yes oK No
ower Supply
Component Status @ 4 Fantsvs FaniCooling Devies 5 Yes aK Yes
ventLog e s Shot7 PCI Bus 5 Yes  Empty PCI Slot Yes
Server Managamant
etooik Settings (VI System Mgmt. Madule 0 No ok No
Jerti
i ® ‘,:‘9 ; 9 7 Disk Drive Bay 0 Ho oK Yes
[ User Managemen
# Console Redirection 9 = System Firmware (BIOS/EF) O Na oK No
idea Redirestion (JS)
9 o Systern hgmi. Softuare i Ho oK Ho
Remote Sterage
e Consale (500 ) M0 Power Level Pawer Manitaring 1 Na oK Na
RME 52 S5H Aceess
et S & 1 FanBoard Caoling Unit 0 Mo oK Na
@ 12 BatT3OV Battary 0 No aK Na
Logout -
@ 13 Voltages System Board 0 No oK No
Reafresh @ 14 Temp External Enviranment 0 No oK No
@ 15 BBU Battary 1 Na Not Present Yes
([~ BRI Pouer Supphy 0 Yes oK es
T 7 o NMemary Device 0 Yes Prefail Yes
@ 18 Dimhza Memory Device 1 Yes Empty Slot Yes
& 12 CiMME Memory Device 3 Yes Empty Slot Yes
@ 20 DIMMzE Memory Device 4 Yes Empty Slot Yes
© 21 DiMuic Memory Device 8 Yes Empty Slot Yes
@ 22 DIMM2C Memory Device 7 Yes Empty Slot Yes
@ 27 DIMMAF Memory Device 15 Yes Empty Slot Yes
@ 28 DiMMzF Memory Device 15 Yes Empty Slot Yes
@ 23 sion PCI Bus o Yes oK Yes
@ 0 sl PCI Bus 1 Yes  Empty PCISlet  Yes v

Figure 122: Component Status page
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Entries with Designation "iRMC", "Agent", "BIOS", or "VIOM"

Entries with the Designation "IRMC", "Agent", "BIOS", or "VIOM" indicate that the
iRMC S2/S3, the agent, the BIOS, or VIOM has detected an error. It does not
mean that the iRMC S2/S3, the agent, the BIOS, or VIOM itself is defective.

Entries with Designation "HDD" and "HDD<n>, agentless HDD monitoring
("out-of-band" HDD monitoring)

Entries with the Designation "HDD" or "HDD<n>" (with n = 1, 2, ...) indicate the
statuses of Hard Disk Drives (HDD):

— The entry with Designation "HDD" indicates the overall HDD status of the
server by summarizing the statuses of the individual HDDs.

The overall HDD status of the server is read and reported to the iRMC S2/S3
by the ServerView agents and the ServerView RAID Manager.

— An entry with Designation "HDD<n>" (where n =1, 2, ...) indicates the status
of an individual HDD.

Please note:
— This feature is only supported by the iRMC S3.

— This feature only supported if the managed PRIMERGY server
supports the "agentless HDD monitoring" function (also known as
"out-of-band HDD monitoring").

If these requirements are met, the HDD<n> status of each individual
HDD is reported directly to the iRMC S3, i.e. without using the
ServerView agents.

-Q 58 HDD1 Disk Drive Bay 1 Ne oK Yes
¥

6 &1 HDD3 Disk Drive Bay 3 No Failed Yes

v 62 HDD4 Disk Drive Bay 4 No Ok Yes

Figure 123: Status display for individual HDDs
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The precise entries displayed in the Component Status Sensor Information
table, therefore, depend on the server state and whether the server
supports "agentless HDD monitoring":

— The entry with Designation "HDD" only shows a status in the Signal
Status column if the ServerView agents and the ServerView RAID
Manager are installed and running on the managed server.
Otherwise, "N/A" (not available) is displayed in the Signal Status
column instead.

— The entries with Designation "HDD<n> (withn =1, 2, ...)" are only
displayed if the managed server supports "agentless HDD
monitoring".
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7.10 System Event Log and Internal Event Log

The Event Log entry in the navigation area contains the links to the pages for
viewing and configuring the IPMI event log (system event log, SEL) and the
iRMC S2/S8 internal event log:

"System Event Log Content - Show information on the SEL and the SEL
entries" on page 224.

The internal event log contains entries providing information on audit events
(logon events, AVR connection events, etc.) and additional information (e.g.
IPVv6 related information and LDAP user names).

— "Internal Event Log Content - Show information on the internal eventlog and
the associated entries" on page 227.

The IPMI SEL contains entries providing information on events like operating
system boots / shutdowns, fan failures, and iRMC S2/S3 firmware flashes.

— "Event Log Configuration - Configure IPMI SEL and internal event log" on
page 230.

Colored icons are assigned to the various event / error categories to improve
clarity:

Critical

Major

Minor

Informational

Customer Self Service (CSS) event

ROk 46

Table 7: System event log / internal event log content - error categories
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7.10.1 System Event Log Content -
Show information on the SEL and the SEL entries

The System Event Log Content page provides information on the IPMI SEL and
displays the SEL entries. The IPMI SEL contains entries providing information
on events like operating system boots / shutdowns, fan failures, and

iRMC S2/S3 firmware flashes.

The CSS Event column indicates for each of the events whether the event was
triggered by a CSS (Customer Self Service) component.

S ServerlView

PRIMERGY

[ System Infarmation System Event Log Information
£ iRMC 52
Power Management Ewent Log Status: 426 Entries of 426 (Ring Buffer)
Powst Consumption Last Addition: 13-Jan-2011 18:23:10
Last Erase: 30-Jul2010 15:48:30
& Sensors
Event Lo
2 Clear Event Log | Save Event Log
- IPMI SEL sontent
Internal Event Log
Configuration System Event Log Content
Server Management : - Ve
FEA— (1€ wispisy Critical [P Y Dispiay Major [#] A tisplay Minor [2] (1) Display info (]850 £55 anty [ 1 snow Resolutions
[ Alerting
Apply
[ User Managemant
(¥ Consale Redirection
Event Event Error Event Event Alert css
¥ide Reditection,LAVS) Date Severity Code  Source Description Group Componert
Remats Storage
- 13:Jan-2011 P
Tesxt Consale (5003 @ 13"2"3 - Info 020010 Lﬂe‘:r”:" System power consumption within limit System Power e
iRMC 52 S5H Access
iRMC 52 Telnst Access i R info ozomaz Lo System pouwer consumption limiting disabled System Fomer No
\ 1821114 Level
Logout 0 13-Jan-2011 Fower i Py e
@ i info onoAn O System power cansumptian within limit System Power No
Refresh :
= 130302011 Fower : :
@ el i ozootz System power consumption [imiting disablad  Systam Powsr Ne
- 13Jan-2011 Powsr
@ doh i o ozooto System power cansumption within limit System Fomer No
: 13-Jan-2011 Fower
€Y} Shied it o200t 2O System power consumption limiting disabled System Fower No
Ty 13-Jan-2011 Fower ™ I
@ e nfo ozooio O System power consumption within limit System Power Ne
- 13Jan2011 Powsr
@ S o ozootz System power consumption limiting disablad  Systam Power Ne
- 13Jan-2011 IRMC S2 Browser user'admin' login flom
..1) 171250 Info 230091 iRMC 52 217.9.101.18 Security No
0 13-Jan-2011 . iRMC S2 Browser user'admin' logout from N
@ e Info 230082 iRMC 52 T Security No
- 130302011 ; IRMC 52 Browser user 'admin’ login from )
)] T Info 230081 iRMC 52 Lot Security Ne
- 13Jan-2011 IRME 52 Browsar ussr'admin’ logout fram
)
@ Foeiod Info  Z3008Z iRMC 82 el Security N
T 13-Jan-2011 . iRMIC 52 Brovser user'admin’ login fram .
@ fop i Info 230081 iRMC 82 g A Security No
v

Figure 124: System Event Log Content page
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System Event Log Information

The System Event Log Information group informs you of the number of entries in
the IPMI SEL. It also indicates the time when the last entries were added or

deleted.

System Event Log Information

Ewvert Log Status: 925 Entries of 425 (Ring SEL)
Last Addition: 12-Jun-2009 15:26:02
Last Erase; 08-Jan-2008 16:58:51

Clear Event Log I Save Event Log I

Figure 125: System Event Log Content page, System Event Log Information

Clear Event Log
Click Clear Event Log to clear all the entries in the IPMI SEL.

Save Event Log
After you have clicked Save Event Log, the iRMC S2/S3 allows you to
download the file iRMC S2/53_EventLog.sel, which contains the IPMI SEL
entries.

iRMC S2/S3 225
Download from Www.Somanuals.com. All Manuals Search And Download.



System Event Log and Internal Event Log

System Event Log Content

The System Event Log Content group displays the SEL entries filtered by severity
class.

You can modify the filter criteria for the duration of the current session in
the System Event Log Content group. However, the settings you make here
are only valid until the next logout. After that, the default settings apply

again.
System Event Log Content
& bizpiay critical [Z] W Display ajor [2] 4 Dispizy Minor (1D tispiay info (185 cs3 oty [ 1 show Resoltions
Apply |
Ewert Evert Evert Ewert Alert ces
Date Sewverity  Source Description Group Component
A 081;?4210109 Minar iRMC 52 iRMC 52 Browveser login failed from 217 .9.101.12 Security Mo
s 051.‘1”2'18200909 Minar iRMC 52 iRMC 52 Brovezer login failed from 217.9.101.18 Security Mo
A 0511?4250509 Minar iRMC 52 iRMC 52 Browveser login failed from 217 .9.101.12 Security Mo
s 051'1”2'102??5?9 Minar iRMC 52 iRMC 52 Brovezer login failed from 217.9.101.18 Security Mo
l-. 04—23”;122909 Minor iRMC 52 iRMC 52 Brovezer login failed from 217.9.101.18 Security Mo
s 042-éu‘|‘14210109 Minar iRMC 52 iRMC 52 Brovezer login failed from 217.9.101.18 Security Mo
' 4 256;‘::‘;200109 M ajar B:g\e;" Battery voltage 'Battery +34 low warning : 252 Wolt SP":E:Q"I' Mo
s 18;;1::‘;:220109 Minar iRMC 52 iRMC 52 Brovezer login failed from 217.9.101.18 Security Mo
l-. 116;‘:;‘;:250809 Minor iRMC 52 iRMC 52 Broweer login failed from 172.25.144.84 Security Mo

Figure 126: System Event Log Content page, System Event Log Content

Display Critical, Display Major, Display Minor, Display Info, CSS only
If you wish, you can choose one or more severity levels other than the
default values here.

Show Resolutions
If you choose this option, a proposal for solution will be displayed for each
SEL entry of severity level Critical or Major.

» Click Apply to activate your settings for the duration of the current session.
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7.10.2 Internal Event Log Content -
Show information on the internal eventlog and the
associated entries

The Internal Event Log Content page provides information on the internal eventlog
and displays the associated entries. The internal event log comprises audit
events (logon events, AVR connection events, etc.) and additional information
(e.g. IPv6 related information and LDAP user names).

5 Serverliew
PRIMERGY Server View® Remote Management iRMC S2 Web Server ™= pevtsch | * H&=
Internal Even A
& System Information Internal Event Log Information
() iRMC 52
& Power Management Erase Time: 08-Now-2010 13:04:24
[ Power Consumption Ewart Log Modus: Circular Bufer (Ring Buffer)
= Fill Level: 48%
# Sensor
EventLo
g Clearinteinal EventLog | Save internal Event Log
IPMI SEL content
Intemal Event Lag
Configuration Internal Event Log Content
Sener Management o .
Natwork Settings [Z1€D bispiay Critical [ W bisplay Major [#] A\ Dispiay Miror [#] (1) Display Ifo
Aletin
. Apply.
& User b
Cansole Redirestion
Evant Evert  Error Evart Alert
Aideo; Redire Aon VS Date Severity Code Description Group
Remote Storage
Text Consale (S0L) i) 18Jan2011 174260 Info 230081 iRMC 52 Bromser hitp connection user'admin' lgin from 217.8.101.18 Seourity
IRMC 52 S5H Access i) 13-Jan201117:4220 Info 230082 iRMC 52 Browser hitp connection user'admin' lagaut fram 247 9,101 18 Security
IRME 52 Talnet Acces
(i) 13-Jan201118:2102  Info 230081 IRMC 52 Browser hitp connection user admin' login from 217.9.101.18 Security
Laggtt (i) 12Jan2011 184742 Info 230082 iRME S2 Browser hitp connection user'admin' legeut from 217.9.101,12 Security
Ratresh i) 18Jan201118:821  Info 230081 iRMC 52 Bromser hitp connestion user'admin' Igin from 217.8.101.18 Seourity
(i) 13-Jan201118:800  Info 230082 IRME 52 Browser hitp connestion user'admin' lagaut from 217.9.101.18 Seourity
(i) 13-Jan-201118:15.03  Info 230082 IRMC 52 Browser hitp connection user'admin' lagaut from 217.9.101.18 Security
(i) 13-Jan201116:3230  Info 280081 iRMC $2 Bromser hitp connection user'admin' login from 217.9.101.18 Security
i) 13Jan2011152745  Info 230081 iRMC 52 Bromser hitp connection user 'admin' lgin from 217.8.101.18 Seourity
i) 13an2011 154801 Info 230082 IRME 52 Browser hitp connestion user'admin' lagaut from 217.9.101.18 Seourity
(i) 13-Jan-201114:0004  Info  2300B7 iRMC 52 Browser AVR sonnection user'admin' AVR Session started from 217.9.101.18  Security
(i) 13-Jan201113:5861  Info 230081 iRMC $2 Bromser hitp connection user 'admin' login from 217.9.101.18 Security
i) 13Jan201113:2330  Info 230081 iRMC 52 Bromser hitp connestion user 'admin' Igin from 217.8.101.18 Seourity
(i) 13-Jan201113:2324  Info 230082 IRME 52 Browser hitp connestion user'admin' lagaut from 217.9.101.18 Seourity
(1) 13-Jan-201112:58:43  Info 230081 iRMC 52 Browser hitp connection user'admin' login from 217.9.101.18 Security
(i) 07-Jan201114:5242  Info 230083 iRMC 52 Bromser hitp connection user'admin' aute-logout from Security
i) 07-Jan201114:4766  Info 230088 RMC 52 Bramser AVR connecfion user‘admin' AVR Session finished from 172.17.48.84  Security
i) 07Jan201114:47:45  Info 230087 IRMC 52 Brawser AVR connection user'admin' AVR Session started from 172.17 4684 Seourlty 3

Figure 127: InternalEvent Log Content page
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Internal Event Log Information

The Internal Event Log Information group informs you of the number of entries in
the internal event log. It also indicates the time when the last entries were added
or deleted.

Internal Event Log Information

Erz=se Tirme: 02-Now-2010 12:04:249
Ewent Log Modus: Circular Buffer (Ring Buffer)
Fill Levwel: 42%

Clear Internal Event Log I Sawe Internal Event Log I

Figure 128: System Event Log Content page, System Event Log Information

Clear Internal Event Log
Click Clear Internal Event Log to clear all the entries in the internal event
log.

Save Internal Event Log
After you have clicked Save Internal Event Log, the iIRMC S2/S3 allows you
to download the file iRMC S2_InternalEventLog.sel / the file
iIRMC S3_InternalEventLog.sel, which contains the entries of the internal
event log.
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Internal Event Log Content

The Internal Event Log Content group displays the internal eventlog entries
filtered by severity class.

You can modify the filter criteria for the duration of the current session in
the Internal Event Log Content group. However, the settings you make
here are only valid until the next logout. After that, the default settings

apply again.

Internal Event Log Content

[Z1 €2 tisplay critical [2] W Display Major Y. Display Minor [#] 1) Display Info

Apply |

Evert Ewent  Error Ewent Alert

Date Severity  Code Description Group
(L) 13-Jar2011 171250 Info 230081 iRMC 52 Browser hitp connection user'admin' login from 217 9.101.18 Security
(L) 13-Jar-201117:1229  Info 230082 iRMC 52 Browser hitp connection user'admin' logout fram 217.9.101.18 Security
(L) 13-Jar2011 162103 Info 230081 iRMC 52 Browser hitp connection user'admin' login from 217 9.101.18 Security
(L) 13-Jar-201116:17:42  Info 230082 iRMC 52 Browser hitp connection user'admin' logout fram 217.9.101.18 Security
(L) 13-Jar201116:16:21  Info 230081 iRMC 52 Browser hitp connection user'admin' login from 217 9.101.18 Security
(L) 13-Jar-2011 16:16:00  Info 230082 iRMC 52 Browser hitp connection user'admin' logout fram 217.9.101.18 Security
(L) 13-Jar-201116:15:03  Info 230082 iRMC 52 Browser hitp connection user'admin' logout fram 217.8.101.18 Security
(L) 13-Jar-201115:32:30  Info 230081 iRMC 52 Browser hitp connection user'admin' login from 217 9.101.18 Security
(L) 13-Jan-2011 162796 Info 220081 iRMC §2 Browser hitp connection user'admin' login from 217.9.101.12 Seourity
(L) 13-Jan-201115:15:01  Info 230082 iRMC 52 Browser hitp connection user'admin' logout fram 217.0.101.18 Seourity
(L) 13-Jan-201114:00:04  Info 220087 iRMC 52 Brawser AVR connection user'admin' AVR Session started from 217.0.101.12  Security
(L) 13-Jan-201112:52:61  Info 230081 iRMC §2 Browser hitp connection user'admin' login from 217.9.101.12 Seourity
(L) 13-Jan-201112:23:39  Info 220081 iRMC §2 Browser hitp connection user'admin' login from 217.9.101.12 Seourity
(L) 13-Jan-2011123:23:24  Info 230082 iRMC 52 Browser hitp connection user'admin' logout fram 217.0.101.18 Seourity
(L) 13-Jan-201112:50:13  Info 220081 iRMC §2 Browser hitp connection user'admin' login from 217.9.101.12 Seourity
(L) 07-Jan-201114:52:92  Info 230083 iRMC 52 Browser hitp connection user'admin' auto-logout from Seourity

Figure 129: System Event Log Content page, System Event Log Content

Display Critical, Display Major, Display Minor, Display Info
If you wish, you can choose one or more severity levels other than the
default values here.

» Click Apply to activate your settings for the duration of the current session.
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7.10.3 Event Log Configuration -
Configure IPMI SEL and internal event log

On the Event Log Configuration page, you can configure the IPMI system event
log (SEL) and the internal eventlog.
You can configure for each of the event logs

— the entries which are displayed by default on the System Event Log Content
page (see page 224) and on the Internal Event Log Content page (see
page 227), respectively.

whether IPMI SEL and internal eventlog are organized as a ring buffer or a
linear buffer.

S ServerView Useradmin | Logowt | FUIITSU

PRIMERGY TX 150 S7 ServerView® Remote Management iRMC 52 Web Server lpeutsch | * Bx=
Event Log Configuration

Default Web interface display filtering

# System Information
# IRMC 52
% Powrer Management

€9 Display criical [7] '/ Display Major [] 4\ Display Minor [ (1) Display Info [] i €55 only [] §f Show Resolutions
% Power Consumption

# Sensors
=l Evert Loy @ RingButer O Linear Buffer
IPMI SEL contert

Anapl
FhiE T

Configuration T e

Server efault panel display filtering
# Wetwork Settings — - -
& Alerti 2 oDlsp\ay Critical 4/ Display Major [] /4. Display Minor [] (1) Display Info [[] & C=S onty
# Alerting
# Uiser Managemert |
# Consols Apply

Video Redirection

“iden Redirection (MVS) Default Internal Eventlog display filtering

Remote Storags ‘ -

Text Console (SOL) Q Display Critical ? Dizplay Major 1. Display Minor [] (1) Display Info

iRMC 52 S5H Access
IRMC 52 Telnet Access

@ pingBuffer O Linear Buffer

Logout Apply

Refresh

Helpdesk Information

Helpdesk: |Helpdesk

Apply

172,17.46,78 MEF - DEEELTLE T, .,

Figure 130: Event Log Configuration page
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IPMI Event Log Configuration
Default LCD panel display filtering

If a ServerView Local Service Display module is fitted in the

E managed PRIMERGY server, you can also select the error
severities for displaying the SEL on the ServerView Local Service
Display. (This selection is independent of the selection you have
made for the SEL entries displayed on the System Event Log Content
page.)

Display Critical, Display Major, Display Minor, Display Info, CSS only
Here you select one or more severity levels for which event log
entries should be displayed by default on the on the ServerView
Local Service Display.

Default Web interface display filtering

Display Critical, Display Major, Display Minor, Display Info, CSS only
Here you select one or more severity levels for which event log
entries should be displayed by default on the on the
System Event Log Content page (see page 224).

Show Resolutions
If you choose this option, the cause of the entry and a proposal for
resolution will be displayed for each SEL entry of severity level
Critical, Major, or Minor.

Ring Buffer
The event log is organized as a ring buffer.

Linear Buffer
The event log is organized as a linear buffer.

When the linear event log has been completely filled, it is not
possible to add any further entries.

» Click Apply to activate your settings.
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Internal Event Log Configuration

Display Critical, Display Major, Display Minor, Display Info
Here you select one or more severity levels for which event log entries
should be displayed by default on the on the Internal Event Log Content
page (see page 227).

Ring Buffer
The event log is organized as a ring buffer.

Linear Buffer
The event log is organized as a linear buffer.

When the linear event log has been completely filled, it is not
possible to add any further entries.

» Click Apply to activate your settings.

Helpdesk Information

Helpdesk Information

Helpdesk: |Helpdesk

Apply |

Figure 131: Helpdesk Information

Help desk
String used to display the Help Desk

» Click Apply to activate your settings.
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7.11 Server Management Information -
Configuring the server settings

The Server Management Information page allows you to configure the following
settings on the server:

— ASR&R (automatic server reconfiguration and restart) settings for the server
(see page 234)

— Watchdog settings (see page 235)
— HP System Insight Manager (HP SIM) integration (see page 237)

< ServerlView

erver Vi e iRMC S2 Web Server =
Server Management Information
[ System Inform ation ASRER Options
[ iRMC 52
[# Power Management ASRER Boct Delay [1- 30) |2 Minutes

= 3 I
il Folek Conslimpfion Retry counter Max (0 - T) |3
[ Sensors =
s Retry counter (0~ Max) |3
(& Event Log .
-Berver Management
[+ Network Settings
& Alatting

8105 Recovery Flash: | Disabled v
Power Cycle Delsy (0 15) |7 Seconds

(] User Management
# Console Redirection Apply
Mideo ion (JUNS)
Remote Storage
Text Consale (80L)
IRMC 52 $EH Aooess

Watchdog Settings

Enabled
IRMEC 52 Telnet Access R . . 1
v Software Watchdog Continue W | aftertimeout delay (1-100x |5 Minutes
g: | | 1
Logaut [ == i
O Boct Wistchdog: | Continus W] attertimeout dalay (1 - 100k |80 | Minutes

Refresh

Apply

L) Mote: These settings will be active after the next server rzboot.

HP System Insight Manager (HP SIM) Integr ation Options

HP SIM Integration Disabled: [ ]

Apply

i) Note: If configured to da g0, the iRMC 52 device will retum some identifying information in response to an unauthenticated XML query sentfrom HP: System
Insight Wanager. By default, the IRMC 52 is configured to return this information.

Figure 132: Server Management Information page
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ASR&R Options - Configure ASR&R settings

The ASR&R Options group allows you to configure the ASR&R (automatic server
reconfiguration and restart) settings for the server.

. | The settings made on the ASR&R Options group become active the next
time the managed server is started.

ASR&R Options

ASR&R Boct Delay (1- 30} |2 Minutes
Retry counter Max (0 - 7): |2
Retry counter [0 - Max]: |2

EIOS Recowvery Flash: | Disabled w
Paovweer Cycle Delay [0 - 15): |5 Seconds

Apply |

Figure 133: Server Management Information page, ASR&R Options

Retry counter Max (0 - 7)
Maximum number of restart attempts that should be permitted for the
server after a critical error (up to 7).

Retry counter (0 - Max)
Number of restart attempts that a server should attempt after a critical
error (maximum value is the value set under Retry counter Max).

BIOS recovery flash bit
Enables/disables the BIOS recovery flash bit:

— Enabled

The next time the system is booted, the BIOS is automatically
flashed.

— Disabled

The next time the system is booted, the BIOS is not automatically
flashed.

The Enabled setting is of value if the operating system no longer
boots after the firmware has been updated. A BIOS recovery flash
is then performed automatically the next time the system is booted
from the DOS floppy (or a DOS floppy image).

After a BIOS recovery flash has been performed successfully,
reset the BIOS Recovery Flash bit to disabled.
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Power Cycle Delay (0 - 15)
Time (in seconds) between powering down and powering up during a
power cycle.

» Click Apply to save your settings.

The configured settings are saved and the actions which have been
configured are performed in the appropriate circumstances.

Watchdog Settings - Configure software watchdog and boot watchdog

The Watchdog Settings group allows you configure the software watchdog and the
boot watchdog.

The settings made on the ASR&R Options group become active the next
time the managed server is started.

Watchdog Settings
Enabled
Software Watchdog: | Reset | aftertimeout delay (1 - 100): |60 Minutes
D Boot Watchdag: | Continue | aftertimeout delay (1 - 100): | 100 Minutes
Apply |

Figure 134: Server Management Information page, Watchdog Options

The software watchdog

monitors the activities of system using the ServerView agents. The software
watchdog is activated when the ServerView agents and the operating system
have been completely initialized.

The ServerView agents contact the iRMC S2/S3 at defined intervals. If no more
messages are received from a ServerView agent, it is assumed that the system
is no longer functioning correctly.

You can specify an action to be performed if this happens.

The boot watchdog monitors the phase between startup of the system and the
time at which the ServerView agents become available.

If the ServerView agents do not establish a connection to the iRMC S2/S3 of the
server within a specified time, it is assumed that the boot process has not been
successful.

You can specify an action to be performed if this happens.
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Proceed as follows:

» Check or uncheck the option(s) under Enabled for the Sofiware Watchdog
and/or Boot Watchdog.

» If you have activated either of these options, you can configure the following
settings after Software Watchdog and/or Boot Watchdog:

Continue
No action is performed when the watchdog has expired, i.e. the
server continues to run. An entry is made in the event log.

Reset
The server management software triggers a system reset.

Power Cycle
The server is powered down and immediately powered up again.

» As appropriate, enter the time (in minutes) after which this action is to be
performed following after timeout delay.

The boot watchdog must wait until the system has been started. You
therefore have to specify a sufficient period for after timeout delay (1 -
100).

» Click Apply button.

The configured settings are saved and the actions which have been
configured are performed in the appropriate circumstances.
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HP System Insight Manager (HP SIM) Integration Options -
Configure HP SIM integration

The HP System Insight Manager (HP SIM) Integration Options group allows you to
configure whether the iRMC S2/S3 device will return some identifying
information in response to an unauthenticated XML query sent from the HP
System Insight Manager.

HP System Insight Manager (HP SIM) Integration Options

HF SIM Integration Disabled: |:|

Apply |

Figure 135: Page Server Management Information - HP SIM Integration Options

Proceed as follows:

» Activate/deactivate the HP SIM Integration Disabled option in order to
deactivate or to activate HP SIM integration.

» Click Apply to activate your settings.
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7.12 Network Settings -
Configure the LAN parameters

The Network Settings entry brings together the links to the pages you use to
configure the LAN parameters of the iRMC S2/S3:

"Network Interface Settings - Configure Ethernet settings on the iRMC
S2/S3" on page 239.

— "Ports and Network Services - Configuring ports and network services" on
page 245.

— "DNS Configuration - Configuring DNS for the iRMC S2/S3" on page 249.
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7.12.1 Network Interface Settings -
Configure Ethernet settings on the iRMC S2/S3

The Network Interface page allows you to view and change the Ethernet settings
for the iIRMC S2/S3.

S ServerView

PRIMERGY RX300 56 ServerView® Remote Management iRMC 52 Web Server ™ peutsch || * HESE
Network Interface Settings o
& System Information MAL Address: D0:19:89.60:63:41
IRMC 52 LAN Speed: | v
[+ Fower Management LAN Part: v
# Power Consumption IPwd Enabled:
& Sensors IPw5 Enabled:
Event Log
Sener Management Apply
Netuoik 5 ettings
el IPv4 configuration
Ports and Servicas
u Phe IP Address: 17217 2687
& Aleting Subnet Mask: |255.255.252.0
User Management e
Console Redirection SR :
Video Redirection (NS DHEP Enabled:
Remate Starage
1 Text Console (50U Apply
©IRMC 52 $5H Acvess
© IRMC $2 Telnet Access 1PV configuration
Logout Manual IPvE corfiguration:
Interface Identifier Source: | ELLG4 (hased on MAC Address)
Refiseh IP¥E Static Address: |2850:64
Prefis length: |64
1PV Static Gatavay:
IPvG Gatewsy Source: | Automatic (Router Specified)
Current Static Address: 2880::210:08F F:FEGC 6341454
Link Local Address: FES0:210.99F F:F EGCH341/54
1PV Gatavay:
Apply
VLAN configuration
WLAN Enabled: []
VLAN Id: |0 |
VLAN Priority: |0 |
Apply
Advanced TCP configuration
Mazse TCP Segrert Lifetime: |30 | gaconds
TCP Connection Timeout: (30 | Seconds
W, Trans mission Unit (MTU): | 1500
Apply =
v

Figure 136: Network Interface page
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CAUTION!

Contact the network administrator responsible for the system before you
change the Ethernet settings.

If you make illegal Ethernet settings for the iRMC S2/S3, you will only be
able to access the iIRMC S2/S3 using special configuration software, the
serial interface or via the BIOS.

Only users with the Configure iRMC S2/S3 Settings permission are allowed
to edit Ethernet settings (see chapter "User management for the
iRMC S2/S3" on page 65).

Network Interface Settings

MAC Address
The MAC address of the iRMC S2/S83 is displayed here.

LAN Speed
LAN speed. The following options are available:

— Auto Negotiation

— 1000 MBit/s Full Duplex (depending on the server hardware)
— 100 MBit/s Full Duplex

— 100 MBit/s Half Duplex

— 10 MBit/s Full Duplex

— 10 MBit/s Half Duplex

If Auto Negotiation is selected, the onboard LAN controller assigned to the
iRMC S2/S3 autonomously determines the correct transfer speed and
duplex method for the network port it is connected to.

LAN Port
m This option is not supported for all PRIMERGY servers.

On some PRIMERGY server models, the LAN interface of the installed
system NIC (network interface card) can be set up

— as shared LAN for shared operation with the system
or

— as a service LAN for exclusive use as a management LAN.
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1Pv4 Enabled
Enables/disables IPv4 addressing for the iRMC S2/S3. If IPv4
addressing is enabled, the IPv4 configuration group will be displayed (see
below).

You cannot disable IPv4 addressing if the iIRMC S2/S3 is currently
accessed via IPv4.

IPv6 Enabled
Enables/disables IPv6 addressing for the iRMC S2/S3. If IPv6
addressing is enabled, the IPv6 configuration group will be displayed (see
below).

You cannot disable IPv6 addressing if the iIRMC S2/S3 is currently
accessed via IPv6.

IPv4 configuration

The IPv4 configuration group allows you to configure the IPv4 settings for the
iRMC S2/S3.

IP Address
IPv4 address of the iRMC S2/S3 in the LAN. This address is different
from the IP address of the managed server.

If you are working with a static address (DHCP enable option not
E activated) then you can enter this here. Otherwise (if the
DHCP enable option is activated), the iRMC S2/S3 only uses the
field to display the address.

Subnet Mask
Subnet mask of the iRMC S2/S3 in the LAN.

Gateway
IPv4 address of the default gateway in the LAN.

DHCP Enabled
If you activate this option, the iRMC S2/S3 gets its LAN settings from a
DHCP server on the network.

Do not activate the DHCP option if no DHCP server is available on
the network.

If you activate the DHCP option and there is no DHCP server
available on the network, the IRMC S2/S3 goes into a search loop
(i.e. it continues searching for a DHCP server until it finds one).
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The (configured) iRMC S2/S3 can be registered with a DNS
server by an appropriately configured DHCP server (see section
"DNS Configuration - Configuring DNS for the iRMC S2/S3" on
page 249).

IPv6 configuration

The IPv6 configuration group allows you to manually configure an IPv6 address
for the IRMC S2/S3 in addition to the link-local address, which is always
assigned automatically to the iRMC S2/S3 by using stateless autoconfiguration.

E With ipv6 addressing, DHCP is not supported for the iRMC S2/S3.

IPvi configuration

Marwzl 1PvE corfiguration: D

Link-Local Address: FES0:212:99FF:FEGC 6341859
IPwE Gatewaw:

Apply |

Figure 137: Network Interface page - manual IPv6 configuration disabled

Manual IPv6 configuration
This option is disabled by default.
If you enable the Manual IPv6 configuration option, the IPv6 configuration
group displays additional parameters that allow you to manually
configure a routable IPv6 address for the iRMC S2/S3:

IPv6 configuration

Manual [P configuration:
Interface Identifier Source: | Fart of specified static address hd
IFwE Static Address: | 200164
Prefiz length: |64

IPwE Static Gateway: |
IPvE Gateway Source: | Static IPG G ateway hd

Current Static Address: 2001:.64/54
Link Local Address: FEBD:218:99FF:FEGD:AZ2 054
IPuE Gateway: ©

Apply |

Figure 138: Network Interface page - manual IPv6 configuration

Interface Identifier Source
Specifies from which source the interface identifier part of the IPv6
address is taken.
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Part of the specified static address
Part of the static address specified under IPv6 Static Address.

EUI-64 (based on MAC address)
EUI-64 standard conform representation of the MAC address of
the iRMC S2/S3.

IPv6 Static Address
Static IPv6 address for the iRMC S2/S3.

Prefix Length
Length of the IPv6 prefix.

IPv6 Static Gateway
Static IPv6 address of the default IPv6 gateway in the LAN.

IPv6 Gateway Source
IPv6 gateway that is used by the iRMC S2/S3.

Static IPv6 Gateway
Gateway specified under IPv6 Static Gateway.

Automatic (Router specific)
The gateway is determined automatically by the Router.

VLAN Configuration

VLAN Enabled
This option allows you to activate VLAN support for the iRMC S2/S3.

VLAN Id
VLAN ID of the virtual network (VLAN) the iRMC S2/S3 belongs to.
Permitted value range: 1 < VLAN Id < 4094.

VLAN Priority
VLAN priority (user priority) of the iRMC S2/S3 in the VLAN specified by
VLAN Id.
Permitted value range: 0 < VLAN Priority < 7 (default: 0).
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Advanced TCP configuration

Max TCP Segment Lifetime
Maximum lifetime (in seconds) of TCP/IP packet (Default: 32 seconds).

TCP Connection Timeout
Timeout value (in seconds) of the TCP connection (Default: 32 seconds).

Max. Transmission Unit (MTU)
Maximum packet size (in bytes) of the TCP/IP data packages that will be
accepted by the TCP/IP connection. (Default: 3000 Bytes).

» Click Apply to activate the configured Ethernet settings.
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7.12.2 Ports and Network Services -
Configuring ports and network services

The Ports and Network Services page allows you to view and modify the
configuration settings for ports and network services.

S Serverliew

ServerView® Remote Management iRMC 52 Web Server

Ports and Network Services
Ports and Network Senvices Settings

[ System Information
= iRMC 52

& Power Management S

Pawer Consumption

ERG]

Sensors

B

Event Log
.. Sewer Management
[= Metwok Settings

Session timeout: | 200 Seconds

HTTF Port: |80

HTTPS Port: | 443

Foroe HTTPS: []

Ethamat Enable Auto Rafrash: Refrash every: | 120 Seconds

Forts and Senvices e %

Sis (1) Mote: The refresh time is less than the session timeout. Your session wil not timeot.
F Alering

[ Textbased acce

[ User Management
[# Console Redirection
~Mideo Redirection (JWrS)

Telnet Fort: 3172
SSHPor: 22 |
Telnet Enabled: []

Session Drop Time: |G00 Seconds

--Remote Storage

Text Console (SOL)
iRMC 52 SSH Access
- IRMC S2 Telnet Acvess

~WNC based access

Standard Por {uia HTTP: [0
—
Rrefrash Secure Port [vis HTTPS] |2

Standard Port: (5801

"Hemote Storage Ports

Apply

Figure 139; Ports and Network Sérvices page

Configuration is not supported for ports where the input fields are
deactivated in the iIRMC S2/S3 web interface.
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Ports for web-based access

Session Timeout
Period of inactivity (in seconds) after which the session is automatically
closed. The login page of the iRMC S2/S3 web interface then appears,
and you can log in again as required (see page 136).

Your session will not automatically be closed if it is inactive when

E the time specified in Session Timeout has elapsed if you enter a
value for the refresh interval which is less than the Session Timeout
in the Refresh every ... seconds field (see page 247).

HTTP Port
HTTP port of the iRMC S2/S3
Default port number: 80
Configurable: yes
Enabled by default: yes
Communication direction: inbound and outbound

HTTPS Port
HTTPS (HTTP Secure) port of the iRMC S2/S3
Default port number: 443
Configurable: yes
Enabled by default: yes
Communication direction: inbound and outbound

Force HTTPS
If you enable the Force HTTPS option, users can only establish a secure
connection to the iIRMC S2/S3 on the HTTPS port specified in the entry
field.

If you disable the Force HTTPS option, users can establish a non-secure
connection to the iRMC S2/S3 on the HTTP port specified in the entry
field.

If the SSL certificate has expired, a message to this effect is
issued in the browser.

Enable Auto Refresh
If you activate this option, the contents of the IRMC S2/S3 web interface
are automatically refreshed periodically. Specify the refresh interval in
the Refresh every ... seconds field.
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Refresh every ... seconds
Length (in seconds) of the interval for automatically refreshing the
iRMC S2/S3 web interface.

If you enter a value for the refresh interval which is less than the

E Session Timeout (See page 246), your session will not automatically
be closed when the time specified in Session Timeout has elapsed
in the event of inactivity.

Ports for text-based access

Telnet Port
Telnet port of the iRMC S2/S3
Default port number: 3172
Configurable: yes
Enabled by default: no
Communication direction: inbound and outbound

Session Drop Time
Period of inactivity (in seconds) after which a Telnet connection is
automatically cleared.

SSH Port
SSH (Secure Shell) port of the iIRMC S2/S3
Default port number: 22
Configurable: yes
Enabled by default: yes
Communication direction: inbound and outbound

Telnet enabled
If you enable the Telnet Enabled option, users can establish a connection
to the iIRMC S2/S3 on the Telnet port specified in the entry field.
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VNC ports

Standard Port
VNC port of the IRMC S2/S3 for secure and non-secure Advanced Video
Redirection (AVR)
Port number: 80
Hard-configured
Enabled by default: yes
Communication direction: inbound

Secure Port (SSL)
VNC port of the iRMC S2/S3 for the SSL-secured transfer of mouse and
keyboard input for AVR.
Port number: 443
Hard-configured.
Enabled by default: yes
Communication direction: inbound

Remote Storage Ports

Standard Port
Default remote storage port of the iRMC S2/S3
Default port number: 5901
Configurable: yes
Enabled by default: yes
Communication direction: outbound to the remote workstation

As of iIRMC S2/S3 firmware version 5.00, the Remote Storage port is
used only for the Remote Storage server and client-internal
communications. For integrated Remote Storage, the http port is used.

» Click Apply to store the configured settings.
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7.12.3 DNS Configuration - Configuring DNS for the
iRMC S2/S3

The DNS Configuration page allows you to activate the Domain Name Service
(DNS) for the iIRMC S2/S3 and to configure a host name for the iRMC S2/S3.

S ServerView

DNS Configuration

[# System Information DNS Settings
[ iRMC 52

[E Power Management B Evticy
nable
& Fower Consumption

i Obtain DN$ configuration from DHCF
[ Sensors =0t

i DNS Domain 1

% Event Log

i-Server Management
=) Metwork Settings DN Server 2

Ethemet DNS Server 3

DNE Server 1

Ports and Services ONS Server - |
DN
# Alerting

DONS Server 5 |
ONS Retries: |1 |
ONS Timeaut: |5 | econds

[+ User Management

[# Console Redirection

L Video Redirsction (JWS)
Remote Storage #
| Taxt Console (80U
L IRMC 52 S5H Aovess DNS Name
LLIRMC S2 Telnet Access

Register DHCP Address in DNS via DHCP Server
Refresh DReglslellull domain name (FRDN) via DHCP server in DNS

Cens Update Enabled
USE iRMC 52 name instead of serwer hostname
DAdd Serial Number

iRMC 52 Name

Extension

i) Note: Registration of the DNS name via DHCP server is only supported for IPvd sddresses

Figure 140: DNS Configuration page
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DNS Settings

The DNS Settings group allows you to activate the Domain Name Service (DNS)
for the IRMC S2/S3. This makes it possible to use symbolic DNS names instead
of IP addresses for configuring the iRMC S2/S3.

DHNS Settings

DNS Enabled
Obtain DNS configuration from DHCP
OHS Domain:

DHES Server 10
DONE Server 2:
OHE Server 3
DHES Server 4:
DHE Server 5:
DHS Retries: |1
ONE Timeout: |§ Seconds

Apply |

Figure 141: DNS Configuration page - DNS Settings

DNS enabled
Enables/disables DNS for the iRMC S2/S3.

Obtain DNS configuration from DHCP
If you activate this option, the IP addresses of the DNS servers are
obtained automatically from the DHCP server.
In this event, up to five DNS servers are supported.

If you do not enable this setting, you can enter up to five DNS server
addresses manually under DNS-Server 1 - DNS-Server 5.

DNS Domain
If the option Obtain DNS configuration from DHCP is disabled, specify the
name of the default domain for requests to the DNS server(s).

DNS Server 1..5
If the Obtain DNS configuration from DHCP option is disabled, you can
enter the names of up to five DNS servers here.

DNS Retries
Number of DNS retries.

DNS Timeout
Timeout (in seconds) for a DNS response.

» Click Apply to store the configured settings.
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DNS Name

The DNS Name group allows you to configure a host name for the iRMC S2/S3
and thus use “dynamic DNS”. Dynamic DNS allows DHCP servers to
autonomously pass on the IP address and system name of a network
component to DNS servers to facilitate identification.

DNS Name

Register PHCP Address in DNS via DHCP Sernver
D Register full domain name (FQDMN)via DHCP senerin DHS
[ ons update Enabled
Usze iRMC 52 name instead of sanver hostname
[ add serial Humber
Di\dd Extension
iRMC 52 Name: | TX150-STRES-iRMI

Extension: |-iRMWC
DHS Name: TA150-57RS-iRMC

Apply |

Figure 142: DNS Configuration page - DNS Name

Register DHCP Address in DNS via DHCP Server
This option is disabled if IPv6 addressing is used.
Enables/disables the transfer of the DHCP name to the DHCP server for
the iIRMC S2/S3 and the DNS registration via DHCP server.

Register full domain name (FOQDN) via DHCP server in DNS
This option is disabled if IPv6 addressing is used.
Enables/disables the transfer of the FQDN (Fully Qualified Domain
Name) to the DHCP server for the iRMC S2/S3 and the DNS registration
via DHCP server.

DNS Update Enabled
Enables/disables update of DNS records via Dynamic DNS.

Use iIRMC S2/S3 name instead of server hostname
The iRMC S2/S3 name specified in the iRMC $2/53 Name entry field is
used for the iRMC S2/S3 instead of the server name.

Add Serial Number
The last 3 bytes of the MAC address of the iIRMC S2/S3 are appended
to the DHCP name of the iRMC S2/S3.

Add Extension
The extension specified in the Extension entry field is appended to the
DHCP name of the iRMC S2/S3.
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IRMC S2/83 Name
iRMC S2/S3 name passed to DHCP for the iRMC S2/S3 in place of the
server name. Depending on the related options, the iRMC S2/S3 name
is used as part of the DNS name.

Extension

Name extension for the iRMC S2/S3.

DNS Name
Shows the configured DNS name for the iRMC S2/S3.

» Click Apply to store the configured settings.
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7.13 Alerting - Configure alerting

The Alerting entry contains the links to the pages you use to configure alerting
for the iRMC S2/S3:

— "SNMP Trap Alerting - Configure SNMP trap alerting" on page 254.

— "Serial / Modem Alerting - Configure alerting via modem" on page 255.

— "Email Alerting - Configure email alerting" on page 257.
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7.13.1 SNMP Trap Alerting -
Configure SNMP trap alerting

The SNMP Trap Alerting page allows you to view and configure the settings for
SNMP trap alerting.

[E Forwarding of SNMP traps to up to seven SNMP servers is supported.

< ServerlView
PRIVERGY ServerVi R iRMC S2 Web Server S pautsch | ¢ BEE
SNMP Trap Alerting
[# System Information SNMP Trap Destination
+ iRMC 52
(# Power Management T
5 SHMP Community: | qa Apply
[ Fower Consumption ;
[ Sensors
* EventLog
- Server Management Trap Destinstion IP Address or INS Name
l Netwerk Settings SHMP Server 1: [172.17.8477 ] Apply | Test |
= Alerting e —
SNMP Traps SHMP Server 2: |172.25.126.94 | Apply | Test |
Serial/Modem T
SHMP Server 3: |172.17.55.28 | Apply | Test |
Email L
[F User Management SHMP Server 4: |172.17.55.30 Apply | Test |
[+ Consale Redirestion e —
Vidss Redirsction (JS) SHMP Server 5: |3FFE:1234:5676:200F /64 | Apply | Test |
Remote St I
o Sloene SHMP Server &: [0.0.00 | Apply | Test |
Texd Console (50L) L
~iRME 52 $EH Access SNMP Server 7: [0.0.0.0 | Apply | Test |
IRMC 52 Telnat Access
Apply All
Refresh I —

Figure 143: SNMP Trap Alerting page

SNMP Community
Name of the SNMP community.

» Click Apply to accept the community name.

SNMP Serverl .. SNMP Server7 (trap destinations)
DNS names or IP addresses of the servers that belong to this community
and are to be configured as Trap Destinations.

» Click Apply to activate the SNMP server as a trap destination.
» Click Test to test the connection to the SNMP server.

» Click Apply All to activate all the settings if appropriate.
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7.13.2 Serial / Modem Alerting -
Configure alerting via modem

E The Serial / Modem Alerting page is only available with the iRMC S2.

The Serial / Modem Alerting page allows you to configure how alerts are
forwarded via a modem.

S ServerView

PRIMERGY ServerViews Remote Management iRMC 52 Web Server = pesch | ¢ BEE

Serial  Modem Alerting

@ System Information

[ iRMC 52

(& Power Management Modem Alerting Enabled: [ ]

] i =

il P ouerDonsimpHion Modem Init String: | AT&F3
@ Sensors o

= Modsm Resst / Hangup String: ATZ

[ Event Log

. SereerManagement Modem Disl Prefix: ATDT O,
& Netwok Settings Frovider Phone Humber

= Alerting Wobile/Pager Phone Mumber:

i - SHMP Traps Mobile/Pager Type: | Signal Pager  w |

SerialModem
L. Emall SMS Message Length Limit: () qan O 50 characters
User Management SMS Protocol Twpe: (8) Tap (O ucp

& Console
Lovideo Redirection (IVS)
Remote Storage

L. Ted Consale (30L)

1 iRMC 52 S3H Access

L ARMC 52 Telnet Access

Apply | Test

Refresh

Figure 144: Serial / Modem Alerting page

Modem Alerting Enable
Enables or disables serial / modem alerting.

Modem Init String
Please refer to your modem documentation for details on this entry.

Modem Reset/Hangup String
Please refer to your modem documentation for details on this entry.

Modem Dial Prefix
This entry will depend on the type of connection you have.
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Provider Phone Number
Enter the name of the SMS server.

Handy/Pager Phone Number
Enter the name of the mobile phone.

Handy/Pager Type
You can choose between:

— Signal Pager
— Numeric Pager
— Alpha pager

- SMS

— DoCoMo

SMS Message Length Limit
You can choose between 80 or 140 as the maximum length.

SMS Protocol Type
Enable the option corresponding to the mobile phone network used.

» Click Apply to activate your settings.

» Click Test to send a test alert.
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7.13.3 Email Alerting - Configure email alerting

The Email Alerting page allows you to configure the settings for

email alerting.

Configuration of two mail servers is supported.

Email alerting can be specified individually for each user (see section
"User “<name>" Configuration - User configuration (details)" on
page 266).

S ServerView

PRIMERGY

ServerView® Remote Management iRMC 52 Web Server

™l peuiseh | * Bx=

= System Information
* iRMC 52
% Power Management
& Power Consumption
[H Sensors
# Ewent Log
Server Management
[+ Networc Settings
=) Aletting
Lo GNMP Traps
- GerialModem
o Email
% User Management
& Console Redirection
Video Rediraction (J10S)
~Remote Starage
Tesxt Console (S0L)
~iRMC 52 S5H Access
~iRMC 52 Telnet Access

Refresh

Email Alerting

Global Email Paging Configuration

Email alerting Enabled:

SMTP Retries (0- 7): |3
SMTP Retry Delay (0 - 256): (30

SMTP Response Timeout:

L]

=

Seconds

r
|5 Seconds

Apply

Primary SMTP Server Configuration

SMTP Server:
SMTP Port:
Auth Type:

0,000
25 |
None el

Apply

Secondary SMTP Server Configuration

SMTP Server:
SMTP Port:
futh Type:

0000

Apply

Mail Format dependend C

onfiguration

From:

ailFram@domain.com

Subject:

FixedMailSubject

Message:

FixedMailMessage

Adrnin. Name:

1T5_Userlnfad

Adrin. Phone:

ITS_Userlnfal

REMCS Id:

Server URL:

http:Afman.server.com

Apply

Figure 145: Emaii Alerting page

iRMC S2/S3

257

Download from Www.Somanuals.com. All Manuals Search And Download.



Alerting - Configure alerting

Global Email Paging Configuration - Configure global email settings

The Global Email Paging Configuration group allows you to configure the global

email settings.

Global Email Paging Configuration

Ernail Alerting Enabled: [
SMTF Retries [0- 7): |3
SMTF Retry Delay (0 - 255): |30 Seconds
SMTF Response Timeout: (45 Seconds

Apply |

Figure 146: Email Alerting page, Global Email Configuration

Email Alerting Enable
Activate this option.

SMTP Retries (0 -7)
Number of SMTP retries.

SMTP Retry Delay (0 - 255)
Time (in seconds) between SMTP retries.

SMTP Response Timeout

Timeout (in seconds) for an SMTP response.

» Click Apply to activate your settings.
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Primary SMTP Server Configuration - Configure primary mail server

The Primary SMTP Server Configuration group allows you to configure the
primary server (SMTP server).

Primary SMTP Server Configuration

SMTP Server: (0.0.0.0
SMTP Port: |25
Auth Type: | None e

Apply |

Figure 147: Email Alerting page, Primary SMTP Server Configuration

SMTP Server
IP address of the primary mail server

You can activate the Domain Name Service (DNS) for the iRMC
S2/S3 (see "DNS Configuration - Configuring DNS for the
iRMC S2/S3" on page 249). You can then use a symbolic name
instead of the IP address.

SMTP Port
SMTP port of the mail server

Auth Type
Authentication type for connecting the iIRMC S2/S3 to the mail server:

— None
No authentication for the connection.

— SMTP AUTH (RFC 2554)
Authentication according to RFC 2554: SMTP Service Extension for
Authentication.

In this case, the following information is required:

Auth User Name
User name for authentication on the mail server

Auth Password
Password for authentication on the mail server

Confirm Password
Confirm the password entered.

» Click Apply to activate your settings.
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Secondary SMTP Server Configuration - Configure secondary mail server

The Secondary SMTP Server Configuration group allows you to configure the
secondary server (SMTP server).

Secondary SMTP Server Configuration

SMTP Server: [0.0.0.0
SMTP Port: |25
Auth Type: | None -

Apply |

Figure 148: Email Alerting page - Secondary SMTP Server Configuration

SMTP Server
IP address of the secondary mail server

You can activate the Domain Name Service (DNS) for the iRMC
S2/S3 (see "DNS Configuration - Configuring DNS for the

iRMC S2/S3" on page 249). You can then use a symbolic name
instead of the IP address.

SMTP Port
SMTP port of the mail server

Auth Type
Authentication type for connecting the iRMC S2/S3 to the mail server:

— None
No authentication for the connection.

— SMTP AUTH (RFC 2554)
Authentication according to RFC 2554: SMTP Service Extension for
Authentication.

In this case, the following information is required:

Auth User Name
User name for authentication on the mail server

Auth Password
Password for authentication on the mail server

Confirm Password
Confirm the password entered.

» Click Apply to activate your settings.
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Mail Format dependent Configuration -
Configure mail-format-dependent settings

The Mail Format dependent Configuration group allows you to configure the mail-
format-dependent settings. You specify the mail format for each user using the
New User Configuration - User <Name> Configuration - Email Format Configuration
page (see page 270).

The following email formats are supported:

Standard

Fixed Subject
ITS-Format

Fujitsu REMCS Format

Mail Format dependend Configuration

From: |MailFromi@domain.com
Subject: |FizedMailSubject
Message: |FixedMailMessage

Admin. Name: | 1TS_Userlnfol

Admin. Phone: |[ITS_Userlnfot
REMCES Id:
Server URL: | http:fivansn server.com

Apply |

Figure 149: Email Alerting page, Mail Format dependent Configuration

Some entry fields are disabled depending on the mail format.

From
Sender identification iRMC S2/S3.
Active for all mail formats.

If the string entered here contains an “@”, the string is interpreted
as a valid email address. Otherwise, “admin @ <ip-address>" is
used as the valid email address.

Subject
Fixed subject for the alert mails.
Only active for the Fixed Subject mail format (see page 270).

Message
Type of message (email).
Only active for the Fixed Subject mail format (see page 270).
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Admin Name
Name of the administrator responsible (optional).
Only active for the ITS mail format (see page 270).

Admin Phone
Phone number of the administrator responsible (optional).
Only active for the ITS mail format (see page 270).

REMCS Id
This ID is an additional server ID, similar to the serial number.
Only active for the mail format Fujitsu REMCS-Format.

Server URL
A URL under which the server is accessible under certain conditions. You
have to enter the URL manually.
Only active for the Srandard mail format.

» Click Apply to store your settings.
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7.14 User Management

The User Management entry contains the links to the pages for local user
management as well as for the configuration of the directory service for global
user management (LDAP configuration):

"IRMC S2/S3 User - local user management on the iRMC S2/S3" on
page 263.

— "Directory Service Configuration (LDAP) - Configuring the directory service
at the iRMC S2/S3" on page 273.

— "Centralized Authentication Service (CAS) Configuration - Configuring the
CAS Service" on page 286.

7.14.1 iRMC S2/S3 User - local user management on the
iRMC S2/S3

The iRMC S2/53 User page contains a table showing all the configured users:
Each line contains the data for one configured user. The user names are
implemented in the form of links. Clicking on a user name opens the

User “<name>" Configuration window (see page 266), in which you can view or
modify the settings for this user.

User ID 1 (“null user”) is reserved for the IPMI standard and is therefore
unavailable for user management on the iRMC S2/S3.
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S ServerView

Server View Remote Management iRMC 52 Web Server

[ System Information iRMC 2 User Information

 iRMC 52

s

& Power Management Enabled Id Hame Description LAN Channel Frivilege Serial Channel Frivilege

[ Power Consumption St

B Seneors 2 OEM Description OEM OEN —I

[# Event Log

3 wserl  Userl Description User User Delate
- Server Management
[ Hetwork Settings 4 userr  User2 Deseription User User Delste

B Alerting
El User Management e
i iRMC 52 User #‘

L LDAP Configuration
. CAS Configuration

[# Console Redirection

- iden Redirection (Juis)
Remote Storage

. Text Console (S0L)
IRME 52 §5H Aocess
iRMC 52 Telnet Access

Refresh

Figure 150: User Management page
Delete
The table of configured users includes a Delete button after each user

entry. Click this button to delete the associated user after confirming this
choice.

New User
When you click this button, the
New User Configuration page opens (see page 265). You can configure a
new user here.
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7.14.1.1 New User Configuration - Configuring a new user

The New User Configuration page allows you to configure the basic settings for a
new user.

You will find explanations of the fields and selection lists on the
New User Configuration page as of page 267 under the description of the User
“<name>" Configuration page.

In figure 151 you can see the configuration of a user with the name “User3”.

S Serverliew

ServerView® Remote Management iRMC 52 Web Server = pertsch | * Bx=

New User Configur:

[# System Information

[# iRMC 52

[# Power Management \User Enabled
[ Power Consumption N
[# Sensars

= Password
[ Event Log

i Senrer Wanagement
B Network Settings

Corfirm Password

# Aletting

? YserMansyament User Shell [Tt Accass) | Remots Managsr |
- IRMC S2 User —
- LDAF Configuration LAN Channel Privilege: | User |

: CAS Configuration Serizl Channel Privilege: | User |

# Console i

L. Video Redireation (IVS) Configure User Ascounts: []

L Remote Starage Configure {RMC 52 Settings: [ ]

~Test Console (SOL)
+IRMC S2 SEH Accass
LLiRMC 52 Telnet Access

Refresh aeply

Video Redirection Enabled: []
Remote $torage Enabled: [

Figure 151: User Management - New User Configuration page
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7.14.1.2 User “<name>” Configuration - User configuration (details)

The User “<name>" Configuration page allows you to view, modify and extend
the settings for a user.

In figure 152 you can see the configuration of the user created in figure 151.

m The user ID is shown in brackets after the user name.

S Serverliew

PRIMERGY ServerViewd® Remote Management iRMC S2 Web Server utsch BAE

& System Information
i iRMC 32

# Pouwer Management
| Power Consumption

IRMC S2 User Information

User Enabled

Mame
i* Sensors
& Evere Log Passward
Sarver banagement Corfirm Password
) Wetmork Settings ————
& Aerting Deseription: | Description |
=l User Management -
iRMC 52 User User Shall (Text feeess ) | Remete Manager v
LDAP C:
CAS Confi ol |
# Console Redirection
“ddeo Redirection (JWiS) Privileges and Permissions
Remote Storage
Text Console (SOL) LAN Chanrnel Privilege: | User

iRMC $2 S3H focess

Serial Channel Privilege: | User
IRMC §2 Telnet focess

=iz

Corfigure User Accourtts: []
Corfigure iRMC $2 Settings:
“ideo Redirection Enzbled: [

Refresh

Remote Storage Enabled: []

Fpply

User $SHv2 public key upload from file {there is no key assigned to this user)

S8H2 Publio Keyfile: | [ Browse

Upload

Email Configuration

Ernail Enabled: [_]
Mail Farm
Prefered Mail Serve

Email Address: | NewUser@domain.com

Paging Severity Corfiguration

Fan Sensors: Temperature Sensor:

Critical Harduare Errors:
POST Errars:

System Status:

Network Interface:
System Power:

Other: | N

Disk Orivers & Cantrailer
Remcte Maragement

Hoply Test

Figure 152: User Management - User “<name>”" Configuration page
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User Information - Configuring user access data

The User Information group allows you to configure the access data for the user.

IRMC S2 User Information

User Enablad:

Narne: I User3

Password: |ssssssssssssassansan

Corfirm Password:

Description: |User3 Description

User Shell (Text Access): | CLI Shell w

Apply |

Figure 153: User Management - User “<name>” Configuration page, User Information
User Enabled
Disable this option to lock the user.

Name
Enter the name of the user.

Password
Enter the user password.

Confirm Password
Confirm the password by entering it again here.

User Description
Enter a general description of the configured user here.

User Shell
Select the desired user shell here.
The following options are available:

— SMASH CLP
See section "Start a Command Line shell... - Start a SMASH CLP
shell" on page 340.

— Remote Manager
See chapter "IRMC S2/S3 via Telnet/SSH (Remote Manager)" on
page 321.

— IPMI Terminal Mode
— None

» Click Apply to activate your settings.
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Privileges / Permissions - Assigning user privileges

The Privileges / Permissions group allows you to configure the channel-specific
user privileges.

Privileges and Permissions

LAN Channel Privilege: | OEM “
Serial Channel Privilege: | OEM L

Corfigure User Accounts:
Corfigure iRMG 52 Settings:
“ideo Redirection Enabled:
Rercte Storage Enabled:

Apply |

Figure 154: User Management - User “<name>”" Configuration page, Privilege / Permissions

LAN Channel Privilege
Assign a privilege group for a LAN channel to the user here:

— User

— Operator

— Administrator
- OEM

Refer to section "User permissions" on page 68 for information on the
permissions associated with the privilege groups.

Serial Channel Privilege
Assign a privilege group for a serial channel to the user here: The same
privilege groups are available as for LAN Channel Privilege.

In addition to the channel-specific permissions, you can also individually assign
users the following channel-independent permissions:

Configure User Accounts
Permission to configure local user access data.

Configure iIRMC S2/83 Settings
Permission to configure the iRMC S2/S3 settings.

Video Redirection enabled
Permission to use Advanced Video Redirection (AVR) in “View Only” and
“Full Control” mode.

Remote Storage enabled
Permission to use the Remote Storage functionality.
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» Click Apply to activate your settings.

User SSHv2 public key upload from file

The User SSHv2 public Key uploag from file group allows you to load an user
SSHv2 public key from a local file.

User SSHv2 public key upload from file

Kep fingerprint: R34 1023 ee:33:d7 ac:8f Se o7 2f 2c:9b:81:50:3F 34:25.7d

SSHvZ Fublic Keyfile:
Upload I

Figure 155: User Management - User “<name>" Configuration page, User SSHv2 public key
upload from file

For further details on SSHv2 public key authentication for iRMC S2/S3 users
see section "SSHv2 public key authentication for iRMC S2/S3 users" on
page 72.

iRMC S2/S3 269
Download from Www.Somanuals.com. All Manuals Search And Download.



User Management

Email Configuration - Configure user-specific email settings

The Email Configuration group allows you to configure the user-specific settings
governing the email format.

Email Configuration

Errizil Enabled: [
tdzil Format: | Standard e
Prefered Mail Server: | Automatic B
Emzil Address: IUseG@domain.com

Faging Severity Corfiguration

Fan Sensors: | Mfaming 4 Tempersture Sensors: | Warning %
Critical Hardware Errors: | All hd System Hang: | Critical  w
FOST Errors: | All hd Security: | Warning W
Systern Status: | Hone bt Disk Drivvers & Cortrollers: | Critical | %
Hetwork Interface: | Warning Remote Management: | Critical
Systemn Power: | Miaming v Memary: | Critical W
Other: | Hone M
Apphy I Test I

Figure 156: User Management - User “<name>" Configuration page, Email Configuration

Email Enabled
Specify whether the user is to be informed about system statuses by
email.

Mail Format
Depending on the selected email format, you can make a number of
settings in the Email Alerting - Mail Format dependent Configuration group
(see page 261).
The following email formats are available:
— Standard
— Fixed Subject

— ITS-Format
—  Fujitsu REMCS Format
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Preferred Mail Server
Select the preferred mail server.
You can choose one of the following options:

— Automatic

If the email cannot be sent successfully immediately, for instance
because the preferred mail server is not available, the email is sent to
the second mail server.

— Primary

Only the mail server which has been configured as the primary SMTP
server (see page 259) is used as the preferred mail server.

— Secondary

Only the mail server which has been configured as the secondary
SMTP server (see page 260) is used as the preferred mail server.

m Errors sending email are recorded in the event log.

Email Address
Email address of recipient.
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Paging Severity Configuration

Here you can configure system events about which an iRMC S2/S3 user
is to be informed by email.

Every entry in the event log for the iIRMC S2/S3 is assigned to a
particular paging group.

The following settings are available for each event group:

None
The notification function is deactivated for this paging group.

Critical
The iRMC S2/S3 notifies users by email if an entry in the system
event log is reported as CRITICAL.

Warning
The iRMC S2/S3 notifies users by email if an entry in the system
event log is reported as Minor or Major or Critical.

All
The iIRMC S2/S3 notifies users of every event in this group which
causes an entry to be made in the system event log.

» Click Apply to activate your settings.

272

Download from Www.Somanuals.com. All Manuals Search And DownI 0%(.: S2/S3



User Management

7.14.2 Directory Service Configuration (LDAP) -
Configuring the directory service at the
iRMC S2/S3

In order to perform global user management via a directory service (see the
"User Management in ServerView" manual), you must configure the
iRMC S2/S3 appropriately in the Directory Service Configuration page.

Currently, support for iRMC S2/S3 LDAP access is provided for the
following directory services: Microsoft Active Directory, Novell eDirectory
and Open LDAP.

The following characters are reserved as metacharacters for search
strings in LDAP: *,\, &, I, I, =, <, >, ~, :

You must therefore not use these characters as components of Relative
Distinguished Names (RDN).

Direclory Service Configuration

e —— L frasied: 7]
= Loar w5 teatad: [
ol Para Lag Disable Luwal Lgin* []

Harve Mgy Ay e 55 Login* 7]
S ek Songs D rmtory Sarvr Ty | Autre Dewcbory -
]
= Lrsrbomsgamant Privary LOAP Sarcer
RAC 63 Uar
LD Cangurmsn LCAF tarvar- (820
A Eonigurios. AC Fort- |0
Condost Bedewition LBAF 18 Pori: (I8
T S—
Rarsaty Homgn Basboss LDAP Tarvms
Tust Bomsebe (30L)
Aoa 53 55 docars DA Sarver (0520

s 8 Takar dccars LD Po- |80

LORF 554 P (B8

Butmrn

1 Hnm (15 ¥ LEUAP i chutind, i paing cisabier: manwiand et Srsmerar {1 341 7) aathenicariondoge 3nd forcas 5 ure of S haps logn scran

LEWP Sty Lt ren. | LBt
LBAF Al Fusiwird smsasassssssnrrnres
Eardiirm Pasiwind

Aty

D ectony Service Emall Alert Corfigas stion

[ —]

L0kt art Tatds Rbrat [0 gy

Aol

Figure 157:.Dire.ctory Service Configuration page (LDAP configuration)
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LDAP Enabled
This option specifies whether the iIRMC S2/S3 can access a directory

service via LDAP. Directory service access via LDAP is only possible if
LDAP Enable has been activated.
If LDAP Enable is checked then the login information (see
page 136) is always transferred with SSL encryption between the
web browser and the iRMC S2/S3.
LDAP SSL Enabled
If you check this option then data transfer between iRMC S2/S3 and the
directory server is SSL encrypted.
LDAP SSL Enable has no influence on whether or not the
iRMC S2/S3 web interface pages are SSL-protected on opening.
You should only activate LDAP SSL Enable if a domain controller
certificate is installed.

Disable Local Login
If you activate this option then all the local iRMC S2/S3 user

identifications are locked and only the user identifications managed by
the directory service are valid.

CAUTION!

If the option Disable Local Login is activated and the connection to
the directory service fails then it is no longer possible to log in at
the iRMC S2/S3.

Always use SSL Login
m This option is only relevant if LDAP is deactivated.

If you activate this option then the HTTP SSL-secured login page is
always used even if LDAP is deactivated. Only if you do not activate
Always use SSL Login and LDAP is deactivated is a mask secured via

Digest Authentication Login used.
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Directory Server Type
Type of directory server used:

The following directory services are supported:
— Active Directory: Microsoft Active Directory
— Novell: Novell eDirectory
— OpenLDAP: OpenLDAP
— Open DS

» Click Apply to activate your settings.

Different input fields are provided, depending on the directory service you
select:

— For Active Directory, refer to section "Configuring iRMC S2/S3 for
Microsoft Active Directory" on page 276.

— For eDirectory, Open LDAP and OpenDS, refer to section "Configuring
iRMC S2/S3 for Novell eDirectory / OpenLDAP / OpenDS" on page 280.
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7.14.2.1 Configuring iRMC S2/S3 for Microsoft Active Directory

After you have confirmed the Active Directory you have chosen by clicking Apply,
the following variant of the Directory Service Configuration page is shown:

Directory Service Configuration

] T e e

Lo Eratiea: (7]
T

Dirseis vt Login s [
v urs ik Login® (2]
[ — &

Pty LR Barv
LOAF Baryr | domming ftsh fem rn

LimF peer. 300
LOAF §5L peet. 828

Basiap LOAR Carvar

Tem Cansale 504)
A 5 I Ay LOAP Sarvar; (172 35186181

L 7 Talat Secans Lonp ron; 208

Bt

PR - -
Crgamane DOotwiab DCotom DC=rai
el drase ey [ s aployarTan
Cparirart nama |Cuprx

i e Pl b e,

it mediony Sowwien Frnall Aloil

LOAP Gl mrt Beatte: ]
LOur At T B [ oo

Figure 158: Directory Service Configuration: Specifications for Microsoft Active Directory

The entries shown as examples in figure 158 refer to the examples and
figures shown in the "User Management in ServerView" manual.
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Proceed as follows:

» Complete your specifications in the Global Directory Service Configuration
group:
Global Directory Service Configuration
LOWF Enabled:
LDAF 55L Enabled: []
Dissble Local Lagin *: []
ﬂlw.ays use S50 Lagin
Primary LOAF Server
LD:\;AE::::: :En;nir\n fulah fimn net
LDAP $5L Port: 836
LD:\;A:’EL\:—:: '\3;92 25.186.101
LDAP $5L Port: 836
Dornain name | domina. fulab. firm.net
Base ON: DC=domino,DC=fwlab,DC=firm, DC=net
Sub"j'ﬁ:?fgﬂ;?;%;s Ol=LdapDeployerTest
Departrnert name: | Dept}
Apply \
Figure 159: Global Directory Service Configuration: Specifications for Microsoft Active
Directory
Primary LDAP Server
LDAP directory server that is to be used.
LDAP Server
IP address or DSN name of the primary LDAP server.
LDAP Port
LDAP port of the primary LDAP server.
LDAP SSL Port
Secure LDAP port of the primary LDAP server
Backup LDAP Server
LDAP directory server which is maintained as the backup server and
used as the directory server if LDAP Server 1 fails.
LDAP Server
IP address or DSN name of the Backup LDAP server.
LDAP Port
LDAP port of the Backup LDAP server.
LDAP SSL Port
Secure LDAP port of the Backup LDAP server
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Domain Name
Complete DNS path name of the directory server.

Base DN
Base DN is automatically derived from Domain Name.

Groups directory as sub-tree from base DN
Pathname of the organizational unit (OU) which as a subtree of
Base DN (Group DN Context) contains the OUs SVS or iRMCgroups.

Department name
The department name is used in the directory service in order to
determine the user permissions and alert roles. A user may have
different permissions for the department X server than for the
department Y server.

» Click Apply to activate your settings.

» Configure the LDAP access data in the Directory Service Access Configuration
group:
The settings that you make here are required for alerting in
E connection with global user identifications. If alerting is not enabled,
the settings in the Directory Service Access Configuration group are not
significant.

Directory Service Access Configuration

LOAP Auth UserName: [Administratar
LOAF Ath Password: (s ssssssbbddddddddd

Corfirm Password:

Apphy I Test LDAP acoess I

Figure 160: Microsoft Active Directory: Directory Service Access Configuration

LDAP Auth User Name
User name the iRMC S2/S3 uses to log onto the LDAP server.

LDAP Auth Password
Password the user specified under User Name uses to authenticate
themselves on the LDAP server.

Confirm Password
Repeat the password you entered under LDAP Auth Password.
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Test LDAP Access
Checks the access data to the LDAP directory server and shows the
LDAP status as the result (see figure 161).

. | This test only checks the basic access data (“Is the LDAP
server present?”, “Is the user configured?”), but does not fully
authenticate the user.

Directory Service Access Configuration

LOAF Status: LDAP Server invalid
LDAFP Auth UserName: |LDAFuserName
LOAF Auth Password: (sssssssssssssssanass

Corfirm Password:

Apply | Test LDAP access | ResetLDAP Status |

Figure 161: Microsoft Active Directory: Status of the connection to the LDAP
server

» Click Reset LDAP Status to reset the status display.
» Click Apply to activate your settings.

» Configure the settings for global email alerting in the Directory Service Email
Alert Configuration group.

Directory Service Email Alert Configuration

LOAP Email Alert Enable:
LOAF Alert Table Refresh: |2 Hours

Apply |

Figure 162: Directory Service Email Alert Configuration

LDAP Email Alert Enable
Enables global email alerting.

LDAP Alert Table Refresh [Hours]
Defines the interval at which the email table is regularly updated (see
the "User Management in ServerView" manual).

It is strongly recommended that you specify a value >0. A
value of “0” means that the table is not updated regularly.

» Click Apply to activate your settings.
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7.14.2.2 Configuring iRMC S2/S3 for Novell eDirectory / OpenLDAP /
OpenDS

After you have confirmed you choice of Novell or OpenL.DAP by clicking Apply,
the following variant of the Directory Service Configuration page is shown.

The Directory Service Configuration page has an identical structure for
Novell eDirectory, OpenLDAP and OpenDS.

& Serverliew Uerudmin  Logout | FUTSU

PRINERGY Servartiewd Remote Wanagement |RMC 52 Web Server Souten | ¢ axm

Directory Service Configuration

= opEm R

Global Directory Service Configuration

g mes T
4 et Banagemest LoapssL Babled: [7]
) Pouer ok Rt Ctable Losat Login &[]
W oo
g 5L Logi ©
4 Bty unz [ ;
R —— Erectory sarvar Tpe: [ o )

4 et etige
; Pmany Lo et
4 skrwg
Py — e

T L LDAP Port:

Losr contguiatn

5 Loap sl port [ |
CATCO A 1% |
4 Conok Rediecton iy s
ko Reicton AN
Femate Strage Loap server: | 225 105190
TextConk ©00 0
1PN S255H Access
L A

Fetiesh

Cspartmentnams: | Deptx

Ease DN

B
User sareh pontert: |

il
i Note (1) Warning: I your directory server is Unreachable and LOAF i enabled, you will not be able to lgin
1) Mok @:IFLDAP s dsabkd, (RFCSIT) fuices the e ottie Nt bgh soreen.

Directory Service Access Configuration

LDAP At Pas o

Confim Fassword
Princlpal Usr DI

Sn=B¥principal.ouspeople ‘

‘ppand Ease O o Arinelpal User 0= ]
B oz U=
Etanesd User Login: [_]

Y [ ruoemn

Directory Service Email Alert Configuration

L0ap Bnal et natis: [
T

ol |

Figure 163: Global Directory Service Configuration: Specifications for Novell eDirectory /
Open LDAP

The entries shown as examples in figure 163 refer to the examples and
figures shown in the "User Management in ServerView" manual.
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Proceed as follows:
Complete your specifications in the Global Directory Service Configuration

>

group:

Global Directory Service Configuration

LDAP Enabled:
LD&P 551 Enabled: [
Dhsable Local Login : [
Awaysuse 551 Login =
Crectory Server Type: | Now Il
Prmary LDAP S2ner

LOP Server: | dom o s fm et
LOaP Port: | 339

LOAP 5L Port: | 635

Backap LDAP St
LR Server: | 1T225.135.191
LOaP Port: | 339
LOAP 851 Port: 635

Cepartment namea: | Depty

Groups dirsctory as
sub-tres from base DH:
User Sgarch contsst:

Base DH: X X
SUSHEIrgandzation  ouSIyY.C ampany

Bpply |

Figure 164: Global Directory Service Configuration: Specifications for Novell eDirectory

/ Open LDAP / OpenDS

Primary LDAP Server

LDAP directory server that is to be used.

LDAP Server

IP address or DSN name of the primary LDAP server.

LDAP Port

LDAP port of the primary LDAP server.

LDAP SSL Port

Secure LDAP port of the primary LDAP server

iRMC S2/S3
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Backup LDAP Server
LDAP directory server which is maintained as the backup server and
used as the directory server if LDAP Server 1 fails.

LDAP Server
IP address or DSN name of the Backup LDAP server.

LDAP Port
LDAP port of the Backup LDAP server.

LDAP SSL Port
Secure LDAP port of the Backup LDAP server

Department Name
Department name. The directory service needs the department
name in order to determine the user permissions. A user may have
different permissions for the department X server than for the
department Y server.

Base DN
The Base DN is the fully distinguished name of the eDirectory or Open
LDAP server and represents the tree or subtree that contains the OU
(Organizational Unit) SVS or iRMCgroups. This DN forms the starting
point for LDAP searches.

Groups directory as sub-tree from base DN
Pathname of the OU which as a subtree of Base DN
(Group DN Context) contains the OUs SVS or iRMCgroups.

User Search Context
Pathname of the OU which as a subtree of Base DN (User Search
Context) contains the OU unit Users.

» Click Apply to activate your settings.
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» Configure the LDAP access data in the Directory Service Access Configuration

group:

Directory Service Access Configuration

LDAF Auth Password: (sssssssssssssssssnas
Corfirm Password:

Frincipal User OV | ep=ryprincipal, ou=people

fAppend Base ON ta Principal User ON:
Bind DN: 0=, DH=
Erhanced User Login: [

Apply | Test LDAP access I

Figure 165: Novell eDirectory / Open LDAP: Directory Service Access Configuration

LDAP Auth Password
Password the Principal User uses to authenticate themselves on the

LDAP server.

Confirm Password
Repeat the password you entered under LDAP Auth Password.

Principal User DN
Fully distinguished name, i.e. the full description of the object path
and attributes of the generic iIRMC S2/S3 user ID (principal user),
under which the iRMC S2/S3 queries the permissions of the
iRMC S2/S3 users from the LDAP server.

Append Base DN to Principal User DN
If you activate this option, you do not need to specify the Base DN
under Principal User DN. In this event, the Base DN is used that you
specified under Base DN in the Global Directory Service Configuration

group.

Bind DN
Bind DN shows the principal user DN used for LDAP authentication.
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Enhanced User Login

Enhanced flexibility when users log in.
CAUTION!

Only activate this option if you are familiar with the LDAP
syntax. If you inadvertently specify and activate an invalid
search filter, users can only log in to the iRMC S2/S3 under a
global login after the Enhanced User Login option has been
deactivated.

Append Base OMto Principal User ON:
Bind ON: OU=, DN=
Erhznced User Login: D

Apply I Test LDAFP access I

Figure 166: Enhanced User Login

If you select Enhanced User Login and activate it with Apply, an
additional field User Login Search Filter appears containing the
standard login search filter "(&(objectclass=person)(cn=%s))".

Bind ON: Ol=. DH=
Enhanced User Login:
User Login Search filter: [(&objectolas=personien="%s1)

Apply I Test LDVAP access I

Figure 167: LDAP search filter for “Enhanced User Login”

At login, the placeholder “%s” is replaced by the associated global
login. You can modify the standard filter by specifying another
attribute in place of “cn=". All global logins are then permitted to log
into the iRMC S2/S3 which meet the criteria of this search filter.
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Test LDAP Access
Checks the access data to the LDAP directory server and shows the
LDAP status as the result (see figure 161).

This test only checks the basic access data (“Is the LDAP
server present?”, “Is the user configured?”), but does not fully
authenticate the user.

Directory Service Access Configuration

LOAF Status: LDAP Server invalid
LOAF Auth UserMame: |LDAFuserdame
LOAF Auth Password: |sesssssssssssssaanss

Confirm Fassword:

Apply | Test LDAP access | Reset LDAP Status |

Figure 168: eDirectory / OpenLDAP: Status of the connection to the LDAP server

» Click Reset LDAP Status to reset the status display.
» Click Apply to activate your settings.

» Configure the settings for global email alerting in the Directory Service Email
Alert Configuration group.

Directory Service Email Alert Configuration

LDAF Email Alert Enable:
LOAF Alert Table Refresh: |2 Hours

Apply |

Figure 169: Directory Service Email Alert Configuration

LDAP Email Alert Enable
Enables global email alerting.

LDAP Alert Table Refresh [Hours]
Defines the interval at which the email table is regularly updated (see
the "User Management in ServerView" manual). A value of “0” means
that the table is not updated regularly.

» Click Apply to activate your settings.
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7.14.3 Centralized Authentication Service (CAS)
Configuration - Configuring the CAS Service

This view is not supported by all PRIMERGY servers with iRMC S2/S3.

SSO is only supported for accessing the iRMC S2/S3 via the web
interface. SSO is not supported for accessing the iRMC S2/S3 via the
Remote Manager (Telnet/SSH).

The Centralized Authentication Service (CAS) Configuration page allows you to
configure the iRMC S2/S3 web interface for CAS-based single sign-on (SSO)
authentication.

The first time a user logs in to an application within the SSO domain of the CAS
service, they are prompted for their credentials by the CAS-specific login
screen. Once they have been successfully authenticated by the CAS service,
the user is granted access to the iIRMC S2/S3 web interface as well as to any
other service within the SSO domain without being prompted for login
credentials again.

< ServerView

FuiiTSu

Userimgmin | Logout

PRIMERGY

ServerView® Remote Management IRMC 62 Web Server

oeutich | * BAR

T R B R i iR R i i R O e R R R R =y
Centralized Authentication Service (CAS) Configuration

=/ Sem Wtmation
SEkm O kW
SEkm Canporerts

3 RN 52

# Power Maragement

1 Power Cons impt

 Senon

4 Bwitleg

Cemer Manageme vt

1 Netork Sethngs

Akt

=/ User Management

Wik Fedliection (WS
Femot Sbrage
TertComok SO0
IRMC 52 S5H Acoess
IRMC 52 Telietaoness

Refiezh

CAS Generic Corfiguration

cas Enablsrt: ]
Enabls 5LIHTTRS
Variry 551 Certimeate: [ |

Aways Dsplay Login Pags 12 [

a5 Natwork Fort:
A% Servel

A5 Lagin URL
=5 Logout URL
A8 Valldate URL

Axlgn perm 3 slons Trom

Ak

address of your | RMC 52 in your browser

&: When ‘Wways Display Login Page' s disabled and the £A5

servel

r is unreachable, please manually enter Aogin sfter the Ip

CAS User Privilage and Parmissions

Flullsge Lovsl: | Uzer

]

Configure User feeounty: [
comgureiruc e antingy: ]
widen Redirsction Enanisa; [ |

Femots Storage Enabled: [ |

Ak

Central Athertiation Se ke (©AS) CopTIkbD 20050007 JA-SIG. Al rremed,
JA-SIG Cential Antie N HCtoe S8 e

Figure 170: Centralized Authentication Service (CAS) Configuration

286

iRMC S2/S3
ad.

Download from Www.Somanuals.com. All Manuals Search And Downlo



User Management

CAS Generic Configuration

The CAS Generic Configuration group allows you to configure CAS access data.

CAS Generic Configuration

CAS Enabled:
Enzble SELHTTPS:
erify S5L Certificate: [ ]
Always Display Login Page 1
CAS Network Port: (3170
CAS Server: (0.0.00
CAS Login URL: |feasflogin
CAS Logout URL: |feasflogout
CAS Validste URL: |feashvalid ate

Assign per missions from:

Pelmissios retrieved wia LDAP

Apply |

Figure 171: CAS Generic Configuration

CAS Enabled
Enables SSO using the CAS service that you specify in the
CAS Generic Configuration group.

Enable SSL/HTTPS
All communication between the CAS service and the iRMC S2/S3 is SSL
encrypted.

Verify SSL Certifikate
The SSL Certificate of the CAS service is checked against the CA
Certificate.
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Always Display Login Page

If Always Display Login Page is disabled and the CAS service
cannot be reached, type /10gin after the IP address of the
iRMC S2/S3 in your browser’s navigation bar.

Always displays the iRMC S2/S3 login page:

Login required to continue

iRMC 52 Login I CAS Login

Figure 172: Login page

Login required to continue

UserName: admin
FPassveord: assas

Secure [SS5L)

iRMC S2 Login | CAS Lagin |

Figure 173: Login page - explicit authentication required

This allows users to temporarily login at the iRMC S2/S3 with privileges
and permissions that differ from the authorization profile defined under
CAS User Privilege and Permissions (see page 290).

A user may, for instance, currently be logged in to the CAS service under
a user ID with the User privilege and now wants to perform an action
requiring the Administrator privilege. The user can temporarily login at the
iRMC S2/S3 under a user ID with the required privileges. However, the
user cannot switch between both user IDs.

The buttons iRMC Login and CAS Login work as follows:

iRMC S2/83 Login
Logs the user in to the IRMC S2/S3 web interface with the values
specified for User name and Password. The CAS service is
bypassed.
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CAS Login
Logs the user in to the iRMC S2/S3 web interface via SSO:

— Ifthe user has not been authenticated by the CAS service yet:
The user is redirected to the CAS service for authentication
with the specified values for User name and Password.

— Ifthe user has already been authenticated by the CAS service:
The user is logged in at the iRMC S2/S3 without being
prompted for username and password.

CAS Network Port
Port of the CAS service.
Default port number: 3170

CAS Server
DNS name of the CAS service.

Itis absolutely necessary that all systems participating in the SSO
domain reference the Central Management Station (CMS) via the
same addressing representation. (An SSO Domain comprises all
systems where authentication is performed using the same CAS
service.) Thus, for example, if you have installed the ServerView
Operations Manager by using the name "my-cms.my-domain”,
you must specify exactly the same name for configuring the CAS
service for an iRMC S2/S3. If, instead, you specify only "my-cms"
or another IP address of my-cms, SSO will not be enabled
between the two systems.

CAS LoginURL
Login URL of the CAS service.

CAS Logout URL
Logout URL of the CAS service.

CAS Validate URL
Validate URL of the CAS service.

Assign permissions from
Defines the iRMC S2/S3 privilege and permissions for users who are
logged in to the iRMC S2/S3 via SSO:

Local assigned permissions
The privilege and permissions defined under CAS User Privileg and
Permissions apply to the user.
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Permissions retrieved via LDAP
The authorization profile defined in the LDAP directory service
applies to the user.

The Permissions retrieved via LDAP option is only available, if LDAP
is enabled (see option "LDAP Enabled" on page 274).

CAS User Privilege and Permissions

The CAS User Privilege and Permissions group allows you to define the
iRMC S2/S3 privilege and permissions a user is granted if they are logged in at
the iRMC S2/S3 via SSO.

The CAS User Privilege and Permissions group is not displayed if you have
selected Permissions retrieved via LDAP under Permissions assigned from in
the CAS Generic Configuration group.

CAS User Privilege and Permissions

Privilege Lewel: | User e

Configure User Accournts: I:‘
Corfigure iRMC 52 Settings: [
“ideo Redirection Enabled: I:‘
Remaote Storage Enabled: D

Apply |

Figure 174: CAS User Privilege and Permissions

Privilege
Assign a privilege group to the user here:

— User

— Operator

— Administrator
- OEM

Refer to section "User permissions" on page 68 for information on the
permissions associated with the privilege groups.

In addition to the IPMI specific permissions, you can also individually assign
users the following channel-independent permissions:

Configure User Accounts
Permission to configure local user access data.
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Configure iRMC S2/S3 Settings
Permission to configure the iRMC S2/S3 settings.

Video Redirection enabled
Permission to use Advanced Video Redirection (AVR) in “View Only” and
“Full Control” mode.

Remote Storage enabled
Permission to use the Remote Storage functionality.
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7.15 Console Redirection - Redirecting the
console

The following pages are available for console redirection:

"BIOS Text Console - Configure and start text console redirection" on
page 292.

"Advanced Video Redirection - Start Advanced Video Redirection (AVR)" on
page 302.

7.15.1 BIOS Text Console -
Configure and start text console redirection

The BIOS Text Console page allows you to configure and start text console
redirection.

Text console redirection can also be configured in the BIOS (see section
"Configuring text console redirection for the iRMC S3" on page 53).

S Serverliew

FRIMERGY. Serveryievs® Remote Management i RMC 52 Web Server ™ Devtsch | * BAS=

BIOS Text Console

# System Informatian
® IRME 52

&l Power hanagement Console Redirection Enabled : []

BIOS Console Redirection Options

# Power Consumption

Console Redirection Madk a ™|
# Sensors =
& Evert Lsg Console Redirection Po |
Server Management Serial Fort Baudrats |
¥ Netwerk Setings Serial Port Flow Cortrol: |
1 Terminal Emulation: | |
S Gansole Rediestion Serial 1 Multiplexer: | System ™|
BIOS Text Console
“deo Redirection Foply
“deo Redirection (i)
Remote $torage Text Console Redirection {via Serial Over LAH)
Text Console (SOL)
(RME 52 §5H Ascess Text Console Redirection *
IRMC 52 Telnet Aecess Start Text Consols Redirection
Refresh

(1) Mote (1) The Opsrating System can provide Text Console scoass independend from BIOS settings
(1) Note ¢2): Text Console access via Serial over LAN ($0L)is working only if COMI is used for Text Console (from BI0S anddor 0/5).
1) Note (3): Text Console can akso be used from a Telngt or $5H connection within the Remate Manager shel

Figure 175: BIOS Text Console page
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7.15.1.1 BIOS Console Redirection Options -
Configure text console redirection

BIOS Console Redirection Options allows you to configure text console redirection.

BIOS Console Redirection Options

Console Redirection Enabled ! |:|
Console Redirection Maode: | Standard
Consale Redirection Port: | COM1
Serial Port Baudrate: | 9600
Serial Port Flows Cortral: | None

Terminal Emulation: | V7100 7Hit

L€ )€ |<

Serial 1 Multiplexer: | System v

Apply |
Figure 176: BIOS Text Console page - BIOS Console Redirection Options

Console Redirection Enabled
This option allows you to enable / disable console redirection.

The operating system can also permit text console redirection
irrespective of the settings in the BIOS.

Console Redirection Mode
This setting affects the behavior of console redirection while the
operating system is running (after the BIOS POST phase has completed)
- see section "Text console redirection while the operating system is
running" on page 300:

Standard
Console redirection is terminated after the BIOS POST phase.

Enhanced
Console redirection continues to be available after the BIOS
POST phase.
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Console Redirection Port
Two serial ports are available: Serial 1, Serial 2.

E If console redirection is to be performed via LAN, Serial 1 must be
set.

If Serial 2 is selected, only the connection over the null modem
cable works.

Serial Port Baud Rate
The following baud rates can be set: 1200, 2400, 4800, 9600, 19200,
38400, 57600, 115200.

Serial Port Flow Control
The following settings are possible:

None
Flow control is disabled.

XON/XOFF (Software)
Flow control is handled by the software.

CTS/RTS (Hardware)
Flow control is handled by the hardware.

Terminal Emulation
The following terminal emulations are available:

VT100 7Bit, VT'100 8Bit, PC-ANSI 7Bit, PC-ANSI 8 Bit, VT'100+, VI-UTF8

Serial 1 Multiplexer
Check the consistency of the multiplexer settings:

— Serial: System
— LAN:iRMC S2/S3

» Click Apply to activate your settings.
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7.15.1.2 Text Console Redirection (via Serial over LAN) -
Start text console redirection

Text Console Redirection (via Serial Over LAN) allows you to start text console
redirection.

Text console redirection via Serial over LAN (SOL) assumes that the

operating system and / or the BIOS use serial port 1 (COM1) for text
console redirection.

Text Console Redirection (via Serial Over LAN)

Text Congale Rediraction 2

Start Text Conzole Redirection I

Figure 177: Start text console redirection via Serial over LAN (SOL).

» Click Start Console Redirection to start text console redirection function.

The Java applet for text console redirection is started (see figure 178 on
page 296):
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S ServerView FuiiTsu

PRIMERG' Serverview® Remote Management iRMC 52 Web Server

BMC (F¥:) IP Address | 17217.46.7: Logon ‘ |

Power Management |=natavailable  Command

Console Redirection:

g |

Mot connected Consale:

Figure 178: Window for power management and text console redirection (before login)

» Click Logon to log in to the iRMC S2/S3.

You are then prompted to enter your iRMC S2/S3 user name and

password:
B ServerView Remote Management Frontend 111.11.11.11

Username: |admin

Password sssas

Login Cancel

Figure 179: Power management and text console redirection - Login window
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» Enter your user name and password and click Login to confirm.

The window for powe
displayed:

r management and text console redirection is then

S ServerView FujiTsu
FRIMERG'Y Serverview® Remote Management iRMC 52 Web Server
BMC (FYV: 5.268) IP Address | Logor <
_> Fower Management: Status Fower On Command w
Consale Redirection: Enter Console |
-~
.
Mot connected. " Console:
Console redirection bar Status bar Console area
Power management bar Login bar
Figure 180: Window for power management and text console redirection
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The elements of the console redirection window are explained below:

Login bar
The login bar shows the IP address and current firmware version of
the iIRMC S2/S3. The Login and Logout buttons allow you to log in to
and log out of the iRMC S2/S3.

Power management bar
The power management bar provides information on the power status
of the managed server. You can update the display by clicking the
Status button.

The Command drop-down list allows you to select and launch an IPMI
command for power management of the managed server (see page
page 299). You do not need to be connected with the console to do
this.

Console redirection bar
The Enter Console and Leave Console buttons in the console redirection
bar allow you to show or hide the display in the console area.

Console area

The console area contains the display from the redirected text
console.

Status bar
The status bar shows the IP address of the iRMC S2/S3 and the port
number used for console redirection. In addition, the status bar
provides information on the status of the console redirection (online /
offline).
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» Click Enter Console.

You are then connected to the console and can execute the required
command, either by entering it directly in the console area or by clicking it in
the Command drop-down list (IPMI commands only):

BMC (FYY; 5.26A) IP Address | Logaff |

Power Management: Status Fower On Command v

Console Redirection:

Enter SAC command directly.
(No confirmation prompt!)

Select IPMI command and
click.

ServerView Remote Management Frontend S...

@ Do you realty want to Shut Down the server ?

Yes| No

Connected to 111.11.11.111 623 Consale: online

Figure 181: Entering SAC or IPMI commands at the console.

IPMI command Explanation

Power On Switches the server on.
Power Off Switches the server off.
Reset Completely restarts the server (cold start), regardless of the status of

the operating system.

Power Cycle Powers the server down completely and then powers it up again after
approximately 5 seconds.

Shutdown Graceful shutdown and power off.

» To close the connection to the console, click Leave Console.
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7.15.1.3 Text console redirection while the operating system is running

Depending on the operating system used on the managed server, you can
continue to use console redirection after the BIOS / UEFI POST phase.

DOS
Condition:

The BIOS setting for console redirection mode must be set to Enhanced
(see the section "BIOS Text Console - Configure and start text console
redirection” on page 292).

If the managed server starts the PRIMERGY ServerView Suite diagnosis
software, you can operate PRIMERGY ServerView Suite diagnosis using
console redirection.

Windows Server 2003 / 2008

Windows Server 2003 /2008 handles console redirection automatically after the
POST phase. No further settings are necessary. While the operating system is
booting, the Windows Server 2003 SAC console / Windows Server 2008 SAC
console is transferred:

58 140.100,100.231 TX150-55-1 [SP 140.100.100.231:23

Computer is booting. SAC started and initialized.

=7" command for information about using channels.
" command for general help.

¢ The CHD command iz now available.

Figure 182: Windows Server 2003 SAC console

Linux

You must configure a Linux operating system in such a way that it handles
console redirection after the POST phase. Once it has been configured, you
have complete remote access.
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Settings required
The settings may differ between program versions.

SuSe and RedHat
Add the following line to the end of the file /etc/inittab:

xx:12345:respawn:/sbin/agetty <baud-rate> ttySO

RedHat
Insert the following kernel boot parameter in the file /etc/grub.conf:

console=ttyS0O,<baud-rate> console=tty0

SuSE
Insert the following kernel boot parameter in the file /boot/grub/menu.lst:
console=ttyS0,<baud-rate> console=tty0
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7.15.2 Advanced Video Redirection -
Start Advanced Video Redirection (AVR)

The Advanced Video Redirection page allows you to start graphical console
redirection. The “Advanced Video Redirection” feature redirects graphical
output from the managed server to the remote workstation and assigns
keyboard and mouse input from the remote workstation to the managed server
so that you can access the managed server from the remote workstation as if
you were working locally.

AVR can be used by two users simultaneously. One user has full control over
the server (full-control mode) and the other can only passively observe
keyboard and mouse operation of the server (view-only mode).

In order to use the iRMC S2/S3 function Advanced Video Redirection, you
require a license key (see section "IRMC S2/S3 Information - Information
on the iRMC S2/S3" on page 165).

The AVR functionality is made available with a Java applet.
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Advanced Video Redirection

Systern Information

I iRMC 82

[# Power Management Make Screenshot |

18 Pouer i

# Sensors

o ot o [(WRbcwsessontas )
Server Management

) Metuork Settings e P User User Session Storage Cantake Session

# fening "®  Address  Name Id  Privilege Enabled Control State

18 User Management 1 217940118 admin 2 View Only No Yes  Established

5l Consale Redirection
8103 Text Cansole
‘deo Redinection
- ideo Redirection QIS)
- Remote Storage
- Text Console ($0L)
IRMC 52 §5H fecess [~ Video
IRMC 52 Telnet focess Start Video | _stanvigeo |

Refresh

(—Video Options
Disable USE Fort during AVR | Hone

[

[ Losal Monitor is cunently On

Enable Local Menitor O
[T sutomatic Lacal Monitor Off when AUR is staded

Apply | umon |

011 Fuj utions & d.

Figure 183: Advanced Video Redirection page
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Creating an ASR screenshot
The ASR Screenshot page allows you to

— take a screenshot of the current VGA screen on the managed server (video
screenshot) and store it in the firmware of the iRMC S2/S3,

— view the screenshot stored in the iRMC S2/S3 firmware,

— delete the screenshot stored in the iRMC S2/S3 firmware,

Screenshot

View Sereenshot | Prewiew Screanshot I hdake Screanshot I Delate Screenzhot I

Figure 184: Creating an video screenshot

A video screenshot is automatically created on ASR&R events - in
Windows, these are typically watchdog events or "bluescreens" on the
managed server.

A maximum of one video screenshot is stored in the firmware of the
iRMC S2/S3, namely the most recently created screenshot.

The following actions are available by clicking on one of the buttons displayed:

View Screenshot
(This only appears if a video screenshot has been stored.)
The screenshot is shown in a separate browser window.

Preview Screenshot
(This only appears if a video screenshot has been stored.)
A thumbnail of the screenshot is shown in the ASR Screenshot group.

Make Screenshot
Takes a new video screenshot.

Delete Screenshot
(This only appears if a video screenshot has been stored.)
The video screenshot stored in the iRMC S2/S3 firmware is deleted after
you have confirmed that you wish to do so.
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AVR Active Session Table - Show current AVR sessions

The AVR Active Session Table lists the currently active AVR sessions. If no AVR
session is currently active then the AVR Active Session Table is not displayed.

If two AVR Sessions are currently active, a Disconnect button is displayed for
each Session.

AVR Active Session Table
Ho IF User User Session Storage Cantake  Session
Address Name Id Priwilege Emabled Contral State
0 192162.0207 userl 3 Wigwm Cinly Mo ez Established Disconnect I
1 192.168.0.207 admin 2 Full Contral “es res Established Disconnect I

Figure 185: AVR Active Session Table - (two active AVR sessions)

Disconnect

If you click Disconnect, a confirmation dialog box appears in which you
can close the AVR session to the left of the button.

You can only close AVR sessions of other users with the
Disconnect button. To close your own session, choose Exit from the
Extras menu in the AVR window (see page 102).

Video Redirection Options - Deactivating USB ports on the managed
server for the duration of the AVR session

m This function is not supported for all PRIMERGY servers.

Video Redirection Options - Disable USB Port allows you to specify which USB

ports are to be disabled on the managed server for the duration of the AVR
session.

Video Redirection Options

Wideo Redirzction Options

Disable USE Port durng AR | Mone R

Figure 186: Video Redirection Options
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None

No USB port will be disabled.

Front USB
Only the USB port on the front of the server will be disabled.

Rear USB
Only the USB port on the back of the server will be disabled.

Disable All
All USB ports of the server will be disabled.

» Click Apply to activate your settings.

Local Monitor - Power up / down options for local server monitor

The status of the local monitor on the managed server is shown under Local
Monitor (see section "Local Monitor Off" function" on page 90).

In addition, you can configure:

— that the local monitor can be switched on and off from the remote
workstation,

— that the local monitor shuts down automatically for the duration of the AVR
session when an AVR session is started,

Lacal Monitor

~

Local Monitar is currently On)

Enable Local Monitor Off
DAutomatic Local Manitar Off when AVR is started

Apphy | Turn Off

Figure 187: Advanced Video Redirection page - Local Monitor
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Enable Local Monitor Off
This option allows you to activate the following options:

— In full-control mode of an AVR session, you can switch the local
monitor on and off (AVR Extras menu, see page 102).

— For users with administrator or OEM permissions, the toggle
button Turn Off / Turn On is also enabled. This also allows the local
monitor to be switched on and off (see figure 188).

Local Monitor Local Monitor
Local Moniter is currently On Local Moniter is curre ntly Oiff
[ Enabie Local Monitor ot < [l Enable Local Monitor oft
[ autamati Lacal Monitar Cif when VR Is startad [ automatic Local Monitor Off whan AVR is stared
Apply | ( Turn Off ) I Apply | ( Turm On ) |

Figure 188: Advanced Video Redirection page - Local Monitor On / Off

— You can also configure that the local monitor is switched off
automatically for the duration of an AVR session when an AVR
session is started (see the Automatic Local Monitor Off when AVR is
started option).

If no concurrent session with Local Monitor Off is active, the local
monitor is automatically switched on again when the AVR session
is closed.

Automatic Local Monitor Off when AVR is started

This option only takes effect if Enable Local Monitor has been
activated.

If you activate this option, the local monitor is automatically switched off
for the duration of the session when an AVR session is started. After the
AVR session is closed, the local monitor is automatically switched on
again if no concurrent session with Local Monitor Off is active.

Parallel AVR sessions:

Even if you switch on the local monitor during your AVR session
(in the AVR menu Extras or with the Turn On button), the local
monitor is automatically switched off again if a new, concurrent
AVR session is started.

The local monitor is switched on again automatically when all AVR
sessions have been closed.

» Click Apply to activate your settings.

iRMC S2/S3 307
Download from Www.Somanuals.com. All Manuals Search And Download.



Console Redirection - Redirecting the console

Video Redirection - Starting AVR
You start AVR under Video Redirection.

Wideo Redirection
’7 Start Video Redirection I Start Wideo Redirection (Java Web-Start) I

Figure 189: Advanced Video Redirection page - Local Monitor

» Click Start Video Redirection or Start Video Redirection (Java Web-Start) to start
a second AVR session.

The Java applet for Advanced Video Redirection is started.

The Java applet shows the AVR window in view-only mode if another
user already uses AVR in full-control mode. Otherwise, the Java
applet shows the AVR window in full-control mode.

i admin@111.11.11.11 (View Only) - iRMC 52 Advanced Video Redirection FEx
Extras Remote Storage Power Control Languages Preferences Help

o] [t 0] Locet Werdor atware an

Press CTRL + ALT + DELETE to log on

[4]

I

Figure 190: AVR window (view-only mode)
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» Select Extras - Take Full Control... in the AVR menu (see page 103 for details),
to take over full control of the managed server.

If you attempt to take full control of the managed server using AVR,
an already existing full-control session will be notified. by the following
dialog:

If the full-control session refuses your attempt to take full control, your
session will remain in view-only mode. Users should agree among
themselves what modes they are to use in their sessions.

If you succeeded in taking full control, the window for active use of AVR is
opened, with which you can log into the managed server (see figure 191 on
page 309).

Kl admin@111.11.11.91 (Full Contrel) - iRMC S2 Advanced Video Redirection
Extras Remote St je  Power Control Languages Preferences Help

(el el

Press CTRL + ALT + DELETE to log on

Figure 191: AVR window (full-control mode)

The menus of the AVR window and the integrated special keys are described in
chapter "Advanced Video Redirection (AVR)" on page 85.
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The two active AVR sessions are shown as follows on the Advanced Video
Redirection page:

S ServerView

FRIMERGY Serverviewd Remote Managemert iRMG 52 Web Server [ peutsch | * BFE
Advanced Video Redirection

&l System Information

o Screenshot
i iRMC 52
& Power hManagement Make Sereenshot
21 Power Consumpi
4l Sensors
# Ewent Log AVR Active Session Table
Server Wanagement
# Network Settings ik P User User GSession Storsge Cantake Session

i Aerting Address  Name Id  Privilege Enabled Cortrol State
@ User hianagement

= Censole Redirestion 0 1921880207 userl F  ViewOnly Ho Yes  Established Disconnect
BIOS Text Cansole
1 182.168.0.207 admin 2 Full Control  Yes Yes  Established Disconnact

“den Redirection
“deo Redirention (iS)
Remete Storage

Text Console (30L)

iRMC 52 §5H Pocess Local Monitor
iRMC 52 Telnet Aocess
Lacal Manitor is surrantly On
Retrah
[ ensbis Local Monitor o
[ Automatic Loal Monitor Off when AVR is started

Apply

Figure 192: AVR window with two active AVR sessions

Disconnect
If you click Disconnect, a confirmation dialog box appears in which you
can close the AVR session to the left of the button.

You can only close AVR sessions of other users with the
Disconnect button. To close your own session, choose Exit from the
Extras menu in the AVR window (see page 102).
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The following window appears if the managed server is powered down:

Kl admine@111.11.11.11 (Full Contrel) - iRMC 52 Advanced Video Redirection

Extras Remote Storage Power Control Languages Preferences Help

[+

[4]

| »

4 Il

Figure 193: AVR window when the server is powered down
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7.16 Remote Storage

The Remote Storage feature provides the managed server with a “virtual” drive
which is physically located elsewhere in the network. The source for the virtual
drive can be a physical drive (floppy disk drive CD-ROM/DVD-ROM) or an ISO
image (image file).

In order to use the iIRMC S2/S3 function Remote Storage, you require a
license key (see page 167).

You can make the remote storage media available as follows:

— As a physical drive or image file at the remote workstation (see page 113).
The image file may also be a network drive (with drive letter, e.g. “D:” for
drive D).

— As an image file centrally in the network via a remote storage server (see
page 127).

E Parallel remote storage connections:
The following are possible concurrently:

— either up to two Remote Storage connections to virtual drives at the
remote workstation (if the connection is established over the AVR
Java applet) or

— one Remote Storage connection to a Remote Storage server.

Remote storage connections via applet and Remote Storage Server are
not possible simultaneously.

The Remote Storage page allows you to display information on the status of the
current remote storage connections and establish the connection to a remote
storage server.
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S ServerView

PRIMERGY Serveryiew® Remote Management iRMC 52 Web Server
Remote Storage

W Sy Pemote Storage Connection Status
3 iRMC 52
& o Mmmet o e Port Shars Share Share Shars
i Fouer Consumption hddress Mumber Index Origin Status  Fath
& Sensors h i
& Ewent Log 2

Server Management z e

% Hetuork Settings

i Aerting

# User Management

i Console Redirection
‘ideo Redirection (JVS)
Remote Storage
Tent Console (SOL) 1 |
iRME 52 35H focess
iRMC 52 Telner Access

Remote Storage Server

Ha IP Address or DNS Name

Hpply Connect Disconnect

Refresh

Figure 194: Remote Storage page

Remote Storage Connection Status
Displays the status of the remote storage connection:

No
Displays the sequential number of the remote storage device.

IP Address
Displays the IP address of the server or workstation on which the remote

storage device is installed.

Share Index
Displays the number assigned to the remote storage connection.

Share Origin
Displays the status of the remote storage device on a server or on a

remote workstation:

— Applet: Connectable
— None: Not connectable (Not found)
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Share Status
Displays the current status of the connection:

— Connected: Connected
— Idle: Not connected

Remote Storage Server

Allows you to specify a computer on which a remote storage server is installed.

No
Displays the sequential number of the remote storage server.
IP Address or DNS Name
Specifies the IP address or the registered DNS name of the computer on
which a remote storage server is installed.
Apply
Click Apply to save the remote storage server’s IP address or DNS name.
Connect
Click Apply to save the remote storage server’s IP address or DNS name
and establish the connection to the remote storage server.
Before it is possible to establish the connection to the remote
storage server the remote storage server must be installed and
running.
Disconnect
Click Disconnect to terminate the connection to the remote storage server.
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7.17 Operating iRMC S2/S3 via Telnet / SSH
(Remote Manager)

A Telnet / SSH-based interface is available for the iIRMC S2/S3. This is known
as the Remote Manager. The alphanumeric user interface of the Remote
Manager provides you with access to system and sensor information, power
management functions and the error event log. You can also start text console
redirection and a SMASH CLP shell.

You can call the Remote Manager from the iRMC S2/S3 web interface as
follows:

— Use the iRMC S2/53 SSH Access link to initiate an SSH (Secure Shell)
encrypted Telnet connection to the iRMC S2/S3.

— Use the iRMC S2/53 Telnet Access link to initiate an unencrypted Telnet
connection to the iRMC S2/S3.

Calling the Remote Manager from the iRMC S2/S3 web interface automatically
starts a Java applet, which implements a Telnet / SSH client. Telnet / SSH
access to Remote Manager using the Java applet is provided for convenience
(e.g. no SSH client is supplied together with Windows operating systems).
However, to access the Remote Manager, you can use any Telnet or SSH
Client.

If you establish an SSH connection using the Java applet, public key
authentication is not supported.

E Maximum number of parallel sessions:

Telnet: up to 4
— SSH:upto4
— Telnet and SSH in total: up to 4

Operation of the iIRMC S2/S3 using the Remote Manager is described in
chapter "iIRMC S2/S3 via Telnet/SSH (Remote Manager)" on page 321.

Requirements on the managed server

Access via Telnet must be activated for the iIRMC S2/S3 (see the section "Ports
and Network Services - Configuring ports and network services" on page 245).

Access via the Telnet protocol is deactivated by default for security
reasons, as passwords are transmitted in plain text.
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Establishing an SSH / Telnet connection and logging into the
Remote Manager

If the screen displays for SSH and Telnet connections differ only with
respect to the connection-specific information displayed, the display for
an SSH connection is shown below.

» In the navigation bar, click on the link iRMC S2/53 SSH Access (SSH) or iRMC
S2/83 Telnet Access (Telnet).

The Java applet for the SSH or Telnet connection is started and the following
window is displayed (in this case using the example of an SSH connection):

S Serverliew Fujitsu
PRIMERGY Serverview® Remote Management iRMGC 52 Wab Server
IP Address [ 111.11.11.111 Management Port 22 Connect

Mot connected.

Figure 195: Establishing an SSH connection to the iRMC S2/S3
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Operating iRMC S2/S3 via Telnet / SSH (Remote Manager)

» In the connection bar, click Connect.

As soon as the connection to the iRMC S2/S3 has been established, you are
requested to enter the user name and password.

— Logging into the Remote Manager over an SSH connection

If the host key of the managed server is not yet registered at the
remote workstation, the SSH client issues a security alert with
suggestions on how to proceed.

The following login window is displayed:

ServerView Remote Management Frontend SSH Logon at 111.11.11. 11 Pz|

Username: |admin |

Password: |-uu| |

Figure 196: SSH connection: Logging in to the Remote Manager

» Enter your user name and password and confirm your entries by
clicking Login.

The main menu of the Remote Manager is then displayed (see
figure 198 on page 319).

iRMC S2/S3 317
Download from Www.Somanuals.com. All Manuals Search And Download.



Operating iRMC S2/S3 via Telnet / SSH (Remote Manager)

— Logging into the Remote Manager over a Telnet connection

The Remote Manager login window is displayed:

G Serverliew

PRIMERGY Servervisw® Remote Management i RMC 52 Web Serwver

IF Address Management Port Disconnect

dard Edition (x64)

Connectedto 17217 46.78 3172 online

Figure 197: Telnet connection: Logging in to the Remote Manager

Depending on whether ServerView agents have already been
started at some point on the system, the login window is shown
with or without system information (see page 326).

» Enter your user name and password and confirm your entries by
pressing [Enter].

The main menu of the Remote Manager is then displayed (see
figure 198 on page 319).

318 Download from Www.Somanuals.com. All Manuals Search And DownI o%c.: S2/S3



Operating iRMC S2/S3 via Telnet / SSH (Remote Manager)

S Serverliew Fujitsy
FRIMERGY ServerView® Remaote Management i RMC S2 Wieb Server
IF' Address Wanagement Port Disconnect
-~
~
goonnectedtu 17217 46.78 ssh online (S5H)

Figure 198: Main menu of the Remote Manager

Closing a Telnet / SSH connection

» Close the connection to the Remote Manager by clicking the Disconnect
button in the connection bar of the Remote Manager window or by pressing
the [0] key in the main menu of the Remote Manager (see figure 198).
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8 iIRMC S2/S3 via Telnet/SSH
(Remote Manager)

A Telnet-based interface is available for the iRMC S2/S3. This is known as the
Remote Manager. You can call the Remote Manager over the following
interfaces:

— iIRMC S2/S3 web interface (see page 315)
— any Telnet/SSH client

The iRMC S2/S3 supports secure connections over SSH (Secure Shell). The
Remote Manager interface is identical for Telnet and SSH connections. In
principle, any Telnet/SSH client that interprets VT100 sequences can be used
to access the iRMC S2/S3. It is nevertheless recommended that the

iRMC S2/S3 web interface or the ServerView Remote Management Frontend
(referred to below simply as the Remote Management Frontend) be used.

E Maximum number of parallel sessions:

— Telnet:upto 4
— SSH:upto4
— Telnet and SSH in total: up to 4

This chapter describes operation of the iIRMC S2/S3 from the Remote Manager
and the various functions in detail. The end of the chapter also provides a brief
overview of SMASH CLP.
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8.1 Requirements on the managed server

Access via Telnet must be activated for the iIRMC S2/S3 (see the section "Ports
and Network Services - Configuring ports and network services" on page 245).

Access via the Telnet protocol is deactivated by default for security
reasons, as passwords are transmitted in plain text.

Since the ServerView Operations Manager does not know the value of
the management port, the Remote Management Frontend works with the
default value.

Since a connection is not automatically established when the Remote
Management Frontend is started, you can correct any nonstandard value
for the management port after the Remote Management Frontend has
been started.
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8.2 Operating Remote Manager

Operation of Remote view is described on the basis of the example in
figure 199, which shows an excerpt from the main menu of the Remote
Manager.

Main Menu

System Information...
PoOwer Management. ..
Enclosure Information...
service Processar...

Fard B
R T AL

Change password
Console Redirection (EMS/SaC])
start a Command Line shell...
Console Logging

TR e T T

— I

Enter selection or (00 to guit: _

Figure 199: Operating the Remote Manager

» Select the required menu item by entering the number or letter which
precedes the menu item, e.g. “c” for “Change password”.

Functions that the user is not permitted to use are indicated by a dash (-)
and functions that are not available are indicated by an asterisk (*).

» Press [0] or the key combination (D] to close the Remote Manager. An
appropriate event will be written to the event log.
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8.3

Overview of menus

The Remote Manager menu for the iRMC S2/S3 has the following structure:

e System Information

View Chassis Information

View Mainboard Information
View OS and SNMP Information
Set ASSET Tag

e Power Management

Immediate Power Off
Immediate Reset

Power Cycle

Power on

Graceful Power Off (Shutdown)
Graceful Reset (Reboot)

Raise NMI (via iRMC S2/S3)

e Enclosure Information

System Eventlog

— View System Eventlog (text, newest first)
— View System Eventlog (text, oldest first)
— Dump System Eventlog (raw, newest first)
— Dump System Eventlog (raw, oldest first)
— View System Eventlog Information

— Clear System Eventlog
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Overview of menus

Internal Eventlog

— View Internal Eventlog (text, newest last)
— Dump Internal Eventlog (raw, newest last)
— View Internal Eventlog Information

— Clear Internal Eventlog

— Change Internal Eventlog mode
Temperature

Voltages/Current

Fans

Power Supplies

Memory Sensor

Door Lock

CPU Sensors

Component Status (Lightpath)

List All Sensors

e Service Processor

Configure IP Parameters

List IP Parameters

Toggle Identify LED

Reset iRMC S2/S3 (Warm reset)
Reset iRMC S2/S3 (Cold reset)

Change password
Console Redirection (EMS/SAC)
Start a Command Line shell

Console Logging

iRMC S2/S3
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8.4 Loggingin

When connecting to the iRMC S2/S3, you are required to enter your login
credentials (username and password). As soon as a connection to the

iRMC S2/S3 has been established, the main menu window of the Remote
Manager (Telnet/SSH window) is displayed at the terminal client at the remote
workstation.

Depending on whether ServerView agents have already been started at some
point on the system, the main window is shown with or without system
information.

When logging in over an SSH connection: If the host key of the managed
server is not yet registered at the remote workstation, the SSH client
issues a security alert with suggestions on how to proceed.

£ iRMC 52 Remote Manager

login as: admin L
adminf111.11,11.11's password:
FEEEFE LT F TR LT LI T TS F AL AL FFELEF AL LT HES

1?

Welcome to PRIMNERGY Remote Manager
Firmware Revision 5.22A4 / V3.10L6P3
ZDRR 3.09 ID 0263 RE30036
Firmware huilt OQct 259 2010 08:55:42

P
]

LR AR AR AR R R R R R R R R R R R R AR R R R R R LR LR E]

Swstem Type : PRIMERGY RE3I00 36

Zystem ID : TLeTOOO045

System MName : RE30036Z (111.11.11.11)

Swstem OF : Windows Server 2008 B2 Datacenter Edition (x64d)

SJystem Status:
Powyer 3Jtatus : On
bzzet Tag HE: 3

HMain HMenu

(1) System Information...
(2) Power Management...

[3) Enclosure Information...
[4) Service Processor...

(2] Change password
[r] Console Redirection (EMS/3LC)
[3) Start & Command Line shell...
(1) Con=sole Logging

Enter selection or (0) to guit:

Figure 200: Remote Manager: Main menu window (with system information)
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# iRMC 52 Remote Manager [ZHEI[XI
Y

login as: admin

mdminfd 111.11.11.11' s password:

i o o o o o o o o i ol o o o o o o
* *
* Welcome to PRIMERGY Remote Manager *
* Firmware Revision 5.22Z4 / V3.10R6P3 *
* SDRR 3.08  ID 0263 RE30036 *
* Firmware built Oct 25 Z010 05:55:42 *
* *
* *

LR R AR RS R AR R R R R R R Rt R Rl

System Type @ - unknown -
System ID : - unknown -
Svstem MName : - unknown - )
System O3 : - unknown -
System Status:

Fower Ztatus : On

b=zet Tag HE

Hain Menu

(1) 3ystem Information...
(2] Power Management...

(3] Enclosure Information...
(4] Serwvice Processor...

(2] Change password
[r] Console Redirection [(EMNS/3LC)
(8] 3tart a Command Line shell...
(1) Console Logging

fEnter selection or (0) to guit: I

Figure 201: Remote Manager: Main menu window (without system information)

The Remote Manager window contains information on the affected system. This
information identifies the server and indicates its operating status (Power
Status). Some details (e.g. the System Name) are only shown for servers and
only if the server is configured appropriately.

» In order to be able to use the Remote Manager, you must log in with a user
name and a password.

Then an appropriate event will be written to the Event log and the relevant
main menu of the Remote Manager displayed (see section "Main menu of
the Remote Manager" on page 328).

You can terminate the login process at any time using D].
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8.5 Main menu of the Remote Manager

Main Menu

(11 Svstem Information...

[2)] Power HMahagement...

[3) Enclosure Information...
[4) 3Z3erwvice Processor...

() Change password
(r) Console Redirection (EM3/3A4C)
[2) 3tart a Commwand Line shell...
[l) Console Logging

Enter selection or [(0) to cquit:

Figure 202: Remote Manager: Main menu

The main menu of the Remote Manager provides the following functions:

System Information... View information on the managed
server and set the Asset Tag

(see section "System Information -
Information on the managed server"
on page 332).

Power Management... Power the server up or down.
(see section "Power Management" on
page 334).

Enclosure Information... Request information on the current

system status, e.g. check error and
event messages from the error log
and event log (temperature, fan, etc.)
(see section "Enclosure Information -
System event log and status of the
sensors" on page 335).

Table 8: Main menu of the Remote Manager
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Service Processor...

Configure the iRMC S2/S3iRMC
S2/S3 (e.g. update firmware or
change IP address)

(see section "Service processor - IP
parameters, identification LED and
iRMC S2/S3 reset" on page 339).

Change password

Change the password
(see section "Change the password"
on page 332).

Console Redirection (EMS/SAC)

Text console redirection

(see section "Console Redirection
(EMS/SAC) - Start text console
redirection" on page 340).

Start a Command Line shell...

Start a command line shell

(see section "Start a Command Line
shell... - Start a SMASH CLP shell" on
page 340).

Console Logging

Redirect output of messages to the
text console

(see section "Console Logging -
Redirect message output to the text
console (serial)" on page 341).

Table 8: Main menu of the Remote Manager

iRMC S2/S3
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8.6 Required user permissions

In table 9 is given an overview of the user permissions which are required in
order to use the individual Remote Manager functions.

Remote Manager menu items Permitted with §l Required
IPMI privilege Q| permission
level
)
o
£
o 8|3
E|9 |5 |8
3182 |8
o |q |u |8
:t’ » | c |W
ol8 e
). ¢ |= |5 >
2 S| |25
. e |3 |d
2 | o 3|3
— o Q
E|® D2 2|0 |0
= P [ = = o
(£ 8805|525
Ol |O|DflO |O |5 |x
View System Information... X[ X | X | X
View Chassis / M ainboard, / OS Information X
Set ASSET Tag" X
Set System Name ) X
Set System Operating System Information™ X
Set System Description) X
Set System Location Information (SNMP)") X
Set System Contact Information (SNMP)” X
Power Management... X | X | X
View Enclosure Information X| X | X|X
System Eventlog - View/Dump System Eventlog X | X | X]|X
System Eventlog - Clear System Eventlog X | X | X
Internal Eventlog - View/Dump Internal Eventlog X| X[ X|X
Internal Eventlog - Clear Internal Eventlog X[ X | X|X
Sensor overviews (Temperature, Fans ...) X | X | XX
View Service Processor... X| X | X|X
Service Processor... - List IP Parameters X

Table 9: Permissions to use the Remote Manager menus
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Remote Manager menu items Permitted with §| Required
IPMI privilege § permission
level
(2]
=)
£
o B |3
E|(9 |5 |3
3 € |3
8 |8 |8
g |0 | g |u
ole e
= 8|89
2 S|E 25
s | . 2|28 |&
K] o = S | ¢ o)
E|® S 12|00
E 3 t Y Y b
o 5|2/205|5 25
O |« |O D O |0 |> |x
Service Processor... - Configure IP Parameters X
Service Processor... - Toggle Identify LED X[ X | X|X
Service Proc. ... - Reset iRMC S2/83 (warm/cold reset) X | X
Change Password X
Console Redirection (EMS/SAC) X | X | X
Start a command Line shell... X[ X | X]|X
Console Logging X | X | X
") Action is only possible if no agents are running.
Table 9: Permissions to use the Remote Manager menus
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Change the password

8.7

Change the password

The Change password menu item allows a user with the privilege Configure User
Accounts (see page 68) to change their own password or the passwords of other

users.

8.8

System Information -
Information on the managed server

The following menu appears if you choose System Information... from the main

menu:

(4] Set
[#] Set
(%] Set
(%] Set
(%] Set
(%] Set

Gystem Information Menu
(1) View Chassis Information

(2] View Mainboard Information
[3) View 08 and 3WNMP Information

Enter selection or (0] to guit:

LISET Tag

Svstewm Name

Fyvstem Operating 3vstem Information
Zystew Description

Systewm Location Information (SHMEP)
Gyvatem Contact Information ([(SNHP)

Figure 203: Remote Manager: System Information menu

The submenu contains the following functions:

View Chassis Information Information on the chassis of the managed

server and its product data.

View Mainboard Information Information on the mainboard of the managed

server and its product data.

View OS and SNMP Information | Information on the operating system and the

ServerView version of the managed server and
on the SNMP settings.

Table 10: System Information menu
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System Information - Information on the managed server

Set ASSET Tag Sets a customer-specific asset tag for the
managed server.

Table 10: System Information menu
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Power Management

8.9

Power Management

The following menu appears if you choose Power Management... from the main
menu:

(1)
2]
(3]
(™

(5]
(&)
[m)

Power Management HMenu

Ititnediate Power OLf
Itimediate Reset
Power Cycle

FPower On

Graceful Power Off (Shutdown)
Graceful Reset [Behoot)
Raise NMI (wia iRMC 352)

Enter selection or (0) to qguit:

Figure 204: Remote Manager: Power Management menu

The submenu contains the following functions:

Immediate Power Off Powers the server down, regardless of the status of
the operating system.

Immediate Reset Completely restarts the server (cold start),
regardless of the status of the operating system.

Power Cycle Powers the server down completely and then
powers it up again after a configured period.

Power On Switches the server on.

Graceful Power Off Graceful shutdown and power off.

(Shutdown) This menu item is only available if ServerView

agents are installed and signed onto the
iRMC S2/S3 as “Connected”.

Graceful Reset (Reboot) | Graceful shutdown and reboot.

This menu item is only available if ServerView
agents are installed and signed onto the
iRMC S2/S3 as “Connected”.

Raise NMI Initiates a non-maskable interrupt (NMI) via
(via iRMC S2/53) iRMC S2/S3

Table 11: Power Management menu
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Enclosure Information

8.10 Enclosure Information -

System event log and status of the sensors

The following menu appears if you choose Enclosure Information... from the main
menu:

re)
ri}
)
()
1t}
Ip)
rd)
(tn)
=]
=)
11

Enclosure Information Menu

A3ystem Eventlodg
Internal Ewventlog
Temperature
Yoltages/Current
Fans

Power ZSupplies
Door Lock
Memory Sensors
CFU 3ensors
Component 3tatus
List All Sensors

Enter selection or (0) to guit:

Figure 205: Remote Manager: Enclosure Information menu
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The submenu contains the following functions:

System Eventlog

Call the System Eventlog menu (see the section "System
Eventlog" on page 337).

Internal Eventlog

Call the internal Eventlog menu (see the section
“Internal Eventlog" on page 338).

Temperature Display information on the temperature sensors and
their status.

Voltages/Current Display information on the voltage and current sensors
and their status.

Fans Display information on the fans and their status.

Power Supplies Display information on the power supplies and their
redundancy status.

Door Lock Display information on whether the front panel or

housing are open.

Memory Sensors

Display information on the memory statuses.

CPU Sensors

Localize the processors of the server.

Component Status

Display detailed information on all sensors that have a
PRIMERGY diagnostic LED.

List All Sensors

Display detailed information on all sensors.

Table 12: Enclosure Information menu
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System Eventlog

The following menu appears if you select System Eventlog from the Enclosure

Information... submenu:

(&)

Enter selection or

Gystem Eventlog Menu

(1) View 3ystem Ewventlog (text, hewest firsc)
(2] View System Eventlog [(text, oldest first)
[3) Dump 3ystewm Ewventlog (raw, hewest first)
(2] Dump Systew Eventlog (raw, oldest first)
[5) View System Eventlog Information

Clear 3ystem Eventlog

[0) to guit:

Figure 206: Remote Manager: System Eventlog menu

The submenu contains the following functions:

View System Eventlog
(text, newest first)

The contents of the System Event log are output to
screen in a readable form and in chronological order
(the most recent entry first).

View System Eventlog
(text, oldest first)

The contents of the System Event log are output to
screen in a readable form and in reverse chronological
order (the oldest entry first).

Dump System Eventlog
(raw, newest first)

The contents of the System Event log are dumped in
chronological order (the most recent entry first).

Dump System Eventlog
(raw, oldest first)

The contents of the System Event log are dumped in
reverse chronological order (the oldest entry first).

View System Eventlog

Display information on the System Event log.

Eventlog mode

Information
Clear System Eventlog | Clear the contents of the System Event log.
Change System Changes the buffer mode of the System Event Log

from Ring Buffer mode to Linear Buffer mode and vice
versa.

Table 13: System Eventlog menu
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Internal Eventlog

The following menu appears if you select Internal Eventlog from the Enclosure
Information... submenu:

Internal Eventlog Menu

(1) View Internal Ewventlog [(text, hewest last)
(2] Dup Internal Eventlog (raw, newest last)
[3) View Internal Eventloyg Information

(4) Clear Internal Ewentlog

(5] Change Internal Eventlog mode

Enter selection or (0] to guit:

Figure 207: Remote Manager: Internal Eventlog menu

The submenu contains the following functions:

View Internal Eventlog | The contents of the internal event log are output to

(text, newest last) screen in a readable form and in reverse chronological
order (the most recent entry last).
Dump Internal The contents of the internal event log are dumped in

Eventlog (raw, newest | reverse chronological order (the most recent entry
last ) last).

View Internal Eventlog | Display information on the internal event log.
Information

Clear Internal Eventlog | Clear the contents of the internal event log.

Change Internal Changes the buffer mode of the internal event log from
Eventlog mode Ring Buffer mode to Linear Buffer mode and vice versa.

Table 14: Internal Eventlog menu
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8.11 Service processor - IP parameters,
identification LED and iRMC S2/S3 reset

The following menu appears if you choose Service Processor... from the main
menu:

Jervice Processor Menu

1) Configure IP Parameters
[2] List IF Parameters

(31 Toggle Identify LED

[4] Reset 1RHNC 32 [(Warm reset)
(51 Reset iRMC 532 (Cold reset)

Enter selection or (0) to guit:

Figure 208: Remote Manager: Service Processor menu

The submenu contains the following functions:

Configure IP Parameters | Configure the IPv4 / IPv6 address settings of the
iRMC S2/S3 in a guided dialog. Please refer to
section "Network Interface Settings - Configure
Ethernet settings on the iIRMC S2/S3" on page 239
for details in the individual settings.

List IP Parameters Display the IP settings.

Toggle Identify LED Switch the PRIMERGY identification LED on/off.
Reset iRMC S2/53 Reset the IRMC S2/S3. The connection is closed.
(Warm reset) Only the interfaces are re-initialized.

Reset iRMC S2/53 Reset the iIRMC S2/S3. The connection is closed.
(Cold reset) The entire IRMC S2/S3 is re-initialized.

Table 15: Service Processor menu

It is recommended that you reboot the server after a Reset iRMC S2/53
(Cold Reset) or Reset iIRMC S2/S3 (Warm Reset) (see page 189).
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8.12 Console Redirection (EMS/SAC) -
Start text console redirection

You can start console redirection with the Console Redirection (EMS/SAC) item
from the main menu.

m Text-based console redirection only works over the LAN with Serial 1.

If console redirection is also to be used while the operating system is
running, the Serial 1 Multiplexer must be set to System.

Use the keyboard shortcut "<ESC>(" or "~." (tilde dot) to exit the text
console.

It is possible that only one of these options will work, depending on the
type of PRIMERGY server used.

8.13 Start a Command Line shell... -
Start a SMASH CLP shell

Start a Command Line shell... in the main menu allows you to start a SMASH CLP
shell. SMASH CLP stands for “Systems Management Architecture for Server
Hardware Command Line Protocol”. This protocol permits a Telnet- or SSH-
based connection between the management station and the managed server.
For further details on SMASH CLP, please refer to section "Command Line
Protocol (CLP)" on page 343.

When you select (s) Start a Command Line shell... from the main menu, the
following window appears:

Ghell Menu

(1) 3tart 3MASH CLP shell...

Enter selection or [0 Lo guit:

Figure 209: Remote Manager: Start a SMASH CLP shell... menu

» Choose (1) Start a SMASH CLP shell... to start the SMASH CLP shell.
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8.14 Console Logging - Redirect message
output to the text console (serial)

The Console Logging item in the main menu allows you to redirect message
output (logging) to the text console (serial interface).

When you select (1) Console Logging from the main menu, the following window
appears:

Console Logging Menu

(1) Change Logging Fun state

(2] Clear Console Logging buffer

(3] Replay Console ([(Fast mode)

(4] Eeplay Console [(Continuous mode)

Enter selection or (0) to guit:

Figure 210: Remote Manager: Console Logging menu

The submenu contains the following functions:

Change Logging Run state Show and change the logging run state.
For a more detailed description, see
"Console Logging Run State Menu" on

page 342
Clear Console Logging buffer Clear the console logging buffer.
Replay Console (Fast mode) Show the console log (in fast mode)

Replay Console (Continuous mode) | Show the console log
(in continuous mode)

Table 16: Console Logging menu
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Console Logging Run State Menu

Atate: S3TOFFED

Enter selection or

Console Logging Run State Menu
[(Mormal Mode)

(] 3tart Console Logging
[(*)] Btop Console Logging

(L] Toggle to Text Hode
(*) Toggle to Normal MHode

(0] to guit:

Figure 211: Remote Manager: Console Logging Run State menu

The Console Logging Run State Menu provides the following functions:

Start Console Logging

Start output of messages to the text console.

Stop Console Logging

Stop output of messages to the text console.

Toggle to Text Mode

Switch to text mode.
All escape sequences are filtered out before messages
are output to the console.

Toggle to Normal Mode

Switch to normal mode.

In normal mode, only the following escape sequences
are filtered out before messages are output to the
console:

<ESC>(

<ESC>stop

<ESC>Q

<ESC>R<ESC>r<ESC>R

<ESC>n

This means that color, pseudo-graphics, etc. can also
be represented to a limited extent.

Table 17: Console Logging Run State menu
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8.15 Command Line Protocol (CLP)

The iRMC S2/S3 supports various text-based user interfaces, known as user
shells, which can be configured differently for individual users.

The System Management Architecture for Server Hardware (SMASH) initiative
defines a number of specifications with the following objectives:

— Provision of standardized interfaces for managing heterogeneous computer
environments,

— Provision of an architecture framework with uniform interfaces, hardware
and software discovery, resource addressing and data models.

You can find further information on SMASH under the following link:

http://www.dmtf.org/standards/smash

SMASH CLP syntax

SMASH CLP specifies a common command line syntax and message protocol
semantics for managing computers on the Internet and in enterprise and
service provider environments. You can find detailed information on SMASH
CLP in the DMTF document “Server Management Command Line Protocol
Specification (SM CLP) DSP0214”.

The general syntax of the CLP is as follows:
<verb> [<options>]1 [<target>] [<properties>]

<verb>
Verbs specify the command or action to be executed. The list of verbs
describes the following activities, for instance:

— Establish (ser) and retrieve (show) data,

— Change the status of a target (reset, start, stop),
— Manage the current session (cd, version, exit),
— Return information on commands (kelp).

IniRMC S2/S3 systems, the verb oemfujitsu also allows the use of special
OEM commands.
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<options>

Command options modify the action or the behavior of a verb. Options
can immediately follow the verb in a command line and must always be
introduced by a dash ("-").

Options allow you to, for instance,

— define the output format,

— permit recursive execution of a command,
— display the version of a command or

— request help.

<target>

<target> specifies the address or the path of the object to be manipulated
by the command, i.e. the target of the command. This can be a single
managed element such as a hard disk, a network adapter (Network
Interface Card, NIC), or the management program (Management
Assistance Program, MAP) itself. Targets can, however, also be services
such as a transport service.

Several managed elements which can be managed by the management
program can be subsumed under a single <target>, for instance the
entire system.

Only one <target> may be specified for each command.

<properties>

<properties> describe the properties of the target of the command which
are required to execute the command. Thus, <properties> identify the
properties of the target’s class that are to be retrieved or modified by the
command.
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User data in the CLP (overview)

Data within the CLP is structured hierarchically. The command cd allows you to
navigate within this structure.

An overview of the user data in the CLP is shown in figure 212. The names in
rectangles indicate command targets. On every level of the hierarchy, the
command/verb show displays the available targets, properties and verbs.

/./root

_____ Tt = ===
1 1
1 1
L
| log 1 | | firmware || accounts || nic 1 ||oemsensors|| oemsefru |
| record 1 | “““ JI record n | | user 1 | """ J[ user 16 |

Figure 212: Structure of the user data in SMASH CLP

Hierarchy of the CLP commands

An overview of the CLP command hierarchy is shown in table 18 on page 346.
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9 Configuring iRMC S2/S3 using
the Server Configuration
Manager

You can use the Server Configuration Manager to
— configure the iRMC S2/S3,
— configure and manage user IDs at the iRMC S2/S3,
— configure a directory service on the iRMC S2/S3,
— configure the CAS service on the iRMC S2/S83.
E Requirements:
The current ServerView agents must be installed on the managed server.

The Server Configuration Manager functions can be accessed in the following
ways:

— Locally on managed servers using the ServerView Installation Manager.

— Locally on managed Windows-based servers using the Windows Start
menu.

This is only supported for servers on which the ServerView agents for
Windows are installed.

— On the remote workstation using the graphical interface of the Operations
Manager.

This is only supported for servers on which the ServerView agents for
Windows are installed.

This chapter in detail describes the various ways to call the Server Configuration
Manager.

For details on the Configuration Manager dialog pages, please refer to
the online help of the Server Configuration Manager.
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9.1 Calling the Server Configuration Manager
from the ServerView Installation Manager

You can call the Server Configuration Manager from the ServerView Installation
Manager (Installation Manager for short). Configuration via the Installation
Manager is of significance when installing the server. The Installation Manager
makes the Server Configuration Manager available both during preparation for
installation and as a separate maintenance program. The Installation Manager
is described in the manual “ServerView Installation Manager”.

9.2 Calling the Server Configuration Manager
from the Windows Start menu

On Windows-based servers, you can also call the Server Configuration
Manager via the Windows Start menu.

To do this, proceed as follows:

» On the managed server, select:
Start — All Programs — Fujitsu — ServerView — Agents — Configuration Tools —
System Configuration.

The System Configuration window opens:

[ J5ystem Configuration (online: "RX100552")

Connection:  |localhost |

¥ Change system selection manually OK

[~ System type chaice:

F# Rack Mods

Spacial featres:

I~ | Remate Service Board|(RSE52] instaled

™| Remote Service Board (RSE) installed

™| CAN Bus Service Board (5B} installed
™ Gptional Local Yiew Pane! fitbed

¥ | 5ervice LA Option

Figure 213: System Configuration window
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Configuring via Server Configuration Manager

» Accept the preset values.
» Click OK.
The tab view of the System Configuration window opens.

You can scroll to the left and right through the tabs by clicking the arrows next
to the tabs.

Applying settings

To apply the settings made in the individual tabs, proceed as follows for each
tab:

» Click the Apply button.
» Click the Save Page button.
The iRMC S2/S3 automatically reboots to activate the changed settings.
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9.3 alling the Server Configuration Manager
from the Operations Manager

The Server Configuration Manager dialog boxes for configuring the iRMC S2/S3
are also available from the graphical user interface of the Operations Manager.
This allows you to configure the iRMC S2/S3 of the managed server from the

remote workstation via a Web interface.

Proceed as follows:

» Start the Operations Manager (refer to the manual “ServerView Operations

Manager”).

The start window of the Operations Manager opens:

5 Serverl/fiew

User administrater  Losouf FuliTsu

Welcome to ServerView Suite:

ServerList
Vigw sarvers status and conbgurations.
gorenr st
Administratiol
TR T N conmiguration tasks.

| Server Cor Pase O Migard
-4

Aszzet Management
Gave BN view Sarver configuration dsta,
| Loy T

Event Management
“Wiew and cordigure the contents ofthe alarm list
Alarm Moniior | Atam Conflouration | T

Menitering
Monilor server performance snd poser usage.
Perrmante Manager | Powsr Monitar

Update Management
Mianager sooftweire and s updidies
Lipdsle Managsr | B0 stary Mangasr | Downlosd Maraqer | Corauralian

Security
Misniage S OpenDS dinecory serde
Llser Wanaagrmen

Help
Wi Hairlp Bired il B CgEations Mansgier
i Suibi | Liniks | Aot

Figure 214: Operations Manager: Start window
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Configuring via Server Configuration Manager

» Choose Server Configuration from the Administration menu of the Operations
Manager start window.

This opens the following window:

& ServerView

8| Adrnivi|straton LEET

Sersrbrowser | Server Conflguration | LisersPasswords | Hatonal Sepn
Hame >> Server Configuration

| Eaze Confourition Wizard

() RoANS 1L sk ServerView Configuration Manager

& pltrneasos

& rotrm-ran

& pdbanrtoOlcross

g Poimm-noss

& pdbsmetarss

S pebem-tar

3 btz

3 sl 91.5m.pdbps Fos st

il Grouss

Figure 215: Operations Manager: Server Configuration window - Server list (1) tab
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» In the hierarchy tree of the Server list tab, select the server to be configured.

This opens the following window:

“ServerView

Abrrimlisbeliens

st Confaurafion Y

SrnEmwn | Server Confipoation |

P pullncem: R ZenITVCOR (111.111.183)

B i tsi2en?

= (= ptham hiiamin
# oo
o PoESHBEZCO
# ropseszcm
o ok b7 ol s s e e
1 pdbemebaminoz
1 ckmmebE2m00-04
o et bEZMO0-05
1) pdbam beszmon 06

Marualy select system [ eabures

 pmnbbZind0-10
) oS R
) pebamercind
S pbsnrtaass
& PoEs-TIE03

o G

|&

|%

Fratig

Figure 216: Operations Manager: Server Configuration window - Server list (2) tab

» In the right-hand side of the window, specify the details on the selected
server and confirm your entries by clicking GO... .

The first dialog of the Server Configuration manager appears.
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10

Firmware update

This chapter provides you with information about the following topics:
— iIRMC S2/S3 firmware (overview)

— Creating a memory stick for updating the firmware

— Updating firmware images

— Emergency flash

— flash tools

i

‘-.

‘-.

__TJ

>

The current firmware versions are present on the ServerView Suite DVD 1
or can be downloaded manually from the Download section of the Fuijitsu
Technology Solutions web server.

You can obtain the up-to-date version of the ServerView Suite DVD 1 at
two-monthly intervals.

Besides the possibility of performing a firmware update, you can also
downgrade the firmware to the previous version.

Before updating or downgrading the firmware, read the supplementary
documentation supplied with the new firmware carefully (in particular the
Readme files).

Servers with iRMC S2 must be rebooted to activate the updated /

downgraded firmware. For servers with iRMC S3, no reboot is required

to activate the updated / downgraded firmware.

CAUTION!

When updating / downgrading the firmware, note that the problem-free
operation of the firmware can only be guaranteed if the runtime firmware
and the SDR (Sensor Data Record, see page 355) both belong to the
same firmware release.
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iRMC S2/S3 firmware (overview)

10.1 iRMC S2/S3 firmware (overview)

The iRMC S2/S3 uses two different firmware images. The two firmware images
are stored on a 16-MB EEPROM (Electrically Erasable Programmable Read-
Only Memory):

— Firmware image 1 (low FW image)
— Firmware image 2 (high FW image)

The firmware of the iIRMC S2/S3 is not executed in the EEPROM, but is instead
loaded into SRAM memory on startup and executed there. This means that it is
possible to update both active and inactive firmware images online, i.e. with the
server operating system (Windows or Linux) running.

If an error occurs while loading the firmware from one of the images, the
firmware is automatically loaded from the other image.

E Information on the iIRMC S2/S3 firmware and EEPROM can be found

— inthe iRMC S2/S3 web interface, page iRMC S2/S3 Information (see
page 164) or

— using the flash tool (see page 368).

Active and passive firmware image

One of the two firmware images is active (running) at any given time, while the
other is inactive. The firmware image that is active depends on the so-called
firmware selector (see page 356).
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Structure of the iRMC S2/S3 EEPROM

The EEPROM of the iRMC S2/S3 contains one area for firmware image 1 and
one area for firmware image 2:

Runtime firmware 8 MB for
firmware image 2

SDRR (and configuration table)

not used

Runtime firmware 8 MB for
firmware image 1

SDRR (and configuration table)

Bootloader

Figure 217: Structure of the iRMC S2/S3 EEPROM

— Bootloader

The bootloader checks the firmware image that is currently active. If a
firmware error is detected, the bootloader sets the firmware selector to the
other firmware image.

— SDRR (Sensor Data Record Repository)

The SDRR contains the Sensor Data Records (SDR) in which sensor
information for the managed server is stored. The SDRR also acts as an
interface via which you can access the SDRs.

— Runtime firmware
The runtime firmware is the executable part of the iRMC S2/S3's firmware.

You can perform a firmware update for each of these areas.
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Firmware selector

The firmware selector specifies the iRMC S2/S3 firmware to be executed. Every
time the iIRMC S2/S3 is reset and restarted, the firmware selector is evaluated
and processing branches to the corresponding firmware.

The firmware selector can have the following values:

Firmware image containing the most recent firmware version
firmware image 1

firmware image 2

Firmware image containing the oldest firmware version

Firmware image most recently updated

a A WO N =2 O

Firmware image that has been updated least recently

Depending on the update variant used, the firmware selector is set
differently after the update.

You can query and explicitly set the firmware selector

— onthe iRMC S2/83 Information page of the iRMC S2/S3 web interface
(see "Running Firmware" on page 166)

or

— using the flash tool (see page 368).

356 Download from Www.Somanuals.com. All Manuals Search And DownI 0%(.: S2/S3



Setting up the USB memory stick

10.2 Setting up the USB memory stick

You do not need the USB memory stick if you update the firmware of the
iRMC S2/S3 in one of the following ways:

— using the ServerView Update Manager

— using ServerView Update Manager Express or ASP

— using the iRMC S2/S3 web interface and TFTP server
Proceed as follows:

» Download the firmware iRMC Firmware Update for USB Stick from the
Download section of the Fujitsu Technology Solutions web server to a
directory on your computer.

The ZIP archive FTS_<spec>.zip can be found in your download directory.
(The <spec> part of the name provides information on the system type,
system board, firmware/SDRR version etc.)

The ZIP archive includes the following files:
— USBImage.exe
— IRMC_<Firmware-Version>.exe
— IRMC_<Firmware-Version>.IMA
» Connect the USB memory stick to your computer.
» Start the file iRMC_<Firmware-Version>.exe or the file USBImag.exe.

One of the following windows is opened depending on the file you call (see
figure 218 on page 358):
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USBImage V1.08

Image File:

USE Device:

X

|1'|? B - JetFlazh Transcend USE Device

Copy Status:

i Copy Image File Ta USE Device |

[

Clear USE Device ‘

Figure 218: Copying the image file to the USB memory stick

(with iRMC_<Firmware version.exe))

USBImage V1.08

Image File:

2 Firmnware n:I-:n.-'-.lnIn:n-a-:l"- 3.328.IM4

USE Device:

X

N

117 ME - JetFlash Transcend USE Device

Copy Status:

Copy Image File To USE Device |

Copy USE Device To Image File

Clear USB Device |

Figure 219: Copying the image file to the USB memory stick (with USBImage.exe)

. | If you have called USBImag.exe, then under Image File:, you must
1 explicitly specify the file iRMC_<Firmware-Version>.IMA.

» Click Clear USB Device to delete the data from the USB memaory stick.
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» Click Copy Image File to USB Device to copy the file

BMC_<Firmware-Version>.IMA to the USB memory stick and extract it.
CAUTION!

This action overwrites the content of the USB memory stick.

When the copy operation is complete, the flash tools and image files are present

on the USB memory stick.

TMarre
CIFDOS
CIMEMU
0203114,50R
.ﬂ.utnexec.bat
boat1164.bin
[FeHeck.Exe
clibmc.bat
Fcvrio0.ExE
CYT100,5ET
deod119.4.2nd
deod1194.bin
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Figure 220: Image files and flash tool on the USB memory stick.
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10.3 Updating firmware images

Since the iIRMC S2/S3 firmware executes in the SRAM memory of the
iRMC S2/S83, it is possible to update both active and inactive firmware images
online, i.e. with the server operating system running.

The following methods are available for updating the firmware images:
over the iRMC S2/S3 web interface

using the ServerView Update Manager

using ServerView Update Manager Express or ASP

Update using the operating system flash tools.

Downgrading the firmware to the previous version

Besides the possibility of performing a firmware update, you can also
downgrade the firmware to the previous version.

The simplest way to downgrade the firmware is to store the previous-version
firmware image as the inactive firmware image in the EEPROM of the

iRMC S2/S83. In this case, you only have to set the firmware selector to this
previous-version image (see page 182) and subsequently restart the

iRMC S2/S3 to activate the firmware.

You can also downgrade the firmware by applying the methods described

E in the following sections. In these cases, you perform a firmware update
based on the firmware of the previous version. Special requirements to
perform the downgrade are pointed out separately in the following
sections.

10.3.1 Update via the iRMC S2/S3 web interface

The iRMC §2/S3 Firmware Update page allows you to update the firmware of the
iRMC S2/S3 by providing the firmware image either locally on the remote
workstation or on a TFTP server (see section "IRMC S2/S3 Firmware Update"
on page 181).
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10.3.2 Update using the ServerView Update Manager

Using the ServerView Update Manager, you can start the update of the

iRMC S2/S3 firmware via a graphical user interface or via a command line
interface (Windows and Linux). The ServerView Update Manager accesses the
update data via its Update Repository on the ServerView Suite DVD 1 or on the
management server. You update the update repository on the management
server by means of the Download Manager or by performing a manual
download from the Download section of the Fujitsu Technology Solutions web

server.

For more detailed information on firmware updates with the ServerView Update
Manager, see the “ServerView Update Manager” manual.
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10.3.3 Online update using ServerView Update Manager
Express or ASP

Under Windows and Linux operating systems, you can update the iRMC S2/S3
firmware either using the graphical user interface of ServerView Update
Manager Express or by using the ASP (Autonomous Support Package)
command interface.

Under Windows, you can also start an ASP in the Windows Explorer by double-
clicking the corresponding ASP-*.exe file.

When downgrading the firmware, please note:
— Downgrade via Update Manager Express:

The firmware downgrade is only feasible in the Expert mode. In
addition, the Downgrade option must be activated.

— Downgrade via ASP:
— Under Windows:

You can perform the downgrade if you start the ASP by double-
clicking the corresponding *.exe file. When starting the ASP via the
CLI, you must explicitly specify the Force=yes option.

— Under Linux:
You must explicitly specify option -f or option --force.

For more detailed information on firmware updates with Update Manager
Express and ASP, see the “Local System Update for PRIMERGY Servers”
manual.

362 Download from Www.Somanuals.com. All Manuals Search And DownI og/tld(.: S2/S3



Updating firmware images

10.3.4 Update using the operating system flash tools.

An online update using the operating system flash tools is only
performed as a recovery flash, i.e. no version check is performed.

Prerequisite:

The flash tools and the files for the firmware update must be present in
the file system of the managed server.

You use one of the following flash tools, depending on the operating system you
are running:

DOS: flirmes2
Windows: winflirmes?2

Prerequisite:
The ServerView agents for the used Windows operation
system (32/64 bit) must be running on the managed server.

Windows (32 bit): win32flirmcs2 (No agents required.)
Windows (64 bit): win64flirmcs2 (No agents required.)
Linux: linflirmcs2

You call the flash tools in the Windows command line (flirmcs2, win32flirmcs2,
win64flirmcs2, winflirmcs2) or at the Linux CLI (linflirmcs2).

The syntax and operands for the flash tools are described in section "Flash
tools" on page 368.
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Proceed as follows:

An online update using a USB memory stick is described below (see
section "Setting up the USB memory stick" on page 357).

» Connect the USB memory stick to the managed server.

» In the Windows command line or the Linux Command Line Interface (CLI)
switch to the drive corresponding to the USB memory stick.

» Set the firmware selector to the value 4 by calling the flash tool with the
parameter /s 4.

E.g., in the Windows command line you enter:
WinFLIRMCSZ /s 4

» Start the update of the firmware and the SDR data by calling the flash tool
with the corresponding update files.

E.g., in the Windows command line you enter:
WinFLIRMCS2 dcod<firmware-version>.bin <nnnnnnn>.sdr /i

During the firmware update, the console informs you about the progress of
the update operation. If an error occurs, the update operation is aborted and
a corresponding return code is reported (see page 370).

» Restart the managed server. This automatically activates the firmware
image with the updated firmware.
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10.3.5 Update via the lashDisk menu

For an update via the FlashDisk menu, you require a bootable USB
memory stick (see section "Setting up the USB memory stick" on
page 357).

Proceed as follows:

» Connect the USB memory stick to the managed server (directly or via
remote storage).

» Boot from the USB memory stick.

After completion of the boot operation, the data in the USB memory stick is
automatically copied to a RAM disk. The autoexec.bat file is then started
automatically.

The FlashDisk menu opens:

Computers

This FlashDisk will update iRMC FU —> Rel. 3.58A

Normal Hormal Flash Inactive EEPROM Part
If new Uersion is greater than Active EEPROM

Recovery L Recovery Flash EEPROM Lower Part 1

Recovery_ U Recovery Flash EEPROM Upper Part 2

Readme Show Firmuware Release Notes

Rehoot Reboot System

English GChange Keyhoard Layout | German |
Exit

Bootloader: hoot3B4A.bin iRMC-FW: dcod358A.bin SDRR: B8223333.5DR
Fujitsu Siemens Computers GmbH <G> 2888 ~ iRMC Team

Figure 221: FlashDisk menu

m A firmware downgrade is only possible via recovery flash.

Normal
A normal flash is performed.

During a normal flash operation, those areas of the EEPROM that
contain the active firmware are checked to see whether they are up to
date. If one of these areas is not up to date then the corresponding area
for the inactive firmware is updated if it is not already up to date.

iRMC S2/S3 365
Download from Www.Somanuals.com. All Manuals Search And Download.



Updating firmware images

Recovery _L
A recovery flash for firmware image 1 (low firmware image) is carried out.

In the case of a recovery flash, the flash is performed for all three areas
of firmware image 1 without any version check.

Recovery _U
A recovery flash for firmware image 2 (high firmware image) is carried out.

In the case of a recovery flash, the flash is performed for all three areas
of firmware image 2 without any version check.

Readme
The Readme file is opened.

Reboot
An iRMC S2/S3 warm start is performed.

English | German
Specify keyboard layout. German is set by default.

» Start the required update variant by clicking on the corresponding button.

During the firmware update, the console informs you about the progress of
the update operation. If an error occurs, the update operation is aborted. A
corresponding return code is reported (see page 370).

» Once the update operation has been completed, click on Exir, to close the
FlashDisk menu.

» Remove the USB memory stick from the managed server.
» Restart the managed server (e.g. with [Ctrl]+[Alt]+[Del)).
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10.4 Emergency flash

If the iIRMC S2/S3 firmware can no longer be executed, e.g. because the SDRs
are not compatible with the system, then you can use the emergency mode to
start the firmware running again. In emergency mode, the system automatically
branches to the bootloader and is the ready for the firmware update.

Emergency mode is indicated by the error LED (global error LED) (rot)
and the identification LED (blue) flashing alternately.

To switch the managed server to emergency mode and then update the
iRMC S2/S3's firmware, proceed as follows:

» Disconnect the power supply connector.
» Insert the connector in the socket again with the Identify key held down.
The managed server is now in emergency mode.

» Boot the server to DOS and use the recovery flash procedure to update the
iRMC S2/S3’s firmware.

If the firmware is not active then the boot operation may take up to 2
minutes to start. You can ignore the error message “iRMC S2/S3
Controller Error” which the BIOS outputs during this period.
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10.5 Flash tools

The tools WinFLIRMCS2, rFLIRMCS2 and sFLIRMCS?2 differ from
flirmes2 only in respect of the name and the environment in which they
are called. This means that the description below also applies to
WInFLIRMCS2, rFLIRMCS2 and sFLIRMCS2. Instead of “flirmcs2”, you
simply enter “WinFLRMCS2”, “rFLIRMCS2” or “sFLIRMCS2” as
appropriate.

Syntax

flirmecs2 {/v]|/o [/41]|/sl<value>]}

flirmecs2 {<filel> [<file2>] [<file3>]
[/n /1[<logfile>] /d /e /4 /i]l}

flirmcs2 {/h|/?}

Options

Y% Displays the current version of the command.

/o Displays the current versions of both firmware images.
/s Displays the value of the firmware selector.

/s <value>
Sets the value of the firmware selector. You use this option to define the
firmware image from which the firmware is started after a firmware reset.

0 Sets the selector to the firmware image with the most recent
firmware.

1 Sets the selector to firmware image 1.

2 Sets the selector to firmware image 2.

3 Sets the selector to the firmware image with the oldest firmware.

4 Sets the selector to the firmware image with the most recently

updated firmware.

5 Sets the selector to the firmware image with the firmware which
has not been updated for longest.
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<file1> through <file3>

Specify one or more files to determine which updates are to be made:
The following files are to be selected:

boot<FW-Version>.bin
Updates the bootloader firmware.

dcod<FW-Version>.bin
Updates the runtime firmware.

<SDR-Version>.SDR

Updates the SDR.
To update firmware image 2, you must also specify option /4 (see
below).
/4 Updating firmware image 2.
Nl [<logfile>]
Outputs error messages to the specified log file. If no logfile is specified,
the output is directed to the flbmc.log file.
/n No output on the console.
This option has priority over the /p and /d options.
/np  Arotating bar is shown in place of the percentage completion during the
flashing operation.
/d Outputs additional debug information.
/e Emulation mode (for debugging purposes only).
/i Update the inactive firmware.
/hand /?
Outputs help information.
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Return values

Firmware update was executed successfully.

lllegal or missing arguments.

PROM type not available

Communication with iRMC S2/S3 not possible.

Incorrect binary file.

ol W =] O

Error accessing Keyboard Control Style interface (KCS).

9 | Timeout during communication with the target EEPROM.
10 | No buffer allocated.

12 | Network node busy.

13 | Timeout erasing EEPROM.

14 | Timeout flashing EEPROM.

15 | Error erasing EEPROM.

16 | Error flashing EEPROM.
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11 Remote installation of the
operating system via iRMC S2/S3

This chapter describes how you use the ServerView Installation Manager
(abbreviated to Installation Manager below) and the iRMC S2/S3 features
"Advanced Video Redirection (AVR)" and "Remote Storage" to install the

operating system on the administered server from the remote workstation.

The chapter discusses the following specific topics:

— General procedure for the remote installation of an operating system using
remote storage media.

— Booting the administered server from the remote workstation using
ServerView DVD 1 (Windows and Linux).

— Installing Windows from the remote workstation after configuration on the
administered server.

— Installing Linux from the remote workstation after configuration on the
managed server.

The description focuses primarily on the handling of the remote storage media.
Itis assumed that readers are familiar with the Installation Manager functionality
(see the manual "ServerView Installation Manager").

Prerequisites for the remote installation of the operating system via
iRMC S2/S3:

— The iRMC S2/S3's LAN interface must be configured
(see page 41).

— The license key for the use of the iIRMC S2/S3 functions “Advanced
Video Redirection (AVR)” and “Remote Storage” must be installed
(see page 167).
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11.1 Installing the operating system via
iIRMC S2/S3 - general procedure

For the Installation Manager, the remote installation of the operating system via
iRMC S2/S3 represents a local configuration and installation of the operating
system on the administered server which you perform from the remote
workstation via the AVR window using remote storage media.

The following steps are required in order to perform an installation via the
Installation Manager:

1. Connect the storage medium (DVD 1 or Installation Manager boot image)
from which you want to boot as remote storage.

2. Boot and configure the managed server via DVD 1 or the Installation
Manager boot image.

3. Use the Installation Manager at the remote workstation to install the
operating system on the administered server.

4. Optimize mouse pointer synchronization in the AVR window (only necessary
under Linux).

Installing Windows without the Installation Manager using the Windows
installation CD/DVDs

You can perform a remote installation of Windows via Remote Storage either
using the Installation Manager or exclusively using the Windows installation
CD/DVDs. The two procedures correspond in terms of the handling of the
remote storage media.

However, you are advised to install Windows via the Installation Manager for the
following reasons:

— The Installation Manager itself identifies the required drivers and copies
these to the system.

— Allthe Installation Manager functions are available to you during installation.
This means that you can, for example, configure the entire system including
the server management settings.

— Installations without the Installation Manager have to be controlled via the
keyboard since the mouse cursor cannot be synchronized during the
installation process. In contrast, if you install using the Installation Manager
then all configuration and installation steps can be performed using the
mouse.
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— If you install without the Installation Manager then all the settings required
for mouse cursor synchronization must subsequently be performed
manually.

— Installation using the Installation Manager does not take significantly longer
than installation using the operating system CD/DVDs.

Installing Linux without the Installation Manager using the Linux

installation CD/DVD

If you know which drivers are required by the system then you can start the
Linux installation by booting from the Linux installation CD/DVD.

If the installation requires you to integrate drivers from the floppy disk then,
before starting the installation, you must set up a remote storage connection

— to the storage medium (CD-ROM/DVD-ROM or ISO image) from which you
want to boot and

— if necessary to storage medium for driver installation.
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11.2 Connecting a storage medium as remote
storage

Remote Storage makes a “virtual” drive available which is located elsewhere in
the network.

The source for the virtual drive can be:

— Physical drive or image file at the remote workstation. The image file may
also be on a network drive (with drive letter, e.g. “D:” for drive D).

— Image file provided centrally in the network by means of a remote storage
server.

E Parallel remote storage connections:
The following are possible concurrently:

— either up to two Remote Storage connections to virtual drives at the
remote workstation (if the connection is established over the AVR
Java applet)

or
— one Remote Storage connection to a Remote Storage server.

Itis not possible to establish concurrent Remote Storage connections via
an applet and via the Remote Storage server.

The Remote Storage page of the iRMC S2/S3 web interface allows you to
obtain information on the status of the current remote storage
connections (see page 312).

For detailed information on remote storage, see chapter "Remote Storage" on
page 111.
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Connecting a storage medium as remote storage at the remote storage
workstation

Proceed as follows at the remote workstation to establish the remote storage
connection:

» Log into the IRMC S2/S3 web interface with Remote Storage Enabled
permission (see page 136).

» Open the Advanced Video Redirection (AVR) page and start the AVR (see
page 302).

» Start “Remote Storage” in the AVR window (see page 114).
» Prepare the storage media for remote storage (see page 117):
— If installation is performed via the Installation Manager:

ServerView Suite DVD 1 or an Installation Manager boot image and
optionally a formatted USB memory stick as a status backup medium.

— If installation is performed from the vendor’s installation CD/DVD:
Windows or Linux installation CD/DVD and optional drivers.

It is recommended that the ServerView Suite DVD 1 and the
E operating system installation CD/DVD are stored in a folder as an

image file (ISO image) and that they are connected from there as

Remote Storage or provided via a Remote Storage server.

The prepared storage media are displayed in the Storage Devices dialog box.
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ﬁ Storage Devices % i‘
| Path Device Type
L
h;‘._ al Floppy
. [+ i} CD-ROM
| Add... | | Connect Remove... ‘ Refresh ‘

Figure 222: Storage Devices dialog box: ServerView Suite DVD 1

» Click Connect to connect the DVD ROM drive (DVD 1) or the Installation
Manager boot image as remote storage.

Connect the ISO image (image file) provided by the remote storage server
as remote storage

You can use an image file provided via the remote storage server for booting
from an Installation Manager boot image.

Before it is possible to use a virtual drive provided via a remote storage

E server, the remote storage server must be installed and started (see
section "Providing remote storage via a Remote Storage server" on
page 127).

To establish the connection to the remote storage server, proceed as follows at
the remote workstation:

» Log into the iRMC S2/S3 web interface with Remote Storage Enabled
permission (see page 136).

» Select the Remote Storage page.

» Establish the connection to the remote storage server (see page 314).
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11.3 Booting the managed server from

ServerView Suite DVD 1 and configuring it
with the Installation Manager

Proceed as follows at the remote workstation:

>

>

Use the iRMC S2/S3 web interface to start up the managed server or reboot
the server (see page 189). You can follow the progress of the boot process
in the AVR window.

During the managed server’s BIOS/TrustedCore/UEFI POST phase, remote
storage media are displayed as USB 2.0 devices. Remote Storage storage
media are represented by the following entries in the BIOS boot sequence:

— A (physical) floppy disk is represented by a separate entry
“FTS RemoteStorage FD-(USB 2.0)".

— All other remote storage device types are represented by the shared
entry “CD-ROM DRIVE”.

If a local CD-ROM/DVD-ROM drive and a CD-ROM/DVD-ROM
drive connected as remote storage are both present at the
managed server then the managed server boots from the Remote
Storage CD-ROM/DVD-ROM drive.

Press while the server is booting.

In the BIOS/TrustedCore/UEFI set-up, open the menu Boot in which you can
define the boot sequence.

Specify Boot Priority=1 (highest priority) for the ServerView Suite DVD 1
which is connected as remote storage.

Save your settings and exit the BIOS/TrustedCore/UEFI setup.

The managed server then boots from ServerView Suite DVD 1 which is
connected as remote storage.

m If the system does not boot from the remote storage medium

(ServerView Suite DVD 1 or Installation Manager boot image):

» Check whether the storage medium is displayed during the BIOS
POST phase and connect the storage medium as remote storage if
necessary.

» Make sure that the correct boot sequence is specified.
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It takes about 5 minutes to boot from ServerView Suite DVD 1 via a remote
storage medium. The boot progress is indicated during the boot process. Once
the boot process has completed, the Installation Manager startup displays a
dialog box in which you are asked to select a medium for the status backup area
(status backup medium).

Before you start to install the operating system, you should synchronize

E the local mouse cursor and the cursor of the managed server in the AVR
window at the remote workstation. For more detailed information on
synchronizing the mouse cursor in the AVR window, see section
"Synchronizing the mouse pointer" on page 93.

» Choose Standard mode as the Installation Manager mode.

» Specify whether the configuration data is to be stored on a local replaceable
data medium or on a network medium:

Please note that if you do not select any status backup option all the
configuration data is lost when you reboot.

Status backup medium
E The backup medium must not be write-protected.

A USB stick must already be connected to the USB port when
the system is booted. If you fail to do this and wish to save the
configuration file: Connect the USB stick now and reboot from
ServerView Suite DVD 1.

» Choose the option on local drive (floppy / USB stick).
» Select the corresponding drive in the box to the right of this option.

For more detailed information on creating Installation Manager
status disks, see the manual “ServerView Installation Manager”.

Connecting the status medium and/or the installation media via the network
» Set up the required shares for this purpose.

If you are making a medium with a prepared configuration
file and/or an installation medium available via the network,
you have to choose this option. Depending on your
infrastructure, you can either obtain a temporary IP
address via DHCP or manually configure an IPv4 or IPv6
address for the current Installation Manager session.

» Start the Installation Manager by clicking Continue.
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Starting local deployment

The Welcome screen appears when you start the Installation Manager:

& Serverlfiew s
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Figure 223: Installation Manager - Welcome screen

» Click Deployment to start preparation of the local installation (deployment).

To prepare the installation, the Installation Manager wizards take you
through a sequence of configuration steps that gather specifications for
configuring the system and for subsequent unattended installation of the
operating system.

Configure the local CD ROM/DVD ROM drive of the managed server
as the installation source. You can then also make the Windows
installation CD/DVD available from the CD ROM/DVD ROM drive of
the remote workstation if you connect it to the managed server as
remote storage (see section "Installing Windows on the managed
server after configuration" on page 380).

Once you have completed configuration with the Installation Manager, the
Installation Info dialog page for the Windows installation (see page 380) or for
the Linux installation (see page 383) is displayed. This allows you to start the
installation process.
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11.4 Installing the operating system on the
managed server after configuration

Once you have completed configuration, you should install the operating system
on the managed server.

11.4.1 Installing Windows on the managed server after
configuration

After configuration has been completed, the Installation Manager displays the
following dialog page:

Ei adming111.11.11.11 (Full Contral) - iRMC 52 Advanced Yideo Redirectian
Extras Remole Storage Power Confral Languages Prefeseaces  Help

Iekmssas Sy | (21 |Al by | A0 | |Gt | | k]| |10 Do | Lozl Wordior by i

Hamp | Dl |_saintersarsca | wioamation Hilp |

#H Configuration
© Mags Storage (1) MS Windows Sarver 2008 R2
 Windiws 2008 Sevor (5) Installation Info

¥ Applcations (1)
= Summary

Bootdisk

Controlior: raid eartrallar PanitionSize: 000 W&

OperatingSystem

Type: Wiindows Server J008 Erlerpeise R2 Componenis:
whd R2

Productie
Tanzone:
Ussuribarme: Ouganksation:

Compnariame: Ademin Passwi; not et
DHCP true

SNMP

Privleges: 4 Commaning: b
Trap Destination: 127001

Seavnr thay Comfiguaration to Eili

[serstantbateh xmi a
Mote that this file on ;e server ks weed a8 & worksile sndwill be overwriten. It should not be used for parmanent storage.

Back Sa\ml Btarl In:,;l:lll:llinnl Cancel

Figure 224: Installation Manager - Installation Info page
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If you have configured the local CD ROM/DVD ROM drive of the managed
server as the installation source, proceed as follows at the remote workstation:

» Clear your currently active remote storage connections. For more detailed
information on clearing remote storage connections, see page 125.

» Remove ServerView Suite DVD 1 from the DVD ROM drive at the remote
workstation.

» Insert the Windows installation CD/DVD in this DVD ROM drive.
E Close the application if autostart is active.

» Connect the CD ROM/DVD ROM drive containing the Windows installation
CD/DVD as remote storage (see page 121).

» Inthe Installation Info page of the Installation Manager, click Start installation.
All the installation files are copied to the managed server.

The Installation Manager opens a confirmation dialog page when the copy
operation is complete and prompts you to remove all the storage media from
the removable media drives before the managed server is rebooted.

Before rebooting the system, you must in particular shut down all
current remote storage connections.

» To shut down all current remote storage connections, proceed as follows:
» Start “Remote Storage” (see page 114).

The Storage Devices dialog box is displayed with the currently connected
storage devices and a “Safe Remove” indication.

» “Safely remove” the storage device, i.e. ensure that no more
applications/programs are accessing the storage media.

» Click on Disconnect... to remove all the remote storage connections.
» On the confirmation dialog page, click Ok to reboot the managed server.

Once the managed server has rebooted, you can monitor the entire installation
by means of the AVR.
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For a Windows installation from the Windows installation CD/DVD:

To ensure perfect mouse cursor synchronization, you must adapt the
following settings at the managed server once the operating system has
been installed:

— Speed of the mouse pointer
— Hardware acceleration

For information on how to do this, see section "Managed Windows
server: Adjusting the settings for synchronization of the mouse pointers"”
on page 95.

If Windows is installed using the Installation Manager, problem-free
synchronization of the mouse pointers is automatically ensured.

382

Download from Www.Somanuals.com. All Manuals Search And DownI 0%(.: S2/S3



Installing the operating system

11.4.2 Installing Linux on the managed server after
configuration

E The mouse can be used but not synchronized during Linux installation.

Whenever you change a remote storage medium, you must remove the
remote storage connection for the currently connected medium and then
connect the new medium as remote storage.

After configuration has been completed, the Installation Manager displays the
following dialog page:

E! admin@111.11.11. 11| (Full Control) - iRMC 52 Advanced Video Redirection

Extras Remote Storage Power Control Languages Preferences Help

1) Serverview Instal

[ tetpsiysviniserverstartoase. el

S Serverliew

Home | D ‘

Help

¥ Configuration

[ Mass Storage (1) SUSE Linux Enterprise Server

B1-SLES 10(%) Installation Info

B-Applications (1)

Summary .

Bootdisk Linux
Contraller: raid1 PartitionSize: 512
QOperatingSystem
Tyne: SUSE Linux Enterprise Server V10 (1386)
Timezone: EuropefLondon
ComputerName:
DHCP tue

Save the Configuration to File

[serstaribatehxmi o
Note thatthis file on the server is used as a workfile and will be overwritten. It should not be used for permanent storage.

_Bark| [Save | [startnstaliation | | Gancel

Figure 225: Installation Manager - Installation Info

If you have configured the local CD ROM/DVD ROM drive of the managed
server as the installation source, proceed as follows at the remote workstation:
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>

Clear your currently active remote storage connections. For more detailed
information on clearing remote storage connections, see page 125.

Remove ServerView Suite DVD 1 from the
DVD ROM drive at the remote workstation.

Insert the Linux installation CD/DVD in this DVD ROM drive.
E Close the application if autostart is active.

Connect the CD ROM/DVD ROM drive containing the Linux installation
CD/DVD as remote storage (see page 121).

In the Installation Info page of the Installation Manager, click Start installation.

All the installation files are copied to the managed server. The Installation
Manager opens a confirmation dialog page when the copy operation is
complete and prompts you to remove all the storage media from the
removable media drives before the managed server is rebooted.

Before rebooting the system, you must in particular shut down all
current remote storage connections.

Before rebooting the system, shut down the current remote storage
connections.

To do this, proceed as follows:
» Start “Remote Storage” (see page 114).

The Storage Devices dialog box is displayed with the currently connected
storage devices and a “Safe Remove” indication.

» Click on Disconnect... to remove all the remote storage connections.

» “Safely remove” the storage device, i.e. ensure that no more
applications/programs are accessing the storage media.

On the confirmation dialog page, click Ok to reboot the managed server.

Once the managed server has rebooted, you can monitor the entire installation
by means of the AVR.

E To ensure perfect mouse cursor synchronization, you must adapt the

required settings at the managed server once the operating system has
been installed. For information on how to do this, see section "Managed
Linux server: Adjusting the settings for synchronization of the mouse
pointers" on page 98.
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12 Appendix

The appendix provides you with information about the following topics:
"IPMI OEM Commands supported by the iRMC S2/S3" on page 385

"Configuring the iRMC S2/S3 via SCCI and scripted configuration" on
page 412

12.1 IPMI OEM Commands supported by the
iRMC S2/S3

This section describes a selection of OEM-specific IPMI commands supported
by the iRMC S2/S3.

12.1.1 Overview

The following OEM-specific IPMI commands are supported by the iRMC S2/S3:

e SCCl-compliant Power On/Off commands
(SCCI: ServerView Common Command Interface)

— 0115 Get Power On Source
— 0116 Get Power Off Source
— 011C Set Power Off Inhibit
— 011D Get Power Off Inhibit
— 0120 Set Next Power On Time
e SCCIl-compliant communication commands
— 0205 System OS Shutdown Request
— 0206 System OS Shutdown Request and Reset
— 0208 Agent Connect Status
— 0209 Shutdown Request Canceled
e SCCIl-compliant signaling commands
— 1002 Write to System Display
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e Firmware-specific commands

2004 Set Firmware Selector

2005 Get Firmware Selector

C019 Get Remote Storage Connection
CO1A Set Video Display on/off

e BIOS-specific command

F109 Get BIOS POST State
F115 Get CPU Info

e iRMC S2/S3-specific commands

F510 Get System Status

F512 Get EEPROM Version Info

F542 Get HDD lightpath status (Component Status Signal Read)
F543 Get SEL entry long text

F545 Get SEL entry text

F5BO0 Set Identify LED

F5B1 Get Identify LED

F5B3 Get Error LED

F5DF Set Nonvolatile Cfg Memory to Default Values
F5EO Set Configuration Space to Default Values
F5F8 Delete User ID
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12.1.2 Description of the IPMI OEM commands

The following sections describe the individual OEM-specific IPMI commands.

12.1.2.1 Description format

The OEM-specific IPMI commands contained in this chapter are described in
the format used by the IPMI standard for describing IPMI commands.

The IPMI standard describes the IPMI commands using command tables which
list the input and output parameters for each command.

You can find information on the IPMI standards on the Internet under:

http://developer.intel.com/design/servers/ipmi/index.htm
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12.1.2.2 SCCl-compliant Power On/Off commands

01 15 - Get Power On Source

This command returns the reason for the most recent Power On. The possible
reasons are listed below.

Request Data - B8  NetFnILUN: OEM/Group
- 01 Cmd : Command Group Communication
1:3 8028 00 |ANA-Enterprise-Number FTS, LS byte first

4 15 Command Specifier
Response Data - BC
- 01
1 Completion Code
2:4 8028 00 |ANA-Enterprise-Number FTS, LS byte first
01 Data Length

Power on Source: Cause of last power on

Power on | Description

Source
0x00 Software or command
0x01 Power switch (on the front panel or keyboard)
0x02 Automatic restart after power failure
0x03 Clock or timer (hardware RTC or software timer)
0x04 Automatic restart after fan failure shutdown
0x05 Automatic restart after critical temperature shutdown
0x08 Reboot after watchdog timeout
0x09 Remote on (modem Rl line, SCSI termination power, LAN, chip card

reader...)
0x0C Reboot after a CPU error
0x15 Reboot by hardware reset
0x16 Reboot after warm start
Ox1A Powered on by a PCI Bus Power Management Event
0x1D Powered on by remote control via remote manager
Ox1E Reboot/reset by remote control via remote manager
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01 16 - Get Power Off Source

This command returns the reason for the most recent Power Off. The possible
reasons are listed below.

Request Data - B8  NetFnILUN: OEM/Group
- 01 Cmd : Command Group Communication
1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first

4 16 Command Specifier

Response Data - BC
- 01
1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first
01 Data Length

Power off Source: Cause of last power off

Power off | Description
Source
0x00 Software (SWOFF, power off by command)
0x01 Power switch (on the front panel or keyboard)
0x02 AC power fail
0x03 Clock or timer (hardware RTC or software timer)
0x04 Fan failure
0x05 Critical temperature
0x08 Final power-off after repeated watchdog timeouts
0x0C Final power-off after repeated CPU errors
0x1D Powered off by remote control via remote manager
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01 1C - Set Power Off Inhibit

This command sets the Power Off Inhibit flag, which temporarily suppresses any
unfounded attempt to power down the server.

If the Power Off Inhibit flag is set, the firmware saves the cause of any attempt to
perform a “Power Off”, “Power Cycle” or restart of the server, but does not
perform the action. The cause of the most recent attempt to perform a “Power
Off”, “Power Cycle” or restart of the server is always saved at any given time.
The stored action is only performed when the Power Off Inhibit flag is reset.

The Power Off Inhibit flag is automatically reset after a power failure or when the
reset button is pressed.

The effect of the Power Off Inhibit flag is the same as that of the Dump flag used
when creating a main memory dump. In this case, the initiator must set the flag
before making the dump and reset it when the dump is complete.

Request Data - B8  NetFnILUN: OEM/Group
- 01 Cmd : Command Group Communication
1:3 8028 00 IANA-Enterprise-Number FTS, LS Byte first

4 1C Command Specifier
00 Object D
6:7 00 00 Value ID

8 01 Data Length

9 Power Off Inhibit Flag: 0 no Inhibit, 1 Inhibit
Response Data - BC

- 01

1 Completion Code

2:4 8028 00 IANA-Enterprise-Number FTS, LS Byte first
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01 1D - Get Power Off Inhibit
This command gets the value of the Power Off Inhibit flag.

For further details on the Power Off Inhibit flag, see the description of
"01 1C - Set Power Off Inhibit" on page 390

Request Data - B8  NetFnILUN: OEM/Group

- 01 Cmd : Command Group Communication
1:3 8028 00 IANA-Enterprise-Number FTS, LS Byte first
4 1D Command Specifier

Response Data - BC
- 01
1 Completion Code
2:4 8028 00 |ANA-Enterprise-Number FTS, LS Byte first

01 Response Data Length
Power Off Inhibit Flag: 0 no Inhibit, 1 Inhibit
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01 20 - Set Next Power On Time

This command switches on a system at the given time independent of the stored
On/Off times in the Configuration Space.

E The command takes effect only once.

You cancel a “Power On” time previously set with a 01 20 command by
specifying the “Power On” time “0” in a subsequent 01 20 command.

Request Data - B8  NetFnILUN: OEM/Group

- 01 Cmd : Command Group Communication

1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first

20 Command Specifier
00  ObjectID
6:7 0000 Value ID

8 04 Data Length
9:12 Time (LSB first) (see below)
Response Data - BC
- 01

1 Completion Code
2:4 8028 00 |ANA-Enterprise-Number FTS, LS byte first

Time (LSB first)
Time (UNIX-specific format) when the system switches on again. Time is
NOT stored in non-volatile memory. Resolution is 1 minute. After the
system has switched on, Time is set to 0 internally.
If Time == 0, the system is not switched on.
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12.1.2.3 SCCIl-compliant communication commands

Die SCCI-compliant communication commands require that the Agent

Service is running under the OS. To execute the commands, the

iRMC S2/S3 communicates with Agent which finally performs the action.
02 05 - System OS Shutdown Request

This command initiates shutdown of the server’s operating system.

Request Data - B8  NetFnILUN: OEM/Group
- 02 Cmd : Command Group Communication
1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first

4 05 Command Specifier
Response Data - BC

- 02

1 Completion Code

2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first

02 06 - System OS Shutdown Request and Reset

This command initiates the shutdown of the server’s operating system and
subsequently restarts the system.

Request Data - B8  NetFnILUN: OEM/Group
- 02 Cmd : Command Group Communication
1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first

4 06 Command Specifier

Response Data - BC
- 02
1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first
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02 08 - Agent Connect Status

This command checks whether the agent is active.

Request Data - B8  NetFnILUN: OEM/Group

- 02 Cmd : Command Group Communication
1:3 8028 00 |ANA-Enterprise-Number FTS, LS byte first
4 08 Command Specifier

Response Data - BC
- 02
1 Completion Code

2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first
5 01 Data Length

Connect Status:
00 = Connection lost, agent not connected.
01 = Connection re-established, agent connected.

02 09 Shutdown Request Cancelled

This command cancels a shutdown request that has been issued.

Request Data - B8  NetFnILUN: OEM/Group

- 02 Cmd : Command Group Communication
1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first
4 09 Command Specifier

Response Data - BC
- 02

1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first
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12.1.2.4 SCCIl-compliant signaling command

10 02 - Write to System Display

This command is used to write characters to the LocalView display (if
connected).

Request Data - B8  NetFnILUN: OEM/Group

- 10 Cmd : Command Group Fan Test
1:3 8028 00 |ANA-Enterprise-Number FTS, LS byte first
4 02 Command Specifier

Object Index: : Line on Display to write on.
6:7 Value ID (not used)

8 Length Number of characters to write, incremented by
one. (The string need not be null-terminated; characters
exceeding the length of a display line are truncated.)

9 Attribute:
0 = Write String left aligned.
1 = Write String centered.

10:10+n | Characters to write to the display; string need not be null-
terminated.

Response Data - BC
- 10
1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first
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12.1.2.5 Firmware-specific commands

20 04 - Set Firmware Selector

This command configures the firmware image of the iRMC S2/S3 which is to be
active after a firmware reset.

Request Data - 20 NetFnlLUN: Firmware

- 04 CMD : Command Group Firmware

1 Selector:

0 = Auto (Select firmware image with highest firmware
version.)

1 = low firmware image

2 = high firmware image

3 = Auto oldest version (Select firmware image with oldest
firmware version.)

4 = MRP (Select most recently programmed firmware.)

5 = LRP (Select least recently programmed firmware.)

Response Data - 24
- 04

1 Completion Code
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20 05 - Get Firmware Selector

This command returns the current firmware selector setting.

Request Data - 20  NetFnILUN: Firmware

- 05 CMD : Command Group Firmware
Response Data - 24

- 05

1 Completion Code

2 Next Boot Selector:

0 = Auto (Select EEPROM with highest firmware version.)

1 = low EEPROM

2 = high EEPROM

3 = Auto oldest version (Select EEPROM oldest firmware
version.)

4 = MRP (Select most recently programmed firmware.)

5 = LRP (Select least recently programmed firmware.)

3 Running Selector; tells which firmware is currently running:
1 =low EEPROM
2 = high EEPROM
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CO0 19 - Get Remote Storage Connection or Status
Depending on the parameters passed, this command returns information on

— whether any Remote Storage connections are available,
— the status and type of any Remote Storage connection(s).

If Request Data 1 is set to “1”, the command returns information as to whether
storage media are connected as Remote Storage.

Request Data - CO0  NetFnILUN: OEM

- 19 CMD : Command Group Firmware
1 01

2 00

3 00

Response Data - C4

- 19

1 Completion Code
2 01

00: No
01: Yes, connected

00
00
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If Request Data 1 is setto “2”, the command returns information on the status and
type of any Remote Storage connection(s).

Request Data - CO0  NetFnILUN: OEM
- 19 CMD : Command Group Firmware
1 02
00

3 00 = Connection 0
01 = Connection 2

Response Data - C4

- 19

—_

Completion Code

02

00

00

gl N

00 = Invalid / unknown

01 =idle

02 = Connection Attempt pending

03 = Connected

04 = Connection Attempts retries exhausted / failed

05 = Connection lost

06 = Disconnect pending

6 00 = Invalid / unknown
01 = Storage Server / IPMI

02 = Applet

03 = None / Not connected
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CO0 1A - Set Video Display On/Off

This command allows you to switch the local console on or off.

Request Data

Response Data

CO0  NetFnILUN: OEM

1A Cmd : Command Group Fan Test

00 = Set Video Display On
01 = Set Video display Off

C4

1A

Completion Code

12.1.2.6 BIOS-specific commands

F1 09 - Get BIOS POST State

This command provides information whether BIOS is in POST.

Request Data

Response Data

B8  NetFnILUN: OEM/Group

F1 Cmd : Command Group BIOS

1:3 8028 00 |ANA-Enterprise-Number FTS, LS Byte first
4 09 Command Specifier
- BC
- F1
1 Completion Code

2:4 8028 00 |ANA-Enterprise-Number FTS, LS Byte first
5 [7:1] - reserved

[0]- BIOS POST State: 0=BIOSisnotin POST
1 =BIOS is in POST
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F1 15 - Get CPU Info

This command returns CPU-internal information. The iRMC S2/S3 gets this
information from the BIOS during the POST phase.

Request Data - B8  NetFnILUN: OEM/Group
- F1  Cmd : Command Group BIOS
1:3 8028 00 IANA-Enterprise-Number FTS, LS Byte first

4 15 Command Specifier

Socket Number (0-based) of the CPU
Response Data - BC

- F1

1 Completion Code:
01 = Unpopulated CPU Socket

2:4 8028 00 IANA-Enterprise-Number FTS, LS Byte first
5:6 CPU ID, LS Byte first

7 Platform ID

8 Brand ID

9:10 Maximal Core Speed of the CPU [MHz], LS Byte first

11:12 Intel Qickpath Interconnect in Mega Transactions per
second, LS Byte first

13 T-Control Offset

14 T-Diode Offset

15 CPU data Spare

16:17 Record ID CPU Info SDR, LS Byte first

18:19 | Record ID Fan Control SDR, LS Byte first

20:21 CPU ID High Word, LS Byte first (O if none)
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12.1.2.7 iRMC S2/S3-specific commands

F5 10 - Get System Status

This command returns a variety of internal information on the system such as

the power state, error status, etc.

Request Data

Response Data

B8  NetFnILUN: OEM/Group

F5 Cmd : Command Group Memory

1:3

8028 00 |ANA-Enterprise-Number FTS, LS byte first

10 Command Specifier

5:8

Timestamp

BC

F5

Completion Code

8028 00 IANA-Enterprise-Number FTS, LS byte first

System Status (For details see below.)

Signaling (For details see below.)

Notifications (For details see below.)

0[N |O,

POST Code

E The Timestamp is only relevant for evaluating the Notifications Byte.

System Status
Bit 7 - System ON
Bit6 -

Bit5 -

Bit 4
Bit3 -

Bit2 - Watchdog active
Bit 1 - Agent connected
Bit 0 - Post State

SEL entries available
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Signaling

Bit 7 - Localize LED
Bit6 -

Bit5 -

Bit4 -

Bit3 - CSSLED

Bit2 - CSSLED

Bit1 - Global Error LED

Bit 0

Global Error LED

Notifications

Bit 7 - SEL Modified (New SEL Entry)

Bit6 - SEL Modified (SEL Cleared)

Bit5 - SDR Modified

Bit4 - Nonvolatile IPMI Variable Modified

Bit 3 - ConfigSpace Modified

Bit2 -

Bit1 -

Bit0 - New Output on LocalView display
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F5 12 - Get EEPROM Version Info

This command returns information on the current versions (bootloader,
firmware and SDR) stored in the EEPROM(s).

Request Data - B8  NetFnILUN: OEM/Group

- F5 Cmd : Command Group Memory

1:3 8028 00 |ANA-Enterprise-Number FTS, LS byte first

4 12 Command Specifier
EEPROM# 00=EEPROM 1; 01=EEPROM 2
Response Data - BC

- F5

1 Completion Code
2:4 8028 00 |ANA-Enterprise-Number FTS, LS byte first
Status  00=Checksum Error Runtime FW, 01=0K

Major FW Revision Binary coded
7 Minor FW Revision BCD coded
8:10 Aux. FW Revision Binary coded (major/minor/res.)
11 Major FW Revision ASCII coded letter

12 Major SDRR Revision BCD coded
13 Minor SDRR Revision BCD coded
14 SDRR Revision Char. ASCII coded letter

15 SDRR-ID LSB binary coded
16 SDRR-ID MSB binary coded
17 Major Booter Revision Binary coded

18 Major Booter Revision BCD coded

19:20 | Aux. Booter Revision Binary coded (major/minor)
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F5 42 - Get HDD lightpath status (Component Status Signal Read)

This command returns information on the state of a Hard Disk Drive (HDD) slot.

Request Data -

B8  NetFnILUN: OEM/Group

F5 Cmd : Command Group iRMC

1:3

8028 00 IANA-Enterprise-Number FTS, LS Byte first

42 Command Specifier

Entity ID (Tuble 37-12 of IPMI 1.5 Spec.) of Component
whose Status Signal is to be read.

Entity Instance (0-based) of Component whose Status
Signal is to be read.

Sensor Type (Table 36-3 of IPMISpec.) of the Sensor which
reports the Status of the Component to which the Status
Signal is associated.

8)

Option (optional)

Bit 7:2 - Reserved

Bit 1 :Completion Code 0x02 suppressed

Bit0 -1 :Return ID String of Component Status Sensor

Response Data -

BC

F5

Completion Code:
01= Status Signal not available
02 = Component not present

2:4

8028 00 IANA-Enterprise-Number FTS, LS Byte first

Signal Status:
00 = ok
01 = Identify
02 = Prefailure Warning
03 = Failure

CSS and Physical LED available:
Bit 6:0 - 0= No physical LED available
Bit 6:0 > 00 = Physical LED available, Single or Multiple
Color, Code
Bit 7 = 0: No CSS Component
Bit 7 = 1: CSS Component

Length of ID String of Component Status Sensor
(only present if Bit 0 in Request Byte 8 is set)

(8..m)

Length of ID String of Component Status Sensor in ASCII
chasracters
(only present if Bit 0 in Request Byte 8 is set)
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F5 43 - Get SEL entry long text

This command translates a given SEL entry into long text.

Request Data

Response Data

B8  NetFnILUN: OEM/Group

F5 Cmd : Command Group iRMC

1:3 8028 00 |ANA-Enterprise-Number FTS, LS Byte first
4 43 Command Specifier
5:6 Record ID of SEL record, LS Byte first
0x0000: get first record
OxFFFF: get last record
Offset in response SEL text
MaxResponseDataSize size of Converted SEL data
(16:n) in response
- BC
- F5
1 Completion Code:
2:4 8028 00 |ANA-Enterprise-Number FTS, LS Byte first
5:6 Next Record ID
7:8 Actual Record ID
9 Record type
10:13 Timestamp
14 Severity: Bit 7: 0 = No CSS component
1 = CSS component
Bit 6-4: 000 = INFORMATIONAL
001 = MINOR
010 = MAJOR
011 = CRITICAL
1xx = Unknown’
Bit 3-0:  reserved, read as 0000
15 Data length  of the whole text
16:n Converted SEL data requested part
(n =16 + MaxResponseDataSize - 1)
n+1 String Terminator trailing "\0' character
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F5 45 - Get SEL Entry Text

This command translates a given System Event Log SEL entry into ASCII text.

Request Data

Response Data

B8  NetFnILUN: OEM/Group

F5 Cmd : Command Group iRMC

1:3 8028 00 IANA-Enterprise-Number FTS, LS Byte first
4 45 Command Specifier
5:6 Record ID of SDR, LS Byte first
- BC
- F5
1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS Byte first
5:6 Next Record ID
7:8 Actual Record ID
9 Record type
10:13 Timestamp
14 Severity: Bit 7: 0 = No CSS component
1 = CSS component
Bit 6-4: 000 = INFORMATIONAL
001 = MINOR
010 = MAJOR
011 = CRITICAL
1xx = Unknown’
Bit 3-0:  reserved, read as 0000
15 Data length
16:35 | Converted SEL data
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F5 BO - Set Identify LED

This command allows you to switch the Identify LED (blue) of the server on and
off. In addition, you can set and read the GPIOs that are directly connected to
the Identify LED.

You can also switch the Identify LED on and off using the Identify switch
on the server.

Request Data - B8  NetFnILUN: OEM/Group

- F5 Cmd : Command Group BMC
1:3 8028 00 |ANA-Enterprise-Number FTS, LS byte first
BO Command Specifier

Identify LED:
0: Identify LED off
1: Identify LED on

Response Data - BC
- F5
1 Completion Code
2:4 8028 00 |ANA-Enterprise-Number FTS, LS byte first

F5 B1 - Get Identify LED

This command returns information on the status of the Identify LED (blue) of the
server.

Request Data - B8  NetFnILUN: OEM/Group

- F5 Cmd : Command Group BMC
1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first
4 B1 Command Specifier

Response Data - BC
- F5

1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first
5 State of Identify LED (only bit O is relevant)

408 Download from Www.Somanuals.com. All Manuals Search And DownI 0%(.: S2/S3



IPMI OEM Commands supported by the iRMC S2/S3

F5 B3 - Get Error LED

This command returns information on the status of the server’s Global Error

LED (red) and CSS LED (yellow). The Global Error LED indicates the most

serious error status of the components. The CSS LED indicates, whether the

customer himself can rpair the fault.

Request Data - B8  NetFnILUN: OEM/Group

- F5 Cmd : Command Group BMC

1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first

4 B3 Command Specifier

Response Data - BC

- F5

1 Completion Code

2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first

5 State of Error LED:

0 : CSS off / GEL off
1:CSS off / GEL on
: CSS off / GEL blink
: CSS on / GEL off
:CSSon/GELon
: CSS on / GEL blink
: CSS blink / GEL off
: CSS blink / GEL on

o N o o »~ N

: CSS blink / GEL blink
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F5 DF - Reset Nonvolatile Cfg Variables to Default

This command forces all non-volatile IPMI settings to be set to default values.

Request Data - B8  NetFnILUN: OEM/Group
- F5 Cmd : Command Group BMC
1:3 8028 00 |ANA-Enterprise-Number FTS, LS byte first
4 DF Command Specifier
5:8 43 4C 52 AA = 'CLR’0Oxaa: Security Code
Response Data - BC
- F5
1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first

F5 EO - Reset ConfigSpace variables to default

This command forces all Configuration Space variables to be set to default
values.

Request Data - B8  NetFnILUN: OEM/Group
- F5 Cmd : Command Group BMC
1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first
4 EO Command Specifier
5:8 43 4C 52 AA = 'CLR’Oxaa: Security Code

Response Data - BC
- F5
1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first
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F5 F8 - Delete User ID

The system supports up to 16 users. This command allows individual
iRMC S2/S3 users to be deleted.

CAUTION!
The system can no longer be managed if all iRMC S2/S3 users are
deleted.
Request Data - B8  NetFnILUN: OEM/Group
- F5 Cmd : Command Group BMC
1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first
4 F8 Command Specifier
5:8 User ID (1-16)
Response Data - BC
- F5
1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first
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12.2 Configuring the iRMC S2/S3 via SCCI and
scripted configuration

This section provides information on the following topics:

— How to use an SCCI (ServerView Common Command Interface) compliant
interface for configuring the iRMC S2/S3.

— Scripted configuration of the iRMC S2/S3

12.2.1 iRMC S2/S3 configuration data

Please note that the interface described below is mainly for remote
configuration and is not an SCCI implementation. It only uses the SCCI
command and configuration definitions and the SCCI file format.

12.2.1.1 Overview

The iRMC S2/S3 stores internal configuration data in two separate sections of
its NVRAM (Non-volatile RAM):

— FTS-specific ConfigSpace data, which is addressed by the firmware via a
fixed internal description table.

— Original, manufacturer-specific NVCFG data, which is accessed by offset
definitions.

Some configuration data from the original NVCFG data is internally mapped by
the firmware to be accessible via ConfigSpace access methods. For instance,
DNS servers and DNS configuration of the iRMC S2/S3 can be accessed both
via IPMI OEM LAN configuration parameters and via ConfigSpace. Both
methods access the same low level data structures in the original NVCFG area.

Non-iRMC S2/S3-specific ServerView software components (e.g. the
ServerView Agents or the Server Configuration Manager) in some cases also
map standard IPMI related commands and configuration items, such as
standard IPMI user configuration or IPv4 network configuration. This
implements an abstraction level between the IPMI BMC layer and higher
software levels.
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The SCCl is a generic application programming interface (API) defined by
Fujitsu for different Server Management Controller hardware as well as Server
Management software (e.g. ServerView Agents). It can be easily extended to
cover new commands or new configuration items. For an architectural overview
of the SCCI, see the online help of the ServerView agents.

Starting with iRMC S2 firmware 5.20A (IPv6 version), the iIRMC S2/S3 supports
remote configuration and limited scripting via the /config URL in the
iRMC S2/S3.

Benefits of remote iRMC S2/S3 configuration via web-based access

Remote configuration of the iIRMC S2/S3 via web-based access provides the
following benefits:

— Uses HTTP POST operation for uploading files onto the iRMC S2/S3. No
special tool is required. Any generic tool or scripting environments
supporting authenticated HTTP POST operations can be used. Sample
scripts can be found on the ServerView Suite DVD 1.

— Uses built-in authentication and authorization methods of the iRMC S2/S3
Web server.

— Supports HTTP 1.1 Basic and Digest authentication based on RFC 2617
with local iRMC S2/S3 user accounts.

— Features optional built-in strong encryption with standard HTTPS-based
access.

— Can be used with global user accounts (managed by an LDAP directory
service) and HTTP 1.1 Basic authentication.

If HTTP 1.1 Basic authentication is used, it is recommended that, for
encryption and confidentiality reasons, you use the HTTPS protocol
to protect the username/password combination.

— Uses a configuration file format that is based on XML. You have the option
to edit the file manually, or to export it from a reference installation or from
the Server Configuration Manager.

The configuration file can be re-used with other SCCI based installation
methods (e.g. Server Configuration Manager).

— Can be easily extended to new configuration items and new supported SCCI
commands.
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12.2.1.2 SCCiI file format

The format of the XML configuration file (.pre) used is taken from the
setup configuration help file that is installed together with the ServerView
agents on Windows platforms. A copy of this description with

iRMC S2/S3-specific notes is shown below.

The configuration file is a based on XML syntax:

— Each configuration setting consists of a simple XML fragment starting with
a "<CMD>" tag.

— The complete sequence of configuration settings is enclosed in a pair of tags
"<CMDSEQ> and </CMDSEQ>".

The following is an example of a typical command sequence comprising two
configuration settings:

<CMDSEQ>

<CMD Context="SCCI" 0C="ConfigSpace" 0E="3800" 0I="0"
Type="SET">

<DATA Type="xsd::hexBinary" Len="1">04</DATA>

<CMD Context="SCCI" 0C="ConfigSpace" 0E="3801" 0I="0"
Type="SET">

<DATA Type="xsd::hexBinary" Len="1">00</DATA> </CMD>
</CMDSEQ>

The Context parameter is used internally to select the provider of the operation.
Currently, SCCI is the only supported provider.
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Parameters of SCCI provider-specific commands
The following SCCI-provider-specific commands are available:

Operation Code (0C)
Hex value or string specifying the command / operation code.

The iRMC S2/S3 only supports a limited set of SCCl commands.
For a list of supported commands see table "SCCI commands
supported by the iRMC S2/S3" on page 420

Operation Code Extension (OE)
Hex value for extended operation code. Default: OE=0

For ConfigSpace Read-/Write operations, this value defines the
ConfigSpace ID.

Object Index (01)
Hex value selecting an instance of an object. Default:Ol=0"

Operation Code Type (Type)
For configuration settings, the values GET (read operation) and SET (write
operation) are supported. Default: Type=GET

SET operations require data. For specifying the appropriate data
type, use the Data (DATA) parameter described below.

Cabinet Identifier (CA)
Allows you to select an extension cabinet and use its cabinet ID number.

m Do not use this parameter to request for the system cabinet!

Data (DATA)
If a SET parameter (write operation) is specified: Data type (Type
parameter), and, in some cases, data length (LEN parameter) are
required.

Currently, the following data types are supported:
— xsd::integer

Integer value

Example

<DATA Type="xsd::integer">1234</DATA>
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xsd::hexBinary

Stream of bytes. Each byte is coded in two ASCII characters. Use the
Len parameter as shown in the example below to specify the length
of the stream (i.e. the number of bytes).

The data type xsd: :hexBinary can be used without any restriction.

Example

A stream of four bytes 0x00 0x01 0x02 0x04 will be coded as
the following ASCII stream:

<DATA Type="xsd::hexBinary" Len="4">0001020304</DATA>
xsd::string

Normally used for the transfer of strings. Additionally, the string type
can be used for IPv4 addresses and MD5-based user passwords. In
this case, the string data is internally converted to the accepted target
format.

Transferring encrypted data

A Fujitsu-proprietary data encryption is supported for some sensitive
data such as user or service (LDAP/SMTP) access passwords, or the
AVR license key of the iRMC S2/S3. You can use the iRMC_PWD.exe
program for encrypting password data (see section "Generating
encrypted passwords with iRMC_PWD.exe" on page 424).

Encrypted="1" must be set in the <DATA> tag to indicate that the
data to be written is encrypted.

Examples
Transferring the string "Hello World":
<DATA Type="xsd::string">Hello World</DATA>
Transferring a password as clear (readable) text:
<DATA Type="xsd::string">My Readable Password</DATA>
Transferring an encrypted password:

<DATA Type="xsd::string"
Encrypted="1">TpV1TIwCyHEIsC8tk24ci83JuR91</DATA>
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Transferring the IPv4 address "192.23.2.4"
<DATA Type="xsd::string">192.23.2.4</DATA>
CAUTION!

The xsd: :string data type is restricted to readable strings, IP
addresses and MD5-based user passwords.

For all other data, the xsd: :hexbinary data type must be used!

Do not directly specify the characters &, 6, i, etc. in strings
unless they are actually needed by the using application!

Both SCCI and the ConfigSpace interface do not store any
character encoding information. Thus, any non-US-ASCII-
characters will be interpreted internally by the using application
and therefore should be avoided.

If you do actually need to specify special characters, make sure
that you edit and save your file in UTF-8 format including the
correct BOM.

Command Status (Status)
After the configuration settings are transferred, the Status contains the
result of the operation. If the operation has completed successfully, the
value 0 is returned.

For a specification of all public configuration settings (ConfigSpace) see
the SCCI_CS.pdf file, which you will find in the Help folder of the
ServerView Agents installation package. Additionally, the SCCI_CS.pdf
file is distributed with the PRIMERGY Scripting Toolkit.1
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12.2.1.3 Restrictions

All commands specified in the .pre file are normally executed sequentially. The
following are exemptions from this rule:

— To prevent broken network connectivity, commands for IPv4 and VLAN
network configuration are executed at the end of a command sequence.

— Currently, IPv6 configuration is limited to the configuration of the non-volatile
IPv6 configuration parameters.

As a workaround, you can proceed as follows:

1. Arrange your script as follows:
a) At the beginning of the script: Disable IPv6.
b) Configure IPv6 parameters.
c) Atthe end of the script: Enable IPv6

2. Submit the script from an IPv4 address.

— The SSL certificate and the related matching private key are executed at the
end of a command sequence. Both components must be present in the
same .pre file and are checked for matching each other.

— If a power management operation for the managed server or a reboot of the
iRMC S2/S3 is required or desired:

It is recommended (but not required) to run these commands in separate
command files. You can achieve this e.g. by splitting the configuration and
power management operations into separate tasks.

— Optional time delays between the execution of consecutive commands must
implemented outside the script.

For example, you can achieve this as follows:
1. Devide the script appropriately into separate scripts.

2. Use the functional range of the client to insert time delays between
sending the individual files.
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12.2.1.4 Exporting / importing configuration data from / on the
iRMC S2/S3

The Save iRMC S2/S3 Firmware Settings page of the iRMC S2/S3 web interface
allows you to save (export) the current iRMC S2/S3 configuration data in a
configuration file (.pre). As well, you can import iRMC S2/S3 configuration data
from an existing configuration file (.pre), i.e. load configuration data onto the
iRMC S2/S3 (for details, see section "Save iRMC S2/S3 Firmware Settings -
Save firmware settings" on page 169.)

To import an iRMC S2/S3 configuration, you can alternatively send the
corresponding SCCI command file to the /config URI of the iRMC S2/S3 via the
HTTP POST operation.
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12.2.2 Scripted configuration of the iRMC S2/S3

This section describes provides information on the following topics:
— SCCI commands supported by the iRMC S2/S3.

— Using various script languages for scripted configuration of the iRMC S2/S3.

— Generating encrypted passwords with the iRMC_PWD.exe program.

12.2.2.1 List of SCCI commands supported by the iRMC S2/S3

The SCCI commands supported by the iRMC S2/S3 are shown in table 19:

SCCI OpCode | SCCI Command String Description

0xE002 ConfigSpace ConfigSpace Write

0x0111 PowerOnCabinet Power On the Server

0x0112 PowerOffCabinet Power Off the Server

0x0113 PowerOffOnCabinet Power Cycle the Server

0x0204 ResetServer Hard Reset the Server

0x020C RaiseNMI Pulse the NMI (Non Maskable Interrupt)

0x0205 RequestShutdownAndOff ﬁgaet::ful Shutdown, requires running

0x0206 RequestShutdownAndReset Graceful Reboot, requires running Agent

0x0209 ShutdownRequestCancelled Cancel a Shutdown Request

0x0203 ResetFirmware Perform a BMC Reset

0x0250 ConnectRemoteStorageServer | Connect or Disconnect a standalone
Remote Storage Server

Table 19: SCCI commands supported by the iRMC S2/S3
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12.2.2.2 Scripting with cURL

The open source command-line tool cURL allows you to transfer data specified
with URL syntax. You can download the latest version of the source code as well
as precompiled versions for different operating systems from hsp.//curl. haxx.se/.

The following are some examples of how to use curl to send a configuration file
to the iRMC S2/S3.

For details on the curl command line options please refer to the curl
documentation.

HTTP Access with Basic Authentication (default) and the default
iRMC S2/S3 admin account:

curl ——basic —u admin:admin ——data @Config.pre
http://<iRMC S2/S3 IP address>/config

HTTP Access with Digest Authentication and the default iRMC admin
account

curl ——digest —u admin:admin ——data @Config.pre
http://<iRMC S2/S3 IP address>/config

HTTPS Access with no certificate check (-k) and Digest authentication and
the default iRMC admin account:

curl ——digest —k —u admin:admin ——data @Config.pre
https://<iRMC S2/S3 IP address>/config

HTTPS Access with an LDAP user account.
Please note, that for LDAP users you have to specify Basic authentication

curl ——basic —k —u LDAPuser:LDAPpassword ——data @Config.pre
https://<iRMC S2/S3 IP address>/config
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12.2.2.3 Scripting with Visual Basic (VB) Script

The following VB script sends a configuration file to the iRMC S2/S3:
IP_ADDRESS = "<iRMC S2/S3 IP address>"

USER_NAME = "admin"
PASSWORD = "admin"
FILE_NAME = ".\\ConfigFile.pre"

Const ForReading =1
Set objFSO = CreateObject("Scripting.FileSystemObject")
Set objFile = 0bjFSO.0OpenTextFile(FILE_NAME, ForReading)

1

On Error Resume Next

Set xmlHttp = CreateObject("Microsoft.XMLHTTP")
xmlHttp.Open "POST", "http://" & IP_ADDRESS & "/config",
USER_NAME, PASSWORD

False,

xmlhttp.setRequestHeader "Content-Type", "application/x—www—

form-urlencoded"
xmlHttp.Send objFile.ReadAll

Wscript.Echo xmThttp.responsexml.xml
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12.2.2.4 Scripting with Python

#!/usr/bin/python3

import sys

import httplib2

from urllib.parse import urlencode

#

# iRMC

USER = 'admin'

PWD = 'admin'

IP_ADDR = '192.168.1.100'
#

h = httplib2.Http()

# Basic/Digest authentication
h.add_credentials(USER, PWD)

def doit(data,ausgabe=sys.stdout):

try:
resp, content = h.request("http://%s/config" % IP_ADDR,
"POST", data)
if respl'status'l == '200'

data = content.decode('utf-8")
print(data,file=ausgabe)
else:
print('STATUS:',respl'status'],file=ausgabe)
print(str(resp),file=ausgabe)

except Exception as err:

print('ERROR:',str(err),file=ausgabe)
print()

# Example 1 - send a configuration file to the iRMC S2/S3
try:
data = open('ConfigFile.pre').read()
doit(data)
except Exception as err:
print('ERROR:',str(err),file=ausgabe)

# Example 2 - Set Config Space Values

# 0x200 (ConfCabinetLocation) and

# 0x204 (ConfSystemContact) direct from the script

#

LocationContact = '''<?xml version="1.0" encoding="UTF-8"
standalone="yes" 7>
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<CMDSEQ>
<!—— ConfCabinetlLocation ——>
<CMD Context="SCCI" 0C="ConfigSpace" 0E="200" 0I="0" >
<DATA Type="xsd::string">%s</DATA>
</CMD>
<!-— ConfSystemContact ——>
<CMD Context="SCCI" 0C="ConfigSpace" 0E="204" 0I="0" >
<DATA Type="xsd::string">%s</DATA>
</CMD>
</CMDSEQ>

[

doit(LocationContact % ("Ostsee","Kiel"))

12.2.2.5 Generating encrypted passwords with iRMC_PWD.exe

The Fujitsu Technology Solutions iRMC password encryption and verification
Utility iRMC_PWD.exe is a Win32 program allowing you to generate encrypted
passwords for use with SCCI scripting. iRMC_PWD.exe can be used both to
encrypt a single password and to generate a SCCI batch file for scripted
configuration.

iRMC_PWD standard command line options

[-h] [-7]
This help.

[-v]
Verify an encrypted password string.
[-0] <oid>
The Object ID for the data to be encrypted.

[-u] <username>
Username for the given Object ID (optional).

[-p] <password>
Password for the given Object ID / / encrypted password string to be
verified.

[-x] <opCodeExt>
Opcode extension for the ConfigSpace data to encrypt.
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[-p] <password>
Password for the given Object ID.
Default:1452 (ConfBMCAcctUserPassword)

Supported values:
1273 - ConfAlarmEmailSMTPAuthPassword

[-p] <password>
Password for the given Object ID.
Default: 1452 (ConfBMCAcctUserPassword)

Supported Values:

1452 - ConfBMCAcctUserPassword

1273 - ConfAlarmEmailSMTPAuthPassword
197A - ConfLdapiRMCgroupsUserPasswd
1980 - ConfBMCLicenseKey

iRMC_PWD command line output options
[-b]
Creates the output file as a WinSCU BATCH file.

[-f] <Output File>
Specify the output file name.
Default: iRMC_pwd.txt
Default in Batch mode: iRMC_pwd.pre

Example

You want to generate a .pre file that sets/changes the username to admin
and the password to SecretPassword for the (existing) user with the oid 2.

To achieve this, enter the following command:
iRMC_PWD -0 2 —u admin —-p SecretPassword -b

iRMC_PWD will generate a .pre file with the contents shown in figure 226 on
page 426.
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iRMC_PWD -0 2 -u admin -p SecretPassword -b

<?xml version="1.0" encoding="UTF-8" standalone="yes" ?>

<CMDSEQ>

<!-- "ConfBEMCAcctUserName" -->

<CMD Context="SCCI" OC="ConfigSpace" OE="1451" Q0I="2" Type="SET">
<DATA Type="xsd::string">admin</DATA>
<STATUS>0</STATUS>

</CMD>

<!-- "ConfEMCAcctUserPassword" -->

<CMD Context="SCCI" OC="ConfigSpace" OE="1452" 0I="2" Type="SET">
<DATA Type="xsd::string"

Encrypted="1">N2BZd30oLHAgcllpnHCAVIP/ItwRuedqgBB3IU7Xsh</DATA>
<STATUS>0</STATUS>

</CMD>

</CMDSEQ>

Figure 226: Contents of the generated .pre file
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