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Introduction

This Chapter provides an overview of the Hawking Technologies’ Hi-Speed
Wireless-G Router's features and capabilities.

uction

Congratulations on the purchase of your new Hi-Speed, 54Mbps, Hawking Technologies

Wireless-G Router. The Wireless-G Router is a multi-function device providing the
following services:

Shared Broadband Internet Access for all LAN users.
4-Port Switching Hub for 10BaseT or 100BaseT connections.
Wireless Access Point for 802.11b and 802.11g Wireless Stations.

Wireless LAN
P . {= | Inh_a_ernat
Broadband B 675
Wireless Router Machain
I ] ]
Windows e Unix

Fast Ethernet

Wireless Router Features

The Wireless-G Router incorporates many advanced features, carefully designed to
provide sophisticated functions while being easy to use.

Internet Access Features

Shared Internet Access. All users on the LAN or WLAN can access the
Internet through the Wireless Router, using only a single external IP Address. The
local (invalid) IP Addresses are hidden from external sources. This process is called
NAT (Network Address Translation).

DSL & Cable Modem Support. The Wireless Router has a 10/100BaseT
Ethernet port for connecting a DSL or Cable Modem. All popular DSL and Cable
Modems are supported. SingTel RAS and Big Pond (Australia) login support is also
included.

PPPoOE, and PPTP. The Internet (WAN port) connection supports PPPoE (PPP
over Ethernet), PPTP (Peer-to-Peer Tunneling Protocol), as well as "Direct Connec-
tion" type services. Unnumbered IP with PPPOE is also supported.

Fixed or Dynamic IP Address, the Wireless-G Router supports both Dynamic
IP Address (IP Address is allocated on connection) and Fixed IP Address.
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Advanced Internet Functions

Communication Applications. Support for Internet communication applica-
tions, such as interactive Games, Telephony, and Conferencing applications, which
are often difficult to use when behind a Firewall, is included.

Special Internet Applications. Applications which use non-standard connec-
tions or port numbers are normally blocked by the Firewall. The ability to define and
open ports for whatever your application may be is supported.

Virtual Servers. This feature allows Internet users to access Internet servers on
your LAN. The required setup is quick and easy.

DDNS Support. DDNS (Dynamic DNS) allows Internet users to connect to
Virtual Servers on your LAN using a domain name, even if your IP address is not
fixed.

Multi-DMZ. For each WAN (Internet) IP address allocated to you, only one (1)
PC on your local LAN can be configured to allow unrestricted 2-way communication
with Servers or individual users on the Internet. This provides the ability to run pro-
grams which are incompatible with Firewalls.

URL Filter. Use the URL Filter to block access to undesirable Web sites by LAN
users.

Internet Access Log. See which Internet connections have been made.
Access Control. Using the Access Control feature, you can assign LAN users
to different groups, and determine which Internet services are available to each
group.

VPN Pass through Support. PCs with VPN (Virtual Private Networking)

software using PPTP, L2TP and IPSec are transparently supported - no configura-
tion is required.

Wireless Features

Standards Compliant. The Wireless Router complies with the IEEE802.11g
(DSSS) specifications for Wireless LANSs.

Supports both 802.11b and 802.11g Wireless Stations. The 802.11g
standard provides for backward compatibility with the 802.11b standard, so both
802.11b and 802.11g Wireless stations can be used simultaneously.

Speeds to 54Mbps. All speeds up to the 802.11g maximum of 54Mbps are
supported.

WEP support. Support for WEP (Wired Equivalent Privacy) is included. Key
sizes of 64 Bit and 128 Bit are supported.

Wireless MAC Access Control. The Wireless Access Control feature can
check the the MAC address (hardware address) of Wireless stations to ensure that
only trusted Wireless Stations can access your LAN.

Simple Configuration. |If the default settings are unsuitable, they can be
changed quickly and easily.

LAN Features

4-Port Switching Hub. The Wireless Router incorporates a 4-port 10/100BaseT
switching hub, making it easy to create or extend your LAN.
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Introduction

DHCP Server Support. Dynamic Host Configuration Protocol provides a dy-
namic IP address to PCs and other devices upon request. The Wireless Router can
act as a DHCP Server for devices on your local LAN and WLAN.

Multi Segment LAN Support. LANs containing one or more segments are
supported, using the Wireless Router's RIP (Routing Information Protocol) support
and built-in static routing table.

Configuration & Management

Easy Setup. Use your WEB browser from anywhere on the LAN or WLAN for
configuration.

Configuration File Upload/Download. Save (download) the configuration
data from the Wireless Router to your PC, and restore (upload) a previously-saved
configuration file to the Wireless-G Router.

Remote Management. The Wireless-G Router can be managed from any PC
on your LAN. And, if the Internet connection exists, it can also (optionally) be con-
figured via the Internet.

Network Diagnostics. You can use the Wireless-G Router to perform a Ping or
DNS lookup.

UPNnP Support. UPnP (Universal Plug and Play) allows automatic discovery and
configuration of the Wireless Router. UPnP is by supported by Windows ME, XP, or
later.

Security Features

Password - protected Configuration. Optional password protection is
provided to prevent unauthorized users from modifying the configuration data and
settings.

Wireless LAN Security. WEP (Wired Equivalent Privacy) is supported, as well
as Wireless access control to prevent unknown wireless stations from acessing
your LAN.

NAT Protection. An intrinsic side effect of NAT (Network Address Translation)
technology is that by allowing all LAN users to share a single IP address, the loca-
tion and even the existence of each PC is hidden. From the external viewpoint, there
is no network, only a single device - the Wireless Router.

Protection against DoS attacks. DoS (Denial of Service) attacks can flood
your Internet connection with invalid packets and connection requests, using so
much bandwidth and so many resources that Internet access becomes unavailable.
The Wireless Router incorporates protection against DoS attacks.

Package Contents

The following items should be included:
Hi-Speed Wireless-G Router Unit
Power Adapter
Quick Installation Guide
One Ethernet Cable
CD-ROM containing User’'s Manual and Setup Wizard.
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If any of the above items are damaged or missing, please contact your dealer immedi-
ately.
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Introduction

Physical Details

Front-mounted LEDs

Powser ; LED = ON when the power adapter is
commected anvd the wnit is powered.
Inbermet @ LED s OM, winen theere s e aedta bbb
connmction with a Cable /D51 Modem
VWLAN : LED in OM {Blinking ) whan Wirskess clats
activity Is detected,

LAM Parts (1=4]): LED is ON when a
{wvinh the specific port ) between
& PC and tha routsrf netveork
b dpkected,

Power LED On - Power on.
Off - No power.
Internet LED On - Connection to the Broadband Modem attached to the WAN
(Internet) port is established.
Off - No connection to the Broadband Modem.
Flashing - Data is being transmitted or received via the WAN port.

WLAN LED On - Wireless connection available; Wireless Access Point is ready
for use.

Off - No Wireless connection available.

Flashing - Data is being transmitted or received via the Wireless
access point. Data includes "network traffic" as well as user data.

LAN LEDs For each port, there are 2 LEDs

Link/Act
On - Corresponding LAN (hub) port is active.

Off - No active connection on the corresponding LAN (hub)
port.

Flashing - Data is being transmitted or received via the cor-
responding LAN (hub) port.

100
On - Corresponding LAN (hub) port is using 100BaseT.

Off - Corresponding LAN (hub) port connection is using
10BaseT, or no active connection.
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Rear Panel

YeYwww .

4 Lam__2 1 Irtarnet

Power port

10/100BaseT
LAN port

Internet port
(10/100BaseT)

Reset Button

Figure 1: Rear Panel

Connect the supplied power adapter here.

Use standard LAN cables (RJ45 connectors) to connect your
PCs to these ports.

If required, any port can be connected to another hub. Any LAN
port will automatically function as an "Uplink" port when neces-
sary.

Connect the DSL or Cable Modem here. If your modem came
with a cable, use the supplied cable. Otherwise, use a standard
LAN cable.

This button has two (2) functions:

Reboot. When pressed within 3~5 seconds, the power
LED lights amber then released, the Wireless Router will re-
boot (restart).

Clear All Data. This button can also be used to clear ALL
data and restore ALL settings to the factory default values.

To Clear All Data and restore the factory default values:

1. After Power On.

2. Hold the Reset Button down.

3. Keep holding the Reset Button more than 5seconds, until
the Amber LED has flashed.

4. Release the Reset Button. The Wireless Router is how
using the factory default values.
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Installation

This Chapter covers the physical installation of the Wireless Router.

Requirements

Network cables. Use standard 10/100BaseT network (UTP) cables with RJ45 con-
nectors.

TCP/IP protocol must be installed on all PCs.

For Internet Access, an Internet Access account with an ISP, and either of a DSL or
Cable modem (for WAN port usage)

To use the Wireless Access Point, all Wireless devices must be compliant with the
IEEE802.11b or IEEE802.11g specifications.

Procedure

Fowg
R i :
“ANg -
Lany :
q m‘w& Ly, ’
...... v W-'\h,' =
; = - ‘4] RQSET
P 7 —=
s/ 2 o @)

Ve V4

/ 4  WAN

Existing Connection

1. Choose an Installation Site

Select a suitable place on the network to install the Wireless Router.
Ensure the Wireless Router and the DSL/Cable modem are powered OFF.
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g For best Wireless reception and performance, the Wireless
Router should be positioned in a central location with mini-
Motel mum obstructions between the Wireless Router and the PCs.

Also, if using multiple Access Points, adjacent Access Points
should use different Channels to avoid interference.

2. Connect LAN Cables

Use standard LAN cables to connect PCs to the Switching Hub ports on the Wire-
less Router. Both 10BaseT and 100BaseT connections can be used simultaneously.

If required, connect any port to a normal port on another Hub, using a standard LAN
cable. Any LAN port on the Wireless Router will automatically function as an "Up-
link" port when required.

3. Connect WAN Cable

Connect the DSL or Cable modem to the WAN port on the Wireless Router. Use the
cable supplied with your DSL/Cable modem. If no cable was supplied, use a stan-
dard cable.

4. Power Up
Power on the Cable or DSL modem.

Connect the supplied power adapter to the Wireless Router and power up.
Use only the power adapter provided. Using a different one may cause hardware
damage

5. Check the LEDs

The Power LED should be ON.
The Power LED should flash, then turn Off. If it stays on, there is a hardware error.

For each LAN (PC) connection, the LAN Link/Act LED should be ON (provided the
PC is also ON.)

The Internet LED should be ON.
The WLAN LED should be ON

For more information, refer to Front-mounted LEDs in Chapter 1.
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Setup

This Chapter provides Setup details of the Wireless Router.

Overview

This chapter describes the setup procedure for:
Internet Access
LAN configuration
Wireless setup

Assigning a Password to protect the configuration data.

PCs on your local LAN may also require configuration. For details, see Chapter 4 - PC

Configuration.

Other configuration may also be required, depending on which features and functions of
the Wireless Router you wish to use. Use the table below to locate detailed instructions

for the required functions.

To Do this:

Refer to:

Configure PCs on your LAN.

Chapter 4:
PC Configuration

Check Wireless Router operation and Status.

Chapter 5:
Operation and Status

Use any of the following Advanced features:
Access Control
Dynamic DNS

Advanced Internet (Special Applications, DMZ,
URL Filter)

Virtual Servers (Port Forwarding)
WAN Port Setup

Chapter 6:
Advanced Features

Use any of the following Administration Configuration
settings or features:

Config File download/upload

Logs

Network Diagnostics (Ping, DNS Lookup)
Options (Backup DNS, TFTP, UPnP, Firewall)
PC Database

Remote Management

Security settings

Firmware Upgrade

Chapter 7
Advanced Administration
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Configuration Program -

The Wireless Router contains an HTTP server. This enables you to connect to it, and
configure it, using your Web Browser. Your Browser must support JavaScript.
The configuration program has been tested on the following browsers:

Netscape V4.08 or later

Internet Explorer V4 or later

Mac Installation

Mac OSX users may also follow these instructions for setup. (IE browser recom-
mended)

Preparation

Before attempting to configure the Wireless Router, please ensure that:

Your PC can establish a physical connection to the Wireless Router. The PC and
the Wireless Router must be directly connected (using the Hub ports on the Wire-
less Router) or on the same LAN segment.

The Wireless Router must be installed and powered ON.

If the Wireless Router's default IP Address (192.168.1.254) is already used by
another device, the other device must be turned OFF until the Wireless Router is a-
located a new IP Address during configuration.

Using UPnP

If your Windows system supports UPnP, an icon for the Wireless Router will appear in
the system tray, notifying you that a new network device has been found, and offering to
create a new desktop shortcut to the newly-discovered device.

Unless you intend to change the IP Address of the Wireless Router, you can accept
the desktop shortcut.

Whether you accept the desktop shortcut or not, you can always find UPnP devices
in My Network Places (previously called Network Neighborhood).

Double - click the icon for the Wireless Router (either on the Desktop, or in My
Network Places) to start the configuration. Refer to the following section Setup Wiz-
ard for details of the initial configuration process.

Using your Web Browser

To establish a connection from your PC to the Wireless Router:

1. After installing the Wireless Router in your LAN, start your PC. If your PC is dready
running, restart it.

2. Start your WEB browser.

3. Inthe Address box, enter "HTTP://" and the IP Address of the Wireless Router, as
in this example, which uses the Wireless Router's default IP Address:

HTTP:/192.168.1.254

Because the default password is blank, you will not be prompted for a password. How-
ever, you should assign a password. See the Password Setup section later in this
chapter for details.
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Advanced Administration

If you can't connect

If the Wireless Router does not respond, check the following:

The Wireless Router is properly installed, LAN connection is OK, and it is
powered ON. You can test the connection by using the "Ping" command:

Open the MS-DOS window or command prompt window.

Enter the command:

ping 192.168.1.254
If no response is received, either the connection is not working, or
your PC's IP address is not compatible with the Wireless Router's IP
Address. (See next item.)

If your PC is using a fixed IP Address, its IP Address must be within the
range 192.168.1.1 to 192.168.1.253 to be compatible with the Wireless
Router's default IP Address of 192.168.1.254. Also, the Network Mask
must be set to 255.255.255.0. See Chapter 4 - PC Configuration for de-
tails on checking your PC's TCP/IP settings.

Ensure that your PC and the Wireless Router are on the same network
segment. (If you don't have a router, this must be the case.)

Ensure you are using the wired LAN interface. The Wireless interface can
only be used if its configuration matches your PC's wireless settings.
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Setup Wizard

The Setup Wizard provides brief and basic configuration of this device, you may enter
each screen to change the default settings. For more detailed settings, you may refer
to the “Configuration via Web” section.

1. View the listed configuration items and click Next to continue.

setup Wizard

The setup wizard will guide you Lo canfigure the
rouker for tha first ima |, Plaasa fallow B satup
wizard step by skap.

i, hoosa yaur Time Zane
2, Sabup LAN Intertace

3, Sawp WA Intarface

4, wirzless LAk Setting

5. “Mreless Security Setdng

Caral | | hext x>

2. Configure Time Zone and NTP server by enabling NTP client update. Click Next to
continue.

sl BETun Wizeme | winecenn | apvannes | can | sosmsusTeamion | sratus |

Setup Wizard - Time Zone Satting

rOU can maintain Che system tme by syncironizing with a public time
sarver ovar tha Inkermet.

[] Enable MTP diert update

Time Zona Salect:

(54T -03;00)P Gk Tima (U5 & Canadal; Tijuana *

MTP saryar;

10254141 - Morth Amenc: @

3. Configure the parameters for area network (If you want to change the default parame-
ter) by entering New IP Address and Subnet Mask.
L el LS e LS v s S BT el BT

Setup Wizard - LAN Interface Setup

This page is used to configure the parameters for local area network
which connects to the LaMN port of your Router, Here you may change the
setting for IP address, subnet mask.

IP Address:

Subnet Mask: [255.255.255.0 ]

[ cancel | [ =gBack | [ Mext=>
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Advanced Administration

4. Change the access method (Static IP, DHCP, PPPoE, PPTP) by selecting for the
pull-down menu. Enter the appropriate/required information for your selection. (If you

do not know what to input in these fields please call your ISP for more information.
Click Next to continue.

A BETUF WIZARD WIRELESS  ADVAMCED ﬁ ADMINISTRATION BTATUS |

Setup Wizard - WAN Interface Setup

This page is used to configure the parameters for Internet netwaork
which connects to the WAN port of your Access Point, Here you may
change the access method to static IP, DHCP, PPPoE, PRTP or L2TFP by
clicking the itemn value of WAN Access type,

WaAN Access Type: | DSL or Cable - DHCP Dynamic IP (¥ |
DSL or Cable - Static IP
DSL or Cable - DHCP Dy i
DSL - PPPaE
DSL - PPTP
DSL - L2TP

5.  Configure the parameters for wireless LAN clients. Check the Disable Access Point

to disable the settings of this screen and disable your wireless connection. Click
Next to continue.

wlumezoe wizamo | wineises | aovancse | tan | aomimistaanion | srazus |

Setup Wizard - Wireless Basic Settings

This page is used to configure the parameters for wireless LAM clients
which may connect to your Access Point,

[ Disable Access Point

Band: 2.4 GHz (B+G) ¥/
5510 |hawking |
Channel Murmber: |:1_1___E

[ cancel |[ c<pack |[ Mext=»
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6. To manage your wireless network security by selecting the encryption type (None,
WEP, WPA and WPAZ2) from the pull-down menu. Enter the required information for
your specific security setting selection. Note that all wireless devices within your
network must have the same settings in order for the network to function properly.
(WPAZ2 is an advanced security setting and may not yet be available with some net-
working devices)

| umEzoe wizame | wineieas | aovancee | tan | aowinisteanion | sratue |

Setup Wizard - Wireless Security Setup

This page allows you to setup the wireless security, Turning on WEP or WPRA by
using Encryption Keys could prevent any unauthorized access to your wireless
netwark,

WEP Encryption {Wired Equivalent Privacy) provides basic wireless security for
your network,

WPA WiFi Protected Access provides advanced wireless security for your
netwark.

Hawking recommends using WEP Shared kKey Authentication or WPAZ Mixed Mode
for securing your network,

Mote: Each device in your wireless network MUST use the same encryption
method and key for your wireless network to function properly.

Authentication: i Open system or Shared Key_\f_i

Encryption: | Mone »

[ cancel |[ << Back || Finished |

WEP Wired Equivalent Privacy

wlmazan)

atup Wizard - Wirelass Security Satup

This pape alows you D s2oup the wiraless secunty. TUMInG an YWEP ar WA, Oy
using Encryption Eeys could prevent any unauthoriced accass to ypour wirsless
natwork.

WEP Encryption [ Wired Equivalent Privacy ) orovides basic wirgless seounty far
rour nekbwark,

WPR WIFi Protected Access providas advanoed wireless seourity for your
nEtwork

Hawikng recommands usng WER Shared Key suthenticahon ar WRAZ Mieed Mode
for =s=currg vour nebwork.

Mookbe: Each device in yaur wireless netarork MUST u=e the same enovyptan
method and kay for your wiraless necwark to funchon propady,

Autherbcation: Shared Key L4
Enmyption: WEP |

Key Lergth: b54-bi (5

Kmy Formak: ASCIL =

Defauk Tn ey Kay L=

Eneyptian Kay 1:
Enovpton ey 2:

Enoryption kay 3

Enoryptian Eay 4

[‘Canoal |[ << Badk | [ Finkbed |
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Advanced Administration

WEP isabasic wireless security setting. Itis not full proof and may be hacked into by experi-
enced hackers. For WEP there are two types of security keys 64-bit and 128-bit. The higher the
number the more secure. Y ou will have to input the corresponding key (10 digit hex key) for 64-
Bit and (28-digit hex key) for 128-Bit.

WPA WiFi Protected Access

I SETUF WIZARD | WIRELEEEB | ADVAMCED | LamM | ADMINISTRATION BraTus
AL AR L ;

This page allows you to setup the wireless security. Turning on WEP or WPA by
using Encryption Keys could prevent any unauthorized access to your wireless
network,

WEP Encryption (Wired Equivalent Privacy) provides basic wireless security for
your network,

WPA WiFi Protected Access provides advanced wireless security for your
network,

Hawking recommends using WEP Shared Key Authentication or WPA2 Mixed Mode
for securing your network,

Mote: Each device in your wireless network MUST Lse the same encryption
method and key for your wireless netwaork to function properly.

Authentication: | WPA-PSK »
Encryption:
WRA(Pre-Shared KeyjFormat: | Passphrase v

WRA Pre-Shared Key:

[ cancel | [ << Back | [ Finished |

WPA isamore advnaced standard of security. WPA2 isanewer version of WPA. WPA gives
you a choice of two encryption methods: TKIP (Temporal Key Integrity Protocol) and AES
(Advanced Encryption System). You simply enter in apassphrase which will be converted to a
valid encryption key that will be used throughout your system. Hawking recommends that
WPA be used within your network for tighter security.

Note that implementing encryption may have a dight negative effect on your network’ s per-
formance.

Common Connection Types

Cable Modems

Type Details ISP Data required
Dynamic Your IP Address is allocated | Usually, none.
IP Address automatically, when you

However, some ISP's may
require you to use a particular
Hostname, Domain name, or
MAC (physical) address.

connect to you ISP.

Static (Fixed) | Your ISP allocates a per- IP Address allocated to you.

IP Address manent IP Address to you. . .
Some ISP's may also require

you to use a particular Host-
name, Domain name, or MAC
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| (physical) address.

DSL Modems

Type Details ISP Data required
Dynamic Your IP Address is allocated | None.
IP Address automatically, when you

connect to you ISP.

Static (Fixed)

Your ISP allocates a per-

IP Address allocated to you.

IP Address manent IP Address to you.

PPPoOE You connect to the ISP only | User name and password.
when required. The IP
address is usually allocated
automatically.

PPTP Mainly used in Europe. PPTP Server IP Address.

You connect to the ISP only
when required. The IP
address is usually allocated
automatically, but may be
Static (Fixed).

User name and password.

IP Address allocated to
you, if Static (Fixed).

Other Modems (e.g. Broadband Wireless)

Type Details ISP Data required
Dynamic Your IP Address is allocated None.
IP Address automatically, when you

connect to you ISP.

Static (Fixed)
IP Address

Your ISP allocates a perma-
nent IP Address to you.

IP Address allocated to you.
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Advanced Administration

Configuration via Web

LAN Interface Setup

| Bayue Wizamo | Wamninmm | Aovamcen | Lab | Aomie e Tz | Ararum |

AN Interface Setup

LA

This page 15 used to configure the parameters for local area network which
connects to the Lo part of your Rowter. Here you may chanoe the seting
for 1P addresss, subnet mask, DHCR, ete..
1P Address: 102.152.1 254
Subnet Mask: Z55.255.255.0
DHCP: | Server W
DHCF Client Range: 192.158.1.1 l-l19z.1eB.1.259 |

[ show DHEP clisrt |

save | [ Resst |
IP Address Default: 192.168.1.254 (this is the local address of this
Router)
Subnet Mask Default: 255.255.255.0
DHCP Disable: Select to disable this Router to distribute 1P

Addresses (Disabled)
Server: Select to enable this Router to distribute IP

Addresses (DHCP Server). And the following field will be
activated for you to enter the starting IP Address

DHCP Client Range The starting address of this local IP network address
pool. The pool is a piece of continuous IP address
segment. Keep the default value 192.168.1.1 should
work for most cases.

Maximum: 253. Default value 253 should
work for most cases.

Note: If “Continuous IP address poll starts” is set at
192.168.1.1 and the “Number of IP address in pool” is 253,
the device will distribute IP addresses from 192.168.1.1 to
192.168.1.253 to all the computers in the network that
request IP addresses from DHCP server (Router)

Show Client Click to show Active DHCP Client table.

Save After completing the settings on this page, click to
save the settings.
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Reset

‘ Click to restore to default values.

Password Setup

Password Setup

This pade & used 10 SaL the 30C0Unt 1o access the web server of this rmuter
Emoty user name and passwond Wil dizable the profection,

e Password: |

Confirmed Password: |

Fesa

New Password

Maximum input is 36 alphanumeric characters (case
sensitive)

Confirmed Password

Key in the password again to confirm.

Save After completing the settings on this page, click to
save the settings.

Reset Click to clear settings.

Status

B T e R P e PV

Statistics

This page shaws the packer counters for lranamissian and recepbion regardng ko
wiraless and Etharmet netwarks.

s R
wlldBFE LAN t it L i i Iaiatt il Iaiait
Received Fackels 21
Hent Packats 1247
z Ethemet LAN
e il Sent Sackats 132
Ethermet WaAN
Recelved Packe's a
Ralragh
Internet Shows the internet connection status
LAN Shows the Local area network information
System Briefly shows the device hame and firmware information
Connection Details Click to show more details of the internet connection
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System Data

Refresh Screen

Advanced Administration

Click to show the detailed information of the system

Click to refresh all the data

Wireless Basic Settings

SETUF WIZARD W]RELEBBJ ADVANCED ] LAN ] ADMINISTRATION ITATIIJHJ
sl st a0

BASIC SETTINGS

ADVANCED SETTINGS

SECURITY

TRUSTED STATIONS

Disable Access Point

Band

Channel Number
Associated Clients

Save

Reset

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings
as well as wireless network parameters.

[0 Disable Access Paint

Band: [2.4 GHz (8+6) ¥

SSID: |Untitled

Channel Number: :.}..1. i |

Associated Clients: [ Show Active Clients |

Check to disable the Access Point function.
(Disables Wireless Access in your Network)

The wireless (WLAN) LED on front panel will remain OFF if
the Wireless interface is disabled.

You can choose one mode of the following you need.
® 2.4GHz (B): 802.11b supported rate only.
® 2.4GHz (G): 802.11g supported rate only.

® 2.4GHz (B+G): 802.11b supported rate and 802.11g sup-
ported rate.

The default is 2.4GHz (B+G) mode.
Select which channel be located (from 1 to 11).
Click to show all the listed active clients.

After completing the settings on this page, click to save
the settings.

Click to restore to default values.
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Wireless Advanced Settings

Authentication
Type

Preamble Type

Broadcast SSID

Save

Reset

i e st kan [ sovancen [ uam | sore earion | sraiue
BASIC SETTINGS
ADVANCID SETTINGS alass Agvanced Sett
SELURITF
Thes# setings are only for mare technically advanced users who have a
TRUSTED BTATIONS sufficiant lnowledge abock wiraless LAN. Thess satbmgs should not ba changed

unless val Know what effect tha changas will have on your Access Point.
Preamble Type: & Long Preamble ) short Preamble

Broadoast SSI0: (1 Enabled D Disabled

[Sawe | [Reset]

Open System: If your access point/wireless router is using
"Open " authentication, then the wireless adapter will need to
be set to the same authentication type.

Shared Key: Shared Key is when both the sender and the
recipient share a secret key.

Auto: Select Auto Switch for the adapter to automatically
select the appropriate

A preamble is a signal used in wireless environment to synchro-
nize the transmitting timing including Synchronization and Start
frame delimiter. (Note: If you want to change the Preamble type into
Long or Short, please check the setting of AP.)

Enable: This wireless AP will broadcast its SSID to stations.

Disable: This wireless AP will not broadcast its SSID to stations. If
stations want to connect to this wireless AP, this AP’s SSID should
be known in advance to make a connection.

After completing the settings on this page, click to save
the settings.

Click to restore to default values.
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Wireless Security Setup

s zane | wnsieen [ awansee, s | aenmisrnanen. [ e,
BASIT SETTINGS
ALV ANCED SETTINGS 858 e =
SECURITY
This page allows wou o s8tup the wirgless securty, Turm an WER or WRA by
TRUSTED STATIONS using Encryption Keys could prevent any unauthaonized access bo pour wirekess
netwaorl,
Authentication:  Open sysbem or Shared Key
Encryption: | WEP ¥ (St wEP key |
fote: When encodmion WEP s selecien, oy must sst WER
YEY VaIUE,
WER G4bits WER 128bits
WPRAL Pre-Shared
Hey'} Formar:
WHA Pre-Shared Key:
Group Key Life Time: |- 17 Tsec
Enablz Pre-Authentdcation
A il vepry | st oA e 11
RADIUS Server: | '
[Save] [Reset]
Encryption WEP: WEP (Wired Equivalent Privacy) is a data
security mechanism based on a 64 Bit/128 Bit shared key
algorithm.
WPA (TKIP): ( WiFi Protected Access) is more secure
than WEP, and should be used if possible.
Set WEP key KEY1 ~ KEY 4: You can specify up to 4 different keys, but only

WPA-PSK (Pre-Shared
key)

WPA2-PSK TKIP and
AES

WPA/WPA?2 Radius

Save

one can be used at a time.

A key of 10 hexadecimal characters (0-9, AF) is required if a
64-bit Key Sizeis selected.

A key of 26 hexadecimal characters (0-9, A-F) is required if a
128-bit Key Sizeis selected.

WPA Pre-Shared Key: Inthe Passphrase field, enter

the key that you are sharing with the network for the
WLAN connection.

WPA2 Pre-Shared Key: WPA2 is a more advanced
security setting than WPA. It has the most advanced
security technology to keep your data encrypted. Setup is
the same as WPA. Simply enter a passphrase for use
throughout your network.

WPA and WPAZ2 Radius: If you wish to use an authenti-
cation server you will need to input the correct information
regarding your Radius server.

After completing the settings on this page, click to
save the settings.
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Reset Click to restore to default values.

Wireless Trusted Stations
B yane | wneecen | asvonsee, L aan | som e nasion, | 8zacun |

BAZIC SETTIRGE

ADWANIED SETTINGE i Falas s Lsiad STatlons

SECURITY

1F you chioose ' Bllow Listad', anly those dients whoss wirsleas MAT addressas are
WRUSTER STATIOMS in tha acrese control list will be abla ba connect ba vour Access Poink,

Wiirzless AoCecs

Control Moda: Ll i

MALC Address:
Description:

[save] [Reset]

Corert Access  MNEIGIRESSI WSS
Cantrod List: - _
| Ressl |

Wireless Access Control Select the Access Control Mode from the pull-down

Disable: Select to disable Wireless Access Control

Mode.

Allow Listed: Only the stations shown in the table
can associate with the AP.

MAC Address The Mac address of the station associated with the
AP.

Description You may key in a description for the MAC Address
Current Access Control List Shows the current access control list.

Delete Selected Select the MAC Address(es) you want to delete and
then click the Delete Selected button to delete the
selected items.

Delete All Click to delete all the MAC Address (es) listed.

Save After completing the settings on this page, click
to save the settings.

Reset Click to restore to default values.
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Access Control

BeETUFP WiZARD 2IREE=! éavnnﬁig a# ﬁguHiaTﬁTini =w-u= T T .
WAN PORT
ACCESS CONTROL Access Control
DYNAMIC DNS
Entries in this table are used to restrict certain types of data packets from vour
SPECIAL APPLICATION local network to Internet through the Router. Here you can restrict local LAN
clients to access Internet application/services which use certain port to work., Use
VIRTUAL SERVERS of such filters can be helpful in securing or restricting your local network.
DMZ [] Enable Access Control
DOS SETTING Select Services to Block
PING Port Range: |
DIAGNOSTICS Protocol:
Description: | |
Current Blocked Table:
~ PortRange  Protocol  Description  Select

Enable Access Control Select to enable Access Control function.

Select Services to This lists all defined Services. Select the Services you

Block wish to block.

Port Range For TCP and UDP Services, enter the beginning of the
range of port numbers used by the service. f the service
uses a single port number, enter it in both the start and
finish fields.

Protocol Select the protocol (TCP, UDP or Both) used to the remote
system or service.

Description You may key in a description for port range.

Save After completing the settings on this page, click [Save|to
save the settings.

Reset Click |Reset| to restore to default values.
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Dynamic DNS

| EETUR Mezemo

e I R O |

WAN FORT

ACCESS CONTROL

DYHAMIC NS

SPECTAL APPLICATION

VERTUAL SERVERS

DHE

D5 SETTIHG

Enable DDNS

Service Provider

Domain Name

User Name/Email
Password/key

Save

Reset

Cynamic DMS 1= & ==rvic= that pravides pou .'-_uth a valkd, unchangng, int=rm=t
domain name (an URL) to ga with that (possibly everchanging) P-address

[ Enable DOME
Sarvice Provider:
Domain Mame: |
User Mame/Email; |

Passwaord/ Key

Rasult:

{ale -4
720, pod C2n Nave @ 30 dars Mee irial DEre or Manage
FonT TEQ A0C0UNE i1 Daning agnel

For OynDWS, poo can ceate poor DpmUS scoount hars.

Upd=t= | [ Reset

Select to enable DDNS function.

This free service is very useful when combined with the Virtual
Server feature. It allows Internet users to connect to your Virtual
Servers using a URL, rather than an IP Address. This also
solves the problem of having a dynamic IP address. With a
dynamic IP address, your IP address may change whenever
you connect, which makes it difficult to connect to you.

Select the desired DDNS Service Provider from the list.

Details of your DDNS account (Name, password, Domain
name) must then be entered and saved on this screen.

This device will then automatically ensure that your current
IP Address is recorded by the DDNS Service Provider.

From the Internet, users will now be able to connect to your
Virtual Servers (or DMZ PC) using your Domain name.

Apply for a Domain Name, and ensure it is allocated to
you.

Enter your Username for the DDNS Service.

Enter your current password for the DDNS Service.

After completing the settings on this page, click to save
the settings.

Click to restore to default values.

? Normally, this message should be "Update successful"

? If the message is "No host" or some other error message, you need to connect to the
DDNS Service provider and correct the problem.
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| SETUF Wiz =]

WIRELESS | ADVAMNEED ‘IEAN ADMINISTRATION ITATqu_

WAN PORT

ACCESS CONTROL

DMZ

DYNAMIC DNS

SPECIAL APPLICATION

A Demilitarized Zone is used to provide Internet services without sacrificing
unauthorized access to its local private network. Typically, the DMZ host contains

VIRTUAL SERVERS

devices accessible to Internet traffic, such as Web (HTTP ) servers, FTP servers,
SMTP (e-mail) servers and DMS servers.

DMZ

[0 Enable DMz

DOS SETTING

DMZ Host IP Address:

PING

DIAGNOSTICS

Enable DMZ

DMZ Host IP Address

Save

Reset

Virtual Server

WAN PORT

SETUF WiIZARD

If the DMZ Host Function is enabled, it means that you set up
DMZ host at a particular computer to be exposed to the
Internet so that some applications/software, especially Inter-
net / online game can have two-way connections.

Input the IP address of a particular host in your LAN that will
receive all the packets originally going to the WAN port/Public
IP address above.

Note: You need to give your LAN PC clients a fixed/static IP
address for DMZ to work properly.

After completing the settings on this page, click to save
the settings.

Click to restore to default values.

WIRELESS ADVANCED L ADMINISTRATION STaTus |

ACCESS CONTROL

Vi =l S m e e
Virtual servers

DYNAMIC DNS

SPECIAL APPLICATION

Entries in this table allow you to automatically redirect common network services
to a specific machine behind the MAT firewall. These settings are only necessary if

VIRTUAL SERVERS

you wish to host some sort of server like a web server or mail server an the
private local network behind vour Gateway's NAT firewall.

DMZ

[0 Enable virtual Servers

DOS SETTING

Servers

Local IP Address: |

DIAGNOSTICS

Protocol:

bt e .. UL _. UL

Description:
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Enable Virtual Serv- Check to enable virtual server function.

ers

Servers

You can set up a local server with specific port number
that stands for the service (e.g. web (80), FTP (21),
Telnet (23)). When this device receives an incoming
access request for this specific port, it will be forwarded
to the corresponding internal server. You can add virtual
servers by either port numbers or by names.

Maximum 24 Server entries are allowed and each port
number can only be assigned to one IP address.

Local IP Address Enter the Local Server's IP address.

Protocol

Port Range

Description

Save

Reset

Select the protocol (TCP, UDP or Both) used to the remote
system or service.

For TCP and UDP Services, enter the beginning of the range
of port numbers used by the service. If the service uses a
single port number, enter it in both the start and finish fields.

You may key in a description for the local IP address.

After completing the settings on this page, click to save
the settings.

Click to restore to default values.
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WAN Port Configuration

| BETUF WiZARD WIRELESS | ADvAaMNEED | LAKMN | ADMINISTRATION Bratus

WAN PoORT

ACCESS CONTROL

DYNAMIC DNS

SPECIAL APPLICATION

VIRTUAL SERVERS

DMZ

DOS SETTING

PING

DIAGNOSTICS

WAN Access Type

DNS 1-3

Clone MAC Ad-
dress

Enable Web Server
Access via WAN

Save

This page is used to configure the parameters for Internet network which
connects to the WAN port of your router. Here yvou may change the access
method to static IP, DHCP, PPPOE or PPTF by click the item values of WAN
Access type.

WAMN Access Type: |DHCP Client |
(&) Attain DNS Automatically
() Set DNS Manually
DNS 1: |
DNS 2:
DNS 3: |
Clone MAC Address: :GCIGCIUCICIGOGCICI

Enable uPNP

=

Enable IPsec pass through on VPN connection

=

Enable PPTP pass through on VPN connection

&

Enable L2TP pass through aon VPN connection

Select the WAN access type (Static IP, DHCP, PPPoE and
PPTP) from the pull-down menu.

This is the ISP’s DNS server IP address that

they gave you; or you can specify your own

preferred DNS server IP address

The secondary and third DNS servers are optional. You can
enter another DNS

server's IP address as a backup. The secondary and third
DNS servers will be used should the above DNS fail.

Your ISP may require a particular MAC address in order for you
to connect to the Internet. This MAC address is the PC's MAC
address that your ISP had originally connected your Internet
connection to. Type in this Clone MAC address in this section
to replace the WAN MAC address with the MAC address of
that PC.

Remote administration. To enable web server by which allows
user to configure system via remote site.

After completing the settings on this page, click to save
the settings.
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Reset Click to restore to default values.

Config File

This feature allows you to download the current settings from the Wireless Router, and

save them to a file on your PC.

You can restore a previously-downloaded configuration file to the Wireless Router, by
uploading it to the Wireless Router.

This screen also allows you to set the Wireless Router back to its factory default con-
figuration. Any existing settings will be deleted.

An example Config File screen is shown below.

| BETUP WIZARD WIRELEEE | ADVANCED | LA ] ADMINISTRATION STaTus

REMOTE MANAGEMENT

PASSWORD

CONFIG FILE

IP FILTERING

MAC FILTERING

In this section you may save your routers current settings for future use.

Select DOWNLOAD to save the current settings to a file on your computer.

Logs You may also load previously saved settings by accessing the RESTORE feature.
The Restore Defaults selection resets your router to its original default settings

Save Your Current Settings

UBLEILERING Backup Config: | Download Upgrade your Firmware

STATISTECS

TIHE ZONE SETTING Load a Previously Saved Setting:

UPERADE FIRHWARE Restore Config: I‘;QIE... | | Restare

Reset Your Router Settings:

Default Config: | Restore Defaults |

Backup Config

Restore Config

Default Config

Use this to download a copy of the current configuration,
and store the file on your PC. Click Download to start
the download.

This allows you to restore a previously-saved configura-
tion file back to the Wireless Router.

Click Browse to select the configuration file, then click
Restore to upload the configuration file.

WARNING !

Uploading a configuration file will destroy (overwrite) ALL
of the existing settings.

Clicking the Restore Defaults button will reset the
Wireless Router to its factory default settings.

WARNING !
This will delete ALL of the existing settings.
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System Log

Advanced Administration

The Logs record various types of activity on the Wireless Router. This data is useful for
troubleshooting, but enabling all logs will generate a large amount of data and adversely

affect performance.

— e —

[l Ensbl=Log

Syatam all Wirahks only Das only

Enable Log

Enable Remote
Log

Save

Refresh

Clear

[Ffresh | [Tear]
Click to enable log function.

Click to enable the remote log function. The log record will be
saved into a remote server.

After completing the settings on this page, click to save
the settings.

Click to refresh the logs.

Click Clear to delete the logs.
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IP Filtering
T L L G F I L 1T R ——

1P Filtzring

Entriss in this kabla are used to rastrict cartain typss of data packats fram pour
lacal netwark ta Intemnsat trl'{ll.lﬂh tha Rautar. Hera yau can restnct local LAN
clisnts bo accees Intemat application/sarvicas by 1P addrass. Usa of such fikars

can be helplul in seouring or restricing your local netsork.

[C] Enable IP Filtering
Local 1P Address: | .

Pratocal:

Description: B

T

Delete Selecte Dielete 0 | Resak

Enable IP Filtering Check to enable the IP filtering function.

Local IP Address Enter the client IP address.

Protocol Select the protocol (TCP, UDP or Both) used to the remote
system or service.

Description You may key in a description for the local IP address

Current Filter Shows the current filter information.

Table

Save After completing the settings on this page, click to save

the settings.

Reset Click to restore to default values.
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MAC Filtering

MALT FILTESIAG

MAC Fiibering

Advanced Administration

Entries in this table are used £o restrict pemain ypes of data packels from wour
kcal network to Inbermet throwgh the Router, Here you can restrid ool LAN
cliants bo accass [nbermmat apphcationgsaraces by MAC Addrass. Usa of such fikers
tan be halphu in sscuring or rastncting your local networke

[J Enable HAC Fikering

MAC hddress: |

S —

Carrent e Toble: . RGN NGSE At [Saiaen]

(Eaxe] (Reset]

Pesat

Enable MAC Filter-
ing

Check to enable MAC filtering function.

MAC Address

Enter the client MAC address.

Description

You may key in a description for the MAC address.

Current Filter

Shows the current filter information.

Table

Save After completing the settings on this page, click to save
the settings.

Reset Click to restore to default values.

Statistics

STATIETIE

Statistics

Thiz page shows the packet counters for ransmiz=son and reception regarding ba

wirzle=s and Ethemet natworks.

| Smnt Packets

1

Wiralass LAN

Receivad Pachals 21

Sant Packets 1217
Ethernat LAN

Received Pachals ==

Sant Packets 133
Ethigrnat WaN

| Received Pachals a
Refresh

Refresh ‘ Click to refresh the statistics table.
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Time Zone Setting

TR PR L S —
Nma 2otk Satting
Wou a0 martain the spstem tme by syrchronizing with 5 public tme ssooesr over
the Intamet,

Ot tazr 2000 |Marth (1 |Day L (Hr(L | winfag | secls

O Enable HTP diant update

T e [(aT 0B D0)rect T (US & Conad); Tiuena
NP @ 41 - North
server: . Lol
o _|fMarual 1p Settngl

|Zave] [Rzaet ]| [ Refresh

Current Time

Enter the current time of this wireless router.

Enable NTP client
update

Check to enable NTP (Network Time Protocol Server) client
update function.

Time Zone Select

Select the time zone from the pull-down menu.

NTP server You may choose to select NTP server from the pull-down menu
or enter an IP address of a specific server.

Save After completing the settings on this page, click to
save the settings.

Reset Click to restore to default values.

Refresh Click to refresh the current time.

Upgrade Firmware

L T 0 O —

Upgrade Firmwars

This page allowws yau ko upgrada this routar's firmward b new varsion.
TF o ot w'ant to kaap the current eanfiguration, remamber ta backup the canfig file
bafore upgrading firmmeara, and rectare Hha canfig file after upgrading firmmara.

Fleasa maba, DO MNOT power aff the router during this process becausa ik may
crash the system,

Salact File: [

| start Upgrade | [ Reset|

Browse

Click the Browse button, find and open the firmware file
(the browser will display to correct file path).

Start Upgrade

Click the Start Upgrade button to perform
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Reset Click to restore to default values.

Navigation & Data Input

Use the menu bar on the left of the screen, and the "Back" button on your Browser,
for navigation.

Changing to another screen without clicking "Save" does NOT save any changes
you may have made. You must "Save" before changing screens or your data will be
ignored.

PC Configuration

This Chapter details the PC Configuration required on the local ("Inter-
nal”) LAN.

Overview

For each PC, the following may need to be configured:
TCP/IP network settings
Internet Access configuration
Wireless configuration

Windows Clients

This section describes how to configure Windows clients for Internet access via the
Wireless Router.

The first step is to check the PC's TCP/IP settings.

The Wireless Router uses the TCP/IP network protocol for all functions, so it is essential
that the TCP/IP protocol be installed and configured on each PC.

TCP/IP Settings - Overview

If using the default Wireless Router settings, and the default Windows
TCP/IP settings, no changes need to be made.

By default, the Wireless Router will act as a DHCP Server, automatically providing a
suitable IP Address (and related information) to each PC when the PC boots.

For all non-Server versions of Windows, the default TCP/IP setting is to act as a
DHCP client.
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If using a Fixed (specified) IP address, the following changes are re-
quired:

The Gateway must be set to the IP address of the Wireless Router

The DNS should be set to the address provided by your ISP.
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Checking TCP/IP Settings - Windows 98/ME:

1. Select Control Panel - Network. You should see a screen like the following:

Network

Configuratian | Identificatian | Access Control |

The following network components are installed:

4~ MetBEUI -> PCI Fast Ethemet Adapter |
W NetBEL -> DiakUp Adapter

i~ NetBEUI-> Dial-Up Adapter #2 (VPN Supporf

A TCE/IF -> FCI Fast Ethernet Adapter

= TCP{IF -> Dial-Up Adapter

i TCR/IP -» DiaHJp Adapter #2 (VPN Suppor)

U= File and printar sharing for NetWare Netwarks -
1| | 3

A | Femowve | Froperties |

2. Select the TCP/IP protocol for your network card.
3. Click on the Properties button. You should then see a screen like the following.

TCP/IP Properties | 2] x|
Bindings | Advanced | NetBIOS |  DNS Configuration |
Gateway | WIS Canfiguration IF Address

An IP address can be automatically assigned to this computer. If
wour network does not automatically assign IF addresses, ask your
netwark administrator for an address, and then type itin the space
el o,

= Ohtain an P address automatically

" Specify an IP address:

|FAadress: ‘ I I ! ‘

Subnet Mask: ‘ i i ' ‘

Ensure your TCP/IP settings are correct, as follows:

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. This is the
default Windows setting. Using this is recommended. By default, the Wireless Router
will act as a DHCP Server.

Restart your PC to ensure it obtains an IP Address from the Wireless Router.

Using "Specify an IP Address”

If your PC is already configured, check with your network administrator before making
the following changes:

On the Gateway tab, enter the Wireless Router's IP address in the New Gateway
field and click Add, as shown below. Your LAN administrator can advise you of the
IP Address they assigned to the Wireless Router.
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TCP/IP Properties EHE2

Bindings | Advanced | MetBI0S
DMS5 Configuration  Gateway I WIS Configuration I IF Addrezz

The first gateway in the Installed G ateway list will be the default,
The addresz order in the list will be the order in which these
machines are used.

Hew gateway:

192.168. 1 .254|| Add

On the DNS Configuration tab, ensure Enable DNS is selected. If the DNS Server
Search Order list is empty, enter the DNS address provided by your ISP in the fields
beside the Add button, then click Add.

TCP{IP Properties EHE
Gateway ] WINS Configuration ] IF Address ]
Bindings | Advanced | NetBIOS DMS Configuration
" Disable DMNS

& Enable DMNS

Host: Domain:

DMNS Server Search Order

T
d . . D Add |

Download from Www.Somanuals.com. All Manuals Search And Download.



Advanced Administration
Checking TCP/IP Settings - Windows NT4.0

1. Select Control Panel - Network, and, on the Protocols tab, select the TCP/IP proto-
col, as shown below.

MNetwork |

Identificatinnl Services FProtocols |.-“-‘-.|:|apter$| Eindingsl

Metwark Protocols:

W MetBEUI Protocaol

T NwiLink IP=/SF% Compatible Transport
T NwLink MetBIOS
Eg TCF/|P Protocol

Add.. Bemove Properties. .. [l pdate

— Deszcription:

Transport Contral Protocol/lntermet Protocol. The default wide

area netwark protocol that provides communication across
diverse interconnected networkz.

k. I Cancel

2. Click the Properties button to see a screen like the one below.
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Microsoft TCP/IP Properties EE |

IP Address | DNS | WINS Address | DHCP Relay | Routing|

An IP addregz can be automatically azsigned to this netwaork card
by a DHCP zerver. [f your netwark does not have a DHCP server,
azk pour nebwork, adminiztrator for an addresz, and then type it in
the zpace below.

Adapter:
PCI Fast Ethernet &dapter j

¥ Obtain an IP address from a DHCF server

— " Specify an IP address

B Eddress: |

Stariet b ast: |

[rerault [Fatetan I

2k, Cancel Sl

3. Select the network card for your LAN.

4. Select the appropriate radio button - Obtain an IP address from a DHCP Server or
Specify an IP Address, as explained below.

Obtain an IP address from a DHCP Server

This is the default Windows setting. Using this is recommended. By default, the
Wireless Router will act as a DHCP Server.

Restart your PC to ensure it obtains an IP Address from the Wireless Router.

Specify an IP Address

If your PC is already configured, check with your network administrator before making
the following changes.

1. The Default Gateway must be set to the IP address of the Wireless Router. To set
this:
Click the Advanced button on the screen above.

On the following screen, click the Add button in the Gateways panel, and enter
the Wireless Router's IP address.

If necessary, use the Up button to make the Wireless Router the first entry in
the Gateways list.
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Advanced IP Addressing EE |

Adapter: I PCl Fast Ethemet Adapter

BTSN TCP/IP Gateway Address [ 7 x| I_

=~
[

G ateway Address; I |

el Cancel |
—_ﬁatewa_l,ls
ey
Dgwnll
Add.. Edit.. Femove |

[~ Enable PPTP Filtering

Enable Security
[EanfiEure...

Cancel

2. The DNS should be set to the address provided by your ISP, as follows:

Click the DNS tab.

On the DNS screen, shown below, click the Add button (under DNS Service
Search Order), and enter the DNS provided by your ISP.
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Microsoft TCP/IP Properties EE |

IP Address DNS | WINS Address | DHCP Relay | Routing|

Damain Mame System [DHS]

Huozt Mame: Dramain:

—DMS Service Search Order

[Nl |

add. || Ede || Remee |
TCP/IP DHS Server T
DME Server: ol Yot

I . : . Cancel | AIEI il

2k, I Cancel | Apply

Download from Www.Somanuals.com. All Manuals Search And Download.



Advanced Administration

Checking TCP/IP Settings - Windows 2000:

1. Select Control Panel - Network and Dial-up Connection.

2. Right - click the Local Area Connection icon and select Properties. You should see
a screen like the following:

Local Area Connection Properties ﬂ E
General |

Conkect uzing:

| B SMCEZ Card 104100 [SMC1211T%)

Components checked are used by this connection:

Client for Microsaft Networks
File: and Printer Shanng for Microsoft N ebworks
Q) Intermet Protacol [TCRAR]

Inztall.. | Uninztall Fropertiez

— Dezcnption

Tranzmizsion Contral Protocol/nternet Protocol. The default
wide area network protocol that provides communication
aciozs diverze interconnected nebwaorks.

[ Show icon in taskbar when connected

] Cancel

3. Select the TCP/IP protocol for your network card.
4. Click on the Properties button. You should then see a screen like the following.
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Internet Protocol {TCP/IP) Properties

General

You can get [P zettings aszigned automatically if pour nebwork. supports
thiz capability, Otherwize, vou need to azk wour network administrator for
the appropriate |P zettings.

% Obtain an [P address automatically
™ Use the following IP address;
IF addiess: I

Subret mazk: I

[Default gatewan: I

& Obtain DNS server address automatically

= Usze the following DMS server addresses:
Freterred DHS senven I

Alternate DHS semver I

] | Cancel |

5. Ensure your TCP/IP settings are correct, as described below.

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. This is the
default Windows setting. Using this is recommended. By default, the Wireless Router
will act as a DHCP Server.

Restart your PC to ensure it obtains an IP Address from the Wireless Router.

Using a fixed IP Address ("Use the following IP Address")
If your PC is already configured, check with your network administrator before making
the following changes.

Enter the Wireless Router's IP address in the Default gateway field and click OK.
(Your LAN administrator can advise you of the IP Address they assigned to the
Wireless Router.)

If the DNS Server fields are empty, select Use the following DNS server addresses,
and enter the DNS address or addresses provided by your ISP, then click OK.
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Advanced Administration

Checking TCP/IP Settings - Windows XP

1. Select Control Panel - Network Connection.

2. Right click the Local Area Connection and choose Properties. You should see a
screen like the following:

i Local Area Connection Properties

General | Authentication | Advanced |

Connect using:

B8 D-Link DFE-B30Tx PCl Fazt Ethernet Adapter [rev.E]

Thiz connection uzes the following items:

% Client for Microsoft Metworks

@ File and Printer Sharing for Microsoft Metworks
v QQDS Packet 5cheduler

‘3 [nternet Protocol [TCFAF)

el

Descrphion

Transmizzion Control Protocal/Internet Pratocal. The default
wide area network, protocol that provides communication
across diverse interconnected networks.

[C] Show icon in notification area when connected

[ 0K ] [ Cancel

3. Select the TCP/IP protocol for your network card.
4. Click on the Properties button. You should then see a screen like the following.
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Internet Protocol (TCP/IP) Properties

General | Altermate Configuration

ou can get IP zettings azsigned automatically if your network supports
thiz capahility. Othensize, you need to ask vour netwark, administrator for
the appropriate [P zettings.

(&) {0btain an |F addiess automaticali

(" Uge the following IP address:

(%) Obtain DNS server address automatically
{7 Use the following DNS server addresses:

I Ok J’ Cancel l

5. Ensure your TCP/IP settings are correct.
Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. This is the
default Windows setting. Using this is recommended. By default, the Wireless Router
will act as a DHCP Server.

Restart your PC to ensure it obtains an IP Address from the Wireless Router.

Using a fixed IP Address ("Use the following IP Address")

If your PC is already configured, check with your network administrator before making
the following changes.

In the Default gateway field, enter the Wireless Router's IP address and click OK.

Your LAN administrator can advise you of the IP Address they assigned to the Wire-
less Router.

If the DNS Server fields are empty, select Use the following DNS server addresses,
and enter the DNS address or addresses provided by your ISP, then click OK.
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Advanced Administration

Internet Access

To configure your PCs to use the Wireless Router for Internet access:

Ensure that the DSL modem, Cable modem, or other permanent connection is
functional.

Use the following procedure to configure your Browser to access the Internet via the
LAN, rather than by a Dial-up connection.

For Windows 9x/ME/2000
1. Select Start Menu - Settings - Control Panel - Internet Options.
2. Select the Connection tab, and click the Setup button.

3. Select "l want to set up my Internet connection manually, or | want to connect
through a local area network (LAN)" and click Next.

4, Select "l connect through a local area network (LAN)" and click Next.

5. Ensure all of the boxes on the following Local area network Internet Configuration
screen are unchecked.

6. Check the "No" option when prompted "Do you want to set up an Internet mail
account now?".

7. Click Finish to close the Internet Connection Wizard.
Setup is now completed.

For Windows XP

Select Start Menu - Control Panel - Network and Internet Connections.

Select Set up or change your Internet Connection.

Select the Connection tab, and click the Setup button.

Cancel the pop-up "Location Information" screen.

Click Next on the "New Connection Wizard" screen.

Select "Connect to the Internet" and click Next.

Select "Set up my connection manually" and click Next.

Check "Connect using a broadband connection that is always on" and click Next.

© © N ks~ wDdPR

Click Finish to close the New Connection Wizard.
Setup is now completed.

Accessing AOL

To access AOL (America On Line) through the Wireless Router, the AOL for Windows
software must be configured to use TCP/IP network access, rather than a dial-up con-
nection. The configuration process is as follows:

Start the AOL for Windows communication software. Ensure that it is Version 2.5,
3.0 or later. This procedure will not work with earlier versions.

Click the Setup button.

Select Create Location, and change the location name from "New Locality" to
"Wireless Router".

Click Edit Location. Select TCP/IP for the Network field. (Leave the Phone Number
blank.)

Click Save, then OK.
Configuration is now complete.

Before clicking "Sign On", always ensure that you are using the "Wireless Router"
location.
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Macintosh Clients

From your Macintosh, you can access the Internet via the Wireless Router. The proce-
dure is as follows.

1. Open the TCP/IP Control Panel.
2. Select Ethernet from the Connect via pop-up menu.

3. Select Using DHCP Server from the Configure pop-up menu. The DHCP Client ID
field can be left blank.

4, Close the TCP/IP panel, saving your settings.

Note:

If using manually assigned IP addresses instead of DHCP, the required changes are:
Set the Router Address field to the Wireless Router's IP Address.
Ensure your DNS settings are correct.

Linux Clients

To access the Internet via the Wireless Router, it is only necessary to set the Wireless
Router as the "Gateway".

Ensure you are logged in as "root" before attempting any changes.

Fixed IP Address
By default, most Unix installations use a fixed IP Address. If you wish to continue using
a fixed IP Address, make the following changes to your configuration.

Set your "Default Gateway" to the IP Address of the Wireless Router.

Ensure your DNS (Name server) settings are correct.

To act as a DHCP Client (recommended)

The procedure below may vary according to your version of Linux and X -windows shell.
1. Start your X Windows client.
2. Select Control Panel - Network

3. Select the "Interface” entry for your Network card. Normally, this will be called
"eth0".

Click the Edit button, set the "protocol" to "DHCP", and save this data.
To apply your changes

Use the "Deactivate" and "Activate" buttons, if available.

OR, restart your system.

Other Unix Systems

To access the Internet via the Wireless Router:
Ensure the "Gateway" field for your network card is set to the IP Address of the
Wireless Router.

Ensure your DNS (Name Server) settings are correct.

a &
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Advanced Administration

Wireless Station Configuration

This section applies to all Wireless stations wishing to use the Wireless Router's Ac-
cess Point, regardless of the operating system which is used on the client.

To use the Wireless Access Point in the Wireless Router, each Wireless Station must
have compatible settings, as follows:

Mode The mode must be set to Infrastructure.

SSID (ESSID) | This must match the value used on the Wireless Router. The default
value is Untitled

Note! The SSID is case sensitive.

WEP By default, WEP on the Wireless Router is disabled.

If WEP remains disabled on the Wireless Router, all stations
must have WEP disabled.

If WEP is enabled on the Wireless Router, each station must
use the same settings as the Wireless Router.

Note:

By default, the Wireless Router will allow both 802.11b and 802.11g connections.
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Appendix A
Troubleshooting

This Appendix covers the most likely problems and their solutions.

Overview

This chapter covers some common problems that may be encountered while using the
Wireless Router and some possible solutions to them. If you follow the suggested steps
and the Wireless Router still does not function properly, contact your dealer for further
advice.

General Problems

Problem 1: Can't connect to the Wireless Router to configure it.

Solution 1:  Check the following:

The Wireless Router is properly installed, LAN connections are
OK, and it is powered ON.

Ensure that your PC and the Wireless Router are on the same
network segment. (If you don't have a router, this must be the
case.)

If your PC is set to "Obtain an IP Address automatically” (DHCP
client), restart it.

If your PC uses a Fixed (Static) IP address, ensure that it is using
an IP Address within the range 192.168.1.1 to 192.168.1.253 and
thus compatible with the Wireless Router's default IP Address of
192.168.1.254.

Also, the Network Mask should be set to 255.255.255.0 to match
the Wireless Router.

In Windows, you can check these settings by using Control Panel-
Network to check the Properties for the TCP/IP protocol.

Internet Access

Problem 1: When | enter a URL or IP address | get a time out error.

Solution 1: A number of things could be causing this. Try the following trouble-
shooting steps.

Check if other PCs work. If they do, ensure that your PCs IP
settings are correct. If using a Fixed (Static) IP Address, check the
Network Mask, Default gateway and DNS as well as the IP Ad-
dress.

If the PCs are configured correctly, but still not working, check the
Wireless Router. Ensure that it is connected and ON. Connect to it
and check its settings. (If you can't connect to it, check the LAN
and power connections.)

If the Wireless Router is configured correctly, check your Internet
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Problem 2:

Solution 2:

Appendix A - Troubleshooting

connection (DSL/Cable modem etc) to see that it is working cor-
rectly.

Some applications do not run properly when using the Wireless
Router.

The Wireless Router processes the data passing through it, so it is not
transparent.
Use the Special Applications feature to allow the use of Internet appli-
cations which do not function correctly.
If this does solve the problem you can use the DMZ function. This
should work with almost every application, but:

It is a security risk, since the firewall is disabled.

Only one (1) PC can use this feature.

Wireless Access

Problem 1:

Solution 1:

Problem 2:

Solution 2:

My PC can't locate the Wireless Access Point.

Check the following.

Your PC is set to Infrastructure Mode. (Access Points are always
in Infrastructure Mode)

The SSID on your PC and the Wireless Access Point are the
same.

Remember that the SSID is case-sensitive. So, for example
"Workgroup" does NOT match "workgroup".

Both your PC and the Wireless Router must have the same setting
for WEP. The default setting for the Wireless Router is disabled,
so your wireless station should also have WEP disabled.

If WEP is enabled on the Wireless Router, your PC must have
WEP enabled, and the key must match.

If the Wireless Router's Wireless screen is set to Allow LAN
access to selected Wireless Stations only, then each of your Wire-
less stations must have been selected, or access will be blocked.

To see if radio interference is causing a problem, see if connection
is possible when close to the Wireless Router.
Remember that the connection range can be as little as 100 feet in
poor environments.

Wireless connection speed is very slow.

The wireless system will connect at the highest possible speed, de-
pending on the distance and the environment. To obtain the highest
possible connection speed, you can experiment with the following:

Wireless Router location.
Try adjusting the location and orientation of the Wireless Router.

Wireless Channel
If interference is the problem, changing to another channel may
show a marked improvement.

Radio Interference

Other devices may be causing interference. You can experiment
by switching other devices Off, and see if this helps. Any "noisy"
devices should be shielded or relocated.

Download from Www.Somanuals.com. All Manuals Search And Download.



RF Shielding
Your environment may tend to block transmission between the

wireless stations. This will mean high access speed is only possi-
ble when close to the Wireless Router.
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Appendix B
About Wireless LANSs

This Appendix provides some background information about using Wire-
less LANs (WLANS).

Modes

Wireless LANs can work in either of two (2) modes:
Ad-hoc
Infrastructure

Ad-hoc Mode

Ad-hoc mode does not require an Access Point or a wired (Ethernet) LAN. Wireless
Stations (e.g. notebook PCs with wireless cards) communicate directly with each
other.

Infrastructure Mode

In Infrastructure Mode, one or more Access Points are used to connect Wireless
Stations (e.g. Notebook PCs with wireless cards) to a wired (Ethernet) LAN. The
Wireless Stations can then access all LAN resources.

,@ Access Points can only function in "Infrastructure"” mode, and
can communicate only with Wireless Stations which are set
Motel to "Infrastructure" mode.

BSS

A group of Wireless Stations and a single Access Point, all using the same ID (SSID),
form a Basic Service Set (BSS).

Using the same SSID is essential. Devices with different SSIDs are unable to commu-
nicate with each other.

The Wireless Channel sets the radio frequency used for communication.

Access Points use a fixed Channel. You can select the Channel used. This allows
you to choose a Channel which provides the least interference and best perform-
ance. In the USA and Canada, 11 channel are available. If using multiple Access
Points, it is better if adjacent Access Points use different Channels to reduce inter-
ference.
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In "Infrastructure” mode, Wireless Stations normally scan all Channels, looking for
an Access Point. If more than one Access Point can be used, the one with the
strongest signal is used. (This can only happen within an ESS.)

WEP

WEP (Wired Equivalent Privacy) is a standard for encrypting data before it is transmit-
ted.

This is desirable because it is impossible to prevent snoopers from receiving any data
which is transmitted by your Wireless Stations. But if the data is encrypted, then it is
meaningless unless the receiver can decrypt it.

If WEP is used, the Wireless Stations and the Access Point must have the same
settings for each of the following:

WEP Off, 64 Bit, 128 Bit

Key For 64 Bit encryption, the Key value must match.
For 128 Bit encryption, the Key value must match

WEP Authentication Open System or Shared Key.

Wireless LAN Configuration

To allow Wireless Stations to use the Access Point, the Wireless Stations and the
Access Point must use the same settings, as follows:

Mode On client Wireless Stations, the mode must be set to "Infrastruc-
ture".
(The Access Point is always in "Infrastructure” mode.)

SSID (ESSID)  Wireless Stations should use the same SSID (ESSID) as the
Access Point they wish to connect to. Alternatively, the SSID can
be set to "any" or null (blank) to allow connection to any Access
Point.

WEP The Wireless Stations and the Access Point must use the same
settings for WEP (Off, 64 Bit, 128 Bit).

WEP Key: If WEP is enabled, the Key must be the same on the
Wireless Stations and the Access Paoint.

WEP Authentication: If WEP is enabled, all Wireless Stations
must use the same setting as the Access Point (either "Open
System" or "Shared Key").
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Appendix C
Specifications

Wireless-G Router

Model
Dimensions

Operating Tempera-
ture

Storage Temperature
Network Protocol:

Network Interface:

LEDs

Power Adapter

HWR54G Rev. R
141mm(W) * 100mm(D) * 27mm(H)
-10° C to 55° C

-20°Cto 70° C
TCP/IP

5 Ethernet:
4 * 10/100BaseT (RJ45) LAN connection
1 * 10/100BaseT (RJ45) for WAN

12
12 V DC / 0.8A External

Wireless Interface

Standards
Frequency
Channels

Modulation
Data Rate

Coverage Area

Security

Output Power

Receiver Sensitivity

IEEE802.11g WLAN, JEIDA 4.2, roaming support

2.4 to 2.4835GHz (Industrial Scientific Medical Band )
Maximum 14 Channels, depending on regulatory authorities
DSSS BPSK/QPSK/CCK, OFDM/CCK

Up to 54 Mbps

Indoors : 15m @54Mbps, 120m @6Mbps or lower
Outdoors : 40m @54Mbps, 300m @6Mbps or lower

64Bit, 128Bit WEP, WPA, WPA2, WPA-Radius, WPA2-Radius
TKIP, AES

13dBm (typical)
-80dBm Min.
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Reqgulatory Approvals

CE Standards

This product complies with the 99/5/EEC directives, including the following safety and
EMC standards:

EN300328-2

EN301489-1/-17

EN60950

CE Marking Warning

This is a Class B product. In a domestic environment this product may cause radio
interference in which case the user may be required to take adequate measures.
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