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Chapter 1 Introduction

Many organizations host file server and print server services on HP CIFS Server and Samba open
source servers, usually running on UNIX or Linux operating systems. Client access to these
services is typically achieved by direct network connectivity from the client to the server.
However, client access can also be hosted and consolidated on a Windows Terminal Server.

A Terminal Server can be thought of as a client application and connectivity hub. A Terminal
Server can host applications, and also connect to system resources on other servers (and
operating system platforms), and export these services to remote clients. A client can then
connect to the Terminal Server, run applications, mount remote shares, and utilize the Terminal
Server processing power with little resource requirements on the remote client itself.

Like any other hub, the Terminal Server must have enough processing power and network
throughput to accept the level of client requests, process them, and/or distribute the requests to
the destination networked resources. Clearly, an effective Terminal Server usage design cannot
exist on a constrained processing platform or network. For example, if a user base of 20 clients
in a gigabit Ethernet LAN segment access a Terminal Server and then connect shares to a file
serving platform on an overloaded 10 base-T network, the network bottleneck from the 10 base-
T LAN segment will constrain client connectivity to the back-end file server and could result in
visible performance degradation when accessing resources from that machine.

Windows NT4 Terminal Server integrates effectively with HP CIFS Server and Samba. However,
operating system changes in Windows 2000 and Windows 2003 have caused a bottleneck
scenario that can constrain HP CIFS Server and Samba connectivity integration with Terminal
Server on these operating system platforms. A Microsoft hotfix addressed the problem for
Windows 2000. Recently, the Windows 2000 fix has been incorporated into Windows 2003. It is
important to understand the source of the Terminal Server Windows operating system
bottleneck, and then consider ways to workaround it on HP CIFS Server, Samba, and Windows
for those cases where the hotfix cannot be installed.

HP CIFS Server is based upon Samba open source, and the two product names are used
interchangeably in this document.
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Chapter 2 Samba and Terminal Server Integration

The fundamental Samba design is to manage each client connection to the server with a discrete
user process called a smbd daemon. During the client session setup to the Samba server the
father Samba process starts the smbd from an incoming client TCP/IP session connection. Thus,
for every client that has mounted one or more shares, there exists a smbd process.
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Each Windows client connection to the Samba Server starts as a TCP/IP session (after whatever
name resolution is required) on the Samba server, and the TCP session is serviced by a new
smbd for the incoming client request. The end effect is that a uniqgue smbd daemon exists for
each client connected to the server. Thus, if 1000 clients are connected, 1001 smbd daemons
will be present on the system (one process is the smbd father process).
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Naturally, the expectation of Terminal Server is that the six remote client connections and
subsequent share mounts to the Samba server will result in 6 separate TCP/IP connections,
resulting in the expected 6 smbd process to service each virtual client. However, Terminal Server
does not operate in the expected manner. Instead, Terminal Server relies on the underlying
Windows operating system to establish the transport for the client pool, and Windows will only
issue one TCP/IP connection to the remote server — in this case Samba. This results in all six
virtual client sessions and share mounts being multiplexed over a single TCP/IP transport pipe to
the Samba server. More importantly, only one smbd user process is started on the Samba
server, and all 6 client sessions are multiplexed on the single smbd.
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The smbd user process will serially service multiple incoming client requests from multiple clients
— in this example six clients. The smbd process is single-threaded, and therefore will block
processing on 5 clients while one client is serviced, then service the next client in round-robin
priority (sequentially). In most cases this scenario will produce some level of performance
degradation, depending upon the request load generated from the client connection pool.
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Chapter 3 Samba with TS on Windows
NT4/2000/2003

Terminal Server on Windows NT4, 2000, and 2003 is configurable to allow the underlying
Windows operating system to appropriately handle multiple incoming client connections for
Samba (or other) servers. It is configurable via the MultipleUsersOnConnection registry
parameter on the Terminal Server NT4 OS platform, the EnableMultipleUsers parameter on
the Terminal Server Windows 2000 platform, and the MultiUserEnabled parameter on the
Terminal Server Windows 2003 OS platform. For Windows 2000, as of August 2004, the
EnableMultipleUsers parameter is only accessible after installing the Microsoft Hotfix from
Q818528. For Windows 2003, as of February 2006, the MultiUserEnabled parameter is only
accessible after installing the Microsoft Hotfix from Q913835 (included in ServicePackl).

MultipleUsersOnConnection is described in the Microsoft Q article Q190162, “Terminal Server and
the 2048 Open File Limitation.” As implied in the title, the registry parameter was actually
created to address a limitation on the number of file handles that a Terminal Server session could
utilize, but the end result was the establishment of unique virtual circuits (TCP/IP connections)
for individual client connections. This behavior provided exactly the functionality that Terminal
Server clients required to efficiently mount Samba file server services, and resulted in widespread
usage in the Terminal Server user community for this specific purpose.
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With the NT4 registry parameter MultipleUsersOnConnection , or the Windows 2000
EnableMultipleUsers set to 1 (enabled), or the Windows 2003 MultiUserEnabled set to 1
(enabled), the Samba server acknowledges a discrete TCP/IP connection request for each unique
Terminal Server client, and therefore starts a new smbd user process to service each client. This
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behavior provides the system resources per client connection that Samba was designed for, and
thus Samba performance for Terminal Server connections is consistent with standard client
sessions (note that Samba performance does not account for the actual Terminal Server system
resources, which may be constrained due to the nature multitasking numerous client connections
on one host).

Listed below are the Windows server versions, the parameter names, and their associated Q
articles that include instructions for implementing the feature on Windows Server OS Platforms.

Windows NT4 MultipleUsersOnConnection Q190162
Windows 2000 EnableMultipleUser Q818528
Windows 2003 MultiUserEnabled Q913835
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Chapter 4  Without the Hotfix

If the Windows Terminal Server is not configurable with the hotfixes listed in Chapter 3, the
resulting Terminal Server functionality of no configurable option for multiple TCP transport
sessions renders the Samba server default configuration behavior incapable of starting more than
one smbd user process. Thus, the single smbd must service all incoming client connections from
a particular Terminal Server, resulting in potential performance degradation.
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Levels of performance degradation (if any) are entirely dependent upon user load and
environment variables. Heavy client processing can exhibit noticeable degradation with only 2
Terminal Server users. However, user feedback has proven that some installations have run as
many as 100 Terminal Server clients on a single smbd, with adequate performance (this level of
usage is not recommended). This particular usage scenario experienced a non-performance
resource limitation, which is addressed below.

The single smbd process servicing multiple users and associated 1Ds will correctly handle
switching permissions and access rights for shared resources on the Samba server.

Potential workarounds to Terminal Server integration issues are identified in the next chapter.
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Chapter 5  Terminal Server Workarounds

There is no easy way to generate a new TCP/IP connection for every Terminal Server client that
connects to a back-end file server. Interestingly, multiplexing numerous discrete connections
over a single TCP/IP pipe (the default Windows behavior) has potential reliability issues by itself.
Potential workarounds for Samba and Terminal Server integration exist primarily on the Samba
platform and name resolution mechanisms.

51 NetBIOS Aliases

Terminal Server users identify Samba servers by their NetBIOS names. The underlying Windows
operating system uses the Samba server NetBIOS name to uniquely identify the server and find
it. Then it negotiates the connection protocol, sets up the session, and connects to the
requested service. During the session setup the TCP/IP session from the Terminal Server to the
Samba server is established (or multiplexed for existing connections on the TCP session). There
are several methods of defining NetBIOS aliases.

5.1.1 Samba NetBIOS Aliases

The Samba smb.conf parameter “netbios aliases =" allows the creation of multiple NetBIOS
pseudonyms for the Samba server. Each NetBIOS pseudonym is a NetBIOS legal name for the
Samba resources that are shared by the server. Therefore, when multiple Terminal Server users
mount a Samba service, referring to multiple unique NetBIOS names for the server will effectively
allow for the generation of a separate TCP/IP connection for the Terminal Server operating
system (Windows 2003 included) for each unique NetBIOS name. This provides for the
distribution of the client session load over multiple TCP sessions and associated Samba smbd
processes.

An smb.conf example looks like:

[global]
workgroup = SNSLATC
netbios name = EMONSTER
netbios aliases = emonsterl emonster2 emonster3 emonster4 emonster5 emonster6
server string = Samba Server
security = DOMAIN
encrypt passwords = Yes
password server = *
username map = /etc/opt/samba/usermap.txt
log level =3
syslog =0
log file = /var/opt/sambal/log.%m
name resolve order = bcast host wins Imhosts
getwd cache = No
add user script = /etc/opt/samba/smb_add_user %u
local master = No

Using the familiar diagram, the Terminal Server connectivity looks like:

10
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Prior to Samba version 3.0.2, the Samba code data structure for “netbios aliases =" was 1024

bytes long. Therefore, the total number of aliases that could be defined was limited by the total
length of all defined alias names:

(Alias1+Alias2+.....AliasN) <= 1024 (Total Aliases)

Terminal Server itself defaults to “unlimited connections”, or a maximum number of connections
may be specified.

Other SMB (non-Samba) applications have been designed for multiple connection servicing on a
single process, so the function is neither unprecedented or a showstopper. Because each user
environment is so unique, actual production load testing should be done to accurately estimate
the number of Terminal Server client connections that can be serviced per smbd. Each Samba

environment should also be tested for the functional behavior limit for the “netbios aliases ="
parameter.

Note: Samba 3.0.2 and later was enhanced to eliminate the 1024 length issue. HP CIFS Server
A.01.10 was based upon Samba 2.2.8a, and is now obsolete.

11
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5.1.2 Terminal Server Hosts File Aliases

The Windows Terminal Server can be configured with a hosts file that is similar in function to the
UNIX/Linux /etc/hosts file. The Terminal Server hosts file can be configured to supply Terminal
Server aliases for a back-end Samba file/print server. The resulting behavior is the initiation of a
discrete TCP/IP connection for each configured alias, which then starts a separate smbd process
on the Samba server associated with the transport connect. The default hosts file location is:

C:\WINNT\SYSTEM32\DRIVERS\ETC\HOSTS

The format of hosts file configuration entries is similar to /etc/hosts: an IP address followed by a
name. Multiple alias naming strategies are possible. Using the same naming strategy as the
Samba “netbios alisases =" from the example above, a sample hosts file would look like:

127.0.0.1 localhost

192.168.0.1 emonsterl
192.168.0.1 emonster2
192.168.0.1 emonster3
192.168.0.1 emonster4
192.168.0.1 emonster5
192.168.0.1 emonster6

This strategy would result in the same access behavior as the Samba netbios aliases method:
the alias must be manually configured, and the user must know the share name
(Memonster3\share) to connect to.

Another naming strategy is to create an alias with the same name as the Terminal Server user
name:

127.0.0.1 localhost
192.168.0.1 buffy
192.168.0.1 spike
192.168.0.1 willow
192.168.0.1 0z
192.168.0.1 giles
192.168.0.1 cordelia

This strategy would result in the Terminal Server user mapping the drive using their own user
name (\buffy\share) instead of the Samba server NetBIOS name (\\emonster\share):

12
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Managing synchronization between the user logon and the Samba share alias could occur via
numerous methods in a consolidated fashion on the Terminal Server.

5.1.3 WINS Server NetBIOS Aliases

NetBIOS aliases can also be defined on the WINS server, and they operate similarly to the names
defined above in the hosts file. The following graphic shows the static mapping option of the
WINS management console from a Windows 2003 Enterprise WINS server. Static mapping
allows the administrator to map an IP address to an arbitrary NetBIOS name. Like the hosts file,
this allows multiple NetBIOS alias names to be mapped to the Samba server IP address.

ET— A
Elle Action View General
e = |B@|]
ST — B} Statc Mapping
8 server Status
5] HPATCWINZKE
= E).a Active R You can add static name-to-address mappings to the WINS database, but
: ) .w only for computers that cannot register dynamically in WINS. Static
{3 Replication mappings can replicate throughout your WINS environment and write over
records on other servers. that are in the
Display
records ina
Computer name: [BUFFY
NetBIOS scope [optional} | peord Mepping
Type: |Unique |
192.188. 0 . 1| n also add new
JE ddess B that you
E—— 0K | Concel | Apob | |————
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Filtering the WINS display for the Samba server emonster IP address shows the static mapping
table for the users that looks similar to the hosts file we created above (except with multiple
NetBIOS name suffixes per user).

A wins _.

File Acton Yiew Help |
e EO@E BB |
[ wms Active Registrations Records fikered: 18 — Records scanned: 52
‘B server status RecordName [T [P Address [State | static =
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=) BUFFY [20h] File Server 192.168.0.1 Active  x
S CORDELIA  [00h] WorkStation 192.168.0.1 Acive  x
=) CORDELIA  [03h] Messenger 192.168.0.1 Acive  x
=) CORDELIA  [20h] File Server 192.168.0.1 Active X
=) GlLES [00h] WorkStation 192.168.0.1 Active  x
S GILES [03h] Messenger 192.168.0.1 Active X
S GILES [20h] File Server 192.168.0.1 Active X
=0z [00h] WorkStation 192.168.0.1 Active  x
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B SPIKE [00h] WorkStation 192.168.0.1 Active  x
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= wiLow [00h] WorksStation 192.168.0.1 Acive x|
B WILLOW [03h] Messenger 192.168.0.1 Active  x
Bl wiLow [20h] File Server I 192.168.0.1 Acive  x Jﬂ
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The user can now map their share using the familiar syntax: \\buffy\share. This results in a
separate TCP/IP connection per client and a separate smbd process. The same process can be
used to create multiple server names per IP address, like emonsterl, emonster2, etcetera, as in
the hosts file example above.

5.2 Maximum Usernames (security = share)

Prior to Samba version 3.0.2, the Samba code data structure for the username (session_users)
was 1024 bytes long. Therefore, the total number of usernames that an individual smbd process
could service was limited by the session_users data structure length, but only if “security =
share”:

(Usernamel+Username2+.....UsernameN) <= 1024 (session_users)

If the system username policy dictates a name length of 8 characters, then the single smbd can
service a Terminal Server session user base of:

Example: 1024(session_users) / 8(username) = 128 sessions

The 129" Terminal-Server-user connection request to the Samba server will be denied by the
smbd because it will not be able to allocate space for the additional username. Note that
configuring Samba or Terminal Server for aliasing the Samba server will likely workaround this
limitation (when each alias has a discrete smbd that is handling either a single username or a
subset of the Terminal Server username pool).

Note: Due to the requirement of “security = share” for Samba 2.2 to encounter this issue, the
probability of its appearance is slight. Samba 3.0.2 was enhanced to eliminate the 1024 length
issue. HP CIFS Server A.01.10 was based upon Samba 2.2.8a, and is now obsolete.

14
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5.3 Home Share Configuration

Samba allows for considerable customization of user home share definitions. At least one
method of home share configuration is not advisable when servicing multiple Terminal Server
users per smbd process.

The most common home share definition is the Samba [homes] share. Using the [homes] share
with or without Terminal Server results in accurate and effective handling of user home shares on
the Samba server.

However, using the %U substitution variable for a home share definition could result in
unexpected behavior when serving multiple users per smbd through Terminal Server. Observe
the following smb.conf share definition:

[home-share]
path = /home/%U

The %U substitution variable inserts the “session user name” into the /home/ location. If user
buffy mounts home-share, then samba tree connect (tconx) mounts the /home/buffy directory as
the service (share). An example from Terminal Server user buffy:

Map Network Drive

‘Windows can help vou connect to a shared netwark folder

and assign a drive letker to the connection so that you can
.\’ access the Folder using My Computer,
[
et W

Specify the drive letter for the connection and the folder
that vou want to connect to:

Drive: |U: v|

Folder: |'|,'|,Em0nster'l,home—share v” Browse..,

Example: YViserverishare
Reconneck at logon

Connect using a different user name.,

Sign up for online storage or conneck ko a
network server,

< Back. L Finish_J [ Cancel

The end result is that the client connects to the /home/buffy Samba service, but that is not how
the Terminal Server interprets the service name. By examining the tconx SMB, the Terminal
Server service name is observed:

15
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 Microsoft Network Monitor - [C:\WINNT' system32 NETMON  CAPTURES} TS gl x|

J5] Ble  Edit Display Iools Options ‘Window Help =&l
=|d| & |lE| 8| [EEEQ +t] wie| alws] ol _H

l Protocol I Description j.

9pFrame: EBase frame properties ;I

SpETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocaol
pIPF: ID = 0Ox%354; Proco = TCP; Len: 116
SpTCP: .AP..., len: T6, seq:Z791876816-E7I1876892, ack:E4402Z84357, win:63819, sro: 3788 dst: 133 (NET

z ON3TER\HOME-SHARE
., Facility = System, Sewerity = Success,
#SH:B Header: PID = OxFEFF TID = 0x0000 MID = OxBFCO UID = Ox00&E
=3ME: Command = C tree connect & X
SME: Word coumt = 4
SME: Tord parameters
SME: Next offset = 0x0045
SME: Disconnect flag = 0x0008
SME: Password length = 1 (0Oxl)
SME: Byte count = Z3
SME: Byte parameters
SME: Password =
SME: File name = %) EMONSTER\HOME-SHARE
SME: Service Nawme = 23777
SME: Command = No secondary command

-
K ;I_I
| = P ——————————__—__—__—_______ — —E— =
|Server Message Black (SMB) |Fa: 54202 |OfF: 58 (x3m) 72 (ea8y 2

Code = (0} STATUS WAIT O

The Terminal Server sees the service name as W\EMONSTER\HOME-SHARE, and not
\\emonster\buffy. If the user spike opens a session on the same Terminal Server and mounts
the home-share using the same procedure as buffy, Terminal Server will use the same service
name as buffy. If both users now access an identical filename on their respective shares using
an application that locks the files (like Word or PowerPoint) then the applications via Terminal
Server will try to lock the same file, and access will be denied to the second user — even though
they are opening different files that exist on their separate home directories. This behavior
appears to be application and locking dependant. Note that non-locking applications (like
Notepad) do not exhibit this behavior, and correctly read and write to the unique files.

The Samba [homes] feature allows the automatic mapping of users to home shares without the
unpredictable behavior described above:

[homes]
comment = user home share

The user connects to the home share using the user name, and Samba tconx makes an explicit
map to the share:

Map Network Drive [ x|
windows can help you connect to a shared network folder
and assign a drive letter ko the connection so that vou can
\ﬁ access the folder using My Computer,
e
el Specify the drive letter for the connection and the Folder
that you want to connect to:

Drive: IG: j
Folder: | W\Emonsteribuffy | Browse... |

Example: Yiserverishare

V¥ Reconnect at logon

Connect using a different user name,
Creake & shortout to a 'Web Folder or FTP site,

< Back I Finish I Cancel
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Using the [homes] share definition, Terminal Server sees the service name as
W\EMONSTER\BUFFY. File access and file locking tasks perform correctly.

“. Microsoft Network Monitor - [C:\WINNT', system 32 NETMON, CAPTURES', TS_good_padskit! i ] 9]
JiFl File  Edit Display Tools Options “Window Help =121 x|
=la| 1 [z 8| FEEQl +1t] Ti@| slslx] 5 2|
| Frame | Time | Src MAC Addr IDst, MAC Addr | Protocol | Description j
dbFrame: Base freme properties =]

SpETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Prococol
pIP: ID = Ox40iA; Proto = TCP; Len: 111
GRTCE: _AP. .., len: 71, =seq:-3L5087444E63-3508F44534, ack: 883257776, win:éd4Zd40, sro: 48687 dst: 139 (MET
{NET: S8: Session Message, Len: 57
SIE: O tree connect b

1are = 3 EMONSTERZBUFFT
pSME: NT status code = 0Ox0, Facility = System, Severity = Success, Code = (0) STATUS_WAIT 0
9pSME: Header: DPID = OxFEFF TID = 0x0000 MID = 0x0BES2Z UID = 0x006C
=SME: Command = C tree commect & X

SME: Word count = 4

SME: Word parameters

EME: Next offset = 0x00432

SME: Disconnect flag = 0x0008

SME: Password length = 1 {0Oxl)

EME: Byte count = 24

SME: Byte parameters

SME: Password =

SME: File name = \WEMONSTER\EUFFT

EME: Eerwvice MNawe = 37777

SME: Command = No secondary command
-
K| »
. —
(ETH] of
[Server Message Block (SME) [F#: 4811817 [OFF: 55 (x38) 67 geaz 2

When configuring Samba for home shares with Terminal Server usage, it is best to avoid defining
a share mnemonic with a substitution variable in the path (previous example). The standard
Samba [homes] feature is a more reliable option when used with Terminal Server.

54 MAX_CONNECTIONS

MAX_ CONNECTIONS is a Samba static data structure that defines the number of services that
any one smbd process can have open simultaneously. The default value is 128, which means
that no client can have more than 128 shares open. In most cases this is a reasonable limit, but
for Terminal Server connections it can be exhausted. An actual case example of 32 clients on a
single Terminal Server was discovered when each client opened 4 shares at startup (the Terminal
Server client session startup). The 33" user could not connect because MAX_CONNECTIONS had
been exhausted for that smbd process:

32(clients) * 4(shares) = 128(MAX_CONNECTIONS)

Users of open source Samba will have to recompile with MAX_CONNECTIONS (in conn.c) set to a
larger number. Hewlett-Packard has contributed code for Samba 2.2.8a on HP-UX that provides
a smb.conf configuration variable called “max connections per client =.” This allows the user to
specify a customized connection limit without recompiling. The default value for “max
connections per client =" is 128. This smb.conf parameter should not be confused with “max
connections =", which limits the number of smbd processes concurrently connected to any one
service (share) on the server. Samba 3.0.2 has been enhanced to automatically increase
MAX_CONNECTIONS when the default limit is exhausted.
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When using the Samba “netbios aliases =" workaround or the Terminal Services hosts file for
Samba aliases, the MAX_CONNECTIONS issue does not occur (when each Terminal Server user is
allocated a separate smbd process).

Note: Samba 3.0.2 is enhanced to eliminate the maximum (128) issue. HP CIFS Server A.01.10
was based upon Samba 2.2.8a, and is now obsolete.

55 Logging

Samba has many smb.conf logfile naming options for the logging feature. A common log file
configuration is:

log file = /usr/local/samba/log.%m
The %m substitution variable supplies the NetBIOS name of the client machine, and the resulting
logfile is named “log.machinename”. When a single smbd process is serving multiple Terminal
Server users, this configuration will result in all of the Terminal Server user sessions log events
being written to a single logfile with the NetBIOS name of the Terminal Server itself substituting
for machinename.

A more usable log file naming convention for Terminal Server usage is to use the %U substitution
variable:

log file = /usr/local/samba/log.%U

This will result in individual logfiles for every unique Terminal Server user name.
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Chapter 6 Summary

The default behavior of Terminal Server on Windows is to multiplex all user connections to
individual machines (Samba file and print servers) over a single TCP/IP connection, which
potentially results in multiple Terminal Server user sessions being serviced by one Samba smbd
process. The function of the TCP connection establishment behavior is an operating system
limitation, and not due to Terminal Server itself. Therefore, other applications (like Citrix
Metaframe) will encounter the same behavior when connecting to a Samba server.

At this time, Windows Server NT4, 2000, and 2003 all provide Terminal Server hotfixes that allow
Samba client connections to initiate separate TCP connections, which allow Samba to start a
discrete smbd process for every Terminal Server client connection.

In cases where the hotfixes may not be deployable, the configuration flexibility and versatility of
Samba can compensate for the Terminal Server on Windows default behavior, and thus provide
fast and reliable file and print services. Also, many environments run Terminal Server and Samba
with no modifications at all, with perfectly acceptable performance. A representative test
environment and test suite is recommended for vetting new Terminal Server and Samba
configurations using the workarounds, or the default behavior.
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